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The Offeror is requested to submit a written response to this RFP as stated herein based on the following:
	A.
	REQUEST for Proposal number

	HSTS03-07-R-CIO209

	b.
	ISSUED BY
	Department of Homeland Security, Transportation Security Administration, Office of Acquisition, TSA-25, 701 South 12th Street, Arlington, VA 22202

	c.
	FOR INFORMATIOn or questions contact
	Email:  OASIS@dhs.gov.  This email will be active beginning June 13, 2007.

	D.
	PLEASE FURNISH PROPOSAL TO the tsa as follows:
	Electronic Copy to:  OASIS@dhs.gov
Important:  This is a Request for Proposal.  This request does not commit the Government to pay any costs incurred in the preparation of the submission of any response to this request for proposal or to the contractor for supplies or service.  

	E.
	contractING OFFICER
	Susan Messina
Office of Acquisition TSA-25

701 South 12th Street

Arlington, VA 22202

(571) 227-4055 susan.messina@dhs.gov 

Fax: 571-227-2911

	F.
	DEADLINE FOR RECEIPT OF PROPOSAL
	July 6, 2007 by 2:30pm Eastern Standard Time (EST).  Any proposal, modification, or revision received at the Government office designated in the solicitation after the exact time specified for receipt of offers is late and will not be considered, except as specified in FAR 52.215-1.


1. Contract Model
This is a Task Order against the EAGLE contract.  All terms and conditions contained in the EAGLE contract apply to this award.

A Task Order will be issued against the EAGLE contract.  Work Orders containing one or more Work Packages will be issued against the Task Order as new requirements arise.  The Government estimates, but does not guarantee that the total estimated value of all work orders issued under this Task Order for the life of the contract will be $1 billion.  The Task Order will not obligate funds.  Specific requirements will be ordered through funded Work Orders.  
Work Orders will be issued primarily on a FFP basis; however, other contract types including Cost-Plus Award Fee, Cost-Plus Incentive Fee, and Cost Reimbursable will be considered based on the nature of the requirement.  (See FAR Part 16.5).  Work Orders will be issued in accordance with the procedures set forth in the resultant Task Order. 
The Contractor shall provide all resources needed to perform applications development and related infrastructure support services on a Work Order basis.

2. Contract Pricing

2.1 Time and Material Labor/Firm Fixed Price Rates

All Work Orders issued on a T&M or FFP basis will be priced in accordance with the labor rates tables set forth in this Task Order.  Labor rates shall reflect the fully-burdened rates for each labor category, and will apply to all direct labor hours. Loaded hourly rates are ceiling price rates and the Contractor may, at its discretion, elect to propose lower hourly rates.

2.1.1 Labor 

Fully-burdened labor rates include all direct, indirect, general and administrative costs and profit associated with providing the required skill.  Fully-burdened labor rates include all labor and labor-related costs, such as, but not limited to, the following list of representative labor-related costs:  salaries, wages, bonuses to include stock bonuses, incentive awards, employee stock options, stock appreciation rights, employee stock ownership plans, employee insurance, fringe benefits, contributions to pension, other post-retirement benefits, annuity, employee incentive compensation plans, incentive pay, shift differentials, overtime, vacation time, sick pay, holidays, and all other allowances based upon a comprehensive employee compensation plan.  The use of uncompensated overtime is not encouraged.  All hourly rates are based on a 40-hour work-week (i.e., 1,920 hours per year or as outlined in the Contractor’s Cost Accounting Standards (CAS) Disclosure Statement).
2.1.1.1 Government Site Rates

When performing at Government sites, the Contractor shall furnish fully-burdened labor rates.  The Government will provide office space, furniture, and office equipment and supplies, as described in Section H.8 of the EAGLE contract.

2.1.1.2 Contractor Site Rates

When performing at a Contractor site, the Contractor shall furnish fully-burdened labor rates which include loads for office space and all normal supplies and services required to support the work.  This includes, but is not limited to, telephones, faxes, copiers, personal computers, postage (to include courier services such as Federal Express), ordinary business software (e.g., word processing, spreadsheets, graphics, etc.), normal copying and reproduction costs.

2.1.2 Program Management Support Costs

Contract-level program management support costs are included as a percentage of each individual labor category rate.  These costs encompass support for contract-level management, reporting requirements, and related travel and meeting attendance costs associated with the Contractor’s overall program management of the Task Order. 
2.1.3 Other Direct Costs (ODCs)

ODCs may include software, hardware, materials, subcontractor and task order-related travel costs (other than labor), i.e., relocation and temporary duty (TDY) to include travel, lodging and meals.  The cost of general-purpose items required for the conduct of the Contractor’s normal business operations will not be considered allowable ODCs in the performance of Work Orders under this Task Order.  See also Section G and Section H of the EAGLE contract for limitations on materials and mandatory support documentation.  
Profit is not allowed on ODCs under a T&M type Work Order.
2.1.4 Contract Types

The Government will award various types of Work Orders under this Task Order, as described in this section.
2.1.4.1 Firm Fixed Price (FFP) 

For FFP Work Orders, the quantity of each item, each labor category, or any Work Package will be multiplied against the rate listed in the contract as negotiated for the Work Order, and the cumulative extended total of all items ordered will define the fixed price for the Work Order. Travel costs and ODCs, if applicable, shall be included in the FFP for each Work Order, burdened with the markup and profit percentages specified in this schedule.  Partial payment of FFP type Work Orders may be negotiated based on the completion of milestones.

2.1.4.2 Time and Material (T&M) 

Pricing of Time and Materials Work Orders shall be in accordance with the EAGLE contract paragraph B.3.1, “Time and Material (T&M) type Task Orders.”

For obtaining applications development and related services on a T&M basis, the quantity of hours ordered from each labor category will be specified as deliverable hours billable at the ceiling rates specified in the EAGLE contract, Section B.4 Labor Rate Tables or as negotiated, if lower rates are proposed for the Task Order. Travel and ODCs will be estimated for each Work Order and burdened with the ODC markup percentage specified in the EAGLE contract, Section B.4 Labor Rate Tables. Profit on travel and ODCs is not allowable. The cumulative extended total of all labor categories ordered plus travel and ODCs will define the Work Order ceiling price. Work Orders may authorize adjustments between labor category quantities of up to 10%, within the established Work Order labor ceiling price, without a formal modification.  The Government will not reimburse the Contractor for costs incurred beyond the ceiling price, for hours not delivered, for hours delivered but in excess of the quantities ordered for a particular labor category or for travel and ODCs exceeding the ordered pool amount. Labor dollars will not be used to pay for ODCs nor ODC dollars used to pay for labor without written approval from the COTR and/or a contract modification.
2.1.4.3 Cost-Type Orders
Cost-type Work Orders shall be priced in accordance with EAGLE contract paragraph B.3.3 “Cost Reimbursement Pricing.”

The Government envisions that some work orders may be awarded on a Cost Plus Award Fee, Cost Plus Incentive Fee, or some other flexibly-priced basis to address the needs of other customers who will require these contract features.  

2.1.5 Rate Refreshment

2.1.5.1 Reductions

The labor rates are fixed for all contract year periods, however, the Contractor may submit a proposal reducing the fixed labor rates at any time during the life of this Task Order.  The Government will review these proposals and determine if the revised rates are realistic and in the best interest of the Government.  If the rates are accepted, the Government will modify the Task Order by incorporating the new rates.

2.1.5.2 Labor Categories

At any time and throughout the life of the Task Order, at the request of either the Contractor or the Government, the Contractor may propose additional labor categories, rates and descriptions in addition to the Government labor categories.  These additional labor categories, rates and descriptions will be negotiated on a case-by-case basis.  The additional categories, rates and descriptions proposed, upon determination by the Government that they are fair and reasonable, will be incorporated by modification into the Task Order.

2.1.5.3 ODCs and Subcontractor Mark-ups

At any time and throughout the life of the Task Order, at the request of either the Contractor or the Government, the Contractor may modify the mark-up percentages for Other Direct Costs (ODCs) based on the Contractor’s audited ODC percentage rate for its fiscal year.  These modified ODC percentages will be negotiated on a case-by-case basis.  The modified ODC percentage rate will be incorporated, by modification, into this Task Order upon determination by the Government that they are based on DCAA or other Government audit information.

2.2 Work Outside the Continental United States (OCONUS)

It is anticipated that there may be Work Orders under this Task Order for work outside the United States.  Individual Work Order requests will set forth price proposal instructions for OCONUS Work Orders.  The Government reserves the right to make determinations of fair and reasonable pricing at the Work Order level.  

2.3 Total Cost of Ownership Pricing

Individual Work Orders may require the Contractor to restructure its price proposal to provide for the total cost of ownership.  For example, instead of, or in addition to, providing a cost proposal based on fixed hourly rates, specific Work Orders may require pricing on a per seat/workstation, usage rates, or other similar bases to determine the total life cycle cost.

2.4 Labor Rate Tables

The Labor Rate Tables in the EAGLE contract provide labor category descriptions, labor rates, travel, and markup percentages for performance of requirements specified in individual Task Orders.  Fully loaded hourly labor rates are included for each labor category both at the Contractor site and at Government sites.  These fully-loaded hourly labor rates are the ceiling rates representing the maximum rates allowable for Prime and Subcontractors.  The years cited represent contract years.  Only Government-required labor categories are included in the table.  

2.5 Task Order Line Items

The Task Order line item table contained in the resultant contract will consist of the Contractor’s negotiated labor rates.  Work Order Line Items will be specified in the Work Orders at the time they are issued.
3. Introduction

TSA’s goal is to create, through innovation, a transformed organization where IT services are delivered through state-of-the-art, service-enabled applications to:

· Prevent terrorist acts against the United States transportation network through sharing mission-critical information where and when it is needed, regardless of organizational boundary

· Effectively leverage existing information assets to address emerging mission requirements quickly

· Optimize return on all IT investments

The Government’s desired outcome is to transform the TSA organization so that resources are optimized and the mission is more efficiently and effectively accomplished.

4. Scope and Purpose

4.1 Scope

The Information Technology Division’s mission is to provide application development services for all of TSA.  Therefore, the scope of this effort encompasses the full range of application development services and associated application development infrastructure support.  Specifically, this effort includes, but is not limited to, use of various development approaches for application development, testing, design and support of non-production environments, application development organizational consulting and related business process reengineering, release management, and related program management.
4.2 Purpose

The purpose of this acquisition is to procure Application Development Services and Application Development Infrastructure Services.  The desired and necessary outcome is to identify a highly qualified and capable Contractor team who:

· Understand a variety of application development approaches as described herein;

· Can apply those various approaches to different scenarios, as described by a unique set of work packages, each containing unique requirements, desired behaviors, required labor categories, and relevant skill sets;

· Demonstrate understanding, knowledge, willingness, and ability to accomplish the application development transformation critical to the vision of  TSA and its efforts to create an agile enterprise responsive to the dynamic mission requirements facing TSA; and,

· Demonstrate that they can embrace a series of diverse architectures within which work is currently accomplished, and help drive toward those strategic capabilities that TSA must create.

Further, the Contractor team must recognize that TSA is moving toward a service-oriented architecture.   However, the Contractor team must also realize that the current TSA application infrastructure depends upon current, stand-alone applications that must continue to exist, and be reliable and responsive until, over time, they may be migrated to the evolving service-oriented architecture environment.
5. Requirements
5.1 TSA Application Development Context

5.1.1 Global Requirement for Applications Development Services

TSA’s requirements for applications development services span a wide range of requirements as described in Exhibit 1 on the next page.  These include:
· Mission Services

· Alerts and Notifications

· Collaboration

· Directory Services

· Information Discovery and Search

· Access Control

Work Orders issued against the Task Order will support and enable one or more of the mission categories shown in the Exhibit.  Specific applications development initiatives will be associated with the category of global requirements at the time the work order is issued.
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5.1.2 Examples of Typical Future Application Development Requirements

	Alerts & Notifications
	DHS Alert v1.1
	•Multi-site enabled pilot deployed to Mass Transit, 5 airports & HSOC/NOC 

•TSA Alert system retired and migrated to DHS Alert code base

	
	DHS Alert v1.1a
	•High priority enhancements identified by Mass Transit & airport users 

•Manual failover enabled between two data centers

	
	DHS Alert v1.2
	•Production hosted system with full C&A deployed to 30-40 additional airports 

•Core web services available to other systems (e.g., create alert, receive status)

	
	DHS Alert v1.3
	•Deployment to FAMS and two state/local agencies 

•Additional channels (e.g., Instant Messaging, WAP, fax, field handheld devices)

	
	DHS Alert v1.4
	•Integration with Amber Alert system and DHS Homeland Security Information Network 

•Integrated geospatial and pattern matching analytics capabilities

	Information Discovery & Search
	Incident Search
	•Consolidated incident search across 3-5 major TSA incident management systems 

•Deployed to Office of Intelligence and 3-5 airport operations centers

	
	Incident Analysis
	•Structured summary reporting of incident information for 5-7 user groups 

•Robust data analysis of incident data internal & external to TSA

	
	Pattern Matching
	•Automated detection of patterns in incident data for Office of Intelligence 

•Advanced correlation and relationship services for TTAC

	
	Biographic Matching
	•Identify suspect individuals with biographic information 

•Ability to discover identity of suspects with multiple identities

	
	Person Info Analysis
	•Searching for queries previously performed by other users 

•Using other PII to match individuals with suspicious activity reports

	
	MRR & DM Portal
	•Stores and manages mission-critical metadata information for TSA services 

•Data management portal for access to related artifacts, processes, and other info

	
	Program Dashboard
	•Executive project management dashboards for 15 user communities 

•Congruent with DHS Secretary’s Dashboard SharePoint initiative

	Collaboration
	FSD Toolkit
	•FSD Toolkit implemented in SharePoint with current “mockup” functionality

•Customizable workspaces deployed to 40-50 airports

	
	
	

	
	Intranet Web Site
	•Next generation interface for all internal TSA constituents

•New TSA-wide taxonomy for finding and managing content

	
	
	

	
	Personalized Websites
	•Personalized websites for 10-20 user communities 

•Automated content management and document routing capabilities

	
	
	

	
	Info Center
	•Quickly access current, accurate and relevant information about TSA activities & programs 

•Oversee and manage key TSA documents and decisions

	
	
	

	Access Control
	Identity Management
	•Pilot personnel repository for use by TSA Human Resources 

•Pilot authentication and authorization services for two major TSA applications

	
	Single Sign-On
	•Single sign on for TOP, ACS, and EDB applications 

•Provide interface for DHS SSO initiative

	Directory Services
	HR Workflow Processes
	•Modeled TSA on-boarding & off-boarding processes 

•Automated workflow with approvals for critical HR processes

	
	HR Data Warehouse
	•Integrated repository containing data sources necessary to support TSA HR 

•Single reporting system for HR data (i.e., NFC, PASS, CPS, SHIMS, ER)

	
	TSA White Pages
	•Directory of TSA personnel & contractors for use by internal TSA constituents 

•Interface for integration with DHS/DNI

	
	TSA Blue Pages 
	•Directory of TSA organizational contacts for use by internal TSA constituents 

•Interface for integration with DHS/DNI

	
	TSA Green Pages 
	•Directory of TSA resources, systems, & data repositories for major TSA systems 

•Interface for integration with DHS/DNI

	Mission Services
	Watch List
	•Pilot automated No Fly system with TSA Office of Intelligence 

•Improve quality and accuracy of terrorist name matching capability

	
	Traveler Identification
	•Integration of the No Fly system with the National Identification service 

•Provide screeners with pre-screen list of individuals

	
	Performance Measurement
	•Deploy performance measurement & metrics services to 10-12 airports 

•Support tracking of airport performance against TSA mission standards

	
	Resource Management
	•Deploy baseline resource management services for 10-12 airports 

•Support multiple internal/external scheduling systems in the field

	
	Geospatial Service
	•Deploy ESRI-based geospatial services to 2-3 user communities 

•Enable integration of geospatial services with 2-3 TSA application


5.1.3 Application Portfolio

Like most large, complex enterprises, TSA’s current applications architecture includes an existing collection of diverse systems including:

· Large Enterprise-class “stand-alone” applications 

· Tactical “one-off” applications addressing narrowly-focused business and mission needs

· Specialized applications created to provide limited automation to support business or mission process that should be addressed with an enterprise solution

· Loosely-coupled services developed to meet a variety of business needs via a service-oriented architecture 

5.1.4 Application Platforms and Technical Environments

TSA’s Technical Reference Model governs the range of available platforms.  The Conformance to this reference model is required in the performance of work described herein.  The Technical Reference Model will be available to the Contractor after award.
TSA’s rapidly-evolving and unpredictable business and mission environment demands new and improved ways to:

· Share critical business and mission-related information

· Leverage existing information assets to meet emerging mission challenges

· Optimize the benefits of IT investments

5.2 Compliance with Appropriate Policies, Laws, and Standards

Compliance with the policies, laws, and standards, described in Attachment 4, governing management, control, and oversight of the Transportation Security Administration is required during the life of this effort.
5.3 Application Development Approaches

TSA’s application development approaches are based upon a combination of life cycles and methodologies for different types of development.   TSA expects that it will use these development approaches to achieve its application architecture transformation goals. 

Development approaches include:

· A software development lifecycle (SDLC) that governs “traditional” (i.e., waterfall) development; this is typically applied to larger applications enhancements and development efforts;

· Rapid Applications Development (RAD) efforts that follow a tailored instance of the SDLC; this is typically applied to smaller applications and development efforts;

· Service-Oriented Architecture (SOA) development (governed by a Services Life Cycle [SLiC]); this approach is used to create reusable, loosely coupled services that can be quickly orchestrated to meet changing mission or business demands.

5.4 Architectural Control and Compliance 
Application development approaches will call for specific architectures; nevertheless, all development must conform to and exist in harmony with the DHS and TSA evolving Enterprise Architecture (EA) requirements.  
5.4.1 Enterprise Architecture

All solutions and services shall meet DHS Enterprise Architecture policies, standards, and procedures as it relates to this Performance Work Statement and its associated Task Orders and Work Orders.  Specifically, the contractor shall comply with the following Homeland Security Enterprise Architecture (DHS EA) and requirements:
· All developed solutions and requirements shall be compliant with the DHS EA. 

· All IT hardware or software shall be compliant with the DHS EA Technology Reference Model (TRM) Standards and Products Profile. 

· All data assets, information exchanges and data standards, whether adopted or developed, shall be submitted to the DHS Enterprise Data Management Office (EDMO) for review and insertion into the DHS Data Reference Model.
5.4.2 Service Oriented Architecture (SOA)
TSA’s strategic application development goal is to implement a service-oriented architecture.  Therefore, an understanding of SOA governance in the context of EA, and how SOA can be used to elaborate the various EA reference models will be useful.
5.4.3 Data Exchange Model

The development of a common enterprise data model is critical to an effective SOA implementation strategy.  TSA has adopted the National Information Exchange Model (NIEM), referenced in Attachment 4, as its data exchange model.  In the future, this model will govern how TSA exchanges data externally (and among internal TSA components), and will therefore inform all TSA data models.
5.4.4 Industry Best Practices

The Government’s additional goal is to benefit from industry best practices that will “extend” the architecture to make the TSA enterprise more adaptable, agile, interoperable, and mission-responsive.
5.5 Innovation

TSA’s goal is to create, through innovation, an organization where IT services are delivered through state-of-the-art, service-enabled applications to:

· Prevent terrorist acts against the United States transportation network through sharing mission-critical information where and when it is needed, regardless of organizational boundary

· Effectively leverage existing information assets to address emerging mission requirements quickly

· Optimize return on all IT investments

Clearly, this new organization cannot be created without innovative ideas and solutions.   Therefore, the Government’s desired outcome is to transform the TSA organization so that resources are optimized and the mission is more efficiently accomplished.  Thought leadership is an integral component of this effort.
5.6 Adaptability

Application development Contractors at TSA will encounter the following:

· A variety of application development approaches

· A wide-ranging array of customer requirements

· A wide range of customer types and needs

· A maturing application development organization

· Teams composed of members from different Contractors

· A transforming architecture
5.7 Representative Work Packages

Representative work packages represent the collective “superset” of all known requirements that will be used to create future Work Orders.  Work packages were designed with the goal in mind that a complete set of deliverables, properly constructed, will produce the desired and necessary application development results.  Representative work packages will evolve over time to meet emerging requirements.

For each of these work packages, Offerors must provide:

· their technical approach for accomplishing the work described in the work package

· a description of their approach to innovation in the work package
· labor categories and level of effort at the work product level
The Representative Work Packages are in Attachment 5.  See the instructions to Offerors for detailed information on preparing your response.

6. Contract Administration Data

In addition to Section G – Contract Administration Data, of the EAGLE contract, the following terms and conditions are in full force and effect.
6.1 Accounting and Appropriation Data

Accounting and appropriation data for obligations under this contract will be set forth on individual Work Orders.
6.2 Authority of Contracting Officials

The authority of the Contracting Officer, Contract Specialist, Contracting Officer’s Technical Representative and Contractor’s Project Manager are as follows:
6.2.1 Contracting Officer
The contracting officer for administration of this Task Order is:

To be inserted at time of award

6.2.1.1 Contract Requirement Modification
The contracting officer is the only person authorized to make or approve any changes in any of the requirements of this Task Order.  Notwithstanding any clauses contained elsewhere in this Task Order or EAGLE Contract, the said authority remains solely with the contracting officer.  Any changes made by the contractor at the direction of any person other than the contracting officer will be considered to have been made without authority and no adjustment will be made in the contract price to cover any increase in cost incurred as a result of the change.
6.2.1.2 Delegation of Contract Administration Authority

The contracting officer may designate, in writing, representatives to perform functions required to administer this contract, however, any implied or expressed actions taken by those representatives must be within the limits cited within the contracting officer’s written designations.  If any individual alleges to be a representative of the contracting officer and the contractor has not received a copy of the document designating that representative’s, the contractor shall refrain from acting upon the representative’s requirements and immediately contact the contracting officer to obtain a copy of the document designating that individual as a representative of the contracting officer.
6.2.2 Contract Specialist

The Contract Specialist for this Task Order is:

To be inserted at time of award

6.2.3 Contracting Officer’s Technical Representative

The Contracting Officer’s Technical Representative (COTR) for this Task Order is:

To be inserted at time of award

The COTR will represent the contracting officer in the administration of technical details within the scope of this contract.  The COR is also responsible for the final inspection and acceptance of all reports, and such other responsibilities as may be specified in the Work Order. The COTR is not otherwise authorized to make any representations or commitments of any kind on behalf of the contracting officer or the Government.  The COTR does not have authority to alter the contractor’s obligations or to change the contract specifications, price, terms or conditions.  If, as a result of technical discussions, it is desirable to modify contract obligations or the statement of work, changes will be issued in writing and signed by the contracting officer.  The Government may change the COTR assignment at any time without prior notice to the contractor.  The contractor will be notified of the change.
6.2.4 Program Manager
The contractor’s designated Program Manager for this Task Order is: 




To be inserted at time of award
The Contractor shall provide a Program Manager for this Task Order that has the authority to make any no‑cost contract technical, hiring and dismissal decisions, or special arrangement regarding this contract.  The Program Manager shall be responsible for the overall management and coordination of this Task Order and shall act as the central point of contact with the Government.  The Program Manager shall have full authority to act for the Contractor in the performance of the required services.  The Program Manager, or a designated representative, shall meet with the COTR to discuss problem areas as they occur.  The Program Manager, or designated representative, shall respond within four hours after notification of the existence of a problem.  The Program Manager shall be able to fluently read, write, and speak the English language. 

6.3 Payment Schedule

A payment schedule will be specified in each Work Order.

6.4 Travel And Per Diem (Applicable To T&M Orders Only)

The Contractor shall be reimbursed for travel costs associated with the performance of T&M orders as follows:

· Travel subsistence reimbursements will be authorized under the rates and conditions under the Federal Travel Regulations.

· Per diem will be reimbursed, at actual costs, not to exceed, the per diem rates set forth in the Federal Travel Regulations prescribed by General Services Administration and when applicable, Standardized Regulations Section 925 – Maximum Travel Per Diem Allowances for Foreign Areas – prescribed by the Department of State.

· Travel of more than 10 hours, but less than 24 hours, when no lodging is required, per diem shall be one-half of the Meals and Incidental Expenses (M&IE) rate applicable to the locations of temporary duty assignment.  If more than one temporary duty point is involved, the allowance of one-half of the M&IE rate is prescribed for the location where the majority of the time is spent performing official business.  The per diem allowance shall not be allowed when the period of official travel is 10 hours or less during the same calendar day.  

· Airfare costs in excess of the lowest rate available, offered during normal business hours are not reimbursable. 

· All reimbursable Contractor travel shall be authorized through the issuance of a task order executed by the Contract Officer.

· Local travel costs will not be reimbursed.

6.5 Government Furnished Equipment / Facilities / Workspace
If stated in the individual Work Order, sufficient workspace and facilities will be provided by TSA for the contractor’s team and will include office furniture, telephones, networking, analog lines, computers, laptops, printers, and facsimile and copier machines.  The Contractor shall use the Government Furnished Workspace and equipment only in connection with this Task Order.

7. Special Contract Requirements
7.1 Section 508 Accessibility Compliance

Section 508 of the Rehabilitation Act (29 U.S.C. 794d), as amended by the Workforce Investment Act of 1998 (P.L. 105-220), August 7, 1998, requires that when Federal agencies develop, procure, maintain or use electronic and information technology, they must ensure that it is accessible to people with disabilities. Federal employees and members of the public who have disabilities must have access to and use of information and services that is comparable to the access and use available to non-disabled Federal employees and members of the public.

All EIT deliverables within the work statement shall comply with the applicable technical and functional performance criteria of Section 508 unless exempt.  Specifically, the following applicable standards have been identified:
· 36 CFR 1194.21 – Software Applications and Operating Systems, applies to all EIT software applications and operating systems procured or developed under this work statement. 

· 36 CFR 1194.22 – Web-based Intranet and Internet Information and Applications, applies to all Web-based deliverables, including documentation and reports procured or developed under this work statement.  When any Web application uses a dynamic (non-static) interface, embeds custom user control(s), embeds video or multimedia, uses proprietary or technical approaches such as Flash or Asynchronous JavaScript and XML (AJAX) then “1194.21 Software” standards apply to fulfill functional performance criteria. 
· 36 CFR 1194.23 – Telecommunications Products, applies to all telecommunications products including end-user interfaces such as telephones and non end-user interfaces such as switches, circuits, etc. that are procured, developed or used by the Federal Government.
· 36 CFR 1194.24 – Video and Multimedia Products, applies to all video and multimedia products that are procured or developed under this work statement.  Any video or multimedia presentation shall also comply with the software standards (1194.21) when the presentation has user controls available.

· 36 CFR 1194.31 – Functional Performance Criteria applies to all EIT deliverables regardless of delivery method.  All EIT deliverable shall use technical standards, regardless of technology, to fulfill the functional performance criteria. 

· 36 CFR 1194.41 – Information Documentation and Support, applies to all documents, reports, as well as help and support services.  To ensure that documents and reports fulfill the required “1194.31 Functional Performance Criteria”, they shall comply with the technical standard associated with Web-based Intranet and Internet Information and Applications at a minimum. Exceptions for this work statement have been determined by DHS.  Only the exceptions described herein shall be applied.  Any request for additional exceptions shall be sent to the COTR and determination will be made in accordance with DHS MD 4010.2.  
DHS has identified the following exceptions that may be applied:
· 36 CFR 1194.2(b) – (COTS/GOTS products), When procuring a product, each agency shall procure products which comply with the provisions in this part when such products are available in the commercial marketplace or when such products are developed in response to a Government solicitation. Agencies cannot claim a product as a whole is not commercially available because no product in the marketplace meets all the standards. If products are commercially available that meet some but not all of the standards, the agency must procure the product that best meets the standards.

When applying this standard, all procurements of EIT shall have documentation of market research that identify a list of products or services that first meet the agency business needs, and from that list of products or services, an analysis that the selected product met more of the accessibility requirements than the non-selected products as required by FAR 39.2. Any selection of a product or service that meets less accessibility standards due to a significant difficulty or expense shall only be permitted under an undue burden claim and requires approval from the DHS Office on Accessible Systems and Technology (OAST) in accordance with DHS MD 4010.2.
· 36 CFR 1194.3(b) – Incidental to Contract, all EIT that is exclusively owned and used by the contractor to fulfill this work statement does not require compliance with Section 508.  This exception does not apply to any EIT deliverable, service or item that will be used by any Federal employee(s) or member(s) of the public. This exception only applies to those contractors assigned to fulfill the obligations of this work statement and for the purposes of this requirement, are not considered members of the public.
7.2 Stop-Work Order 

The Contracting Officer may, at any time, by written order to the Contractor, require the Contractor to stop all, or any part, of the work called for by this Task Order for a period of 90 days after the order is delivered to the Contractor, and for any further period to which the parties may agree. The order shall be specifically identified as a stop-work order issued under this clause. Upon receipt of the order, the Contractor shall immediately comply with its terms and take all reasonable steps to minimize the incurrence of costs allocable to the work covered by the order during the period of work stoppage. Within a period of 90 days after a stop-work is delivered to the Contractor, or within any extension of that period to which the parties shall have agreed, the Contracting Officer shall either:

· Cancel the stop-work order; or 

· Terminate the work covered by the order as provided in the Default, or the Termination for Convenience of the Government, clause of this contract. 

7.2.1 Canceling Stop Work Orders

If a stop-work order issued under this clause is canceled or the period of the order or any extension thereof expires, the Contractor shall resume work. The Contracting Officer shall make an equitable adjustment in the delivery schedule or contract price, or both, and the contract shall be modified, in writing, accordingly, if-

· The stop-work order results in an increase in the time required for, or in the Contractor's cost properly allocable to, the performance of any part of this contract; and 

· The Contractor asserts its right to the adjustment within 30 days after the end of the period of work stoppage; provided that, if the Contracting Officer decides the facts justify the action, the Contracting Officer may receive and act upon the claim submitted at any time before final payment under this contract. 

7.2.2 Reasonable Costs Resulting from Stop Work Orders

7.2.2.1 Convenience of the Government

If a stop-work order is not canceled and the work covered by the order is terminated for the convenience of the Government, the Contracting Officer shall allow reasonable costs resulting from the stop-work order in arriving at the termination settlement.

7.2.2.2 Default

If a stop-work order is not canceled and the work covered by the order is terminated for default, the Contracting Officer shall allow, by equitable adjustment or otherwise, reasonable costs resulting from the stop-work order. 

7.2.2.3 Subcontracting Plan Reports

The contractor shall submit Subcontracting Plan Reports, Individual Subcontracting Reports and Summary Subcontract Reports on a Task Order level in accordance with Section F.11, F11.1 and F.11.2 of the EAGLE contract.
7.3 Asset Management

All assets in the possession of the Contractor must be maintained in good condition and returned to the Government in the same condition as when issued; while in the Contractor’s possession, the Contractor shall maintain appropriate accountability of assets. 
7.4 Delivery of Data 
Data shall be delivered in digital format as specified in Work Order.  Data shall be addressed to the designated Contracting Officer’s Technical Representative (COTR).  
7.5 Inspection and Acceptance
All Inspection and Acceptance shall be in accordance with Section E of the EAGLE contract unless otherwise specified in individual Work Orders.
7.5.1 Inspection - Subcontract
The Contractor shall hold all subcontractors to the same standards of performance as required for the Contractor’s performance under this contract.

7.5.2 Acceptance

The Government will make the ultimate determination as to when a deliverable is acceptable.  The Contractor may not invoice the Government for deliverables until an acceptance document has been signed by the COTR.
7.6 Deliveries or Performance

In addition to EAGLE Section F, Deliveries or Performance, the following terms and conditions are in full force and effect:
7.6.1 Task Order Term  

The term of this Task Order is not to exceed 60 months after date of Task Order award. 

7.6.2  Period of Performance

Period of performance will be specified in each individual Work Order.  In the event that an order requires performance that extends beyond the current contract term, the contractor shall be required to complete performance within the schedule set forth in the task order, provided such period does not extend beyond 180 days after expiration of the Task Order.

7.6.3 Work Order Period of Performance  

Each Work Order shall specify the period of performance.
7.6.3.1 Deliverable Shipping
All deliverables required under each Work Order shall be shipped FOB Destination to the Government address identified in each Work Order.

7.6.3.2 Transmittal Letter(s)
A copy of the transmittal letter forwarding deliverables to the specified destinations shall be identified by the specified Contract number.

7.6.4 Submission of Reports

The following reports are required to be delivered under this contract in accordance with the schedules stated and to the addresses provided for the Contracting Officer and COTR:
7.6.4.1 Work Order-Specific Reports
Specific reports will be identified as required in individual Work Orders.

7.6.4.2 Small Business Reporting Requirement
If this Task Order contains Small Disadvantaged Business (SDB) participation targets, the contractor shall report on the participation of SDB concerns at contract completion, or as otherwise provided in this Task Order. Reporting may be on Optional Form 312, Small Disadvantaged Business Participation Report, or in the contractor’s own format providing the same information. This report is required for each contract containing SDB participation targets. If this contract contains an individual Small, Small Disadvantaged, Veteran-Owned, Service-Disabled Veteran-Owned, and Women-Owned Small Business Subcontracting Plan, reports may be submitted with the final Subcontracting Report for Individual Contracts (Standard Form 294) at the completion of the contract.

7.6.4.3 Subcontracting Plan Compliance
The vendor shall comply with Section F.11 – Subcontracting Plan Reports, of the EAGLE contract.

7.7 Fair Opportunity

Upon award of the Task Order for applications development services, and subject to the Availability of Funds and negotiation of a fair and reasonable price, the Government reserves the right to award the Contractor future Work Orders for related applications development services and related infrastructure support services subject to the Fair Opportunity exceptions allowed under FAR 16-505, ordering within the scope of the Task Order.
In addition to Section H – Special Contract Requirements of the EAGLE contract, the following terms and conditions are in full force and effect.
7.8 Order Process
The Government will order any supplies and services to be furnished under this Task Order by issuing Work Orders containing one or more Work Packages on an agency prescribed form.  All orders are subject to the terms and conditions of the EAGLE contract.  In the event of a conflict between an order and the EAGLE contract, the contract shall control.  In no event will an order change the requirement of the EAGLE contract.
7.8.1 Work Orders
Only the Contracting Officer is authorized to issue Work Orders.  The Contractor is hereby notified that future Work Orders may be subject to negotiations and mutual agreement of the parties.
7.8.2 Deliverables
All deliverables will be identified in individual Work Orders.

7.8.3 Contract Type of Work Orders
Work Orders may be firm fixed price, time and materials, cost plus award fee, cost plus incentive fee, cost reimbursable, or a combination of these.

7.8.4 Work Order Contents

Each Work Order will contain the following:

· The scope and statement of work, meetings, travel and deliverables, as appropriate.

· Special reporting requirements

· Period of performance

· Applicable special provisions

· Firm fixed or not-to-exceed total price

7.9 Advertising of Award

The contractor shall not refer to awards in commercial advertising in such a manner as to state or imply that the product or service provided is endorsed or preferred by the Federal Government or is considered by the Government to be superior to other products or services.

7.10 Avoidance of Personal Services

The Government shall not supervise contractor employees.  The contractor shall determine work schedules and work methodology for its employees.

7.10.1 Prohibition on Personal Services

No personal services shall be performed under this Task Order.  No Contractor employee will be directly supervised by the Government.  All individual employee assignments, and daily work direction, shall be given by the applicable employee supervisor.  If the Contractor believes any Government action or communication has been given that would create a personal services relationship between the Government and any Contractor employee, the Contractor shall promptly notify the Contracting Officer  of this communication or action.

7.10.2 Performance of Inherently Governmental Functions
The Contractor shall not perform any inherently governmental functions under this Task Order.  No Contractor employee shall hold him or herself out to be a Government employee, agent, or representative.  No Contractor employee shall state orally or in writing at any time that he or she is acting on behalf of the Government.  In all communications with third parties in connection with this contract, Contractor employees shall identify themselves as Contractor employees and specify the name of the company for which they work.  In all communications with other Government Contractors in connection with this contract, the Contractor employee shall state that they have no authority to in any way change the contract and that if the other Contractor believes this communication to be a direction to change their Task Order, they should notify the Contracting Officer for that contract and not carry out the direction until a clarification has been issued by the Contracting Officer.

7.10.3 Government Rights
Nothing in this clause shall limit the Government's rights in any way under any other provision of the contract, including those related to the Government's right to inspect and accept the services to be performed under this contract.

7.11 Release of Information 

The contractor and subcontractors may NOT release to the public or other Government agencies any information developed under or pertaining to this contract or subcontracts without the approval of the Contracting Officer.  This information includes press releases, promotional literature, price lists, and deliverables.

7.12 Key Personnel

The contractor shall use the key personnel set forth in its offer, upon which award of this order shall be based, for performance of the effort set forth under the contract.  In the event that one or more of the personnel are not available, or become unavailable, the contractor shall furnish substitute personnel of equal skills, which substitutions shall be subject to approval of the contracting officer.  

Key personnel on this Task Order are:




(To be determined after award)
If applicable, Key personnel will also be identified at the Work Order level with the same substitution requirements as outlined herein.
7.12.1 Substitution of Key Personnel

The contractor shall assign to the contract those persons whose resumes were submitted with its offer who are necessary to fill the requirements of the contract and orders there under.  No substitutions shall be made except in accordance with this clause.

7.12.1.1 Request for Substitutions
The contractor shall not allow personnel substitutions during the contract performance period unless the contractor promptly notifies the contracting officer, with a copy to the COTR and provides the information required by this section.  All proposed substitutions must be submitted, in writing, at least fifteen (15) working days in advance of the proposed substitutions to the contracting officer, and provide the information required in this section.

All requests for substitutions must include a detailed explanation of the circumstances necessitating the proposed substitutions, a complete resume for the proposed substitute, and any other information requested by the contracting officer needed to approve or disapprove the proposed substitution.  All proposed substitutions must have qualifications that are equal to or higher than the qualifications of the person(s) to be replaced.  The contracting officer or an authorized representative, will evaluate such requests and promptly notify the contractor of approval or disapproval within 10 business days of receipt of the substitution request.

7.13 Interrelationship of Associate Contractors
The TSA may enter into contractual agreements with other Contractors (i.e., “Associate Contractors”) in order to provide information technology requirements separate from the work to be performed under this contract, yet having links and interfaces to this contract.  The Contractor may be required to coordinate with other such Contractor(s) through the cognizant Contracting Officer and/or designated representative in providing suitable, non-conflicting technical and/or management interfaces and in avoidance of duplication of effort.  Information on deliverables provided under separate contracts may, at the discretion of the TSA and/or other Government agencies, be provided to such other Contractor(s) for the purpose of such work.

Where the Contractor and an associate Contractor fail to agree upon action to be taken in connection with their respective responsibilities, each Contractor shall promptly bring the matters to the attention of the cognizant Contracting Officer and furnish the Contractor’s recommendations for a solution. The Contractor shall not be relieved of its obligations to make timely deliveries or be entitled to any other adjustment because of failure of the Contractor and its associate to promptly refer matters to the Contracting Officer or because of failure to implement Contracting Officer directions.

Where the Contractor and Associate Contractors are required to collaborate to deliver a service; the Government will designate, in writing and prior to the definition of the task, to both Contractors, a “lead Contractor” for the project. In these cases the Associate Contractors shall also be contractually required to coordinate and collaborate with the Contractor. TSA will facilitate the mutual execution of Non-Disclosure Agreements.

Compliance with this Special Contract Requirement is included in the contract price and shall not be a basis for equitable adjustment.
7.14 Insurance-Work on a Government Installation 

The Contractor shall, at its own expense, provide and maintain during the entire performance of this Task Order, at least the following kinds and minimum amounts of insurance:

7.14.1 Workers' compensation and employer's liability
Contractors are required to comply with applicable Federal and State workers' compensation and occupational disease statutes. If occupational diseases are not compensable under those statutes, they shall be covered under the employer's liability section of the insurance policy, except when contract operations are so commingled with a contractor's commercial operations that it would not be practical to require this coverage. Employer's liability coverage of at least $100,000 shall be required, except in States with exclusive or monopolistic funds that do not permit workers' compensation to be written by private carriers.

7.14.2 General liability.

7.14.2.1 Bodily Injury Liability

The contracting officer shall require bodily injury liability insurance coverage written on the comprehensive form of policy of at least $500,000 per occurrence.

7.14.2.2 Property Damage Liability

Property damage liability insurance shall be required only in special circumstances as determined by the agency. 

7.14.2.3 Certification of Required Insurance
Before commencing work under this contract, the Contractor shall notify the Contracting Officer in writing that the required insurance has been obtained. The policies evidencing required insurance shall contain an endorsement to the effect that any cancellation or any material change adversely affecting the Government's interest shall not be effective 

· For such period as the laws of the State in which this contract is to be performed prescribe; or 

· Until 30 days after the insurer or the Contractor gives written notice to the Contracting Officer, whichever period is longer.

7.14.2.4 Subcontractor Insurance Clause Requirement

The Contractor shall insert the substance of this clause, including this paragraph, in subcontracts under this contract that require work on a Government installation and shall require subcontractors to provide and maintain the insurance required above. The Contractor shall maintain a copy of all subcontractors' proofs of required insurance, and shall make copies available to the Contracting Officer upon request.

7.15 Organizational Conflicts of Interest (OCI) (TSAAMS 3.1.7-2, Feb. 2003)
7.15.1 Certification of OCI
By submitting an offer or proposal, the Offeror or Contractor warrants that, to the best of the Contractor's knowledge and belief, there are no relevant facts or circumstances which could give rise to an organizational conflict of interest (OCI), as defined in the TSA Acquisition Management System,  “Organizational and Consultants Conflicts of Interest”, or that the Contractor has disclosed all such relevant information.

7.15.2 Post-Award OCI Disclosure
The Contractor agrees that if an actual or potential OCI is discovered after award, the Contractor shall make a full disclosure in writing to the Contracting Officer.  This disclosure shall include a mitigation plan describing actions the Contractor has taken or proposes to take to avoid, mitigate, or neutralize the actual or potential conflict.  Changes in the Contractor’s relationships due to mergers, consolidations or any unanticipated circumstances may create an unacceptable organizational conflict of interest which may necessitate such disclosure.  The TSA reserves the right to review and audit OCI mitigation plans as needed after award, and to reject mitigation plans if the OCI, in the judgment of the Contracting Officer cannot be avoided, or mitigated. 
7.15.3 Contract Termination for OCI
The Contracting Officer may terminate this contract for convenience, in whole or in part, if it deems such termination necessary to avoid an OCI.  If the Contractor was aware of a potential OCI prior to award or discovered an actual or potential conflict after award and did not disclose or misrepresented relevant information to the Contracting Officer, the Government may terminate the contract for default, debar the Contractor from Government contracting, or pursue such other remedies as may be permitted by law or this contract.

The Contractor further agrees to insert provisions which shall conform substantially to the  language of this clause including this paragraph (d) in any subcontract or consultant agreement hereunder.

7.16 Security Requirements

The Contractor shall include the substance of this clause in all subcontracts at any tier where the subcontractor may have access to Government facilities, sensitive information, or resources.
7.16.1 Application-Specific Security Requirements

7.16.1.1 Certification and Accreditation

All application development efforts must comply with TSA’s certification and accreditation (C&A) requirements.  As new applications are introduced into the production environment, they must undergo appropriate C&A based on the requirements of the system into which the application is being integrated.  (See NIST 800-37, Guide for the Security Certification and Accreditation of Federal Information Systems, 2004.)
7.16.1.2 System Security Planning 

All application development efforts must comply with TSA’s system security planning requirements.  As new applications are introduced into a production environment, they must comply with the requirements of the System Security Plan for the system to which the application is being integrated. (See NIST Special Publication 800-18, Revision 1, Guide for Developing Security Plans for Federal Information Systems, February 2006.)
7.16.2 Contractor Security Requirement Review

The Government reserves the right to conduct reviews of the Contractor’s compliance with security requirements; this includes facility (i.e., physical and personnel), information security, and security requirements within application development efforts.
7.16.3 Confidentiality of Information and Data

7.16.3.1 Restrictions Upon Disclosure

The Contractor agrees to keep all information it gathers or analyzes, or information the Government in the course of this Contract furnishes, in the strictest of confidence, said information being the sole property of the Government.  The Contractor also agrees that Government-provided information marked "For Official Use Only," "Confidential," or “Proprietary" must also be similarly protected and shall take all reasonable measures necessary to prohibit access to such information by any such person other than those Contractor employees needing such information to perform the work, i.e., on a need-to-know basis.  

(a) The Contractor shall immediately notify the Contracting Officer in the event it determines or has reason to suspect a breach of this requirement.

(b) The Contractor shall require that all employees and consultants who are given access to such information sign a confidentiality and non-disclosure statement agreeing to safeguard the confidentiality of all such information gathered or provided to them hereunder as an integral condition of their employment.

(c) Upon the Government’s request, the Contractor shall provide the Contracting Officer with plans and procedures to ensure the confidentiality and physical security of information gathered or provided hereunder.

(d)  The Contractor may “gather and analyze” information that is not furnished or owned by the Government.  Such information will not be subject to the restrictions in this clause.

7.16.3.2 Confidentiality of Data and Information
(a)  In the performance of this contract, the Contractor, its consultants and or subcontractors, may need access to information in the Government’s possession which is encumbered with restrictions on the Government’s rights to use or disclose, or that might preclude dissemination or use other than in the performance of this contract.  By reason of the foregoing, the Contractor agrees that any employee, subcontractor or consultant it uses shall comply with all restrictive legends or markings on data, software, or information it uses, and further agrees not to:

(1)
  Knowingly disclose such data or information to others without prior written authorization from the Contracting Officer, unless that data or information has otherwise become available to the public through no action or fault of the Contractor; and

(2)
  Use for any purpose other than the performance of this Contract data bearing a restrictive marking or legend, unless such information or data has otherwise fallen into public domain through no action or fault of the Contractor.

(3)  If work required to be performed under this Contract requires access to proprietary data of other companies, the Contractor shall use its best efforts to obtain an agreement from such other companies for such use unless such data is provided or made available to the Contractor by the Government.  Two copies of any such company-to-company agreements so entered into shall be furnished promptly to the Contracting Officer.  Company-to-Company agreements shall prescribe the scope of authorized use of disclosure, and other terms and conditions agreed upon between the parties.

(4)
  The Contractor agrees to make employees aware of the requirement to maintain confidentiality of data and information and the necessity to refrain from divulging either proprietary data of other companies or data obtained from the Government to unauthorized persons.  

(5) The Contractor agrees to obtain from each employee connected with this contract, a written agreement that the employee will not during his/her employment by the Contractor or thereafter, disclose to others or use for his/her own benefit or the future benefit of any individual, any trade secrets, confidential information or proprietary/restricted data (to include Government "For Official Use Only") received in connection with the work under this Contract.

(6) The Contractor agrees to include the substance of this provision in all subcontracts awarded under this contract, except to the extent that:

(i)  The Contractor considers the application of the prohibition of this provision to be inappropriate and unnecessary in the case of a particular subcontract.

(ii)  The subcontractor provides a written statement affirming absolute unwillingness to perform absent some relief from the substance of this prohibition; or

(iii)
If the Contractor encounters the situation described in 6.i and ii, the Contractor agrees to provide the Contracting officer written notice of the circumstances within ten working days of being notified by the subcontractor’s unwillingness to perform.  The Contractor agrees not to use any subcontractor so expressing unwillingness to perform absent any relief from the requirements of this section, unless use of an alternate subcontract source would unreasonably detract from the quality of the effort.

7.16.3.3 General Sensitive Information Requirements
(a) Effort to be performed by this contract may require access and protection of sensitive information and data.  The Contractor shall ensure that all appropriate security and protection actions are taken, including providing cleared personnel and procedures, as required, and consistent with the TSA security requirements. 

(b) The Contractor shall comply with the following TSA Management Directives and any updates, as applicable:

1.
TSA Management Directive No. 2800.3, “Control of Secure Terminal Equipment (STE) Telephones.

2.
TSA Management Directive No. 2800.31, “Control of Integrated Services Telephone (IST) Telephones.”

3.
TSA Management Directive No. 2800.5, “Foreign Travel Briefing and Contact Reporting Requirements.”  

4.
TSA Management Directive No. 2800.8, “Information Security (INFOSEC) Program.”
7.16.3.4 Security Policies and Directives

The Contractor is required to comply with all Government security law, policies, directives, and procedures including, but not limited to:

· Federal Information Security Management Act (FISMA)

· NIST Series 800

· Security-related DHS and TSA Management Directives

· System-specific security requirements

· Application-specific security requirements

Vendors will be responsible for identifying, evaluating, and proposing appropriately qualified staff for their respective work packages.
The TSA information security policy is an operational implementation and extension of the DHS Sensitive Systems Policy Directive 4300A, Version 5, March 1, 2007.  DHS 4300A provides general policy in a wide variety of areas and provides guidance to DHS Organizational Elements (OEs) for the establishment of operational policy within the OEs.  DHS 4300A takes precedence in instances where there is conflict between it and TSA MD 1400.3 that is not otherwise resolved by TSA MD 1400.3, Attachment 1, Security Policy – DHS Bridge.  Note that the TSA MD 1400.3 addresses additional details relating to security policies, personnel security, data encryption, and more.  
The Homeland Security Acquisition Regulations (HSAR) serves as a supplement to the Federal Acquisition Regulations (FAR).   The OCIO/OCISO/IT Security Office currently complies with FAR and HSAR related statements, to include “Contractor Employee Access".   In addition to the above referenced HSAR document, the "TSA MD 2800.71 - Pre-employment Investigation Standard for TSA Employees and Contractors" document also references and addresses: 

· SSI

· FOUO

· Sensitive Information 

· Information Technology Resources,

· Background checks/analysis and administrative processes together with CO, COTR and CSO,

· Sensitive information training, computer access agreement (CAA) and security orientation briefing (are performed by the IT Security's Security Awareness, Training and Education Program) for prime or subcontractors, 

· Employee Non-Disclosure Agreement (NDA) which is kept on file at IT Security, and

· Specific site/building/floor access (as arranged by the COTR and Training Coordinator).  

DHS MD 11042 (date 5/11/04), Safeguarding Sensitive But Unclassified (FOUO) Information and 49 Code of Federal Regulations Part 1520.5, addresses HSAR-related information for which the OCISO is in compliant as well.  The TSA FISMA dashboard scores (Green) and the judgment of the DHS Inspector General attest to our compliance with Public Law and appropriate Executive Orders

HSAR - 3052.204-71 Contractor Employee Access (June 2006) and Alternate I (June 2006) Requirements.  To reemphasize, the below referenced requirements can be found on pages, 2-2, 4-1 & 4-2, 52-1, 52-3, 52-4, 52-5, 52-6 and 52-7 of the HSAR.   As indicated, the OCIO/OCISO/IT Security is in total compliance to this requirement. 

7.16.3.5 Privacy or Security Safeguards 
(a) The Contractor shall not publish or disclose in any manner, without the Contracting Officer's written consent, the details of any safeguards either designed or developed by the Contractor under this contract or otherwise provided by the Government. 
(b)  To the extent required to carry out a program of inspection to safeguard against threats and hazards to the security, integrity, and confidentiality of Government data, the Contractor shall afford the Government access to the Contractor's facilities, installations, technical capabilities, operations, documentation, records, and databases. 
(c)  If new or unanticipated threats or hazards are discovered by either the Government or the Contractor, or if existing safeguards have ceased to function, the discoverer shall immediately bring the situation to the attention of the other party. 
(d)  The Contractor shall not be eligible for any award fee for any evaluation period in which there is a breach of privacy or security.  Lost award fee due to a major breach of privacy or security may not be allocated to future evaluation periods.  

(e) The award fee authority fee authority shall determine whether a security or privacy breach is categorized as a major security or privacy breach.
To ensure that any potential final award fee evaluation at contract completion reflects any breach of privacy or security, in an interim period, the overall award fee pool shall be reduced by the amount of the fee available for the period in which the major breach occurred if a zero fee determination was made because of a major breach of privacy or security.
7.16.4 Non-Disclosure Agreement 
The Contractor shall sign a Non-disclosure Statement on behalf of the company and shall also ensure that all staff assigned to, including all subcontractors and consultants execute and adhere to the terms of the non-disclosure statement, protecting sensitive information of the Government.  Assignment of staff who have not executed this statement or failure to adhere to this statement shall constitute default on the part of the Contractor.
7.16.4.1 Contractor Employee NDAs
Contractor employees, prior to beginning work, shall sign a non-disclosure agreement to be furnished to the contracting officer.
7.16.5 Facility Security
The following clause is hereby made a part of this PWS that, in turn, will become a part of a Task Order  upon award:
7.16.5.1 Facility Security Clearance
(1) Security Requirements (Aug 1996)

a) This clause applies to the extent that this contract involves access to information classified “Confidential”, “Secret”, or “Top Secret”.

b) The Contractor shall comply with-

(1) The Security Agreement (DD Form 441), including the National Industrial Security Program Operating Manual (DOD 5220.22-M); and

(2) Any revisions to that manual, notice of which has been furnished to the Contractor.

c) If subsequent to the date of this contract, the security classification or security requirements under this contract are changed by the Government and if the changes cause an increase or decrease in security costs or otherwise affect any other term or condition of this contract, the contract shall be subject to an equitable adjustment as if the changes were directed under the Changes clause of this contract.

d) The Contractor agrees to insert terms that conform substantially to the language of this clause, including this paragraph (d) but excluding any reference to the Changes clause of this contract, in all subcontracts under this contract that involve access to classified information.
7.16.5.2 Physical Security
The Contractor shall ensure that access to Contractor buildings, rooms, work areas and spaces, and structures that house DHS sensitive information or IT systems through which DHS sensitive information can be accessed, is limited to authorized personnel.  The Contractor shall ensure that controls are implemented to deter, detect, monitor, restrict, and regulate access to controlled areas at all times.  Controls shall be sufficient to safeguard IT assets and DHS sensitive information against loss, theft, destruction, accidental damage, hazardous conditions, fire, malicious actions, and natural disasters.  Physical security controls shall be implemented in accordance with the policy and guidance contained in DHS MD4300.Pub, Volume II, Part A, IT Security Program Handbook for Sensitive Systems; as well as the TSA MD 1400.3 Pub Information Technology Security Manual, Sections within Chapters 2-4.

Sources:  

· DHS MD4300.Pub, Volume I, Part A, Policy Guide for Sensitive Systems, para 3.2, Contractors and Outsourced Operations (2nd   and 3rd policy statements); para 4.2.1, General Physical Access

· DHS MD11050.1, Physical Protection of Facilities and Real Property
· TSA 1400.3, Information Technology Security Manual, Chapter 3, Section 2 – Physical and Environmental Security

7.16.5.3 Contingency Planning
If performance of the contract requires that DHS data be stored or processed on Contractor-owned information systems, the Contractor shall develop and maintain contingency plans to be implemented in the event normal operations are disrupted.  All contractor personnel involved with contingency planning efforts shall be identified and trained in the procedures and logistics needed to implement these plans.  The Contractor shall conduct periodic tests to evaluate the effectiveness of these contingency plans.  The plans shall at a minimum address emergency response, backup operations, and post-disaster recovery.  Contingency planning efforts shall adhere to the guidance contained in DHS MD4300.Pub, Volume II, Part A, IT Security Program Handbook for Sensitive Systems; as well as the TSA MD 1400.3 Pub Information Technology Security Manual, Section cited in source below.

Sources:  

· DHS MD4300.Pub, Volume I, Part A, Policy Guide for Sensitive Systems, para 3.2, Contractors and Outsourced Operations (2nd and 3rd policy statements); para 4.10.2, Disaster Recovery & Continuity of Operations.
· TSA 1400.3, Information Technology Security Manual, Chapter 3, Section 10 – Continuity of Operations)

7.16.6 Personnel Security

The Contractor shall ensure that its employees follow all policies and procedures governing physical, environmental, and information security described in the various TSA regulations pertaining thereto, good business practices, and the specifications, directives, and manuals for conducting work to generate the products as required by this contract. Personnel will be responsible for the physical security of their area and government furnished equipment (GFE) issued to them under the provisions of the contract.
(a) All Contractor personnel (including subcontractor personnel) must have favorably adjudicated background investigations commensurate with the sensitivity level of the position held before being granted access to DHS sensitive information.  

(b) The Contractor shall ensure all contractor personnel are properly submitted for appropriate clearances and/or background investigations.

(c) The Contractor shall ensure appropriate controls have been implemented to prevent contractor personnel from obtaining access to DHS sensitive information before a favorably adjudicated background investigation has been completed and appropriate clearances have been issued.  At the option of the government, interim access may be granted pending completion of a pre-employment check.  Final access may be granted only upon favorable completion of an appropriate background investigation based on the risk level assigned to this contract by the Contracting Officer.

(d) The Contractor shall ensure its personnel have a validated need to access DHS sensitive information and are granted the most restrictive set of access privileges needed for performance of authorized tasks.

(e) The Contractor shall ensure that its personnel comply with applicable Rules of Behavior for all DHS and contractor-owned IT systems to which its personnel have been granted access privileges.  

(f) The Contractor shall implement procedures to ensure that system access privileges are revoked for contractor personnel whose employment is terminated or who are reassigned to other duties and no longer require access to DHS sensitive information.

(g) The Contractor shall conduct exit interviews to ensure that contractor personnel who no longer require access to DHS sensitive information understand their obligation not to discuss or disclose DHS sensitive information to which they were granted access under this contract.  

Sources:  

· DHS MD4300.Pub, Volume I, Part A, Policy Guide for Sensitive Systems, para 3.2, Contractors and Outsourced Operations (2nd and 3rd policy statements); para 4.1 (Operational Policies, including subparagraphs 4.1.1, 4.1.2, 4.1.3, 4.1.5).

· TSA MD 1400.3. Information Technology Security Manual, Chapter 3, Section 1 – Personnel Security

· DHS MD Number: 11050.1, Personnel Security Program, Attachment A.

7.16.6.1 Contract Personnel Screening

A.  All employees assigned to work in a TSA facility, inclusive of all airports nationwide, under this contract will be required to undergo a pre-employment security screening investigation prior to being permitted to report to work.  The Contractor shall ensure that each employee meets the following criteria:

1) Contractor employees must be US Citizens or Legal Permanent Residents.  Only US Citizens can access TSA’s Information Technology (IT) Systems.

2) Contractor employees must undergo a favorable Background Investigation.

a) The following Background Investigation Security Paperwork must be completed by the contractor employee and given to the Contracting Officer’s Technical Representative (COTR) at least 35 days prior to the employment start date:

1)  Standard Form (SF) 86, Questionnaire for National Security.  (The SF 86 is available at www.opm.gov under standard forms; Contractor employee screening may also be required using OPM’s e-QIP application.)

2)  Form FD 258, Fingerprint Cards.  (Two (2) original Fingerprint Cards are required to be completed and signed by the person taking the fingerprints.  Fingerprints can be taken by local law enforcement agencies.)

3)  TSA Form 2201, Fair Credit Reporting Act Form.

b) The COTR will submit the Background Investigation Security Paperwork to the TSA Credentialing Program Office (CPO).  This submission must take place at least thirty (30) days prior to the employment start date.

c) When a contractor employee voluntarily or involuntarily leaves his/her employment under a contract with TSA, the contractor must obtain and return the contractor employee’s badge to the COTR on the contractor employee’s last day of work at a TSA facility, inclusive of all airports nationwide.  The COTR will return the contractor employee’s badge to the Office of Security, Physical Security Division.

B.  As stated above, contractor employees requiring staff-like access to TSA facilities on a recurring basis (more than 14 days per year) must have a favorably adjudicated fingerprint based criminal history record check, credit check and search of the Office of Personnel Management, Security/Suitability Investigations Index, prior to being issued a permanent TSA Headquarters photo access pass.  COTRs should advise the Office of Security, Physical Security Division, if the contract on which the contractor is working will last 90 days or less.  Record checks may be conducted prior to or concurrently with a National Agency Check and Inquiries and Credit (NACIC) investigation.  The NACIC is the minimum investigative standard for TSA contractor employees.

C.  Contractor employees requiring temporary facility access for one to fourteen days or facility maintenance, routine delivery, etc., require only a fingerprint check and/or National Crime Information Center (NCIC) records check.

D.   A contractor that participates in the National Industrial Security Program (NISP) may, through their COTR certify, in writing, that their employees have met the standard defined in Paragraph B. above.

Contractor employees working on this contract must complete such forms as may be necessary for security or other reasons, including the conduct of background investigations to determine suitability. Completed forms shall be submitted as directed by the Contracting Officer. Upon the Contracting Officer's request, the Contractor's employees shall be fingerprinted, or subject to other investigations as required. All contractor employees requiring recurring access to Government facilities or access to sensitive information or IT resources are required to have a favorably adjudicated background investigation prior to commencing work on this contract unless this requirement is waived under Departmental procedures.   The CO, COTR and CSO work together on a daily basis to ensure all employees are cleared for access.  

7.16.6.1.1 Prohibition of Individuals

The Contracting Officer may require the contractor to prohibit individuals from working on the contract if the government deems their initial or continued employment contrary to the public interest for any reason, including, but not limited to, carelessness, insubordination, incompetence, or security concerns.  

7.16.6.1.2 Non-Disclosure of Sensitive Information

Work under this contract may involve access to sensitive information.  Therefore, the contractor shall not disclose, orally or in writing, any sensitive information to any person unless authorized in writing by the Contracting Officer.  For those contractor employees authorized access to sensitive information, the contractor shall ensure that these persons receive training concerning the protection and disclosure of sensitive information both during and after contract performance.

Contractor employees shall complete a non-disclosure agreement (NDA) form and safeguard the same.  Proper annual IT security training is also required for access, protection and disclosure of sensitive information.   The IT Security Office requires that contractors fill out an NDA form.  Forms are filled for future reference at the OCISO.

Security requirements listed herein shall apply to all subcontractors as well.   The following items are required if the contractor will have access to IT resources:  

· Provide an IT security briefing or orientation and fill out the NDA form for all contractors; to be coordinated by the COTR with the IT Security Training Program. 

· Contractor access will be limited to certain sites, buildings, floors and rooms as required by the COTR and Training Coordinator.

· Access to DHS networks via remote means is subject to approval on a case-by-case basis.

· Contractors shall review and sign the Computer Access Agreement (CAA) form explaining proper usage of IT resources and equipment.  Improper usage is grounds for employee removal. 

· Access to IT resources by non-US citizens is subject to a case-by-case basis using waivers.  

· The Contractors shall identify and include the names, citizenship and clearances of all potential employees in their proposals.      

7.16.6.2 Contract Personnel Security Clearances

Staff for use on these efforts must be capable of being granted a security clearance for access to classified information and/or IT resources appropriate for the level of classification associated with the work they are to perform.  Contractor personnel will be required to submit documentation, including appropriate credentialing, for access to TSA workplaces through the Security Office in order to facilitate their unencumbered entrance to appropriate TSA facilities.

7.16.6.2.1 Minimum Security Clearances

Resources engaged in systems analysis, architecture development, programming, systems administration, and hands-on application development involving actual data must be cleared at the minimum security level of Secret, or Interim Secret.  Administrative staff not directly involved in supporting these efforts need not possess a Secret-level clearance, but must have a favorably-determined employment suitability check.
7.16.6.2.2 Future Work Orders

Future work packages, derived from representative work packages contained herein, may require higher clearance levels such as Top Secret (TS) or Top Secret with Sensitive Compartmented Information designation (TS/SCI).  When and if such future work packages are designed and awarded, required clearance levels will be specified, and the requisite DD Form 254, Contract Security Classification Specification, will be initiated.

7.16.6.2.3 Government Approval of Contractor Staff Personnel Clearances

The Government reserves the right to determine those efforts requiring security clearances and specific staff to be cleared; the Government must approve proposed staff requiring clearances before such staff members are used on the contract.

The Government expects that the Contractor will use existing, cleared resources, appropriate for the clearance level required, to accomplish the work contained herein.  Furthermore, vendors shall not include in their cost proposals any fees incurred prior to this effort for obtaining clearances for staff currently employed by the vendor.

7.16.6.3 Training and Awareness
(a) The Contractor shall ensure that all contractor personnel (including subcontractor personnel) who are involved in the management, use, or operation of any IT systems that handle DHS sensitive information, receive annual training in security awareness, accepted security practices, and system rules of behavior.   

(b) The Contractor shall ensure that contractor personnel (including subcontractor personnel) with significant IT security responsibilities receive specialized annual training tailored to their specific security responsibilities.  

(c) The training and awareness conducted under this clause shall promote a consistent understanding of the principles and concepts of telecommunications and IT systems security as described in DHS MD4300.Pub, Volume II, Part A, IT Security Program Handbook for Sensitive Systems. 

(d) DHS training and awareness resources may be available for the Contractor’s use in implementing the requirements of this clause.  The COTR will inform the Contractor of any available DHS training resources.

Sources:  

· DHS MD4300.Pub, Volume I, Part A, Policy Guide for Sensitive Systems, para 3.2, Contractors and Outsourced Operations (2nd and 3rd policy statements); para 4.1.4, Training and Awareness

· TSA 1400.3, Information Technology Security Manual, Chapter 3, Section 23 – Security Awareness, Training & Education)
7.16.6.4 Contractor Access to Information Technology Resources

7.16.6.4.1 Security Briefings

Before receiving access to IT resources under this contract the individual must receive a security briefing, which the COTR will arrange, and complete any non-disclosure agreement furnished by DHS.

7.16.6.4.2 Limitation of Access

The contractor shall have access only to those areas of DHS OE information technology resources explicitly stated in this contract or approved by the COTR in writing as necessary for performance of the work under this contract.  Any attempts by contractor personnel to gain access to any information technology resources not expressly authorized by the statement of work, other terms and conditions in this contract, or as approved in writing by the COTR, is strictly prohibited.  In the event of violation of this provision, DHS will take appropriate actions with regard to the contract and the individual(s) involved.

7.16.6.4.3 Remote Access to DHS/TSA Networks

Contractor access to DHS networks from a remote location is a temporary privilege for mutual convenience while the contractor performs business for the DHS OE.  It is not a right, a guarantee of access, a condition of the contract, nor is it Government-Furnished Equipment (GFE).

7.16.6.4.4 Termination of Access

Contractor access will be terminated for unauthorized use.  The contractor agrees to hold and save harmless from any unauthorized use and agrees not to request additional time or money under the contract for any delays resulting from unauthorized use or access.  
7.16.6.4.5 Non-U.S. Citizen Access

Non-U.S. citizens shall not be authorized to access or assist in the development, operation, management or maintenance of Department IT systems under the contract, unless a waiver has been granted by the Head of the Organizational Element or designee, with the concurrence of the Office of Security and Department’s CIO or designee.  In order for a waiver to be granted:

(i)
The individual must be a permanent resident of the U.S. or a citizen of Ireland, Israel, the Republic of the Philippines, or any nation on the Allied Nations List maintained by the Department of State.

(ii)
All required security forms specified by the Government and any necessary background check must be satisfactorily completed.

(iii)
There must be a compelling reason for using this individual as opposed to a U.S. citizen.

(iv) The waiver must be in the best interest of the Government
Contractors shall identify in their proposals, the names and citizenship of all non-citizens proposed to work under the contract.  Any additions or deletions of personnel who are on-U.S. citizens after contract award shall also be reported to the Contracting Officer

7.16.7 Handling Sensitive Information (SSI) and IT Resources
7.16.7.1 Definitions

Sensitive Information means any information, the loss, misuse, disclosure, or unauthorized access to or modification of which could adversely affect the national or homeland security interest, or the conduct of Federal programs, or the privacy to which individuals are entitled under section 552a of title 5, United States Code (the Privacy Act), but which has not been specifically authorized under criteria established by an Executive Order or an Act of Congress to be kept secret in the interest of national defense, homeland security or foreign policy. This definition includes the following categories of information: 

      (1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure Information Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-296, 196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of Federal Regulations, Part 29) as amended, the applicable PCII Procedures Manual, as amended, and any supplementary guidance officially communicated by an authorized official of the Department of Homeland Security (including the PCII Program Manager or his/her designee). The IT Security office currently has a representative engineer who attends CIP meetings;

       (2)  Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, Part 1520, as amended, "Policies and Procedures of Safeguarding and Control of SSI," as amended, and any supplementary guidance officially communicated by an authorized official of the Department of Homeland Security (including the Assistant Secretary for the Transportation Security Administration or his/her designee).  The IT Security Office currently has an SSI Officer actively engaged in SSI related issues/concerns;

       (3) "For Official Use Only (FOUO)" is unclassified information of a sensitive nature, and the unauthorized disclosure of which could adversely impact a person's privacy or welfare, the conduct of Federal programs, individual privacy under 5 U.S.C. section 552a or other programs or operations essential to the national or homeland security interest; and if provided by the Government to the contractor, is marked in such a way as to place a reasonable person on notice of its sensitive nature.
       (4)  "Information Technology Resources" include, but are not limited to, computer equipment, networking equipment, telecommunications equipment, cabling, network drives, computer drives, network software, computer software, software programs, intranet sites, and internet sites.
7.16.7.2 Disclosure of Information –Official Use Only
Any TSA Information made available or to which access is provided, and which is marked or should be marked “Official Use Only”, shall be used only for the purpose of carrying out the provisions of this contract and shall not be divulged or made known in any manner to any person except as may be necessary in the performance of the contract.  Disclosure to anyone other than an officer or employee of the contractor or subcontractor at any tier shall require prior written approval of the TSA.  Requests to make such disclosure should be addressed to the TSA contracting officer.
7.16.7.2.1 Notification of Proper Use and Penalties for Misusing “Official Use Only” Information
Each officer or employee of the contractor or subcontractor at any tier to whom “Official Use Only” information may be made available or disclosed shall be notified in writing by the contractor that “Official Use Only” information disclosed to such officer or employee can be used only for the purpose and to the extent authorized herein, and that further disclosure of any such “Official Use Only” information, by any means, for a purpose or to an extent unauthorized herein, may subject the offender to criminal sanctions imposed by 18 U.S.C. Sections 641 and 3571.  Section 641 of 18 U.S.C. provides, in pertinent part, that whoever knowingly converts to his use or the use of another, or without authority sells, conveys, or disposes of any record of the United States or whoever receives the same with the intent to convert it to his use or gain, knowing it to have been converted, shall be guilty of a crime punishable by a fine or imprisoned up to 10 years or both.
7.16.7.3 Sensitive Information Packaging and Marking

All items shall be delivered in accordance with Section D of the EAGLE contract unless otherwise specified in the individual Work Orders.

7.16.7.3.1 Requirements for Marking For Official Use Only (FOUO)

The following procedures are excerpted from Department Homeland Security Management Directive 11042 entitled “Safeguarding Sensitive but Unclassified (For Official Use Only) Information” and shall be followed:

7.16.7.3.1.1 FOUO Marking

Information designated as FOUO will be sufficiently marked so that persons having access to it are aware of its sensitivity and protection requirements.  The lack of FOUO markings on materials does not relieve the holder from safeguarding responsibilities.  Where the FOUO marking is not present on materials known by the holder to be FOUO, the holder of the material will protect it as FOUO.  Other sensitive information protected by statute or regulation, e.g., PCII and SSI, etc., will be marked in accordance with the applicable guidance for that type of information.  Information marked in accordance with the guidance provided for the type of information need not be additionally marked FOUO.

7.16.7.3.1.2 Page Marking

Prominently mark the bottom of the front cover, first page, title page, back cover and each individual page containing FOUO information with the caveat “FOR OFFICIAL USE ONLY.”

7.16.7.3.1.3 Specific FOUO Types
Materials containing specific types of FOUO may be further marked with the applicable caveat, e.g., “LAW ENFORCEMENT SENSITIVE,” in order to alert the reader of the type of information conveyed.  Where the sensitivity of the information warrants additional access and dissemination restrictions, the originator may cite additional access and dissemination restrictions.  For example:  

WARNING: This document is FOR OFFICIAL USE ONLY (FOUO).  It is to be controlled, stored, handled, transmitted, distributed, and disposed of in accordance with DHS policy relating to FOUO information.  This information shall not be distributed beyond the original addressees without prior authorization of the originator.
7.16.7.3.1.4 FOUO Transmittal Outside of DHS

Materials being transmitted to recipients outside of DHS, for example, other federal agencies, state or local officials, etc. who may not be aware of what the FOUO caveat represents, shall include the following additional notice:

WARNING: This document is FOR OFFICIAL USE ONLY (FOUO).  It contains information that may be exempt from public release under the Freedom of Information Act (5 U.S.C. 552).  It is to be controlled, stored, handled, transmitted, distributed, and disposed of in accordance with DHS policy relating to FOUO information and is not to be released to the public or other personnel who do not have a valid “need-to-know” without prior approval of an authorized DHS official.  
7.16.7.3.1.5 Computer Storage Media

Computer storage media, i.e., disks, tapes, removable drives, etc., containing FOUO information will be marked “FOR OFFICIAL USE ONLY.”  

7.16.7.3.1.6 Classified Documents Containing FOUO
Portions of a classified document, i.e., subjects, titles, paragraphs, and subparagraphs that contain only FOUO information will be marked with the abbreviation (FOUO).

Individual portion markings on a document that contains no other designation are not required.  

Designator or originator information and markings, downgrading instructions, and date/event markings are not required.

7.16.7.3.1.7 General Handling Procedures

Although FOUO is the DHS standard caveat for identifying sensitive unclassified information, some types of FOUO information may be more sensitive than others and thus warrant additional safeguarding measures beyond the minimum requirements established in this manual.  For example, certain types of information may be considered extremely sensitive based on the repercussions that could result should the information be released or compromised.  Such repercussions could be the loss of life or compromise of an informant or operation.  Additional control requirements may be added as necessary to afford appropriate protection to the information.  DHS employees, contractors, and detailees must use sound judgment coupled with an evaluation of the risks, vulnerabilities, and the potential damage to personnel or property as the basis for determining the need for safeguards in excess of the minimum requirements and protect the information accordingly.
7.16.7.3.1.8 FOUO Coversheet Usage
When removed from an authorized storage location and persons without a need-to-know are present, or where casual observation would reveal FOUO information to unauthorized persons, a “FOR OFFICIAL USE ONLY” cover sheet will be used to prevent unauthorized or inadvertent disclosure.

7.16.7.3.1.9 Transmitting FOUO
When forwarding FOUO information, a FOUO cover sheet should be placed on top of the transmittal letter, memorandum or document.

7.16.7.3.1.10 Receiving Non-DHS and Non-TSA FOUO
When receiving FOUO equivalent information from another government agency, handle in accordance with the guidance provided by the other government agency.  Where no guidance is provided, handle in accordance with the requirements of this contract.  

7.16.7.3.2 Requirements for Marking Sensitive Security Information (SSI)

This section contains requirements for Protective Marking and Limited Distribution Statement for Sensitive Security Information (SSI).

7.16.7.3.2.1 Protective Marking. 

The protective marking consisting of the words “SENSITIVE SECURITY INFORMATION” must be applied to all documents that contain SSI.  This marking should be written or stamped in plain bold type (Times New Roman) with a font size of 12 or an equivalent style and font size.

7.16.7.3.2.2 Distribution Limitation Statement.

The distribution statement must be applied to all documents that contain SSI.  This statement should be written or stamped in plain bold type, Times New Roman and a font size of 8 or an equivalent style and font size.
Any documents referencing Security Sensitive Information as defined in 49 CFR Part 1520 must contain the following distribution limitation statement:

“WARNING:  This document contains SSI controlled under 49 CFR Part 1520.  No part of this document may be released without the written permission of the Secretary of the Transportation Security Administration (TSA), Arlington, VA.  Unauthorized release may result in civil penalty (5 U.S.C 552).”

In addition to Section D.2 of the EAGLE contract, all deliverables submitted shall clearly indicate:

(1) Work Order Number

(2) Work Package Title where appropriate 

7.16.7.4 Sensitive Information Handling

The Contractor shall protect DHS sensitive information and all Government provided and contractor-owned IT systems used to store or process DHS sensitive information.  The Contractor shall adhere to the following requirements for handling sensitive information:

(a) Media Protection.  The Contractor shall ensure that all hardcopy and electronic media (including backup and removable media) that contain DHS sensitive information are appropriately marked and secured when not in use.  Any sensitive information stored on media to be surplused, transferred to another individual, or returned to the manufacturer shall be purged from the media before disposal.  Disposal shall be performed using DHS approved sanitization methods.  The Contractor shall establish and implement procedures to ensure sensitive information cannot be accessed or stolen.  These procedures shall address the handling and protection of paper and electronic outputs from systems (computers, printers, faxes, copiers) and the transportation and mailing of sensitive media. (See TSA 1400.3, Chapter 3, Section 19 – Information Classification, Control and Disclosure)

(b) Access Control.  The Contractor shall control user access to DHS sensitive information based on positive user identification and authentication mechanisms.  Access control measures employed shall provide protection from unauthorized alteration, loss, unavailability, or disclosure of information.  The Contractor shall ensure its personnel are granted the most restrictive set of access privileges needed for performance of authorized tasks.  The Contractor shall divide and separate duties and responsibilities of critical IT functions to different individuals so that no individual has all necessary authority or systems access privileges needed to disrupt or corrupt a critical process. (See TSA 1400.3, Chapter 4, Sections 2 – Network Access Control, and 3 – Remote Access)

(c) Auditing.  The Contractor shall ensure that its contractor-owned IT systems used to store or process DHS sensitive information maintain an audit trail sufficient to reconstruct security relevant events.  Audit trails shall include the identity of each person and device accessing or attempting to access the system, the time and date of the access and the log-off time, activities that might modify, bypass, or negate security safeguards, and security-relevant actions associated with processing.  The Contractor shall periodically review audit logs and ensure that audit trails are protected from modification, authorized access, or destruction and are retained and regularly backed up. (See TSA 1400.3, Chapter 4, Sections 10 – Security Audit Trails)

(d) Network Security.  The Contractor shall monitor its networks for security events and employ intrusion detection systems capable of detecting inappropriate, incorrect, or malicious activity.  Any interconnections between contractor-owned IT systems that process or store DHS sensitive information and IT systems not controlled by DHS shall be established through controlled interfaces and documented through formal interconnection security agreements.  The Contractor shall employ boundary protection devices to enforce access control between networks, including Internet and extranet access.  The Contractor shall ensure its email systems are secure, properly configured, and that network protection mechanisms implemented.  The Contractor shall conduct periodic vulnerability assessments and tests on its IT systems containing DHS sensitive information to identify security vulnerabilities. (See TSA 1400.3, Chapter 4, Sections 5 – Wide Area Network (WAN) Security, and 6 – Local Area Network (LAN) Security)

(e) Rules of Behavior.  The Contractor shall develop and enforce Rules of Behavior for contractor-owned IT systems that process or store DHS sensitive information. (See TSA 1400.3, Chapter 3, Section 3 – Privacy and Acceptable Use Agreement)

(f) The Contractor shall adhere to the policy and guidance contained in DHS MD4300.Pub, Volume II, Part A, IT Security Program Handbook for Sensitive Systems in the implementation of this clause; as well as the TSA MD 1400.3 Pub Information Technology Security Manual, in above cited Sections within Chapters 2-4.  

(g) All individuals that will have access to SSI under this Contract shall obtain a Non-Disclosure Agreement from the Contracting Officer.

Sources:  

· DHS MD4300.Pub, Volume I, Part A, Policy Guide for Sensitive Systems, para 3.2, Contractors and Outsourced Operations (2nd and 3rd policy statements)

· TSA MD 1400.3 Information Technology Security Manual

7.16.7.5 Export-Sensitive Document Marking

The contractor and TSA will each mark export sensitive documents that it discloses to the other parting using the following legend:

“This document contains export sensitive information. The recipient of this information is responsible for complying with all export rules of the United States Government prior to releasing or disclosing this information to nonimmigrant aliens.”

7.16.8 Use of Foreign Nationals and Foreign Entities on TSA Contracts

All contractor employees, whether employed by the contractor, a subcontractor or who is consultant to TSA, involved in the performance of this contract and requiring access to areas controlled by TSA, an FDS or IFSR or access to sensitive information and/or resources shall be a citizen of the United States or an immigrant alien who has been lawfully admitted for permanent residence as evidenced by Alien registration Receipt Card Form I-151. 

Copies of appropriate, valid INS documentation must be made available to the Government upon request.

7.16.8.1 Facility and Sensitive Information Access for Immigrant Aliens
For immigrant aliens who are working under this contract and require access to facilities, sensitive information a/or resources the following conditions must be met:

· The foreign national must have resided within the United States for 3 years of the last 5 years unless a waiver of this requirement is requested and approved from TSA;

· TSA makes a valid risk or sensitivity level designation for the position; and 

· TSA shall conduct the appropriate security screening for the position.

7.16.8.2 Disclosure of Technology to Non-Immigrant Alien

Disclosure of source code, technology, or documentation to a nonimmigrant alien, a type of foreign national not authorized access may be considered to be an export and export control violation by TSA. The contractor shall at all time comply with Traffic in Arms Regulation (ITAR), 22 C.F.R. parts 120 through 130, and the Export Administration Regulations (EAR), 15 C.F.R. parts 730 through 799, in the performance of this contract. In complying with these export provisions, the contractor shall determine the applicability of license exemptions; exceptions and obtain appropriate licenses or other approvals for exports of source code, technology, and documentation.  The contractor shall make the same determinations where its use of non-immigrant aliens would allow them access to export sensitive information.  Acquisitions involving foreign nationals or foreign entities are subject to the following provisions:

7.16.8.3 Use of Non-Immigrant Aliens and Non-US Companies
The contractor shall submit an explanation to the TSA contracting officer of why use of the non-immigrant alien would not violate export restrictions.  The contractor shall be responsible for all regulatory record keeping requirements associated with the license and license exemption or exception. Copies of export related determinations and documentation shall be provided to TSA upon request.  For export or security reasons, TSA reserves the right to exclude offerors with a controlling degree of non U.S. ownership, and non U.S. place of business or nonimmigrant aliens from being given access to software, equipment, technology or documentation necessary to prepare an offer or to perform the contract.  Offerors should be aware that obtaining an export clearance license may still be outweighed by security concerns.  Any potential Offeror either having or intending to make significant use of, non US companies or personnel that are nonimmigrant aliens is encourage to consult the TSA contracting officer prior to committing resources.  This clause shall flow down to subcontractors.

7.16.9 Protection of Sensitive Technologies Information and Release Of Information 

All technical data provided to the Contractor by the Government shall be protected from public disclosure in accordance with the markings contained thereon. The Contractor and its subcontractors shall NOT release to the public or other Government agencies except as specified below, any information developed under or pertaining to this contract or subcontracts without the express written approval of the Contracting Officer or Contracting Officer’s Technical Representative.  This information includes press releases, promotional literature, and articles in technical publications, speeches at technical or scientific gatherings, price lists, and deliverables.  The Government will not unreasonably reject requests from the Contractor for release of information to the technical and scientific community.

The Contractor shall protect all DHS “sensitive information” to include TSA “sensitive security information (SSI)” to which the Contractor is granted physical or electronic access by adhering to the specific IT security requirements of this contract and the DHS and TSA security policies specified in the following directives:

a)
DHS MD4300.Pub, Volume I, Part A, Policy Guide for Sensitive Systems 

b) 
TSA MD 1400.3 Pub, Chapters 1-4, Information Technology Security Manual  

Note: Where DHS subsequently appears, it will automatically equate to DHS/TSA, unless otherwise stated or obvious separation is required.  Where sensitive information subsequently appears, it will refer as well to SSI.  If the two policies conflict the stricter will apply.

Sources:  

· DHS MD11042, Safeguarding Sensitive But Unclassified (For Official Use Only) Information, 11 May 04.
· For TSA, sensitive information includes what is known as SSI.  SSI protection requirements are defined in the TSA document entitled, Interim Sensitive Security Information (SSI) Policies and Procedures for Safeguarding and Control, 8 Oct 03.

7.16.10 Major Breach of Safety or Security

7.16.10.1 Safety Breach
Safety is the freedom from those conditions that can cause death, injury, occupational illness, damage to or loss of equipment or property, or damage to the environment.  Safety is essential to TSA and is a material part of this contract. A major breach of safety may constitute a breach of contract that entitles the Government to exercise any of its rights and remedies applicable to material parts of this contract, including termination for default.  A major breach of safety must be related directly to the work on the contract. A major breach of safety is an act or omission of the Contractor that consists of an accident, incident, or exposure resulting in a fatality or mission failure; or in damage to equipment or property equal to or greater than $1 million; or in any "willful" or "repeat" violation cited by the Occupational Safety and Health Administration (OSHA) or by a state agency operating under an OSHA approved plan.

7.16.10.2 Security Breach

Security is the condition of safeguarding against espionage, sabotage, crime (including computer crime), or attack.  A major breach of security may constitute a breach of contract that entitles the Government to exercise any of its rights and remedies applicable to material parts of this contract, including termination for default.  A major breach of security may occur on or off Government installations, but must be related directly to the work on the contract.  A major breach of security is an act or omission by the Contractor that results in compromise of classified information, illegal technology transfer, workplace violence resulting in criminal conviction, sabotage, compromise or denial of information technology services, equipment or property damage from vandalism greater than $250,000, or theft greater than $250,000. 

NOTE:  Breach of Security for the purposes of this definition should not be confused with breach of security in screening operations.

7.16.10.3  Reporting and Investigation

In the event of a major breach of safety or security, the Contractor shall report the breach to the Contracting Officer.  If directed by the Contracting Officer, the Contractor shall conduct its own investigation and report the results to the Government.  The Contractor shall cooperate with the Government investigation, if conducted.

7.16.10.4 Computer Security Incidents
Security Incident Reporting.  The Contractor shall establish and maintain a computer incident response capability.  The Contractor shall report computer security incidents in accordance with the guidance and procedures contained in DHS MD4300.Pub, Volume II, Part A, IT Security Program Handbook for Sensitive Systems; as well as the TSA MD 1400.3 Pub Information Technology Security Manual, Sections within Chapters 2-4.

Sources:  

· DHS MD4300.Pub, Volume I, Part A, Policy Guide for Sensitive Systems, para 3.2, Contractors and Outsourced Operations (2nd and 3rd policy statements); para 4.10.1, Security Incident & Violation Handling
· TSA 1400.3, Information Technology Security Manual, Chapter 3, Section 25 – Incident Response)
7.17 Disaster Recovery and Continuity of Operations (COOP) Requirements 

7.17.1 Disaster Recovery

TSA’s mission critical systems must maintain exceptionally high availability, even in the face of catastrophic events, national emergencies, and acts of terrorism.  The Contractor must perform all development activities to comply with TSA disaster recovery requirements.

7.17.2 Continuity of Operations

Selected applications must be developed so as to be compatible with active/active production environments.  Custom development or COTS/GOTS software platforms must be capable of operating in this environment for continuity of operations (COOP) purposes.  The Contractor must ensure that COOP requirements are gathered for each Work Order performed; the Government will specify COOP requirements at the Work Order level.
7.18 Identification of Contractor Employees 

All contract personnel attending meetings, answering Government telephones, and working in other situations where their contractor status is not obvious to third parties are required to identify themselves as such.  They must also ensure that all documents or reports produced by contractors are suitably marked as contractor products or that contractor participation is appropriately disclosed.

7.19 Information Protected by the Privacy Act
7.19.1 Privacy Act Notification
The Contractor will be required to design, develop, or operate a system of records on individuals, to accomplish an agency function subject to the Privacy Act of 1974, Public Law 93-579, December 31, 1974 (5 U.S.C. 552a) and applicable agency regulations (6 CFR part 5). Violation of the Act may involve the imposition of criminal penalties. 

7.19.2 Privacy Act Requirements
(a) The Contractor agrees to-- 

(1) Comply with the Privacy Act of 1974 (the Act) and the agency rules and regulations (6 CFR part 5) issued under the Act in the design, development, or operation of any system of records on individuals to accomplish an agency function when the contract specifically identifies-- 

(i) The systems of records; and 

(ii) The design, development, or operation work that the contractor is to perform; 

(2) Include the Privacy Act notification contained in this contract in every solicitation and resulting subcontract and in every subcontract awarded without a solicitation, when the work statement in the proposed subcontract requires the redesign, development, or operation of a system of records on individuals that is subject to the Act; and

(3) Include this clause, including this subparagraph (3), in all subcontracts awarded under this contract which requires the design, development, or operation of such a system of records. 

(b) In the event of violations of the Act, a civil action may be brought against the agency involved when the violation concerns the design, development, or operation of a system of records on individuals to accomplish an agency function, and criminal penalties may be imposed upon the officers or employees of the agency when the violation concerns the operation of a system of records on individuals to accomplish an agency function. For purposes of the Act, when the contract is for the operation of a system of records on individuals to accomplish an agency function, the Contractor is considered to be an employee of the agency. 

(c) 
(1) “Operation of a system of records,” as used in this clause, means performance of any of the activities associated with maintaining the system of records, including the collection, use, and dissemination of records. 


(2) “Record,” as used in this clause, means any item, collection, or grouping of information about an individual that is maintained by an agency, including, but not limited to, education, financial transactions, medical history, and criminal or employment history and that contains the person's name, or the identifying number, symbol, or other identifying particular assigned to the individual, such as a fingerprint or voiceprint or a photograph.


(3) “System of records on individuals,” as used in this clause, means a group of any records under the control of any agency from which information is retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned to the individual.

7.19.3 Privacy Violation Indemnification and Hold Harmless 
The contractor agrees to release, indemnify, and hold harmless the Government from and against any claims, demands, actions, liens, rights, debts, liabilities, judgments, costs, and attorney’s fees, arising out of, claimed on account of, or in any manner predicated upon the contractor or its employees’ violation of the Privacy Act of 1974, 5 U.S.C. Section 552a, or any other privacy related laws, and any applicable rules and regulations.
7.20 Publicity Restrictions
The Contractor shall not use or allow to be used any aspect of this contract for publicity, unless authorized to do so in writing by the Contracting Officer.  “Publicity” means, but is not limited to, advertising (e.g. trade magazines, newspapers, Internet, radio, television etc.), communications with the media, or marketing.  It is further understood that this obligation shall not expire upon completion or termination of this contract, but will continue indefinitely.

The Contractor shall include the substance of this clause, including this paragraph in each subcontract issued under this contract.
7.21 Warranty

Pursuant to the Inspection and Acceptance clauses in the Eagle contract, and the Warranty clauses in this contract, the Contractor must warrant that, commencing from the date of delivery to Government and continuing for a period of one year, the media on which the Software is furnished will be free of defects in materials and workmanship under normal use; and the Software produced under this contract substantially conforms to the specifications embodied in the Government’s approved functional requirements documents.

8. Contract Clauses

All clauses in Section I – Contract Clauses, of the EAGLE contract are in full force and effect.

Clauses found at http://www.tsa.gov/join/business/business_tsaams.shtm are hereby incorporated in full text and are in full force and effect.

8.1 Submission Of Invoices (Feb 2006)
8.1.1 Invoicing for Deliverables

The Contractor may not invoice the Government for deliverables until they have been formally accepted by the Government and such acceptance has been documented as evidenced by the COTR’s signature.
8.1.2 U. S. Coast Guard Finance Center
The Transportation Security Administration (TSA) partners with the United States Coast Guard Finance Center for financial services in support of TSA operations, including the payment of contractor invoices.  Therefore, all contractor invoices must be submitted to, and will be paid by, the U.S. Coast Guard Finance Center (FinCen).

8.1.3 Method
Invoices may be submitted via U.S. Mail, electronic mail, or facsimile.  Contractors shall utilize ONLY ONE method per invoice submission.  The submission information for each of the three methods is as follows: 

                  (1) U.S. Mail: 


United States Coast Guard Finance Center
TSA Commercial Invoices
P.O. Box 4111
Chesapeake, VA 23327-4111

(2) Electronic Mail: 

TSAinvoices@fincen.uscg.mil
(3) Facsimile: 



757-413-7314. Facsimile submissions should be addressed to TSA Invoices.  

The electronic mail address and facsimile number listed above shall be used by contractors for ORIGINAL invoice submission only.  If either electronic mail or facsimile submission is utilized, contractors shall not submit hard copies of invoices via the U.S. mail.  It is the responsibility of the contractor to verify that invoices are received, regardless of the method of submission used.  Contractors may inquire regarding the receipt of invoices by contacting the U.S. Coast Guard Finance Center via the methods listed in “Payment Status” subparagraph of this clause.   

8.1.4 Invoice Approval

Upon receipt of contractor invoices, FinCen will electronically route invoices to the appropriate TSA Contracting Officer’s Technical Representative and/or Contracting Officer for review and approval.  Upon approval, the TSA Contracting Officer will electronically route the invoices back to FinCen.  Upon receipt of approved invoices from a TSA Contracting Officer, and the subsequent certification by an Authorized Certifying Official, FinCen will initiate payment of the invoices.  

8.1.5 Payment Status:
Contractors may inquire on the payment status of an invoice by any of the following means:

· Via the internet: https://www.fincen.uscg.mil/secure/PH_menu.htm 

· Contacting the FinCen Customer Service Section via telephone at (757) 523-6940 (Voice Option #1).  The hours of operation for the Customer Service line are 8:00 AM to 5:00 PM Eastern Time, Monday through Friday.  However, the Customer Service line has a voice-mail feature that is available 24 hours per day, 7 days per week.

· Via the Payment Inquiry Form https://www.fincen.uscg.mil/secure/payment.htm
(End of Clause) 
8.2 Preparation Of Invoices (Feb 2006)
8.2.1 Required Information
Invoices shall include the information required in subparagraph (a)(2) of the Prompt Payment Clause, contained in this Section of the Contract, including EFT banking information, Taxpayer Identification Number (TIN), and DUNS number.  

8.2.2 Invoice Rejection
Invoices that fail to provide the information required by the Prompt Payment Clause may be rejected by the Government and returned to the Contractor.  Such rejection by the Government does not entitle the Contractor to interest payments from the date of submission of a rejected invoice.  Interest payments apply only to proper invoices that are received by the Government.  

8.2.3 Supplemental Invoice Documentation
Contractors shall submit all supplemental invoice documentation (e.g. copies of subcontractor invoices, travel vouchers, etc) necessary to approve an invoice along with the original invoice.  The Contractor invoice must contain the information stated in the Prompt Payment Clause in order to be received and processed by FinCen.  Supplemental invoice documentation required for review and approval of invoices may, at the written direction of the Contracting Officer, be submitted directly to either the Contracting Officer, or the Contracting Officer’s Technical Representative.  

8.3 Prompt Payment (Feb 2006)
Notwithstanding any other payment clause in this contract, the Government will make invoice payments under the terms and conditions specified in this clause. The Government considers payment as being made on the day a check is dated or the date of an electronic funds transfer (EFT).  All days referred to in this clause are calendar days, unless otherwise specified. (However, see paragraph (a)(3) of this clause concerning payments due on Saturdays, Sundays, and legal holidays.) 

(a) Invoice payments— 

(1) Due date. 

(i) Except as indicated in paragraph (c) of this clause, the due date for making invoice payments by the designated payment office is the later of the following two events: 

(A) The 30th day after the designated billing office receives a proper invoice from the Contractor (except as provided in paragraph (a)(1)(ii) of this clause). 

(B) The 30th day after Government acceptance of supplies delivered or services performed. For a final invoice, when the payment amount is subject to contract settlement actions, acceptance is deemed to occur on the effective date of the contract settlement. 

(ii) If the designated billing office fails to annotate the invoice with the actual date of receipt at the time of receipt, the invoice payment due date is the 30th day after the date of the Contractor’s invoice, provided the designated billing office receives a proper invoice and there is no disagreement over quantity, quality, or Contractor compliance with contract requirements. 

(2) Contractor's invoice. The Contractor shall prepare and submit invoices to the designated billing office specified in the contract. A proper invoice must include the items listed in paragraphs (a)(2)(i) through (a)(2)(x) of this clause. If the invoice does not comply with these requirements, the designated billing office will return it within 7 days after receipt, with the reasons why it is not a proper invoice. When resubmitting an invoice that has been returned by the billing office, the Contractor is required to use the same invoice number as that on the originally submitted invoice, as well as either notate that the invoice is a resubmission or include a copy of the notification letter that was sent with the returned invoice.  The Government will take into account untimely notification when computing any interest penalty owed the Contractor.  Each invoice shall clearly include the following information: 

(i) Name and address of the Contractor. 

(ii) Invoice date and invoice number. (The Contractor should date invoices as close as possible to the date of the mailing or transmission.)  Each invoice must contain a unique invoice number. 

(iii) Contract number, Purchase Order number, or other authorization for supplies delivered or services performed (including order number and contract line item number). 

(iv) Contract Line Item Number or Sub-Line Item Number under which the invoice is submitted (if applicable). 

(v) Description, quantity, unit of measure, unit price, and extended price of supplies delivered or services performed. 

(vi) Shipping and payment terms (e.g., shipment number and date of shipment, discount for prompt payment terms). Bill of lading number and weight of shipment will be shown for shipments on Government bills of lading. 

(vii) Name and address of Contractor official to whom payment is to be sent (must be the same as that in the contract or in a proper notice of assignment). 

(viii) Name (where practicable), title, phone number, and mailing address of person to notify in the event of a defective invoice. 

(ix) Taxpayer Identification Number (TIN). 

(x) Electronic funds transfer (EFT) banking information. 

(xi) Any other information or documentation required by the contract (e.g., evidence of shipment). 

(3) Interest penalty. The designated payment office will pay an interest penalty automatically, without request from the Contractor, if payment is not made by the due date and the conditions listed in paragraphs (a)(4)(i) through (a)(4)(iii) of this clause are met, if applicable. However, when the due date falls on a Saturday, Sunday, or legal holiday, the designated payment office may make payment on the following working day without incurring a late payment interest penalty. 

(i) The designated billing office received a proper invoice. 

(ii) The Government processed a receiving report or other Government documentation authorizing payment, and there was no disagreement over quantity, quality, or Contractor compliance with any contract term or condition. 

(iii) In the case of a final invoice for any balance of funds due the Contractor for supplies delivered or services performed, the amount was not subject to further contract settlement actions between the Government and the Contractor. 

(4) Computing penalty amount. The Government will compute the interest penalty in accordance with the Office of Management and Budget prompt payment regulations at 5 CFR Part 1315. 

(i) For the sole purpose of computing an interest penalty that might be due the Contractor, Government acceptance is deemed to occur constructively on the 7th day (unless otherwise specified in this contract) after the Contractor delivers the supplies or performs the services in accordance with the terms and conditions of the contract, unless there is a disagreement over quantity, quality, or Contractor compliance with a contract provision. If actual acceptance occurs within the constructive acceptance period, the Government will base the determination of an interest penalty on the actual date of acceptance. The constructive acceptance requirement does not, however, compel Government officials to accept supplies or services, perform contract administration functions, or make payment prior to fulfilling their responsibilities. 

(ii) The prompt payment regulations at 5 CFR 1315.10(c) do not require the Government to pay interest penalties if payment delays are due to disagreement between the Government and the Contractor over the payment amount or other issues involving contract compliance, or on amounts temporarily withheld or retained in accordance with the terms of the contract.  In addition, TSA will not include the following time periods in the calculation and determination of interest owed: 

(A) The time to notify the Contractor of defects in the invoice, provided this time does not exceed 7 days; 

(B) The time between notification to the Contractor of defects and the resubmission of the invoice; 

(C) Any delay in payment caused by incorrect EFT information provided by the Contractor. 

Contractor claims are considered to be disagreements between the Government and the Contractor over the payment amount or other issues involving contract compliance under subsection 4 (ii). The Government and the Contractor will resolve contractor claims and any interest that is determined to be due on such claims in accordance with the TSA disputes process and applicable law. 

(5) Discounts for prompt payment. The designated payment office will pay an interest penalty automatically, without request from the Contractor, if the Government takes a discount for prompt payment improperly. The Government will calculate the interest penalty in accordance with the prompt payment regulations at 5 CFR Part 1315. 

(6) Additional interest penalty. 

(i) The designated payment office will pay a penalty amount, calculated in accordance with the prompt payment regulations at 5 CFR Part 1315 in addition to the interest penalty amount only if— 

(A) The Government owes an interest penalty of $1 or more; 

(B) The designated payment office does not pay the interest penalty within 10 days after the date the invoice amount is paid; and 

(C) The Contractor makes a written demand to the designated payment office for additional penalty payment, in accordance with paragraph (a)(7)(ii) of this clause, postmarked not later than 40 days after the invoice amount is paid. 

(ii)(A) The Contractor shall support written demands for additional penalty payments with the following data. The Government will not request any additional data. The Contractor shall— 

(1) Specifically assert that late payment interest is due under a specific invoice, and request payment of all overdue late payment interest penalty and such additional penalty as may be required; 

(2) Attach a copy of the invoice on which the unpaid late payment interest is due; and 

(3) State that payment of the principal has been received, including the date of receipt. 

(B) If there is no postmark or the postmark is illegible— 

(1) The designated payment office that receives the demand will annotate it with the date of receipt, provided the demand is received on or before the 40th day after payment was made; or 

(2) If the designated payment office fails to make the required annotation, the Government will determine the demand’s validity based on the date the Contractor has placed on the demand, provided such date is no later than the 40th day after payment was made. 

(iii) The additional penalty does not apply to payments regulated by other Government regulations (e.g., payments under utility contracts subject to tariffs and regulation). 

(b) Contract financing payment. If this contract provides for contract financing, the Government will make contract financing payments in accordance with the applicable contract financing clause. 

(c) Fast payment procedure due dates. If this contract contains the clause titled “Fast Payment Procedure”, payments will be made within 15 days after the date of receipt of the invoice. 

(d) Overpayments. If the Contractor becomes aware of a duplicate contract financing or invoice payment or that the Government has otherwise overpaid on a contract financing or invoice payment, the Contractor shall immediately notify the Contracting Officer and request instructions for disposition of the overpayment. 

8.4 Mandatory Information For Electronic Funds Transfer (EFT) Payment - Central Contractor Registration (CCR)  (Feb 2006)
(a) Method of payment. For any payment to be made after June 1, 2001, the Contractor shall provide EFT information to the CCR database. Payments by the TSA under this contract, including invoice and contract financing payments, will be made by EFT, except as provided in paragraph (a)(1). If payment is made by EFT, the TSA may, at its option, also forward the associated payment information by electronic transfer. As used in this clause, the term "EFT" refers to the funds transfer and may also include the information transfer.

(1) In the event the TSA is unable to release one or more payments by EFT, the Contractor agrees to either:

(i) Accept payment by check or some other mutually agreeable method of payment; or

(ii) Request the TSA to extend the payment due date until such time as the TSA can make payment by EFT (but see paragraph (d) of this clause).

(b) Mandatory submission of Contractor's EFT information.

(1) The Contractor is required, as a condition to any payment under this contract, to provide the Central Contractor Registration (CCR) database with the information required in the CCR to make payment by EFT. The Contractor may register to the CCR online at www.ccr.gov, or call the CCR Assistance Center toll free at (888)-227-2423 and request the necessary registration forms. The Contractor must have a DUNS number to begin registration. To obtain a DUNS number, call Dun & Bradstreet, Inc. at (800) 234-3867. In the event that the EFT information changes, the Contractor shall be responsible for providing the updated information to the CCR database.

(2) If the Contractor has identified multiple payment receiving points (i.e., more than one remittance address and/or EFT information set) in the CCR database, and the Contractor has not notified the TSA of the payment receiving point applicable to this contract, the TSA shall make payment to the first payment receiving point (EFT information set or remittance address as applicable) listed in the CCR database.

(c) Mechanisms for EFT payment. The TSA may make payment by EFT through either an Automated Clearing House (ACH) subject to the banking laws of the United States or the Federal Reserve Wire Transfer System at the TSA's option. The rules governing Federal payments through the ACH are contained in 31 CFR part 210.

(d) Suspension of payment.

(1) Notwithstanding the provisions of any other clause of this contract, the TSA is not required to make any payment under this contract until after the correct EFT payment information from the Contractor has been provided to the CCR database. No invoice or contract financing request shall be deemed to be valid, as defined by the Prompt Payment Act, until correct EFT information is received into the CCR database.

(2) Changes made to an existing record in the CCR database will become effective not later than the 30th day after receipt in the CCR database. However, the Contractor may request that no further payments be made until the changed EFT information is implemented into the CCR database. If such suspension would result in a late payment under the Prompt Payment clause of this contract, the Contractor's request for suspension shall extend the due date for payment by the number of days of the suspension.

(e) Contractor EFT arrangements. The Contractor shall designate a single financial agent capable of receiving and processing the electronic funds transfer using the EFT methods described in paragraph (c) of this clause. The Contractor shall pay all fees and charges for receipt and processing of transfers.

(f) Liability for uncompleted or erroneous transfers.

(1) If an uncompleted or erroneous transfer occurs because the TSA failed to use the Contractor-provided EFT information in the CCR database in the correct manner, the TSA remains responsible for

(i) making a correct payment,

(ii) paying any prompt payment penalty due, and

(iii) recovering any erroneously directed funds.

(2) If an uncompleted or erroneous transfer occurs because Contractor-provided EFT information in the CCR database was incorrect, or was revised within 30 days at the time of TSA release of the EFT payment transaction instruction to the Federal Reserve System, and:

(i) If the funds are no longer under the control of the payment office, the TSA is deemed to have made payment and the Contractor is responsible for recovery of any erroneously directed funds; or

(ii) If the funds remain under the control of the payment office, the TSA retains the right to either make payment by mail or suspend the payment in accordance with paragraph (d) of this clause.

(g) EFT and prompt payment.

(1) A payment shall be deemed to have been made in a timely manner in accordance with the Prompt Payment clause of this contract if, in the EFT payment transaction instruction given to the Federal Reserve System, the date specified for settlement of the payment is on or before the prompt payment due date, provided the specified payment date is a valid date under the rules of the Federal Reserve System.

(2) When payment cannot be made by EFT because of incorrect EFT information provided by the Contractor to the CCR database, no interest penalty is due after the date of the uncompleted or erroneous payment transaction, provided that notice of the defective EFT information is issued to the Contractor within 7 days after the TSA is notified of the defective EFT information.

(h) EFT and assignment of claims. If the Contractor assigns the proceeds of this contract as provided for in the Assignment of Claims clause of this contract, the Contractor shall require as a condition of any such assignment, that the assignee shall register in the CCR database and shall be paid by EFT in accordance with the terms of this clause. In all respects, the requirements of this clause shall apply to the assignee as if it were the Contractor. EFT information, which shows the ultimate recipient of the transfer to be other than the Contractor, in the absence of a proper assignment of claims acceptable to the TSA, is incorrect EFT information within the meaning of paragraph (d) of this clause.

(i) Liability for change of EFT information by financial agent. The Contractor agrees that the Contractor's financial agent may notify the TSA of a change to the routing transit number, Contractor account number, or account type. The TSA shall use the changed data in accordance with paragraph (d)(2) of this clause. The Contractor agrees that the information provided by the agent is deemed to be correct information as if it were provided by the Contractor. The Contractor agrees that the agent's notice of changed EFT data is deemed to be a request by the Contractor in accordance with paragraph (d)(2) that no further payments be made until the changed EFT information is implemented by the payment office. The TSA is not liable for errors resulting from changes to EFT information made by the Contractor's financial agent.

8.5 Contract Disputes
(a)  All contract disputes arising under or related to this contract shall be resolved through the Transportation Security Administration (TSA) dispute resolution system at the TSA Office of Dispute Resolution for Acquisition (ODRA) and shall be governed by the procedures set forth in 14 C.F.R. Parts 14 and 17, which are hereby incorporated by reference. Judicial review, where available, will be in accordance with 49 U.S.C. 46110 and shall apply only to final agency decisions. A contractor may seek review of a final TSA decision only after its administrative remedies have been exhausted.

(b) The filing of a contract dispute with the ODRA may be accomplished by mail, overnight delivery, hand delivery, or by facsimile. A contract dispute is considered filed on the date it is received by the ODRA.

(c) Contract disputes are to be in writing and shall contain:

(1) The contractor's name, address, telephone and fax numbers and the name, address, telephone and fax numbers of the contractor's legal representative(s) (if any) for the contract dispute;

(2) The contract number and the name of the Contracting Officer;

(3) A detailed chronological statement of the facts and of the legal grounds for the contractor's positions regarding each element or count of the contract dispute (i.e., broken down by individual claim item), citing to relevant contract provisions and documents and attaching copies of those provisions and documents;

(4) All information establishing that the contract dispute was timely filed;

(5) A request for a specific remedy, and if a monetary remedy is requested, a sum certain must be specified and pertinent cost information and documentation (e.g., invoices and cancelled checks) attached, broken down by individual claim item and summarized; and

(6) The signature of a duly authorized representative of the initiating party.

(d) Contract disputes shall be filed at the following address:

(1)
Office of Dispute Resolution, AGC-70

Federal Aviation Administration

800 Independence Avenue S.W. Room 323

Washington, DC 20591

Telephone: (202) 267-3290, Facsimile: (202) 267-3720

(2) Other addresses as specified in 14 CFR Part 17.

(e) A contract dispute against the TSA shall be filed with the ODRA within two (2) years of the accrual of the contract claim involved. A contract dispute by the TSA against a contractor (excluding contract disputes alleging warranty issues, fraud or latent defects) likewise shall be filed within two (2) years after the accrual of the contract claim. If an underlying contract entered into prior to the effective date of this part provides for time limitations for filing of contract disputes with the ODRA which differ from the aforesaid two (2) year period, the limitation periods in the contract shall control over the limitation period of this section. In no event will either party be permitted to file with the ODRA a contract dispute seeking an equitable adjustment or other damages after the contractor has accepted final contract payment, with the exception of TSA claims related to warranty issues, gross mistakes amounting to fraud or latent defects. TSA claims against the contractor based on warranty issues must be filed within the time specified under applicable contract warranty provisions. Any TSA claims against the contractor based on gross mistakes amounting to fraud or latent defects shall be filed with the ODRA within two (2) years of the date on which the TSA knew or should have known of the presence of the fraud or latent defect.

(f) A party shall serve a copy of the contract dispute upon the other party, by means reasonably calculated to be received on the same day as the filing is to be received by the ODRA.

(g) After filing the contract dispute, the contractor should seek informal resolution with the Contracting Officer.

(h) The TSA requires continued performance with respect to contract disputes arising under this contract, in accordance with the provisions of the contract, pending a final TSA decision.

(i) The TSA will pay interest on the amount found due and unpaid from (1) the date the Contracting Officer receives the contract dispute, or (2) the date payment otherwise would be due, if that date is later, until the date of payment. Simple interest on contract disputes shall be paid at the rate fixed by the Secretary of the Treasury that is applicable on the date the Contracting Officer receives the contract dispute and then at the rate applicable for each 6-month period as fixed by the Treasury Secretary until payment is made.

(j) Additional information and guidance about the ODRA dispute resolution process for contract disputes can be found on the ODRA Website at http://www.tsa.gov.

(End of clause)
8.6 Protests
8.6.1 Task Order Protests

In accordance with FAR Part 16.505(a)(9), and as noted in the EAGLE June 2006 Ordering Guide, no protest is authorized in connection with the issuance, or proposed issuance, of a task order under the EAGLE contract.  Exception to this is on the grounds that the order increases scope, period, or maximum value of the EAGLE contract.  The following TSA clauses will apply to any protest filed.

8.6.2 Protests

AS A CONDITION OF SUBMITTING AN OFFER OR RESPONSE TO THIS RFI/RFP (OR OTHER SOLICITATION, IF APPROPRIATE), THE OFFEROR OR POTENTIAL OFFEROR AGREES TO BE BOUND BY THE FOLLOWING PROVISIONS RELATING TO PROTESTS: 

(a) Protests concerning Transportation Security Administration’s (TSA) Request For Information/Request For Proposals (RFI/RFPs) or awards of contracts shall be resolved through the dispute resolution system at the FAA Office of Dispute Resolution for Acquisition (ODRA), and shall be governed by the procedures set forth in 14 C.F.R. Parts 14 and 17, which are hereby incorporated by reference. Judicial review, where available, will be in accordance with 49 U.S.C. 46110 and shall apply only to final agency decisions. A protestor may seek review of a final TSA decision only after its administrative remedies have been exhausted. 

(b) Offerors initially should attempt to resolve any issues concerning potential protests with the Contracting Officer. The Contracting Officer should make reasonable efforts to answer questions promptly and completely, and, where possible, to resolve concerns or controversies. The protest time limitations, however, will not be extended by attempts to resolve a potential protest with the Contracting Officer. 

(c) The filing of a protest with the ODRA may be accomplished by mail, overnight delivery, hand delivery, or by facsimile. A protest is considered filed on the date it is received by the ODRA. 

(d) Only an interested party may file a protest. An interested party is one whose direct economic interest has been or would be affected by the award or failure to award a TSA contract. Proposed subcontractors are not "interested parties" within this definition. 

(e) A written protest must be filed with the ODRA within the times set forth below, or the protest shall be dismissed as untimely: 

(1) Protests based upon alleged improprieties in a solicitation or a RFI/RFP that are apparent prior to bid opening or the time set for receipt of initial proposals shall be filed prior to bid opening or the time set for the receipt of initial proposals. 

(2) In procurements where proposals are requested, alleged improprieties that do not exist in the initial solicitation, but which are subsequently incorporated into the solicitation, must be protested not later than the next closing time for receipt of proposals following the incorporation. 

(3) For protests other than those related to alleged solicitation improprieties, the protest must be filed on the later of the following two dates: 

(i) Not later than seven (7) business days after the date the protester knew or should have known of the grounds for the protest; or 

(ii) If the protester has requested a post-award debriefing from the TSA Integrated Business Team, not later than five (5) business days after the date on which the Business Team holds that debriefing. 

(f) Protests shall be filed at: 

(1) 
Office of Dispute Resolution, AGC-70

Federal Aviation Administration

800 Independence Avenue S.W. Room 323

Washington, DC 20591

Telephone: (202) 267-3290, Facsimile: (202) 267-3720

(2) 
Other address as specified in 14 CFR Part 17. 

(g) At the same time as filing the protest with the ODRA, the protester shall serve a copy of the protest on the Contracting Officer and any other official designated in the RFI/RFP for receipt of protests by means reasonably calculated to be received by the Contracting Officer on the same day as it is to be received by the ODRA. The protest shall include a signed statement from the protester, certifying to the ODRA the manner of service, date, and time when a copy of the protest was served on the Contracting Officer and other designated official(s). 

(h) Additional information and guidance about the ODRA dispute resolution process for protests can be found on the ODRA Website at http://www.faa.gov.

8.6.3 Protests After Award

(a) Upon receipt of a notice that a protest has been filed with the FAA Office of Dispute Resolution for Acquisition (ODRA), or a determination that a protest is likely, the (Undersecretary or his designee may instruct the Contracting Officer) to direct the Contractor to stop performance of the work called for by this contract. The order to the Contractor shall be in writing, and shall be specifically identified as a stop-work order issued under this clause. Upon receipt of the order, the Contractor shall immediately comply with its terms and take all reasonable steps to minimize the incurrence of costs allocable to the work covered by the order during the period of work stoppage. Upon receipt of the final decision or other resolution of the protest, the Contracting Officer shall either--

(1) Cancel the stop-work order; or

(2) For other than cost-reimbursement contracts, terminate the work covered by the order as provided in the "Default" or the "Termination for Convenience of the Government" clause(s) of this contract; or

(3) For cost-reimbursement contracts, terminate the work covered by the order as provided in the "Termination" clause of this contract.

(b) If a stop-work order issued under this clause is canceled either before or after the final resolution of the protest, the Contractor shall resume work. The Contracting Officer shall make for other than cost-reimbursement contracts, an equitable adjustment in the delivery schedule or contract price, or both; and for cost-reimbursement contracts, an equitable adjustment in the delivery schedule, the estimated cost, the fee, or a combination thereof, and in any other terms of the contract that may be affected; and the contract shall be modified, in writing, accordingly, if--

(1) The stop-work order results in an increase in the time required for, or in the Contractor's cost properly allocable to, the performance of any part of this contract; and

(2) The Contractor asserts its right to an adjustment within 30 days after the end of the period of work stoppage; provided, that if the Contracting Officer decides the facts justify the action, the Contracting Officer may receive and act upon a proposal submitted at any time before final payment under this contract.

(c) If a stop-work order is not canceled and the work covered by the order is terminated for the convenience of the Government, the Contracting Officer shall allow reasonable costs resulting from the stop-work order in arriving at the termination settlement.

(d) If a stop-work order is not canceled and the work covered by the order is terminated for default, the Contracting Officer shall allow, by equitable adjustment or otherwise, reasonable costs resulting from the stop-work order.

(e) The Government's rights to terminate this contract at any time are not affected by action taken under this clause.

(End of clause)
8.7 FAR 52.227-17 Rights in data – special works

(a) Definitions.

“Data,” as used in this clause, means recorded information regardless of form or the medium on which it may be recorded. The term includes technical data and computer software. The term does not include information incidental to contract administration, such as financial, administrative, cost or pricing or management information.

“Unlimited rights,” as used in this clause, means the right of the Government to use, disclose, reproduce, prepare derivative works, distribute copies to the public, and perform publicly and display publicly, in any manner and for any purpose whatsoever, and to have or permit others to do so.

(b) Allocation of Rights.

(1) The Government shall have --

(i) Unlimited rights in all data delivered under this contract, and in all data first produced in the performance of this contract, except as provided in paragraph (c) of this clause for copyright.

(ii) The right to limit exercise of claim to copyright in data first produced in the performance of this contract, and to obtain assignment of copyright in such data, in accordance with subparagraph (c)(1) of this clause.

(iii) The right to limit the release and use of certain data in accordance with paragraph (d) of this clause.

(2) The Contractor shall have, to the extent permission is granted in accordance with subparagraph (c)(1) of this clause, the right to establish claim to copyright subsisting in data first produced in the performance of this contract.

(c) Copyright --

(1) Data first produced in the performance of this contract.

(i) The Contractor agrees not to assert, establish, or authorize others to assert or establish, any claim to copyright subsisting in any data first produced in the performance of this contract without prior written permission of the Contracting Officer. When claim to copyright is made, the Contractor shall affix the appropriate copyright notice of 17 U.S.C. 401 or 402 and acknowledgment of Government sponsorship (including contract number) to such data when delivered to the Government, as well as when the data are published or deposited for registration as a published work in the U.S. Copyright Office. The Contractor grants to the Government, and others acting on its behalf, a paid-up nonexclusive, irrevocable, worldwide license for all such data to reproduce, prepare derivative works, distribute copies to the public, and perform publicly and display publicly, by or on behalf of the Government.

(ii) If the Government desires to obtain copyright in data first produced in the performance of this contract and permission has not been granted as set forth in subdivision (c)(1)(i) of this clause, the Contracting Officer may direct the Contractor to establish, or authorize the establishment of, claim to copyright in such data and to assign, or obtain the assignment of, such copyright to the Government or its designated assignee.

(2) Data not first produced in the performance of this contract. The Contractor shall not, without prior written permission of the Contracting Officer, incorporate in data delivered under this contract any data not first produced in the performance of this contract and which contain the copyright notice of 17 U.S.C. 401 or 402, unless the Contractor identifies such data and grants to the Government, or acquires on its behalf, a license of the same scope as set forth in subparagraph (c)(1) of this clause.

(d) Release and use restrictions. Except as otherwise specifically provided for in this contract, the Contractor shall not use for purposes other than the performance of this contract, nor shall the Contractor release, reproduce, distribute, or publish any data first produced in the performance of this contract, nor authorize others to do so, without written permission of the Contracting Officer.

(e) Indemnity. The Contractor shall indemnify the Government and its officers, agents, and employees acting for the Government against any liability, including costs and expenses, incurred as the result of the violation of trade secrets, copyrights, or right of privacy or publicity, arising out of the creation, delivery, publication, or use of any data furnished under this contract; or any libelous or other unlawful matter contained in such data. The provisions of this paragraph do not apply unless the Government provides notice to the Contractor as soon as practicable of any claim or suit, affords the Contractor an opportunity under applicable laws, rules, or regulations to participate in the defense thereof, and obtains the Contractor’s consent to the settlement of any suit or claim other than as required by final decree of a court of competent jurisdiction; nor do these provisions apply to material furnished to the Contractor by the Government and incorporated in data to which this clause applies.

(End of Clause)

8.8 TSAAMS 3.2.5-1 Officials Not to Benefit (February 2003)

No member of or delegate to Congress, or resident commissioner, shall be admitted to any share or part of this contract, or to any benefit arising from it. However, this clause does not apply to this contract to the extent that this contract is made with a corporation for the corporation's general benefit.

(End of clause)
8.9 TSAAMS 3.2.5-5 Anti-Kickback Procedures (February 2003)

(a) Definitions. 

(1) “Kickback,” as used in this clause, means any money, fee, commission, credit, gift, gratuity, thing of value, or compensation of any kind which is provided, directly or indirectly, to any prime Contractor, prime Contractor employee, subcontractor, or subcontractor employee for the purpose of improperly obtaining or rewarding favorable treatment in connection with a prime contract or in connection with a subcontract relating to a prime contract. 

(2) “Person,” as used in this clause, means a corporation, partnership, business association of any kind, trust, joint-stock company, or individual. 

(3) “Prime contract,” as used in this clause, means a contract or contractual action entered into by the United States for the purpose of obtaining supplies, materials, equipment, or services of any kind. 

(4) “Prime Contractor,” as used in this clause, means a person who has entered into a prime contract with the United States. 

(5) “Prime Contractor employee,” as used in this clause, means any officer, partner, employee, or agent of a prime Contractor. 

(6) “Subcontract,” as used in this clause, means a contract or contractual action entered into by a prime Contractor or subcontractor for the purpose of obtaining supplies, materials, equipment, or services of any kind under a prime contract. 

(7) “Subcontractor,” as used in this clause, (1) means any person, other than the prime Contractor, who offers to furnish or furnishes any supplies, materials, equipment, or services of any kind under a prime contract or a subcontract entered into in connection with such prime contract and (2) includes any person who offers to furnish or furnishes general supplies to the prime Contractor or a higher tier subcontractor. 

(8) “Subcontractor employee,” as used in this clause, means any officer, partner, employee, or agent of a subcontractor. 

(b) The contractor warrants that it has not and will not be: 

(1) Providing or attempting to provide or offering to provide any kickback; 

(2) Soliciting, accepting, or attempting to accept any kickback; or 

(3) Including, directly or indirectly, the amount of any kickback in the contract price charged by a prime Contractor to the United States or in the contract price charged by a subcontractor to a prime Contractor or higher tier subcontractor. 

(c) (1) The Contractor shall have in place and follow reasonable procedures designed to prevent and detect possible violations described in paragraph (b) of this clause in its own operations and direct business relationships. 

(2) When the Contractor has reasonable grounds to believe that a violation described in paragraph (b) of this clause may have occurred, the Contractor shall promptly report in writing the possible violation. Such reports shall be made to the Inspector General of the Department of Transportation or the Department of Justice.

(3) The Contractor shall cooperate fully with any Federal agency investigating a possible violation described in paragraph (b) of this clause. 

(4) The Contracting Officer may 

(i) offset the amount of the kickback against any moneys owed by the United States under the prime contract and/or 

(ii) direct that the Prime Contractor withhold from sums owed a subcontractor under the prime contract the amount of the kickback. The Contracting Officer may order that moneys withheld under subdivision (c)(4)(ii) of this clause be paid over to the Government unless the Government has already offset those moneys under subdivision (c)(4)(i) of this clause. In either case, the Prime Contractor shall notify the Contracting Officer when the moneys are withheld. (5) The Contractor agrees to incorporate the substance of this clause, including subparagraph (c)

(5) but excepting subparagraph (c)(1), in all subcontracts under this contract.

8.10 TSAAMS 3.2.2.3-3 Affiliated Offerors (July 2004)

(a) Business concerns are affiliates of each other when, either directly or indirectly,

(1) one concern controls or has the power to control the other, or

(2) a third party controls or has the power to control both.

(b) Each Offeror shall submit with its offer an affidavit stating that it has no affiliates, or containing the

following information:

(1) The names and addresses of all affiliates of the Offeror.

(2) The names and addresses of all persons and concerns exercising control or ownership of the Offeror
and any or all of its affiliates, and whether they exercise such control or ownership as common officers,

directors, stockholders holding controlling interest or otherwise.

(End of provision)

8.11 Special Notes

The Transportation Security Administration (TSA) is exempt from sales tax and does not have to file a Tax Exemption form since the Commonwealth of Virginia does not require any form or filing to achieve tax exempt status.  TSA’s FEIN = 800038533

Payment via Electronic Funds Transfer (EFT) for each task will occur upon final acceptance of each deliverable and submission of a proper invoice.  Payment via EFT for any ongoing technical assistance will occur on a monthly basis as incurred and upon submission of a proper invoice with acceptable evidence of hours worked.  Offerors are advised that the Government, upon award of a TO, requires submittal of invoices and employees timesheets for a month’s worth of service.  Contractor shall not submit invoices for services provided for less than a month’s period unless the contract is terminated or ends earlier than a 30 day time period.

Submittal of a proposal constitutes concurrence to abide by the referenced clauses for the resolution of any disputes.
8.12 Incorporation of Clauses by Reference

The following TSA Acquisition Management System (TSA AMS) clauses are hereby incorporated by reference with full effect:

· 3.2.2.3-76 Protecting the Government’s Interest when Subcontracting with Contractor’s Debarred, Suspended or Proposed for Debarment (February 2003)

· 3.2.5-3 Gratuities or Gifts (February 2003)

· 3.2.5-7 Disclosure Regarding Payments to Influence Certain Federal Transactions (February 2003)

· 3.2.5-8 Whistleblower Protection for Contractor Employees (February 2003) 

· 3.3.2-1 TSA Cost Principles (February 2003) 

· 3.6.2-5 Prohibition of Segregated Facilities (February 2003)

· 3.6.2-6 Previous Contracts and Compliance Reports (February 2003)

· 3.6.2-13 Affirmative Action for Workers with Disabilities (February 2003)

· 3.6.4-2 Buy American Act-Supplies (February 2003)

The following FAR clauses are hereby incorporated by reference with full effect: 

· 52.227-17 Rights in data – special works

· 52.246-17 Warranty of Supplies of a Noncomplex Nature

· 52.246-18 Warranty of Supplies of a Complex Nature

· 52.246-19 Warranty of Systems and Equipment Under Performance Specifications or Design Criteria

· 52.246-20 Warranty of Services

9. Representations, Certifications and Other Statements of Offerors

9.1 General 

9.1.1 Policy
It is the policy of the Transportation Security Administration to have offerors complete annual representations and certifications via the Online Representations and Certifications Application.  Instructions for accessing ORCA and completing standard representations and certifications via ORCA are contained in the provisions below.  

9.1.2 ORCA and TSA Representations
In addition to the standard representations and certifications completed in ORCA, TSA requires the completion of additional representations and certifications as part of a response to a solicitation.  Those representations and certifications are provided in full text below.  Offerors must complete both the ORCA and the TSA representations and certifications as part of their response to this solicitation.  
9.2 Instructions For Accessing and Using ORCA 

9.2.1 Annual Electronic Representations and Certifications

Offerors shall complete electronic annual representations and certifications at http://orca.bpn.gov in conjunction with required registration in the Central Contractor Registration (CCR) database. 

9.2.2 Representations and Certifications Updates
Offerors shall update the representations and certifications submitted to ORCA as necessary, but at least annually, to ensure they are kept current, accurate, and complete. The representations and certifications are effective until one year from date of submission or update to ORCA.

9.2.3 ORCA Registration
To register with ORCA offerors must first register with the “Central Contractor Registration” (CCR) and acquire a “Data Universal Numbering System” (DUNS) number and a Marketing Partner Identification Number (MPIN).  These items may be completed at http://www.ccr.gov. 

9.2.4 DUNS Number
The (DUNS) number is a unique nine character identification number provided by the commercial company Dun & Bradstreet (D&B).  Offerors should call D&B at 866-705-5711 if they do not have a DUNS number. The process to request a DUNS number takes about 10 minutes and is free of charge.  Once an Offeror has acquired a DUNS number they can then register with CCR. 

9.2.5 Marketing Partner Identification Number (MPIN)
The Marketing Partner Identification Number (MPIN) is a 9-digit code containing at least one alpha character and one number (no special characters or spaces). The MPIN is created by the Offeror in the Offeror’s CCR record and acts as a password for other various government systems. The MPIN is the last data field in the “Points of Contact” section of the registration.  After an Offeror has entered the new MPIN in CCR, it will become active in ORCA when the CCR registration is activated.

(End of Provision) 

9.3 Affirmation of Completed Representations and Certifications in ORCA 

The Offeror affirms, by submission of this offer, that it has completed the annual representations and certifications electronically via the Online Representations and Certifications Application (ORCA) website at http://orca.bpn.gov. After reviewing the ORCA database information, the Offeror verifies by submission of the offer that the representations and certifications currently posted electronically have been entered or updated within the last 12 months, are current, accurate, complete, and applicable to this solicitation (including the business size standard applicable to the NAICS code referenced for this solicitation), as of the date of this offer and are incorporated in this offer by reference.  

(End of Provision) 

9.4 Disclosure of Conflicts of Interest (TSA 3.1.7.5)(FEB 2003)

9.4.1 Policy

It is the Transportation Security Administration (TSA) policy to award contracts to only those offerors whose objectivity is not impaired because of any related past, present, or planned interest, financial or otherwise, in organizations regulated by TSA or in organizations whose interests may be substantially affected by Agency activities. Based on this policy:

9.4.2 Conflict of Interest Statement

The Offeror shall provide a statement in its proposal which describes in a concise manner all past, present or planned organizational, financial, contractual or other interest(s) with an organization regulated by TSA, or with an organization whose interests may be substantially affected by Agency activities, and which is related to the work under this solicitation. The interest(s) described shall include those of the Offeror, its affiliates, proposed consultants, proposed subcontractors and key personnel of any of the above. Past interest shall be limited to within one year of the date of the Offeror’s technical proposal. Key personnel shall include any person owning more than 20% interest in the Offeror, and the Offeror’s corporate officers, its senior managers and any employee who is responsible for making a decision or taking an action on this contract where the decision or action can have an economic or other impact on the interests of a regulated or affected organization.
9.4.3 Contract Performance in Conflict of Interest Situations

The Offeror shall describe in detail why it believes, in light of the interest(s) identified in (a) above, that performance of the proposed contract can be accomplished in an impartial and objective manner.
9.4.4 Certification of Absence of Conflict of Interest

In the absence of any relevant interest identified in the Conflict of Interest Statement, the Offeror shall submit in its proposal a statement certifying that to its best knowledge and belief no affiliation exists relevant to possible conflicts of interest. The Offeror must obtain the same information from potential subcontractors prior to award of a subcontract.
9.4.5 Contracting Officer Review

The Contracting Officer will review the statement submitted and may require additional relevant information from the Offeror. All such information, and any other relevant information known to TSA, will be used to determine whether an award to the Offeror may create a conflict of interest. If any such conflict of interest is found to exist, the Contracting Officer may:
· Disqualify the Offeror, or 
· Determine that it is otherwise in the best interest of the United States to contract with the Offeror and include appropriate provisions to mitigate or avoid such conflict in the contract awarded.
9.4.6 Refusal to Certify, Misrepresentations, Discovery of Conflict of Interest

The refusal to provide the disclosure or representation, or any additional information required, may result in disqualification of the Offeror for award. If non-disclosure or misrepresentation is discovered after award, the resulting contract may be terminated. If after award the Contractor discovers a conflict of interest with respect to the contract awarded as a result of this solicitation, which could not reasonably have been known prior to award, an immediate and full disclosure shall be made in writing to the Contracting Officer. The disclosure shall include a full description of the conflict, a description of the action the Contractor has taken, or proposes to take, to avoid or mitigate such conflict. The Contracting Officer may, however, terminate the contract for convenience if he or she deems that termination is in the best interest of the Government.

(End of provision)

9.5 Minimum Offer Acceptance Period (TSA 3.2.2.3.2)(Feb 2003)
9.5.1 Acceptance Period
“Acceptance period,” as used in this provision, means the number of calendar days available to the Government for awarding a contract from the date specified in this RFP for receipt of offers.

9.5.2 Supersession of Acceptance Period Language

This provision supersedes any language pertaining to the acceptance period that may appear elsewhere in this RFP/RFS. 

9.5.3 Minimum Acceptance Period
The Government requires a minimum acceptance period of 180 calendar days 

9.5.4 Specification of Longer Acceptance Period
In the space provided immediately below, offerors may specify a longer acceptance period than the Government's minimum requirement. The Offeror allows the following acceptance period: _____ calendar days.

9.5.5 Acceptance Periods Less Than Government Minimum
An offer allowing less than the Government's minimum acceptance period may be rejected.

9.5.6 Acceptance Agreement

The Offeror agrees to execute all that it has undertaken to do, in compliance with its offer, if that offer is accepted in writing within: 

· the acceptance period stated in the “Minimum Acceptance Period” section of this clause or 

· any longer acceptance period stated in the “Specification of Longer Acceptance Period” of this clause.

(End of provision)

9.6 TYPE OF BUSINESS ORGANIZATION (TSA 3.2.2.3.10)(FEB 2003)

The Offeror, by checking the applicable box, represents that-- 

(a) It operates as [ ] a corporation incorporated under the laws of the State of ____________________ , [ ] an individual, [ ] a partnership, [ ] a nonprofit organization, or [ ] a joint venture. 

(b) If the Offeror or quoter is a foreign entity, it operates as [ ] individual, [ ] a partnership, [ ] a nonprofit organization, [ ] a joint venture, or [ ] a corporation, registered for business in _____________________________________________ .  (country)

(End of provision)

9.7 AUTHORIZED NEGOTIATORS (TSA 3.2.2.3.15)(FEB 2003)

The Offeror represents that the following persons are authorized to negotiate on its behalf with the Government in connection with this submittal: 

Name:  ________________________________________________

Title:    ________________________________________________

Phone Number    _________________________________________
10. Instructions to Offerors
Offerors shall demonstrate their expertise and understanding of the requirement by submitting a written proposal based on their EAGLE contract.  Offerors shall submit proposals in two (2) Volumes: Volume 1 – Technical and Business; and Volume 2 – Cost/Price.  

Important:  This is a Request for Proposal.  This request does not commit the Government to pay any costs incurred in the preparation of the submission of any response to this request for proposal or to the contractor for supplies or service. 
Do not include marketing brochures, company procedure manuals, handbooks or guides, or other information that is not specifically required by the IDIQ/RFP.  This material will not be evaluated and will be disregarded.

Offers must contain comprehensive, concise, and factual information, and complete and substantiated data.  General statements that the Offeror understands the requirements of the work to be performed or simple rephrasing or restating the Government's requirements will not be considerate adequate.  Similarly, submittals containing omissions or incomplete responses to the requirements of this RFP, or that merely paraphrase the description/specifications/PWS, or Attachments of this RFP, or that use non-specific phrases such as "in accordance with standard procedures" or "well-known techniques" will also be considered inadequate.  Deficiencies of this kind will render the Offeror non-responsive and may be cause for rejection of the Offer.

The Contracting Officer will evaluate proposals for responsiveness and completeness, making sure that each Offeror provided the information required by this RFP.  A proposal which does not conform to the technical requirements of this RFP, or does not contain sufficient information to be evaluated will be determined unacceptable and not evaluated further.  The Contracting Officer will then notify the Offeror that its proposal was determined to be unacceptable.

10.1 VOLUME 1 – Business and Technical Approach Volume
Please submit a written response that demonstrates your technical capability and understanding of the requirement as well as your ability to successfully complete the effort as stated in this RFP.  All MS Word documents must be provided in standard 8½ by 11” format, using twelve (12) point or larger font.
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10.1.1 Business Approach Response Instructions

For the Task Order, vendors must submit a response of not more than five pages; the response must address, at a minimum, the following:

· Understanding and support of TSA Vision for strategically transforming its application development capabilities, as evidenced by:
· Clear anecdotal descriptions of similar strategic transformation results in other organizations

· Prior involvement in strategic analysis supporting transformational efforts

· Qualifications, credentials, and certifications of the Offeror’s strategic management team

· Familiarity with strategic analysis, strategic frameworks, and strategic roadmaps for guiding organizations and influencing progress toward a vision end state.

· TSA Engagement Management Approach – This includes: 

· Senior Management involvement
· Team leadership
· Engagement succession planning

· Delivery Capabilities – These includes:
· Organizational Capacity

· Facilities

· Staffing

· Surge Capability

· Reach-back

· Knowledge base

· Team Integration

· Domain Knowledge – This includes:
· Transportation Industry Domain

· Government Transportation Domain

· TSA Transportation Domain

· TSA Transportation Verticals
10.1.2 Technical Response Instructions

For each work package vendors must submit the following:
· A technical response document of not more than five pages that must describe:

· Technical method(s) to be used to produce the deliverables and work products contained in the work package
· Innovative approaches that will be used to accomplish the work package, including the following:
· Innovative solutions developed by your firm
· Circumstances leading to the need to create an innovative solution

· Benefits realized by your client due to your innovative efforts (e.g., cost reduction, reduced cycle time, ease of deployment, customer usability, reusability, time-to-market, architectural improvement, etc.)

· Specific experience that is:

· Relevant – Experience information is relevant in size, scope and complexity, based on the types of work required to deliver the work package;

· Current – Experience information describes work that was completed within the prior three years, and reflects your latest approaches, methodologies, and technologies ;

· Demonstrates Coverage – Experience information spans the entire scope of deliverables described in the work package

· A Deliverable and Labor Resources Microsoft Excel spreadsheet (created from the template provided in the Submission Format section of these instructions):

· Proposing (a) labor categories for each work product, and (b) level of effort for each instance of the proposed labor categories at the work product level
· Proposing any ODCs in the separate tab (such as proposed tools, etc.) that affect technical aspects of the work package
· NOTE: This Deliverable and Labor Resources Microsoft Excel spreadsheet is a different requirement from the spreadsheet required for the Cost/Price Volume; this spreadsheet will be used in the technical evaluation.
· For work packages in Work Order 1 (Attachment 6) only, a Data Item Description (DID) using the template and instructions provided in the RFP Attachment 2 for each deliverable.
· The purpose of the DID is to enable the Government to make sure that deliverables meet the Government’s goals and objectives.   DIDs should be concise and contain only the minimum level of detail needed to describe the deliverable and enable the Government to measure its quality and acceptability.
10.2 VOLUME 2 – Cost/Price

No page restriction.
10.2.1 General Information (Section 1)

Within the Pricing Volume, include the following information in Section 1:
· Data Universal Numbering System (DUNS) Number
· Federal Tax ID Number
· EAGLE contract number and expiration date  

· Business Address

· Telephone Number

· Facsimile Number
· Point of Contact details
· List of Proposed Subcontractors (include subcontractor addresses)

10.2.2 Labor Rates (Section 2)
Offerors shall submit a “labor menu” table of EAGLE labor categories and corresponding labor rates to complete the work described herein (Government site rates and contractor site rates should be included). Offerors shall also include proposed mark up percentages for ODCs following guidance in the EAGLE contract.  Five separate tables (Microsoft Excel) shall be submitted, one for each year of the contract.

Submit a table using the template provided in Section 10.3.2.1.  This table must include Labor Categories with rates for Offeror site and Government site for each year of the five years in the contract period.

NOTE: Offerors are encouraged to propose their most discounted rates for the type of work to be performed.  
In addition, submit any information reasonably required to explain your proposal, including the following:

· A statement as to whether the rates proposed are those currently approved under the EAGLE contract or if the rates proposed are discounted

· An electronic copy of the price proposal in Microsoft Excel format to trace the cost flow and accumulation by CLIN and summary of CLINs to the total proposed amount as described above
· Any assumptions made as part of your proposal and any exceptions taken
10.2.3 Work Order 1 Proposed Prices (Section 3)

Offerors shall submit a Microsoft Excel spreadsheet using the template provided in Section 10.3.2.2.
10.2.4 Small Business Subcontracting Plan (Large Business Offerors Only) (Section 4)

In accordance with FAR 52.219-9, Small Business Subcontracting Plan, Large Business Offerors must submit a Small Business Subcontracting Plan with their price proposal, in accordance with and using the format identified in FAR 52.219-9, Small Business Subcontracting Plan.  TSA has set a minimum goal of 40% participation by small businesses, 14.5% participation by small disadvantaged businesses, 5% participation by women-owned small businesses, 3% participation by HUBZone and 3% participation by service-disabled veteran-owned small business.   Subcontracting plans are subject to negotiation and/or rejection if goals are considered inadequate.

10.2.5 Organizational Conflicts of Interest (Section 5)

In this section, Offerors are required to submit an OCI statement for all firms included in their proposal.  Such submittals shall be in accordance with section 9.4, Disclosure of Conflicts of Interest (TSA 3.1.7.5)(FEB 2003).  Failure to submit accurate and complete OCI statements may result in the Offeror’s proposal being disqualified for further consideration.
10.3 Submission Format

Offerors must submit proposals electronically via e-mail in two separate proposal volumes .  Make sure that both volumes are labeled with the nomenclature RFP HSTS03-07-R-CIO209.  Due to TSA restrictions on the size of email, make sure all emails submitted are less than 5MB.  If the proposal exceeds 5MB, please divide into multiple emails and include in the subject line the solicitation number and # of # emails.  Any electronic submission determined to contain an electronic virus will be deleted and not viewed or accepted for consideration under this solicitation.

Proposals should be forwarded electronically to the following email address:

OASIS@TSA.gov
10.3.1 Technical and Business Approach Volume 1 Format
This section contains a ZIP file with detailed instructions about the electronic organization of your Volume 1 response to the RFP.  The Government has pre-built an electronic proposal submission format.  This format was devised to facilitate rapid and "modular" proposal construction by Offerors and evaluation by the Government.  Offerors are required to submit their Volume 1 proposals in the structure prescribed by this file.
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10.3.2 Price Volume 2 Format
The price volume shall comply with the following structure:

· Table of Contents

· Executive Summary

· Section 1: General Information
· Section 2: Labor Rates

· Section 3: Work Order Proposed Prices (using the provided Microsoft Excel template)

· Section 4: Small Business Subcontracting Plan (Large Businesses Only)
· Section 5: Disclosures of Organizational Conflicts of Interests

10.3.2.1 Labor Menu Proposed Rates
Use the following template when composing Section 2 of the Price Volume.
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10.3.2.2 Work Order Proposed Prices Template

Use the following template when composing Section 3 of the Price Volume.
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10.4 Submission of Questions

Questions concerning this solicitation shall be submitted by email to oasis@dhs.gov in the following format:

 

	#
	Reference
	Offeror Question

	1
	(Example) Section 7, third paragraph, first sentence,  Page 12
	

	2
	General (if there is no specific RFQ reference)
	


The deadline for receipt of questions is 5:00 p.m., June 22, 2007.

10.5 Communication with Offerors

Communications with potential Offerors may take place throughout the source selection process.

To ensure that Offerors fully understand the intent of the RFP, and the TSA's needs stated therein, AMS policy permits TSA to conduct discussions with specific Offerors only, with all Offerors, or with no Offerors, as circumstances warrant.  The TSA may therefore, hold one-on-one meetings with individual Offerors.  One-on-one communications may continue throughout the process, as required, at the TSA's discretion.  Communications with one Offeror may not necessitate communications with other Offerors.

Certain topics of communications may necessitate amendments to the RFP.  If this is the case, all competing Offerors will be advised of the changes and the Contracting Officer will establish a common cut-off date for any and all resulting Offeror revisions.  

After the Offers have been received and reviewed by the Government, and discussions and negotiations have been completed with Offerors, the Offeror may be provided an opportunity to submit Offer revisions.

10.6 Notification To Offerors of Contractor Support of the Selection Process
(1) Offerors are advised that employees of the firms identified below may serve as Source Selection Organization members in the source selection process. These individuals will be authorized access to only those portions of proposal data and discussions that are necessary to enable them to perform their respective duties. Such firms are expressly prohibited from competing on the subject acquisition and from scoring or rating of proposals or recommending the selection of a source.

P3 Partners, LLC

3600 Dallas Highway, Suite 230, PMB 126

Marietta GA 30064

(2) In accomplishing their duties related to the source selection process, the aforementioned firms may require access to proprietary information contained in the offerors' proposals. Therefore, pursuant to FAR 9.505-4, these firms must execute an agreement with each Offeror that states that they will (1) protect the offerors’ information from unauthorized use or disclosure for as long as it remains proprietary and (2) refrain from using the information for any purpose other than that for which it was furnished. To expedite the evaluation process, each Offeror must contact the above companies to effect execution of such an agreement prior to submission of proposals. Each Offeror shall submit copies of the agreement with their proposal.

11. Evaluation/Award Criteria
This is a best value award.  .  The Government intends to award a competitive contract to the Contractor whose proposal, conforming to the solicitation, represents the best value solution to TSA.  The Best Value Approach is a method of selecting the proposal that presents the best value to the Government, based on evaluation of each offer in the areas of Technical and Cost/Price.  The Source Selection Authority (SSA) may determine that a superior solution/approach merits a higher price, and therefore represents the best value to the Government.  The SSA, using sound business judgment, will base the selection decision on an integrated assessment of the proposal’s relative capability as measured against the evaluation factors identified in Section 11.1.

The Government may:

(1) Reject any or all submittals if such action is in the public interest;

(2) Accept other than the lowest price submittal; and,

(3) Waive informalities and minor irregularities in offers received.

The Government intends to evaluate the submittals and award a contract, either on initial submittals without communications, or on initial or subsequent submittals with communications.  In evaluating the submittals, the Government may conduct written or oral communications with specific Offerors only, with all Offerors, or with no Offerors, as circumstances warrant.  A submittal in response to this solicitation must contain the Offeror’s best terms from a technical and cost or price standpoint.

A written award or acceptance of offer mailed or otherwise furnished to the successful Offeror within the time for acceptance specified in the Offer shall result in a binding contract without further action by either party.  Before the Offer’s specified expiration time, the Government may accept an offer (or part of an Offer) in writing, whether or not there are communications after its receipt, unless a written notice of withdrawal is received before award.  Communications conducted after receipt of an Offer do not constitute a rejection or counteroffer by the Government.

The Government may disclose the following information in post-award debriefings to other Offerors:

(1) The Source Selection Authority’s decision;

(2) The Offeror’s evaluated standings relative to the successful Offeror(s); and 

(3) A summary of the evaluation findings relating to the Offeror.

11.1 Evaluation Factors
The evaluation criteria for this award will be based on the following technical factors, listed in descending order of importance and with technical subfactors that are of equal importance.  

11.1.1 Technical Factors

The Government will conduct a detailed evaluation of the Contractor’s approach and capability to meet the Government’s objectives against the following technical evaluation factors:
11.1.1.1 Factor I: Technical Approach:

 (1)
Technical Method

(2)
Innovation

(3)
Experience

(4)
Technical Labor Mix

11.1.1.2 Factor II: Business Approach

(1)
Understanding and Support of TSA’s Vision

(2)
TSA Engagement Management Approach

(3)
Delivery Capabilities

(4)
Domain Knowledge

11.1.2 Cost/Price

11.1.3 Order of Importance
The Technical Approach Factor (Factor I) is more important than the Business Approach Factor (Factor II).

In performing the best value tradeoff analysis, all non-cost evaluation factors (Technical Factors I and II), when combined, are of paramount importance and will be considered to be significantly more important than price.  While the Technical Factors are more important than price, price will become increasingly important as proposal evaluation ratings for the technical factors approach equal.
11.2 Evaluation Criteria
11.2.1 Business Approach Factor

TSA will evaluate each Offeror’s approach to addressing fundamental business requirements for this effort.  The following subfactors are intended to provide the Government a macro view of each Offeror’s capability to manage and control a large program over a protracted period of time.  Responses to the following subfactors will enable the Government to differentiate among Offerors, and select the one best qualified to assist the Government in its long-term efforts to transform the TSA enterprise.  The Business Approach Factor will be evaluated at the Task Order level, but will apply to all future Work Orders issued under the Task Order.
11.2.1.1 Understanding and Support of TSA’s Vision
TSA’s goal is to create, through innovation, a transformed organization where IT services are delivered through state-of-the-art, service-enabled applications to:
· Prevent terrorist acts against the United States transportation network through sharing mission-critical information where and when it is needed, regardless of organizational boundary

· Effectively leverage existing information assets to address emerging mission requirements quickly

· Optimize return on all IT investments

The Government’s desired outcome is to transform the TSA organization so that resources are optimized and the mission is more efficiently and effectively accomplished.

11.2.1.1.1 Understanding and Support of TSA’s Vision Evaluation
TSA will assess the Offeror’s understanding of TSA’s vision based on the Offeror’s:

· Clear anecdotal evidence of similar results in other organizations

· Prior involvement in strategic analysis supporting transformational efforts

· Qualifications, credentials, and certifications of the Offeror’s strategic leadership team

· Familiarity with strategic analysis, strategic frameworks, and strategic roadmaps for guiding and influencing progress toward a vision end state.

11.2.1.2 TSA Engagement Management Approach

TSA will assess each Offeror’s approach to providing stable and sustained management of all work effort supporting TSA’s application development requirements, including:
· Senior Management Involvement

· Team Leadership

· Engagement Succession Planning
11.2.1.2.1 TSA Engagement Management Approach Evaluation

TSA will subjectively assess each Offeror’s proposed Engagement Management Approach, as addressed in the Offeror’s Business Approach Response.

11.2.1.3 Delivery Capabilities

TSA will assess each Offeror’s delivery capabilities, including:
· Organizational Capacity
· Facilities

· Staffing
· Surge Capability
· Reach-back

· Knowledge base

· Team Integration
11.2.1.3.1 Delivery Capability Evaluation

TSA will subjectively assess each Offeror’s Delivery Capability, as addressed in the Offeror’s Business Approach Response.

11.2.1.4 Domain Knowledge

TSA will assess each Offeror’s domain knowledge in the following areas:

· Transportation Industry Domain

· Government Transportation Domain

· TSA Transportation Domain

· TSA Transportation Verticals
11.2.1.4.1 Domain Knowledge Evaluation

TSA will subjectively assess each Offeror’s Domain Knowledge, as addressed in the Offeror’s Business Approach Response.

11.2.2 Technical Approach Factor

TSA will evaluate technical responses to determine each Offeror’s ability to meet the requirements of the solicitation.  Offerors are required to provide sufficient information that reflects their understanding of the Government’s desired goals, objectives and outcomes. 
Specifically, TSA will also assess the technical quality of the response based on the following technical subfactors:
11.2.2.1 Technical Method(s)

TSA will determine whether the proposal presents reasonable methods that appear appropriate for creating successful solutions.
11.2.2.1.1 Technical Method Evaluation

For this Subfactor, TSA will evaluate it by:

· Assessing the merit of the Technical Methods content of each Work Package Approach Document
· Assessing any additional deliverables and work products suggested by the vendor in the Deliverables and Labor Resources spreadsheet
· Assessing the content of Data Item Descriptions (DIDs)

· Assessing the technical merit of tools proposed as ODCs to be used on each work package, if applicable.
11.2.2.2 Innovation

TSA will assess how the Offeror’s proposal will contribute to TSA’s transformation and innovation goals and objectives.
11.2.2.2.1 Innovation Evaluation

TSA will evaluate this subfactor by:
· Assessing the Innovation-driven benefits described in the Innovation Document 
11.2.2.3 Experience
The Experience evaluation consists of three components:
· Relevance – Experience information is relevant in size, scope and complexity, based on the types of work required to deliver the work package;

· Current – Experience information describes work that was completed within the prior three years, and reflects your latest approaches, methodologies, and technologies ;

· Coverage – Experience information spans the entire scope of deliverables described in the work package

11.2.2.3.1 Experience Evaluation

TSA will evaluate this subfactor by:
· Assessing the Relevance, Currency, and Coverage of the Experience Document.
11.2.2.4 Technical Labor Mix
TSA will determine whether proposed mix of labor categories, skill levels, and levels of effort are reasonable for achieving the solutions via the work packages.
11.2.2.4.1 Technical Labor Mix Evaluation

TSA will evaluate this subfactor by assessing the appropriateness of resources assigned to deliverables and work products in each work package including, as appropriate: 
· Labor categories – Do labor categories appear to be appropriate to creating deliverables and work products in the work package?
· Levels of effort – Do LOEs appear reasonable for creating deliverables and work products in the work package?
· ODCs – Do ODCs (licenses, hardware, software, etc.) appear to be necessary for completion of the work?
11.2.3 Price Factor

The price proposal will be reviewed and analyzed in depth by the Contracting Officer to determine if the prices are fair, reasonable and realistic for the work proposed, reflects a clear understanding of the requirements, and is consistent with the methods of performance described in the Offeror’s quotation, but will not receive an evaluation rating.  Since adequate price competition is anticipated, price reasonableness will be determined by comparing the proposed prices received in response to the solicitation.
The Government will evaluate price reasonableness by assessing how well the price tracks to the Offeror's technical proposal. All FFP CLINs for Work Order #1 will be evaluated individually at a bottom line price. They will then be combined and evaluated at one total bottom line price which will be the “Total Evaluated Price” for the proposal. 
The Government reserves the right to reject a quotation in the event that the lack of balance in the pricing poses an unacceptable risk to the Government. 

Attachment 1 – Quality Assurance Surveillance Plan (QASP)
The Government intends to use the three-tiered Quality Assurance Surveillance Plan (QASP) described below to manage and control Contractor efforts under this contract.  In the absence of proposed SLAs, the Government will apply the SLAs in the QASP, or some negotiated modification thereto.

The Government expects the Contractor to conduct the necessary due diligence to understand the Government’s requirements for planning, architecting, designing, and creating mission-critical applications specified by the Government, and will use the processes outlined in the QASP model shown below to assess the Contractor’s performance.
The QASP for this effort consists of three tiers as follows:



Tier 1 – Program Management Office functions (PMO)


Tier 2 – Release Management functions


Tier 3 – Project Level Oversight functions

The following graphic illustrates the components within each tier:
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Exhibit 1 – Three-Tiered Quality Assurance Surveillance Structure

Tier 1 – PMO Functions

The PMO will provide governance (standards, methods, templates, policies, and procedures), performance management, financial management, deliverables management, and portfolio management and reporting (dashboards, status reports, exception reports).

Tier 2 – Release Management 

The release management component of this plan encompasses all functions and processes for managing release cycles for all application development efforts within TSA.   Release management may be organized by platform, system, or environment, depending on the specific objectives of the release cycle.

Tier 3 – Project Level Oversight

Project level oversight encompasses the front line project managers who will provide fundamental project management oversight of ongoing application development efforts using tools, methods, policies, and procedures established by the ITD PMO function.  

(1) 
TASK ORDER TITLE:


Application Development and Support Services, and Related Application 
Development Infrastructure Support Services
(2) PRIMARY METHODS OF SURVEILLANCE:

· Project-level reviews – Periodic reviews of individual projects based on criteria established by the program management office (PMO);

· Program-level reviews – Periodic reviews of programs based on criteria established by the PMO and the ITD SIG management;

· Release Management reviews – One hundred percent review of schedule and quality issues for those projects entering release cycles;  

· Dashboard Reviews – Periodic high-level review of all projects via a comprehensive executive dashboard;
· Exception Reporting – Surveys of projects where performance reporting indicates progress and results outside acceptable performance criteria;
· Periodic inspection – Regular surveys of project-level efforts to assess potential impact to other projects in the release cycle, to make sure objectives of the project continue to be valid, and to assess general project management effectiveness; primary focus is on high-risk, high-investment, or strategically important efforts;
· Incident Reporting – Continuing review and analysis of incident reports to identify root causes, and to establish plans to prevent recurrence;
· Focused Assessments – Special activities and reviews at the request of other interested Government officials.
(3) SCOPE OF PERFORMANCE:

3.
Scope and Purpose

3.1 Scope

The Information Technology Division’s mission is to provide application development services for all of TSA.  Therefore, the scope of this effort encompasses the full range of application development services and associated application development infrastructure support.  Specifically, this effort includes, but is not limited to, use of various development approaches for application development, testing, design and support of non-production environments, application development organizational consulting and related business process reengineering, release management, and related program management.

3.2 Purpose

The purpose of this acquisition is to procure Application Development Services and Application Development Infrastructure Services.  The desired and necessary outcome is to identify a highly qualified and capable Contractor team who:

· Understand a variety of application development approaches as described herein;

· Can apply those various approaches to different scenarios, as described by a unique set of work packages, each containing unique requirements, desired behaviors, required labor categories, and relevant skill sets;

· Demonstrate understanding, knowledge, willingness, and ability to accomplish the application development transformation critical to the vision of  TSA and its efforts to create an agile enterprise responsive to the dynamic mission requirements facing TSA; and,

· Demonstrate that they can embrace a series of diverse architectures within which work is currently accomplished, and help drive toward those strategic capabilities that TSA must create.

· Further, the Contractor team needs to recognize that TSA is moving toward a service-oriented architecture.   However, the Contractor team must also realize that the current TSA application infrastructure depends upon current, stand-alone applications that must continue to exist, and be reliable and responsive until, over time, they may be migrated to the evolving service-oriented architecture environment.

(4)  
PERFORMANCE  STANDARDS

Service Level Agreements are an integral component of the performance management structure for this effort.  The Government intends to apply service level agreements (SLAs) to any services acquired, and may apply financial or non-financial incentives or disincentives as well.  SLA decisions will be based on negotiations.
The Government may identify additional SLAs during the life of the Contract, and may require them as part of future Work Order.
Performance standards for this effort include the following:

· Compliance with service levels established in approved Service Level Agreements; some SLAs are identified below, others may be established during the life of the contract;
· Delivery of services and deliverables that meet agreed contractual schedules and data item description requirement; and, 
· Completion of work packages as agreed in the contract.
	WBS Area – Program Management Service Level Agreement

	I.  Purpose of the Program Management Service Level Agreement:  Effective program and project management are essential components of TSA's applications development mission.  The Contractor must develop and implement a comprehensive program and project management capability for overseeing and controlling program and project management activities within its cognizance.  The purpose of this Service Level Agreement is to regularly assess the effectiveness of the vendor's program and project management, and to make sure that all Government requirements are addressed and all Federal mandates are met.

	II. Service Description: The Contractor must provide complete and effective program and project management of application development related activities, and must regularly assess the quality of this support.

	III.  Program Management Service Level Agreement Factors by Category: 

	Category
	Measurement Unit
	Objective

	A. Quality of Service Delivery
	 
	 

	Factors

	1.  Project Oversight-Staffing and Processes
	 
	 

	     a) Projects with at least one certified PMP assigned 
	% 
	90

	     b) Current projects using agreed set of project management artifacts 
	 %
	90

	     c) Assigned PM staff meeting established labor category qualifications
	 %
	95

	     d) Current projects with qualified project managers assigned
	%
	95

	     e) Percent Project teams with complete complement of skill sets (team membership, skill sets, and level of effort)
	%
	95

	 2.  Quality Assurance
	 
	 

	      a) Quality of Software QA Plan deliverable
	% Reqts Meeting Standard
	95

	 3.  Audits
	 
	 

	      Quality of Assessments
	%
	90

	B.  Business Management
	 
	 

	 Factors
	 
	 

	1.  Financial Management
	 
	 

	     Project-related budget management and cost control
	Rating
	4.5

	2.  Contract Management
	 
	 

	     Task Order Support (Quality of Preparation and Timeliness of Response)
	Rating
	4.5

	C.  Customer Satisfaction
	 
	 

	 Factors
	 
	 

	1.  Customer Satisfaction Results at Project Conclusion (on a scale of 1-5, with 5 being the highest)
	 Rating
	4.5


	WBS Area – Application Development Service Level Agreement

	I.  Purpose of the Traditional Application Development Service Level Agreement:  Traditional application development is a key function in TSA’s capability to accomplish its mission.  Support of the Traditional Applications Development mission is critical to effectively designing and creating new applications for the TSA mission community.

	II. Service Description: The Contractor must provide a comprehensive set of performance measures that demonstrate integrity and effective management of its Traditional Application Development capabilities.

	III.  Application Development Service Performance Factors by Category: 

	Category
	Measurement Unit
	Objective

	A. Quality of Application Service Delivery

	Factors

	1.  Quality of Deliverables (Based on Criteria in Data Item Description Document)
	% Meeting Standard 
	95

	B. Timeliness of Application Service Delivery

	 Factors

	1.  Support to the Release Management Schedule (Milestones)
	% Met
	95

	2.  Release Schedule Waivers Granted per Release Cycle
	# Granted
	≤ 1

	C. Customer Responsiveness

	Factors

	3. Customer satisfaction based on survey results from customers requiring application development services (response scale 1-5)
	Ranking
	4.5


	WBS Area – Applications Development Services Post "Go Live" Service Level Agreement

	I.  Description of Service to be Provided:  Post "go-live" infrastructure support is critical to effectively transitioning new applications to the full production status.  The vendor must provide a comprehensive plan for managing post "go-live" issues that arise during an initial 30-day production operating period.

	II. Purpose of the Post "Go-Live" Support Service Level Agreement: The Contractor must provide a comprehensive set of performance measures that demonstrate integrity and effective management to achieve a smooth transition to production of new applications.  Effectively and efficiently providing this service necessitates a comprehensive understanding of the TSA production environment, and an integrated approach to providing and managing this service.  A process for identifying, escalating, and resolving application-related issues arising during this initial production period is necessary to provide the capability needed to successfully accomplish the TSA mission.  The Contractor must have a complete plan, and clearly defined, repeatable, documented processes that represent industry best practices for managing these post "go-live" application support requirements.

	III.  Post "Go-Live" Factors by Category: 

	Category
	Measurement Unit
	 

	A.  Quality of Service Delivery

	Application Issues Severity
	 
	Objective

	Level I - Critical (Prevents Support to Mission or Business Need)
	 
	 

	1.  Response Time
	Minutes
	15 minutes

	2.  Analysis and Problem Definition
	Hours
	1 hour

	3.  Problem Resolution Plan
	Hours
	2 hours

	4.  Problem Resolution
	Time
	As Agreed

	Level II - High (Significantly Degrades Support to Mission or Business Need)

	1.  Response Time
	Minutes
	15 minutes

	2.  Analysis and Problem Definition
	Hours
	4 hours

	3.  Problem Resolution Plan
	Hours
	8 hours

	4.  Problem Resolution
	Time
	As Agreed

	Level III - Low (Minimally Degrades Support to Mission or Business Need)

	C.  Customer Responsiveness

	1.  Response Time
	Minutes
	15 minutes

	2.  Analysis and Problem Definition
	Hours
	8 hours

	3.  Problem Resolution Plan
	Hours
	48 hours

	4.  Problem Resolution
	Time
	As Agreed

	C.  Monthly

	1. Customer Satisfaction rating (on a scale of 1–5, 5 being highest)
	Ranking
	4.5


	WBS Area Applications Development Services Pre-Production Support Service Level Agreement

	I.  Description of Service to be Provided:  Support to development, testing, integration, and non-production environments is critical to effectively designing and creating new applications for the TSA mission community. The Contractor must provide a comprehensive plan for configuring and managing environments in support of planned and on-going application development efforts. 

	II. Purpose of the Non-Production Service Level Agreement: The Contractor must provide a comprehensive set of performance measures that demonstrate integrity and effective management to achieve a smooth transition to production of new applications.

	III.  Pre-Production Factors by Category: 

	Category
	Measurement Unit
	 

	A.  Quality of Service Delivery

	Pre-Production Categories
	 
	Objective

	Software Development Life Cycle Services (Traditional)
	 
	 

	Development
	 
	 

	1.  Support to the Release Management Schedule (Milestones)
	% Met
	95

	2.  Quality of Deliverables (Based on Criteria in Data Item Description Document)
	% Meeting Std 
	95

	3.  Deliverables 
	% on time
	95

	4.  Release Schedule Waivers Granted per Release Cycle
	# Granted
	≤ 1

	5. Customer Satisfaction rating (on a scale of 1–5, 5 being highest)
	Ranking
	4.5

	Testing

	1.  Support to the Release Management Schedule (Milestones)
	% Met
	95

	2.  Quality of Deliverables (Based on Criteria in Data Item Description Document)
	% Meeting Std 
	95

	3.  Deliverables 
	% on time
	95

	4.  Release Schedule Waivers Granted per Release Cycle
	# Granted
	≤ 1

	5. Customer Satisfaction rating (on a scale of 1–5, 5 being highest)
	Ranking
	4.5

	Pre-Production

	1.  Support to the Release Management Schedule (Milestones)
	% Met
	95

	2.  Quality of Deliverables (Based on Criteria in Data Item Description Document)
	% Meeting Std 
	95

	3.  Deliverables 
	% on time
	95

	4.  Release Schedule Waivers Granted per Release Cycle
	# Granted
	≤ 1

	5. Customer Satisfaction rating (on a scale of 1–5, 5 being highest)
	Ranking
	4.5

	RAD Software Services
	 
	 

	Development
	 
	 

	1.  Support to the Release Management Schedule (Milestones)
	% Met
	95

	2.  Quality of Deliverables (Based on Criteria in Data Item Description Document)
	% Meeting Std 
	95

	3.  Deliverables 
	% on time
	95

	4.  Release Schedule Waivers Granted per Release Cycle
	# Granted
	≤ 1

	5. Customer Satisfaction rating (on a scale of 1–5, 5 being highest)
	Ranking
	4.5

	Testing

	1.  Support to the Release Management Schedule (Milestones)
	% Met
	95

	2.  Quality of Deliverables (Based on Criteria in Data Item Description Document)
	% Meeting Std 
	95

	3.  Deliverables 
	% on time
	95

	4.  Release Schedule Waivers Granted per Release Cycle
	# Granted
	≤ 1

	5. Customer Satisfaction rating (on a scale of 1–5, 5 being highest)
	Ranking
	4.5

	Integration

	1.  Support to the Release Management Schedule (Milestones)
	% Met
	95

	2.  Quality of Deliverables (Based on Criteria in Data Item Description Document)
	% Meeting Std 
	95

	3.  Deliverables 
	% on time
	95

	4.  Release Schedule Waivers Granted per Release Cycle
	# Granted
	≤ 1

	5. Customer Satisfaction rating (on a scale of 1–5, 5 being highest)
	Ranking
	4.5

	C.  Pre-Production

	1.  Support to the Release Management Schedule (Milestones)
	% Met
	95

	2.  Quality of Deliverables (Based on Criteria in Data Item Description Document)
	% Meeting Std 
	95

	3.  Deliverables 
	% on time
	95

	4.  Release Schedule Waivers Granted per Release Cycle
	# Granted
	≤ 1

	5. Customer Satisfaction rating (on a scale of 1–5, 5 being highest)
	Ranking
	4.5

	SOA Enablement of Current Applications + Pure SOA
	 
	 

	Development
	 
	 

	1.  Support to the Release Management Schedule (Milestones)
	% Met
	95

	2.  Quality of Deliverables (Based on Criteria in Data Item Description Document)
	% Meeting Std 
	95

	3.  Deliverables 
	% on time
	95

	4.  Release Schedule Waivers Granted per Release Cycle
	# Granted
	≤ 1

	5. Customer Satisfaction rating (on a scale of 1–5, 5 being highest)
	Ranking
	4.5

	Testing

	1.  Support to the Release Management Schedule (Milestones)
	% Met
	95

	2.  Quality of Deliverables (Based on Criteria in Data Item Description Document)
	% Meeting Std 
	95

	3.  Deliverables 
	% on time
	95

	4.  Release Schedule Waivers Granted per Release Cycle
	# Granted
	≤ 1

	5. Customer Satisfaction rating (on a scale of 1–5, 5 being highest)
	Ranking
	4.5

	Integration

	1.  Support to the Release Management Schedule (Milestones)
	% Met
	95

	2.  Quality of Deliverables (Based on Criteria in Data Item Description Document)
	% Meeting Std 
	95

	3.  Deliverables 
	% on time
	95

	4.  Release Schedule Waivers Granted per Release Cycle
	# Granted
	≤ 1

	5. Customer Satisfaction rating (on a scale of 1–5, 5 being highest)
	Ranking
	4.5

	C.  Pre-Production

	1.  Support to the Release Management Schedule (Milestones)
	% Met
	95

	2.  Quality of Deliverables (Based on Criteria in Data Item Description Document)
	% Meeting Std 
	95

	3.  Deliverables 
	% on time
	95

	4.  Release Schedule Waivers Granted per Release Cycle
	# Granted
	≤ 1

	5. Customer Satisfaction rating (on a scale of 1–5, 5 being highest)
	Ranking
	4.5


(5) ACCEPTABLE QUALITY LEVEL (AQL):

The AQL for the overall task will be determined using two approaches:

· Assessment of Contractor performance determined by their meeting acceptance levels established in approved Service Level Agreements;

· Regular assessments by Program and Acquisition staff (Contracting Officer and COTR) components of Contractor performance based on compliance with terms and conditions of the contract and feedback from customers on the quality of Contractor support.  

(6)  
EVALUATION METHOD:

The method of evaluating Contractor performance includes the following:

· Inspection of deliverables by the Government against the acceptance criteria identified in the Data Item Description (DID) for that deliverable;

· Periodic review of work products to make sure they contain the requisite information for creating final deliverables;

· Verification and Validation reviews of selected deliverables by the designated V and V staff;

· Regular reviews by the COTR of Contractor performance-related information including technical results and customer feedback;

· Regular reviews by senior TSA management of overall program and project progress.

(7) INCENTIVES (positive and/or negative):

· If financial reporting, project management, deliverable management, and performance management procedures are not adhered to by the Contractor, the COTR will withhold payment of Contractor invoices until these requirements are met;

· If deliverables are not accepted, COTR will not approve Contractor invoices for payment

Attachment 2 – Data Item Description (DID) Instructions

1. Purpose

The purpose of a Data Item Description for a contractually required deliverable is to define its:

· contents

· format

· intended use

· acceptance criteria

DIDs shall be prepared in accordance with MIL-STD 963B, which can be found at:

http://www.acq.osd.mil/log/lpp/spec_standards/std_963b.pdf

[image: image9.emf]DOD DID Refernece


A DID template is attached:


[image: image10.emf]DID Template


A DID example is attached:


[image: image11.emf]DID Example


2. Submission of Deliverables

In the absence of a Contract Data Requirements List (CDRL) DD form 1423-1, deliverables shall be delivered to the Government using procedures prescribed by the Contracting Officer.

Attachment 3 – Software Lifecycle Documentation

The following are TSA software lifecycle models:

TSA Software Development Lifecycle (SDLC)

TSA’s SDLC is a mature and approved lifecycle document which governs software development.  It is provided here:


[image: image12.emf]TSA SDLC


TSA Services Lifecycle (SLiC)

TSA’s SLiC will be used to guide application development in support of TSA’s SOA.  The document is not yet finalized, but is provided here for Offerors to consider when constructing their proposals.


[image: image13.emf]TSA SLiC Guide


Attachment 4 – List of Applicable Policies, Laws, and Standards

The law, regulations, polices, and guidelines that affect the system include:
U.S. Congress - Public Law (PL) and United States Code (U.S.C) 

· PL 107-347 Section III, Federal Information Security Management Act (FISMA) of 2002, 2002

· PL 107-305, Cyber Security Research and Development Act of 2002
· PL 96-456, Classified Information Procedures Act of 1980

· 5 U.S.C. 552, Freedom of Information Act; Public Information; Agency Rules, Opinions, Orders, Records, and Proceedings, 1967

· 5 U.S.C. 552a, Privacy Act; Records Maintained on Individuals, 1974

· 18 U.S.C. 1029, Fraud and Related Activity in Connection with Access Devices

· 18 U.S.C. 1030, Fraud and Related Activity in Connection with Computers

· 40 U.S.C. 1401 et seq., P.L. 104-106, Clinger Cohen Act of 1996 (Information Technology and Management Reform Act of 1996)

· 44 U.S.C. 3534, Federal Agency Responsibilities

· 44 U.S.C. 3535, Annual Independent Evaluation

· 44 U.S.C. 3537, Authorization of Appropriations

· 44 U.S.C. 3541, P.L. 107-296, Federal Information Security Management Act of 2002 (FISMA)

· 44 U.S.C. 3546, Federal Information Security Incident Center

Executive Orders - Office of Management and Budget (OMB) Circular, Homeland Security Presidential Directive (HSPD), Presidential Decision Directive (PDD)

· OMB Circular A-130, Appendix III, Security of Federal Automated Information Systems, 2000
· All OMB security and privacy memoranda
· HSPD-7, Critical Infrastructure Identification, Prioritization, and Protection, 2004

· PDD-63, http://www.fas.org/irp/offdocs/pdd/pdd-63.htmCritical Infrastructure Protection, 1998

TSA and DHS Management Directives (MD)

· TSA MD-1400, Information Technology

· TSA MD-2600, Security Technology

· TSA MD-3600, Freedom of Information Act

· TSA MD-3700, Privacy

· TSA MD-2800, Security

· TSA MD-2400, Environment, Health, and Safety

· DHS MD-4300A, DHS Policy Guide for Sensitive Systems

· DHS MD 4900, Individual Use and Operation of DHS Information Systems/Computers

· DHS MD 11030.1, Physical Protection of Facilities and Real Property

· DHS MD 11053, Security Education, Training, and Awareness Program Directive
DHS and TSA Policy and Guidance Documents

TSA IT Security Policy Handbook
DHS IT Security Architecture Guidance Volumes 1, 2 and 3

DHS Enterprise Architecture Documentation
· Homeland Security Enterprise Architecture (DHS EA) 

· DHS Technology Reference Model (TRM) Standards and Products Profile (as published) 

· EAB Governance Process Guide, Version 3.0, September 28, 2006 

· EAB Governance Process Guide Appendix, Version 3.0, September 28, 2006

National Institute of Standards and Technology (NIST) - Special Publications (SP) and Federal Information Processing Standards Publications (FIPS PUBS)

· FIPS 199, Standards for Security Categorization of Federal Information and Information Systems, 2003

· 800-37, Guide for the Security Certification and Accreditation of Federal Information Systems, 2004

· 800-34, Contingency Planning Guide for Information Technology Systems, 2002

· 800-30, Risk Management Guide for Information Technology Systems, 2002

· 800-26, Revised NIST SP 800-26 System Questionnaire with NIST SP 800-53 References and Associated Security Control Mappings, 2005

· 800-18, Guide for Developing Security Plans for Information Technology Systems, 1998

Additional NIST Guidelines

· 800-70, The NIST Security Configuration Checklists Program

· 800-68, Draft NIST Special Publication 800-68, Guidance for Securing Microsoft Windows XP Systems for IT Professionals: A NIST Security Configuration Checklist, 2004

· 800-65, Integrating Security into the Capital Planning and Investment Control Process, 2005

· 800-64, Security Considerations in the Information System Development Life Cycle, 2004

· 800-61, Computer Security Incident Handling Guide, 2004

· 800-60, Guide for Mapping Types of Information and Information Systems to Security Categories, 2004

· 800-59, Guideline for Identifying an Information System as a National Security System, 2003

· 800-55 , Security Metrics Guide for Information Technology Systems, 2003

· 800-53, Recommended Security Controls for Federal Information Systems, 2005

· 800-51, Use of the Common Vulnerabilities and Exposures (CVE) Vulnerability Naming Scheme, 2002

· 800-50, Building an Information Technology Security Awareness and Training Program, 2003

· 800-47, Security Guide for Interconnecting Information Technology Systems, 2002

· 800-45, Guidelines on Electronic Mail Security, 2002

· 800-42, Guideline on Network Security Testing, 2003

· 800-41, Guidelines on Firewalls and Firewall Policy, 2002

· 800-40, Procedures for Handling Security Patches, 2002

· 800-36, Guide to Selecting Information Security Products, 2003

· 800-35, Guide to Information Technology Security Services, 2003

· 800-31, Intrusion Detection Systems (IDS), 2001

· 800-27, Engineering Principles for Information Technology Security (A Baseline for Achieving Security), Revision A, 2004

· 800-23, Guideline to Federal Organizations on Security Assurance and Acquisition/Use of Tested/Evaluated Products, 2000

Data Exchange Standard

The National Information Exchange Model (NIEM) is a Federal, State, Local and Tribal interagency initiative providing a foundation for seamless information exchange. NIEM is the TSA data exchange standard.

http://www.niem.gov/

Attachment 5 – Representative Work Packages
12. Work Package Structure

Work packages include the following data elements:

· REF ID – This is an arbitrary numbering scheme to enable future referencing to work package content

· Work Package Item Description – This is a description of the Work Package Name along with a description of the Deliverables and Work Products contained in the Work Package

· Item Code – This is a designator of the level of the work package content as follows:

· PKG – Denotes a Work Package

· G – Denotes a collection of related work package content (Group)
· D – Denotes a Deliverable

· WP – Denotes a Work Product

	REF ID
	Work Package Item Description
	Item Code

	x.1
	Work Package Name
	PKG

	x.1.1
	Deliverable grouping; illustrates relationships between deliverables
	G

	x.1.1
	Deliverable; a collection of related work products that must be created to complete a deliverable.  Vendors may optionally propose for consideration other deliverables, which must contain associated work products that are not listed if they believe the Government has missed a key component needed to accomplish the work package.
	D

	x.1.1.1
	Work Product(s); this is a mandatory component of the deliverable; every deliverable must contain at least one Work Product. in the DID.  Vendors may optionally identify additional work products if appropriate.
	WP


12.1.1 Data Item Description (DID) Requirements
For all Work Orders issued under the Task Order, a Data Item Description will be required for each deliverable using the template included in Attachment 2.  The quality and completeness of documentation for deliverables will enable the Government to make sure that deliverables will meet the Government’s goals and objectives.  However, the Government does not intend for the DID requirement consume an inordinately large level of effort for the vendor or the contractor.  DIDs should be concise and contain only the minimum level of detail needed to describe the deliverable and measure its quality and acceptability.
12.1.2 Application Development Work Package Drivers

12.1.2.1 Provisioning

In this context, provisioning refers to the process for providing facilities, tools, methods, environments, and other resources for accomplishing the application development work package or work packages specified in the task order.
The Government expects that all applications developed under this effort will be hosted in a Government Enterprise Data Center.  Applications may not be hosted at a non-Government Data Center unless a waiver is granted.  Additionally, development systems (environments) may be fully outsourced with the Government’s approval.

12.1.2.1.1 In-house Provisioned Work Packages

In a totally in-house provisioned application development scenario, the following additional factors should be considered:

· Availability of Government facilities

· Contractor access to Government environments for application development and related support

· Contractor knowledge and experience with Government-provided tools and methods

· Other factors the Contractor deems appropriate, and that adds value to services provided to the Government

12.1.2.1.2 Jointly-Provisioned Work Packages
In a jointly provisioned application development scenario, the following additional factors must be considered:

· Specific Memorandums of Understanding must be created to address the sharing relationships envisioned and necessitated by this scenario

· If the requirement envisions a TSA SDLC work package, specific tailoring requirements must be documented and agreed prior to commencement of work

· Roles and responsibilities must be negotiated and clearly defined

· The Government and the Contractor must address additional costs to be incurred by the Contractor for supporting an alternate work site (facilities, tools, software costs, productivity, increased levels of effort, environments, etc.)

· Memorandums of Understanding must be established to govern the process for applying testing, verification, validation, and evaluation (TVV&E) of Contractor efforts off-site, including potential cost-sharing arrangements

· The Contractor may add other factors as it deems appropriate and that adds value to the service to be provided to the Government

12.1.2.1.3 Outsourced Provisioned Work Packages

In a totally outsourced provisioned application development scenario, the following additional factors must be considered:

· Additional costs incurred by the Contractor to provide facilities, tools, connectivity, etc.

· Additional costs to support ongoing application hosting (if applicable)

· Contractor plans for managing and reporting development efforts to the Government

· Government plans for overseeing Contractor efforts off-site

· TVV&E of Contractor efforts 

· The Contractor may add other factors as it deems appropriate, and that adds value to the service provided to the Government

12.1.2.1.4 Application Scope

The Government will define the work scope at the time a task order is issued.

12.1.2.2 Architecture

The TSA Enterprise Architecture’s Technical Reference Model governs the range of technical choices that may be introduced into the TSA environment.    The Government requires to adherence to the intent of this reference model.  Deviations from this model must be approved in advance by the Government.
12.1.3 Application Development Services Work Packages

12.1.3.1 TSA SDLC (Traditional SDLC Application Development)

12.1.3.1.1 Goal

When executing this work package, the goal is to create an application to address an enterprise-level need that embodies a higher level of complexity, supports a larger population of users, or a particular mission critical need.  The TSA-approved SDLC governs the application being developed within this work package.

12.1.3.1.2 Desired Outcome

The outcome will be a highly integrated, interoperable application that delivers functionality to a diverse set of mission customers.

12.1.3.1.3 Work Package

	REF ID
	Description
	Type

	1
	TSA SDLC
	PKG

	1.1
	Concept Development
	G

	1.1.1
	Software Solution Concept Papers
	D

	1.1.1.1
	Mission Needs Statement Document
	WP

	1.1.2
	Enterprise Architecture Alignment Summary Document
	D

	1.1.2.1
	Security Risk Assessment Document
	WP

	1.1.2.2
	Alternatives Analyses Document
	WP

	1.1.2.3
	Make vs. Buy Analysis Document
	WP

	1.1.2.4
	Feasibility Study Report
	WP

	1.1.2.5
	Risk Identification Plan
	WP

	1.1.2.6
	Software and/or System Models Document
	WP

	1.1.2.7
	Prototype Demonstration Systems Document
	WP

	1.2
	System Concept Development
	G

	1.2.1
	System Boundary Document
	D

	1.2.1.1
	Cost-Benefit Analysis Report
	WP

	1.3
	Application Development Project Planning
	G

	1.3.1
	Project Management Plan
	D

	1.3.1.1
	Scope Management Plan (Definition, Control, etc.)
	WP

	1.3.1.2
	Project Work Breakdown Structure 
	WP

	1.3.1.3
	Risk Management Plan
	WP

	1.3.1.4
	Change Management Plan
	WP

	1.3.1.5
	Communication Plan
	WP

	1.3.1.6
	Stakeholder Management Plan
	WP

	1.3.1.7
	Project Schedule (MS Project)
	WP

	1.3.1.8
	Status Report
	WP

	1.3.1.9
	Performance Management Plan (SLAs, etc.)
	WP

	1.4
	Requirements Analysis and Definition
	G

	1.4.1
	Functional Requirements Analysis & Definition
	D

	1.4.1.1
	Functional Requirements Documents
	WP

	1.4.2
	System Requirements Analysis & Definition
	D

	1.4.2.1
	System Requirement Documents
	WP

	1.4.2.2
	General Business/Mission Requirements Analysis & Definition Documents
	WP

	1.5
	Security
	G

	1.5.1
	Security Risk Assessment Document
	D

	1.5.1.1
	C and A Review Document
	WP

	1.6
	Systems Development
	G

	1.6.1
	System Design Document
	D

	1.6.1.1
	System Architecture Document
	WP

	1.6.1.2
	File and Data Base Design Document
	WP

	1.6.1.3
	Human-Machine Interface Inputs and Outputs Document
	WP

	1.6.1.4
	Detailed Design Document
	WP

	1.6.1.5
	External Interface Document
	WP

	1.6.1.6
	System Integrity Controls Document
	WP

	1.6.2
	Architecture Review Document
	D

	1.6.2.1
	Enterprise Architect Elaboration Document
	WP

	1.6.2.2
	Enterprise Architecture approval Document
	WP

	1.6.3
	Enterprise Solution Architecture Plan
	D

	1.6.3.1
	Solution Architecture Support Document
	WP

	1.6.3.2
	Solution Architecture Concept Document
	WP

	1.6.3.3
	Joint Application Design Document
	WP

	1.6.4
	Application Architecture Solution Document
	D

	1.6.4.1
	Application Architecture Support Document
	WP

	1.6.4.2
	Application Architecture Document
	WP

	1.6.4.3
	Application Architecture and Design Review Document
	WP

	1.7
	Coding Development and Management
	G

	1.7.1
	Source Code Configuration Control Plan
	D

	1.7.1.1
	Code Construction Document
	WP

	1.7.1.2
	Code Review Results
	WP

	1.7.2
	Code (in Digital Format)
	D

	1.7.2.1
	Software /Product Code Documentation
	WP

	1.7.2.2
	Software TVV&E Assessment Sign-Off Document
	WP

	1.7.2.3
	Software Acceptance/Sign-Off Document
	WP

	1.8
	Integration and Test Services
	G

	1.8.1
	Test Plan
	D

	1.8.1.1
	User Acceptance Test Plan
	WP

	1.8.1.2
	User Acceptance Test Scripts
	WP

	1.8.1.3
	User Acceptance Test Results Document
	WP

	1.8.1.4
	Integration Test Plan
	WP

	1.8.1.5
	Integration Test Scripts
	WP

	1.8.1.6
	Integration Test Results
	WP

	1.8.1.7
	Business/Mission Customer Test Acceptance Document
	WP

	1.8.2
	Unit Test Plan
	D

	1.8.2.1
	Unit Test Results Documents
	WP

	1.9
	Software Quality Control
	G

	1.9.1
	Software Quality Control Plan
	D

	1.9.1.1
	Software Test Plan 
	WP

	1.10
	Production
	G

	1.10.1
	Post Go-Live Support Plan
	D

	1.10.1.1
	Deployment Approach Document
	WP

	1.10.1.2
	Implementation Planning Document
	WP

	1.11
	Training
	G

	1.11.1
	Training Plan
	D

	1.11.1.1
	Computer Based Training Content Document
	WP

	1.11.1.2
	Interactive Distance Learning Components
	WP

	1.11.1.3
	Application User Documentation
	WP

	1.11.1.4
	Learning Management System (LMS) Integration Plan
	WP

	1.12
	Software Application Maintenance
	G

	1.12.1
	Software Defect Correction / Software Patch Development Plan
	D

	1.12.1.1
	Application Enhancements Document
	WP

	1.12.1.2
	Application Optimizations Document
	WP


12.1.3.2 Rapid Application Development  (RAD) Services
12.1.3.2.1 Goal

When executing this work package, the goal is to create an application to address an immediate, bounded need that embodies either a moderate level of complexity and a small user base, or a lower complexity application that supports a larger population of users.  The TSA RAD lifecycle governs applications being developed within this work package.

12.1.3.2.2 Desired Outcome

The outcome will be a quickly-developed, high-quality solution that leverages reusable functionality on an application platform.

12.1.3.2.3 Work Package  

	REF ID
	Description
	Type

	2
	Rapid Application Development Services
	PKG

	2.1
	Planning & Scoping
	G

	2.1.1
	High-level Requirements Document (HRD)
	D

	2.1.1.1
	Cost-benefit Analysis Matrix
	WP

	2.1.1.2
	RAD / Framework Decision Document
	D

	2.1.1.2.1
	Architecture Approval Document
	WP

	2.1.1.3
	Project Management  Plan
	D

	2.1.1.3.1
	Scope Management
	WP

	2.1.1.3.2
	Project Work Breakdown Structure
	WP

	2.1.1.3.3
	Risk Management Plan
	WP

	2.1.1.3.4
	Change Control Plan
	WP

	2.1.1.3.5
	Communication Plan
	WP

	2.1.1.3.6
	Stakeholder Management Plan
	WP

	2.1.1.3.7
	Project Schedule (MS Project)
	WP

	2.1.1.3.8
	Status Report
	WP

	2.1.1.3.9
	Performance Management Plan (SLAs, etc..)
	WP

	2.2
	Analysis, Design, Development
	G

	2.2.3
	RAD Iteration (can be multiple)
	G

	2.2.3.1
	RAD Definition Document
	D

	2.2.3.1.1
	Functional Requirements Document
	WP

	2.2.3.1.2
	Design Specification Document
	WP

	2.2.3.1.3
	SOA Service Engineering Validation Plan
	WP

	2.2.3.1.4
	Business/Mission Customer Feedback Document
	WP

	2.2.2
	Systems Requirements Document (SRD) 
	D

	2.2.2.1
	System Requirements Review Document
	WP

	2.2.2.2
	Security Certification and Accreditation Validations Documentation
	WP

	2.3
	Code Development and Management
	G

	2.3.1
	Source Code Configuration Control Plan
	D

	2.3.1.1
	Code Construction Document
	WP

	2.3.1.2
	Code Review Document
	WP

	2.3.2
	Code (in Digital Format)
	D

	2.3.2.1
	Software/Product Code Documentation
	WP

	2.3.2.2
	Software TVV&E Assessment Sign-off Document
	WP

	2.3.2.3
	Software Acceptance/Sign-off Document
	WP

	2.4
	Integration & Test Services
	G

	2.4.1
	Test Plan
	D

	2.4.1.1
	Integration Test Plan
	WP

	2.4.1.2
	Integration Test Scripts
	WP

	2.4.1.3
	UAT Plan
	WP

	2.4.1.4
	UAT Test Scripts
	WP

	2.4.2
	Test Results Document
	D

	2.4.2.1
	Integration Test Execution Document
	WP

	2.4.2.2
	UAT execution Results Document
	WP

	2.4.2.3
	Business/Mission Customer Test Acceptance Document Customer Sign-off)
	WP

	2.4.3
	Implementation Plan
	D

	2.4.3.1
	Application Deployment Approach Document
	WP

	2.4.3.2
	End User Documentation
	WP

	2.4.3.3
	End User Training Plan
	WP

	2.4.3.4
	Post Go-Live Support Plan
	WP

	2.4.4
	Operations & Maintenance Support Plan
	D

	2.4.4.1
	Operations Run Book
	WP

	2.4.4.2
	Help Desk Support Scripts
	WP


12.1.3.3 Service-Oriented Architecture Work Packages and Methods
TSA’s Services Life Cycle (SLiC) methodology provides a process to create enterprise mission services.

The SLiC has two primary divisions: comprised of the following six phases:

· Mission Analysis and Service Modeling
· Identification of Business Processes

· Service Modeling and Architectural Design

· SLiC Application Development
· Build and Compose

· Publish and Provision

· Deploy

· Manage and Evaluate

The following SOA-specific work package supports the first two phases of the SLiC.  Upon completion of the work package for the first two phases, the remaining four phases of the SLiC may be accomplished using other application development work packages contained herein.
12.1.3.3.1 Process Analysis and Service Modeling (SLiC 1/2)
The goal of this work package is to discover mission problems that can be addressed using services, and define a set of loosely-coupled, reusable services (e.g., web services) to meet that need.  It provides the business analysis support necessary for TSA to document its processes, analyze them for service-enablement, identify and describe candidate services for implementation, and create service and orchestration specifications for use in subsequent application development efforts.  This work package encompasses the first two phases of the SLiC, “Identify Business Processes” and “Service Modeling and Architectural Design.”
12.1.3.3.1.1 Desired Outcome

The outcome will be a highly reusable interoperable service or set of services that can be delivered to a diverse set of mission customers through various methods of orchestration.

12.1.3.3.1.2 Work Package
	REF ID
	Description
	Type

	3
	Process Analysis and Service Modeling (SLiC 1/2)
	PKG

	3.1
	Mission Process Modeling and Analysis
	G

	3.1.1
	Project Management Plan
	D

	3.1.1.1
	Scope Management Plan (Definition, Control, etc.)
	WP

	3.1.1.2
	Project Work Breakdown Structure
	WP

	3.1.1.3
	Risk Management Plan
	WP

	3.1.1.4
	Change Plan
	WP

	3.1.1.5
	Communications Plan
	WP

	3.1.1.6
	Stakeholder Management Plan
	WP

	3.1.1.7
	Project Schedule (MS Project)
	WP

	3.1.1.8
	Status Report
	WP

	3.1.1.9
	Performance Management PLAN (SLAs, etc..)
	WP

	3.1.2
	Process Maps Document
	D

	3.1.2.1
	Create "As-Is" Process map
	WP

	3.1.2.2
	Create proposed "To-Be scenarios
	WP

	3.1.2.3
	Data Flow Diagram Models
	WP

	3.1.2.4
	Stakeholder Processes
	WP

	3.1.3
	Problem Analysis and Scenarios Document
	D

	3.1.3.1
	Information Sharing Problem Report
	WP

	3.1.3.2
	Problem Analysis of gap current (before) and Proposed (after) Solutions Report 
	WP

	3.1.3.3
	Key Mission Area Information Sharing Problem Report
	WP

	3.1.3.4
	Create Proposed "To-Be" Scenarios
	WP

	3.1.4
	Solution Recommendations
	D

	3.1.4.1
	Recommendation Reports a specific solution or set of solutions
	WP

	3.2
	Service Modeling
	G

	3.2.1
	Specification Documentation
	D

	3.2.1.1
	Service Functionality and Implementation Document
	WP

	3.2.2
	Orchestration Specification Document
	D

	3.2.2.1
	Orchestration Design Rules Document
	WP


12.1.3.3.2 SLiC Application Development (SLiC 3/4/5)

12.1.3.3.2.1 Goal

The goal of this work package is to build, deploy, and operate a set of loosely-coupled, reusable services (e.g., web services) using SLiC/Services-Oriented Architecture principles and methods.
12.1.3.3.2.2 Desired Outcome

The desired outcome is a highly reusable, interoperable set of services that can be delivered to a diverse set of mission customers through various methods of orchestration.

12.1.3.3.2.3 Work Package

	REF ID
	Description
	Type

	4
	Application Development (SLiC 3/4/5)
	PKG

	4.1
	Design
	G

	4.1.1
	Project Management Plan
	D

	4.1.1.1
	Scope Management Plan
	WP

	4.1.1.2
	Project Work Breakdown Structure
	WP

	4.1.1.3
	Risk Management Plan
	WP

	4.1.1.4
	Communications Plan
	WP

	4.1.1.5
	Stakeholder Management Plan
	WP

	4.1.1.6
	Project Schedule (MS Project)
	WP

	4.1.1.7
	Status Report
	WP

	4.1.1.8
	Performance Management Plan (SLAs, etc.)
	WP

	4.2
	Build & Compose
	G

	4.2.1
	Test Plan/Result Document
	D

	4.2.1.1
	List of Tests for each Constituent Service
	WP

	4.2.1.2
	Result Report for each Constituent service test
	WP

	4.2.2
	Service Specification Document
	D

	4.2.2.1
	Update Service Specification Detail Design
	WP

	4.2.2.2
	Update Orchestration Specification Documents
	WP

	4.3
	Provision
	G

	4.3.1
	User Scenario Validation Document
	D

	4.3.1.1
	List of Business Requirements and Rules Documents
	WP

	4.3.2
	Runbook Document
	D

	4.3.2.1
	Packaging and Deployment Document
	WP

	4.3.2.2
	Release Notes
	WP

	4.3.2.3
	Ongoing Operations Procedures Document
	WP

	4.3.2.4
	Ongoing Maintenance Procedures Document
	WP

	4.4
	Deploy
	G

	4.4.1
	Deployment Model Document
	D

	4.4.1.1
	"As - Deployed" physical and IT Document
	WP

	4.4.1.2
	List of Deployed Solutions (server names, IP addresses, Point of Contact, etc.)
	WP

	4.5
	Code Development and Management 
	G

	4.5.1
	Source Code Configuration Control Plan
	D

	4.5.2
	Code Construction Document
	WP

	4.5.3
	Code Review Document
	WP

	4.5.4
	Code (in Digital Format)
	D

	4.5.4.1
	Software/Product Code Documentation
	WP

	4.5.4.2
	Software TVV&E Assessment Sign-Off Document
	WP

	4.5.4.3
	Software Acceptance/Sign-Off Document
	WP


12.1.3.4 Architectural Support Services
12.1.3.4.1 Goal

The goal of this work package is to provide architectural services at different levels of abstraction:

· Macro Enterprise-Level – Architecture services at the level of the enterprise as a whole (e.g., Federal Enterprise Architecture, reference models)

· Enterprise Solution Architecture – Architecture services in the context of providing large, enterprise-wide, inter-application architecture

· Application Architecture – Architecture services in the context of designing application components 
12.1.3.4.2 Desired Outcome

The desired outcome is a complete set of architectural models that enable implementation of high quality software solutions, and effective management and control of the environment.

12.1.3.4.3 Work Package

	REF ID
	Description
	Type

	5
	Architectural Support Services
	PKG

	5.1
	Federal Enterprise Architecture Planning
	G

	5.1.1
	Project Management Plan
	D

	5.1.1.1
	Scope Management Plan (Definition, Control, etc.)
	WP

	5.1.1.2
	Project Work Breakdown Structure
	WP

	5.1.1.3
	Risk Management Plan
	WP

	5.1.1.4
	Change Control Plan
	WP

	5.1.1.5
	Communication Plan
	WP

	5.1.1.6
	Stakeholder Management Plan
	WP

	5.1.1.7
	Project Schedule (MS Project)
	WP

	5.1.1.8
	Status Report
	WP

	5.1.1.9
	Performance Management Plan (SLAs, etc.)
	WP

	5.1.2
	EA Reference Model Elaboration Document
	D

	5.1.2.1
	EA Reference Model Elaboration
	WP

	5.2
	Enterprise Solution Architecture
	G

	5.2.1
	Architecture Analysis
	D

	5.2.1.1
	Architectural Research
	WP

	5.2.1.2
	Architecture White Papers
	WP

	5.2.2
	Release and Project-based Architecture Services Plan
	D

	5.2.2.1
	Project-based Architecture Concept Documents
	WP

	5.2.2.2
	Joint Application Development Facilitation Plan
	WP

	5.2.2.3
	Joint Application Design Review Document
	WP

	5.3
	Application Architecture Services
	G

	5.3.1
	Architecture Requirements Analysis Report
	D

	5.3.1.1
	Application Architecture Document
	WP

	5.4
	Data Architecture and Management Services
	G

	5.4.1
	Enterprise Data Model Design Document
	D

	5.4.1.1
	Data Definition/Dictionary Document
	WP

	5.4.2
	Metadata Management Plan
	D

	5.4.2.1
	Metadata Definition Document
	WP

	5.4.2.2
	Metadata Repository Report
	WP

	5.4.3
	Data Quality Assurance
	D

	5.4.3.1
	Data Profiling
	WP

	5.4.3.2
	Data Cleansing
	WP


12.1.3.5 Software Testing
12.1.3.5.1 Goal

The goal of this work package is to provide enterprise-level testing services for TSA applications across the entire spectrum of applications development.
12.1.3.5.2 Desired Outcome
The desired outcome of executing this work package is a fully-tested and reliable application that assures the Government that its newly-developed applications have a high degree of quality and meet its intended mission need. 
12.1.3.5.3 Work Package
	REF ID
	Description
	Type

	6
	Software Testing
	PKG

	6.1
	Application Test Planning
	G

	6.1.1
	Project Management Plan
	D

	6.1.1.1
	Scope management Plan (definition, Control, etc.)
	WP

	6.1.1.2
	Project Work Breakdown Structure
	WP

	6.1.1.3
	Risk Management Plan
	WP

	6.1.1.4
	Change Control Plan
	WP

	6.1.1.5
	Communications Plan
	WP

	6.1.1.6
	Stakeholder Management Plan
	WP

	6.1.1.7
	Project Schedule (MS Project)
	WP

	6.1.1.8
	Status Report
	WP

	6.1.1.9
	Performance Management Plan (SLAs, etc.)
	WP

	6.1.2
	Test Plan
	D

	6.1.2.1
	Testing Scope Definition Document
	WP

	6.1.2.2
	Testing Technical Resource Requirement Document
	WP

	6.1.3
	Release-Related Development Infrastructure Plan
	D

	6.1.3.1
	Scope Requirement Document
	WP

	6.1.3.2
	Hardware and Software Document
	WP

	6.1.3.3
	Enterprise Architecture Description Document
	WP

	6.1.4
	Release Environment Configuration Support Plan
	D

	6.1.4.1
	Release Development Environment Configuration Document 
	WP

	6.1.4.2
	Release System Test Environment Configuration Document
	WP

	6.1.4.3
	Release Integration Test Environment Configuration Document
	WP

	6.1.4.4
	Release Pre-Production Environment Configuration Document
	WP

	6.1.5
	Release Code Management Support Plan
	D

	6.1.5.1
	Development Code Promotion Document
	WP

	6.1.5.2
	System Test Code Promotion Document
	WP

	6.1.5.3
	Integration Test Code Promotion Document
	WP

	6.1.5.4
	Pre-Production Code Promotion Document
	WP

	6.1.6
	Production Code Promotion Plan
	D

	6.1.6.1
	System Test Code Promotion Document
	WP

	6.1.6.2
	Integration Test Code Promotion Document
	WP

	6.1.6.3
	Production Code Promotion Document
	WP

	6.1.7
	Testing Requirements Document
	D

	6.1.7.1
	Functional Testing Requirement
	WP

	6.1.7.2
	Non-Functional Testing Requirement
	WP

	6.1.7.3
	Loading Testing Requirement
	WP

	6.1.7.4
	Traceability Requirement
	WP

	6.1.7.5
	Test Environment(s) Requirement
	WP

	6.1.7.6
	Application Test Case Definition
	WP

	6.1.7.7
	Application Test Data Definition
	WP

	6.1.7.8
	Application Test Metric Development
	WP

	6.1.7.9
	Roles and Responsibility Identification
	WP

	6.1.8
	Application Test Execution Plan
	D

	6.1.8.1
	Test Environment Configuration Document
	WP

	6.1.8.2
	Testing Tool Setup Plan
	WP

	6.1.8.3
	Test Management Software Requirement Documents
	WP

	6.1.8.4
	Test Automation Software Requirements Document
	WP

	6.1.8.5
	Load Testing Software Document
	WP

	6.1.9
	Test Case Execution Plan
	D

	6.1.9.1
	Test Measurement Report
	WP


12.1.3.6 Release-Based Development Infrastructure Support

12.1.3.6.1 Goal

As new application code and configurations progress from development and testing environments to production, system administrators, network administrators, database administrators, etc., must support these environments.  These resources are dedicated to support application development activities, and do not support production operations and maintenance.
The goal of this work package is to provide a full range of application development support and management services for various non-production environments (e.g., development, testing, integration, pre-production, etc.) in the context of an integrated software release cycle.

12.1.3.6.2 Desired Outcome
The outcome of executing this work package will be “smooth” progression of application code, and technical support to other application development resources (e.g., developers, testers, etc.) that meets defined milestones.

12.1.3.6.3 Work Package
	REF ID
	Description
	Type

	7
	Release-Based Development Infrastructure Support
	PKG

	7.1
	 Release Planning
	G

	7.1.1
	Project Management Plan
	D

	7.1.1.1
	Scope Management Plan (Definition, Control, etc.)
	WP

	7.1.1.2
	Project Work Breakdown Structure
	WP

	7.1.1.3
	Risk Management Plan
	WP

	7.1.1.4
	Change Control Plan
	WP

	7.1.1.5
	Communications Plan
	WP

	7.1.1.6
	Stakeholder Management Plan
	WP

	7.1.1.7
	Project Schedule (MS Project)
	WP

	7.1.1.8
	Status Report
	WP

	7.1.1.9
	Performance Management Plan (SLAs, etc.)
	WP

	7.1.2
	Release Related Development Infrastructure Plan
	D

	7.1.2.1
	Release Environment configuration Support Document
	WP

	7.1.2.2
	Release Related Infrastructure Environment Support Plan
	WP

	7.1.2.3
	Release Development Environment Configuration Document
	WP

	7.1.2.4
	Release System Test Environment Configuration Document
	WP

	7.1.2.5
	Release Integration test Environment Configuration document
	WP

	7.1.2.6
	Release Pre-Production Environment Configuration Document
	WP

	7.1.3
	Release Code management Support Plan
	D

	7.1.3.1
	Development Code Promotion Document
	WP

	7.1.3.2
	System Test Code Promotion Document
	WP

	7.1.3.3
	Integration Test Code Promotion Document
	WP

	7.1.3.4
	Pre-Production Code Promotion Document
	WP

	7.1.4
	Production Code Promotion Plan
	D

	7.1.4.1
	Development Infrastructure Environment Support Plan
	WP


12.1.4 Application Development Support Services Work Packages

12.1.4.1 Test, Validation, Verification and Evaluation (TVV&E)

12.1.4.1.1 Goal

The goal of this work package is to assist TSA in designing, conducting, managing, and reporting results of prescribed assessment activities related to mission-critical application development efforts.

12.1.4.1.2 Desired Outcome

The desired outcome of executing this work package is (1) clear information that provides TSA assurance that its application development efforts are on track to meet quality, cost, and schedule goals; and (2) provide information that enables TSA to take corrective action for application development efforts that are not on track to meet quality, cost, and schedule goals.

12.1.4.1.3 Work Package
	REF ID
	Description
	Type

	8
	Test, Validation, Verification, and Evaluation (TVV&E)
	PKG

	8.1
	TVV&E Services
	G

	8.1.1
	Project Management Plan
	D

	8.1.1.1
	Scope Management Plan (Definition, Control, etc.)
	WP

	8.1.1.2
	Project Work Breakdown Structure
	WP

	8.1.1.3
	Risk Management Plan
	WP

	8.1.1.4
	Change Control Plan
	WP

	8.1.1.5
	Communications Plan
	WP

	8.1.1.6
	Stakeholder Management Plan
	WP

	8.1.1.7
	Project Schedule (MS Project)
	WP

	8.1.1.8
	Status Report
	WP

	8.1.1.9
	Performance Management Plan (SLAs, etc.)
	WP

	8.1.2
	TVV&E Approach Document
	D

	8.1.2.1
	Criteria Development Approach Concept Paper
	WP

	8.1.2.2
	Key Assessment Objective Development Document
	WP

	8.1.2.3
	Adjudication Methodology Document
	WP

	8.1.3
	Verification
	G

	8.1.3.1
	Testing Plan
	D

	8.1.3.1.1
	Test Approach Document
	WP

	8.1.3.1.2
	Integration  Testing Plan
	WP

	8.1.3.1.3
	End-to-End Systems Testing Document
	WP

	8.1.4
	Validation
	G

	8.1.4.1
	Assessment Plan
	D

	8.1.4.1.1
	Program/Project Performance Management Plan
	WP

	8.1.4.1.2
	Design Evaluation Document
	WP

	8.1.5
	Security Approach Document
	D

	8.1.5.1
	Certification and Accreditation Plan
	WP

	8.1.6
	Testing Plan
	D

	8.1.6.1
	Testing planning Approach Document
	WP

	8.1.6.2
	System Testing Document
	WP

	8.1.6.3
	Integration Testing Process Document
	WP

	8.1.6.4
	User Acceptance Testing Document
	WP


12.1.4.2 Capabilities Adoption Services

12.1.4.2.1 Goal

The goal of this work package is provide a full range of professional services, such as organizational communication, training, and change management to prepare various TSA organizational components for the introduction and adoption of new processes, tools, and technologies.
12.1.4.2.2 Desired Outcome
The outcome of executing this work package is a systematic, incremental, and measurable improvement in mission effectiveness by TSA mission organizations and personnel as a result of adopting new tools produced by the application development organization.

12.1.4.2.3 Work Package
	REF ID
	Description
	Type

	9
	Capabilities Adoption Services
	PKG

	9.1
	Planning
	G

	9.1.1
	Project Management Plan
	D

	9.1.1.1
	Scope Management Plan (Definition, Control, etc.)
	WP

	9.1.1.2
	Project Work Breakdown Structure
	WP

	9.1.1.3
	Risk Management Plan
	WP

	9.1.1.4
	Change Control Plan
	WP

	9.1.1.5
	Communications Plan
	WP

	9.1.1.6
	Stakeholder Management Plan
	WP

	9.1.1.7
	Project Schedule (MS Project)
	WP

	9.1.1.8
	Status Report
	WP

	9.1.1.9
	Performance Management Plan (SLAs, etc..)
	WP

	9.2
	Organization Communications
	G

	9.2.1
	Newsletter construction and Publication
	D

	9.2.1.1
	Web Content Management
	WP

	9.2.1.2
	Communication Strategy
	WP

	9.2.1.3
	Solution Adoption Support (Facilitation)
	WP

	9.3
	Software Training
	G

	9.3.1
	Training Requirements Gathering and Documentation
	D

	9.3.1.1
	Training Curriculum Development
	WP

	9.4
	Training Support
	G

	9.4.1
	Software Training Document
	D

	9.4.1.1
	Curriculum Content Document
	WP

	9.4.1.2
	Training Presentation Materials
	WP

	9.4.2
	Computer-Base Training Modules
	D

	9.4.2.1
	Training Execution Plan
	WP

	9.4.2.2
	Training Course/Classroom Materials
	WP

	9.4.2.3
	Remote Distance Learning Training Materials
	WP

	9.4.2.4
	Documentation/Training Material Publication
	WP

	9.5
	Implementation Facilitation
	G

	9.5.1
	Change Management Plan
	D

	9.5.1.1
	Awareness Campaign Document
	WP

	9.5.1.2
	Training Campaign Document
	WP

	9.5.1.3
	Transition Campaign Document
	WP

	9.5.1.4
	Buy-In Campaign Document
	WP

	9.5.1.5
	Purpose/Value/Benefit Campaign Document
	WP

	9.5.1.6
	Sustainment Campaign Document
	WP

	9.5.1.7
	Follow-up Campaign Document
	WP


12.1.4.3 Organizational Consulting

12.1.4.3.1 Goal

The goal of this work package is to provide management consulting resources with the appropriate skills and experience to provide a wide array of organizational consulting services to improve the organization’s application development capability. When TSA identifies a need to improve or change the way its application development organization functions, or needs to change the way it interacts with external entities, it will use this work package to engage a Contractor to provide these consulting services.

12.1.4.3.2 Desired Outcome

The desired outcome of executing this work package is a systematic, incremental, and measurable improvement in the effectiveness of TSA application development groups.

12.1.4.3.3 Work Package
	REF ID
	Description
	Type

	10
	Organizational Consulting
	PKG

	10.1
	Project Planning
	G

	10.1.1
	Project Management Plan
	D

	10.1.1.1
	Scope Management Plan (Definition, Control, etc.)
	WP

	10.1.1.2
	Project Work Breakdown Structure
	WP

	10.1.1.3
	Risk Management Plan
	WP

	10.1.1.4
	Change Control Plan
	WP

	10.1.1.5
	Communications Plan
	WP

	10.1.1.6
	Stakeholder Management Plan
	WP

	10.1.1.7
	Project Schedule (MS Project)
	WP

	10.1.1.8
	Status Report
	WP

	10.1.1.9
	Performance Management Plan (SLAs, etc.)
	WP

	10.1.2
	Methodology Support
	G

	10.1.2.1
	Methodology Definition Document
	D

	10.1.2.1.1
	Release Management Approach Document
	WP

	10.1.2.1.2
	Enterprise Testing Plan 
	WP

	10.1.2.2
	Process Definition Document
	D

	10.1.2.2.1
	Software Process Improvement Plan
	WP

	10.1.2.3
	Maturity Assessment Plan
	D

	10.1.2.3.1
	Development Capability Assessment Document
	WP

	10.1.2.4
	Organization Analysis Plan
	D

	10.1.2.4.1
	Organization Structure Analysis Document
	WP

	10.1.2.4.2
	Human Resource Analysis Plan
	WP

	10.1.2.5
	Control System Analysis Plan
	D

	10.1.2.5.1
	Financial Control Analysis Approach Document
	WP

	10.1.2.5.2
	Earned Value Management Plan
	WP

	10.1.2.5.3
	Program Management Analysis Document
	WP


12.1.5 Application Development Infrastructure Support Services

12.1.5.1 Design and Implementation of Testing, Integration, and Non-Production Environments 

12.1.5.1.1 Goal

The goal of this work package is to provide all hardware, software, and the full range of infrastructure engineering design, development, implementation and integration services to deliver non-production application development-related environments (e.g., development, testing, and non-production environments).  This includes, but is not limited to, planning, requirements definition and analysis, systems design and development, integration, implementation, and deployment. 
12.1.5.1.2 Desired Outcome

The desired outcome of executing this work package is a robust set of production-like environments, upon which any type of needed application development can be performed, and which enable the TSA application development organization to deliver high-quality software solutions that meet quality, schedule, and cost objectives.

12.1.5.1.3 Work Package
	REF ID
	Description
	Type

	11
	Design and Implementation of Development, Test, Integration, and Non-Production Environments
	PKG

	11.1
	Planning
	G

	11.1.1
	Project Management Plan
	D

	11.1.1.1
	Scope Management Plan (Definition, Control, etc.)
	WP

	11.1.1.2
	Project Work breakdown structure
	WP

	11.1.1.3
	Risk Management Plan
	WP

	11.1.1.4
	Change Control Plan
	WP

	11.1.1.5
	Communications Plan
	WP

	11.1.1.6
	Stakeholder Management Plan
	WP

	11.1.1.7
	Project Schedule (MS Project)
	WP

	11.1.1.8
	Status Report
	WP

	11.1.1.9
	Performance Management Plan (SLAs, etc.)
	WP

	11.2
	Concept Definition
	G

	11.2.1
	Concept Document
	D

	11.2.1.1
	Feasibility Analysis Report
	WP

	11.2.1.2
	Make or Buy Decision Paper
	WP

	11.2.1.3
	Budget Analysis Report
	WP

	11.2.1.4
	Impact Analysis Document
	WP

	11.3
	Requirements Analysis
	G

	11.3.1
	Requirements Definition and Analysis Document
	D

	11.3.1.1
	Mission Needs Statement
	WP

	11.3.1.2
	Alternative Design Analysis Document
	WP

	11.3.1.3
	Functional Requirements Document
	WP

	11.4
	System Design and Development
	G

	11.4.1
	System Design Document
	D

	11.4.1.1
	Current State ("As-is") Document
	WP

	11.4.1.2
	System Configuration Alternatives Report
	WP

	11.4.1.3
	System Design Components Document (w/graphical representations)
	WP

	11.4.1.4
	Hardware Sizing and Selection Document ("Buy List")
	WP

	11.4.1.5
	System Load Analysis Report
	WP

	11.4.1.6
	Requirements Traceability Matrix
	WP

	11.4.2
	System Development Plan
	D

	11.4.2.1
	Solutions Creation Document
	WP

	11.4.2.2
	Elaborated Work Breakdown Structure
	WP

	11.4.2.3
	Implementation Approach Document
	WP

	11.4.2.4
	Test Plan
	WP

	11.4.3
	System Security Plan
	D

	11.4.3.1
	System Security Requirements Document
	WP

	11.4.3.2
	C&A Plan
	WP

	11.4.3.3
	Security Certification Plan (NIST -37)
	WP

	11.4.3.4
	System Vulnerability Implementation Document
	WP

	11.4.3.5
	Security Requirement Traceability Document
	WP

	11.4.3.6
	Security Control Plan (NIST 800-53)
	WP

	11.4.4
	 Risk Management Review Document
	D

	11.4.4.1
	Risk Management Result Assessment
	WP

	11.4.4.2
	Operations & Maintenance Risk Management Recommendations Document
	WP

	11.5
	Integration
	G

	11.5.1
	Integration Plan
	D

	11.5.1.1
	Legacy Systems Configuration Document
	WP

	11.5.1.2
	New Systems Integration Plan
	WP

	11.5.1.3
	Testing Plan (Connectivity)
	WP

	11.5.1.4
	Security Test Plan
	WP

	11.6
	Implementation
	G

	11.6.1
	Implementation Plan
	D

	11.6.1.1
	System Requirements Acquisition Plan (What is required and $)
	WP

	11.6.1.2
	Resource Requirements Document (What skills are required to implement the new system?)
	WP

	11.6.1.3
	Implementation Work Plan (MS Project)
	WP

	11.7
	Deployment
	G

	11.7.1
	Operations & Maintenance Transition Plan
	D

	11.7.1.1
	User and Administrator Guide
	WP

	11.7.1.2
	Performance Monitoring Guide
	WP

	11.7.1.3
	Software Customization, Patch, and Script Documentation
	WP

	11.7.1.4
	Warranty Document
	WP

	11.7.2
	Deployment Report
	D

	11.7.2.1
	ITIL Process Update Document
	WP

	11.7.2.2
	Enterprise Architecture Update Document
	WP


12.1.5.2 Development, Test, Integration, and Non-Production Environments Support
12.1.5.2.1 Goal

The goal of this work package is to provide general operations and maintenance support of the application development infrastructure and related environments.

12.1.5.2.2 Desired Outcome

The desired outcome of this work package is robust support to the non-production environments that enables them to remain “healthy” and responsive to security, capacity, and application development functionality needs.

12.1.5.2.3 Work Package
	REF ID
	Description
	Type

	12
	Development, Test, Integration, and Non-Production Environments Support
	PKG

	12.1
	Planning
	G

	12.1.1
	Project Management Plan
	D

	12.1.1.1
	Scope Management Plan (Definition, Control, etc.)
	WP

	12.1.1.2
	Project Work Breakdown Structure
	WP

	12.1.1.3
	Risk Management Plan
	WP

	12.1.1.4
	Change Control Plan
	WP

	12.1.1.5
	Communications Plan
	WP

	12.1.1.6
	Stakeholder Management Plan (SLAs, etc..)
	WP

	12.1.1.7
	Project Schedule (MS Project)
	WP

	12.1.1.8
	Status Report
	WP

	12.1.1.9
	Performance Management Plan (SLAs, etc..)
	WP

	12.1.1.10
	Development Infrastructure Command and Control Report
	WP

	12.1.1.11
	Network Performance Plan
	WP

	12.1.1.12
	Network Performance Report
	WP

	12.1.2
	 Patch Management Plan
	D

	12.1.2.1
	Monthly Patch Summary Report
	WP

	12.1.2.2
	Monthly Patch Implementation Report
	WP

	12.1.3
	Development Environments Infrastructure Support Plan
	D

	12.1.3.1
	Development Environment Assessment Document
	WP

	12.1.3.2
	Capacity Improvement Plan
	WP

	12.1.3.3
	Performance Improvement Plan
	WP

	12.1.3.4
	Develop Product/Service Acceptance Plan
	WP

	12.1.3.5
	Help Desk SLA Design Document
	WP

	12.1.3.6
	SLA Design Document
	WP

	12.2
	Support
	G

	12.2.1
	Command and Control Report
	D

	12.2.1.1
	Periodic  Management Report
	WP

	12.2.1.2
	System Utilization Report (Network, Servers, Email, Databases, Firewalls, Memory, Latency, etc.)
	WP

	12.2.2
	Events Report
	D

	12.2.2.1
	Special Events Report
	WP

	12.2.2.2
	Daily Back-up Report
	WP

	12.2.3
	Command and Control Trending Report
	D

	12.2.3.1
	Outage Trend Report
	WP

	12.2.3.2
	Bandwidth Trend Report 
	WP

	12.2.3.3
	Latency Trend Report
	WP

	12.2.4
	Command and Control Event Management Report
	D

	12.2.4.1
	Daily Service Status Briefing
	WP

	12.2.4.2
	Daily Service Status Report
	WP

	12.2.5
	Computer Security Incident Response Report
	D

	12.2.5.1
	Security Event Management Report
	WP

	12.2.5.2
	Security Event Activity Logs
	WP

	12.2.5.3
	Security Incident Management Report
	WP

	12.2.6
	Security Report
	D

	12.2.6.1
	Individual Incident Reports
	WP

	12.2.6.2
	Monthly SLA Report
	WP

	12.2.6.3
	Post-Release Application Development Infrastructure Security Report
	WP

	12.2.7
	Enterprise O/M - Performance Management
	D

	12.2.7.1
	Service Management Audit Report
	WP

	12.2.7.2
	Perform Root Analysis Report
	WP

	12.2.7.3
	 Performance Improvement Analysis Report
	WP

	12.2.7.4
	SLA Monthly Data Report
	WP

	12.2.8
	Application Development/Test Infrastructure Help Desk Support
	D

	12.2.8.1
	Trouble Ticket Response Document
	WP

	12.2.8.2
	Trouble Ticket Tracking Report
	WP

	12.2.8.3
	Trouble Ticket Analysis Report
	WP

	12.2.8.4
	Trouble Ticket Resolution Report
	WP


12.1.5.3 Data Center Migration Services
12.1.5.3.1 Goal

The goal of this work package is to identify those deliverables that must be created and provided to the Government to execute an efficient transition of applications and services to a new data center while minimizing impact to all TSA’s mission and IT customers. 

12.1.5.3.2 Desired Outcome

The desired outcome of executing this work package is a seamless transition of applications and related IT services and infrastructure from existing facility(ies) and configuration to a different physical location and configuration.
12.1.5.3.3 Work Package
	REF ID
	Description
	Type

	13.1
	Data Center Migration Services
	PKG

	13.1.1
	Phase I Project Initiation
	G

	13.1.1.1
	Charter
	D

	13.1.1.1.1
	Charter Project Objective Document
	WP

	13.1.1.2
	High Level Migration Plan
	D

	13.1.1.2.1
	Staffing Model Document
	WP

	13.1.1.2.2
	Resources Plan
	WP

	13.1.2
	Planning
	G

	13.1.2.1
	Project Plan
	D

	13.1.2.1.1
	Solution Definition Document
	WP

	13.1.2.1.2
	Core Team Identification Document
	WP

	13.1.2.1.3
	Scope Plan
	WP

	13.1.2.1.4
	Work Breakdown Structure
	WP

	13.1.2.1.5
	Duration Estimate
	WP

	13.1.2.1.6
	Resource Matrix
	WP

	13.1.2.1.7
	Risk Management Plan
	WP

	13.1.2.1.8
	Change Control Plan
	WP

	13.1.2.1.9
	Communications Plan
	WP

	13.1.2.1.10
	Stakeholder Management Plan
	WP

	13.1.2.1.11
	Project Schedule (MS Project)
	WP

	13.1.2.3
	Core Team Project Document
	D

	13.1.2.3.1
	Personnel Suitability Requirement Document
	WP

	13.1.2.3.2
	Kickoff Meeting Presentation
	WP

	13.1.2.4
	Work Group Charters Document
	D

	13.1.1.4.1
	CIO/Project Sponsor Kickoff Presentation
	WP

	13.1.1.4.2
	IT Security Kickoff Presentation
	WP

	13.1.1.4.3
	System Owner Kick Off Presentation
	WP

	13.1.1.4.4
	IT Engineering Kick Off Presentation
	WP

	13.1.1.4.5
	Solution Integration Group kick Off Presentation
	WP

	13.1.2.5
	Discovery Plan
	D

	13.1.2.5.1
	Assets, Artifacts and Dependencies Document
	WP

	13.1.2.6
	Business Impact Analysis Document
	D

	13.1.2.6.1
	IT Contingency Plans
	WP

	13.1.3
	Phase II Migration Planning
	G

	13.1.3.1
	Performance Goals and Performance Measures Document
	D

	13.1.3.1.1
	Inter-Agency Agreements Document
	WP

	13.1.3.1.2
	Feasibility Analysis Report
	WP

	13.1.3.1.3
	Cost Benefit Analysis Report
	WP

	13.1.3.1.4
	System Level Inventory Matrix
	WP

	13.1.3.1.5
	Functional Requirement Document
	WP

	13.1.3.1.6
	Data Center Baseline Gap Analysis Document
	WP

	13.1.3.2
	Transition Strategy Plan
	D

	13.1.3.2.1
	Relocation Strategy Document
	WP

	13.1.3.2.2
	SAN/Storage Strategy Plan
	WP

	13.1.3.2.3
	Server Strategy
	WP

	13.1.3.2.4
	Backup Strategy
	WP

	13.1.3.2.5
	Facility Requirement Plan
	WP

	13.1.3.2.6
	Enterprise Infrastructure Services Plan
	WP

	131.3.2.7
	System Support Strategy
	WP

	13.1.3.2.8
	Resource Plan
	WP

	13.1.3.2.9
	Consolidation Plan
	WP

	13.1.3.2.10
	Relocation Strategy Plan
	WP

	13.1.4
	Phase III Migration Scheduling
	G

	13.1.4.1
	System Security Plan
	D

	13.1.4.1.1
	System Security Requirements Document
	WP

	13.1.4.1.2
	Security Test Plan
	WP

	13.1.4.1.3
	C and A Plan
	WP

	13.1.4.1.4
	Security Certification Plan (NIST -37)
	WP

	13.1.4.1.5
	System Vulnerability Implementation Document
	WP

	13.1.4.1.6
	Security Requirement Traceability Document
	WP

	13.1.4.1.7
	Security Control Plan (NIST 800-53)
	WP

	13.1.4.2
	Processes and Tools Document
	D

	13.1.4.2.1
	Change Management Plan
	WP

	13.1.4.2.2
	Configuration Management Plan
	WP

	13.1.4.3
	 Risk Management Review Document
	D

	13.1.4.3.1
	Risk Management Result Assessment
	WP

	13.1.4.3.2
	Operations and Maintenance Risk Management Recommendations Document
	WP

	13.1.4.3.3
	System Design Components Document (w/graphical representations)
	WP

	13.1.4.3.4
	Hardware Sizing and Selection Document ("Buy List")
	WP

	13.1.4.3.5
	System Load Analysis Report
	WP

	13.1.4.3..6
	Requirements Traceability Matrix
	WP

	13.1.4.4
	System Development Plan
	D

	13.1.4.4.1
	System Outage Matrix
	WP

	13.1.4.4.2
	Operations Transition Plan 
	WP

	13.1.4.4.3
	Asset Transition Plan 
	WP

	13.1.4.4.4
	Solutions Creation Document
	WP

	13.1.4.4.5
	Elaborated Work Breakdown Structure
	WP

	13.1.4.4.6
	Implementation Approach Document
	WP

	13.1.4.4.7
	Test Plan
	WP

	13.1.4.4.8
	Migration Roadmap Document
	WP

	13.1.4.5
	 Risk Management Review Document
	D

	13.1.4.5.1
	Risk Management Result Assessment
	WP

	13.1.4.5.2
	Operations and Maintenance Risk Management Recommendations Document
	WP

	13.1.5
	Phase IV Migration Execution
	G

	13.1.5.1
	Engagement Pilot /Deployment Plan
	D

	13.1.5.1.1
	Final Readiness Review Document
	WP

	13.1.5.1.2
	System Support Realignment Document 
	WP

	13.1.5.1.3
	Logistical Execution Plan
	WP

	13.1.5.1.4
	Data Migration Planning
	WP

	13.1.5.1.5
	Legacy Systems Configuration Document
	WP

	13.1.5.1.6
	New Systems Integration Plan  (After Transition Execution, Migration Execution, Engagement Execution)
	WP

	13.1.5.1.7
	Testing Plan (Connectivity) 
	WP

	13.1.5.2
	Implementation Plan
	D

	13.1.5.2.1
	System Requirements Acquisition Plan
	WP

	13.1.5.2.2
	Implementation Work Plan (MS Project)
	WP

	13.1.5.3
	Deployment Document
	D

	13.1.5.3.1
	Operations and Maintenance Transition Plan
	WP

	13.1.5.3.2
	User and Administrator Guide
	WP

	13.1.5.3.3
	Performance Monitoring Guide
	WP

	13.1.5.3.4
	Software Customization, Patch, and Script Documentation
	WP

	13.1.5.3.5
	Warranty Document
	WP

	13.2.5.4
	Deployment Report
	D

	13.2.4.4.1
	ITIL Process Update Document
	WP

	13.2.4.4.2
	Enterprise Architecture Update Document
	WP


Appendix 6 – Work Order 1
13. Scope and Purpose

13.1 Scope

This work order covers work packages contained herein.
13.2 Purpose
The purpose of this work order is to acquire the application development and related infrastructure support services needed to accomplish the work stated in the work packages included herein.

14. Period of Performance

The period of performance for the effort contained in this Work Order will extend for a period not to exceed 12 months.

15. Type Order

This is a Firm Fixed-Price Work Order.

16. Contracting Officer Technical Representative (COTR)

The COTR for this Work Order is (to be determined after award.)
17. Work Packages

The work identified in the following three work packages will commence immediately upon award of the Task Order:

· EDB Framework .NET Conversion and Enhancement

· EDB Platform Application Development

· HTMLDB Platform Application Development

The work identified in the following five work packages will commence based on the completion of other related application development work currently underway:

· Data Center Migration Planning

· Enterprise Search Implementation

· ISE Identity and Access Management

· Information Sharing Environment (ISE) Initial Operating Platform (IOP) Enhancement

· Process Analysis and Capabilities Improvement

These work packages are derived from the representative work packages in the Task Order.   Only those deliverables and work products essential to achieving the objective for these work packages have been included.   Vendors must propose appropriate labor categories and levels of effort for these work packages for evaluation; vendors must also provide data item descriptions for each deliverable contained in each work package.
Data Item Description (DID) Requirements

Work packages contained herein are deliverables-based.   Therefore, vendors must indicate their proposed approach for creating deliverables for any work packages that the Government intends to acquire.

In this regard, vendors must prepare a Data Item Description for each deliverable.   A template with sample data is included in Attachment 3 of the Task Order.   Vendors should focus on the quality and completeness of documentation for deliverables; this documentation will be used as a key factor in evaluating proposals.
When effort on any work package commences, the Government intends to use the selected vendor’s Data Item Descriptions to evaluate the quality and acceptability of deliverables created by the vendor.

17.1 EDB Framework .NET Conversion and Enhancement

17.1.1 Background

The “Everything Database” (EDB) is an unclassified Government Off-the Shelf rapid application development framework used by several Federal agencies.   TSA uses the EDB framework to provide rapid application development for a certain class of mission or business requirements.   These requirements are typically of low complexity and support a small number of users.   The framework allows TSA internal customers to specify their application’s data requirements and then configure user interface elements with metadata.   Basic working applications can then be published and used immediately.   Optionally, custom event-driven logic can be implemented to meet unique user requirements if necessary, and may therefore require more effort.

17.1.2 Framework Description

The EDB application framework is implemented using “classic” Microsoft Active Server Pages (ASP) technology (i.e., not implemented using the .NET platform).   It consists of a relatively small number of reusable user-facing web pages to accomplish basic database create, query,  update, and delete functions on application data, as well as administration pages supporting functions such as user administration and new application creation

17.1.3 General Scope

To modernize the code base and provide more adequate support to a growing TSA user base, TSA requires that:

· EDB be “ported” to the .NET framework

· Certain framework enhancements be implemented to increase its robustness

· Certain user-facing enhancements and tools (e.g., new “widgets” to display and manipulate EDB data, etc.)

17.1.4 Delivery Schedule

The Government intends that this work will commence immediately upon award of the Task Order and must be completed within 45 days after the start date.

17.1.5 EDB Framework.NET Conversion and Enhancement Work Package

	REF ID
	Description
	Type

	1.1
	TSA SDLC
	PKG

	1.1.1
	Software Design
	D

	1.1.2
	Concept Development
	G

	1.1.2.1
	Software Solution Concept Papers
	D

	1.1.2.1.1
	Alternatives Analyses
	WP

	1.1.2.1.2
	Make vs. Buy Analysis
	WP

	1.1.2.1.3
	Feasibility Study
	WP

	1.1.2.1.4
	Risk Identification
	WP

	1.1.2.1.5
	Software and/or System Models
	WP

	1.1.2.1.6
	Prototype Demonstration Systems
	WP

	1.1.3
	Application Development Project Planning
	G

	1.1.3.1
	Project Charter
	D

	1.1.3.1.1
	Project Objectives and Outcome Statement
	WP

	1.1.3.1.2
	Scope Definition
	WP

	1.1.3.1.3
	Financial Commitment
	WP

	1.1.3.2
	Project Plan
	D

	1.1.3.2.1
	Project Work Breakdown Structure
	WP

	1.1.3.2.2
	Project Schedule
	WP

	1.1.3.2.3
	Project Resource and Financial Management Plan
	WP

	1.1.3.2.4
	Project Quality Plan
	WP

	1.1.4
	Requirements Analysis and Definition
	G

	1.1.4.1
	Functional Requirements Analysis & Definition
	D

	1.4.1.1
	Functional Requirements Documents
	WP

	1.1.4.2
	System Requirements Analysis & Definition
	D

	1.4.2.1
	System Requirement Documents
	WP

	1.4.2.2
	General Business/Mission Requirements Analysis & Definition Documents
	WP

	1.1.5
	Systems Design Document
	D

	1.1.5.1
	SOA Service Engineering Validation (if applicable)
	WP

	1.1.7
	Systems Development
	D

	1.1.8
	Architecture
	G

	1.1.8.1
	Enterprise Solution Architecture
	D

	1.1.8.1.1
	Solution Architecture Consulting
	WP

	1.1.8.1.2
	Solution Architecture Concept Document
	WP

	1.1.8.1.3
	Joint Application Design Facilitation and Documentation
	WP

	1.1.8.2
	Application Architecture
	G

	1.1.8.2.1
	Application Architecture Solutions Document
	D

	1.1.8.2.1.1
	Application Architecture Document
	WP

	1.1.8.2.1.1
	Application Architecture and Design Reviews
	WP

	1.1.9
	Coding Development and Management
	G

	1.1.9.1
	Source Code Configuration Control Plan
	D

	1.1.9.1.1
	Code Construction Document
	WP

	1.1.9.1.2
	Code Review Results
	WP

	1.1.9.2
	Code (in Digital Format)
	D

	1.1.9.2.1
	Software /Product Code Documentation
	WP

	1.1.9.2.2
	Software TVV&E Assessment Sign-Off Document
	WP

	1.1.9.2.3
	Software Acceptance/Sign-Off Document
	WP

	1.1.10
	Software Quality Control
	G

	1.1.10.1
	Source Code Configuration Control Plan
	D

	1.1.10.1.1
	Code Reviews Results
	WP

	1.1.10.1.2
	Unit Test Results
	WP

	1.1.11
	Production
	G

	1.1.11.1
	Post Go-Live Support Plan
	D

	1.1.11.1.1
	Deployment Approach Document
	WP

	1.1.11.1.2
	Implementation Planning Document
	WP

	1.1.12
	Training
	G

	1.1.12.1
	Computer Based Training Content
	D

	1.1.12.1.1
	Interactive Distance Learning Components
	WP

	1.1.12.1.2
	Application User Documentation
	WP

	1.1.12.1.3
	Learning Management System (LMS) Integration
	WP

	1.1.13
	Integration & Test Services
	G

	1.1.13.1
	Test Plan
	D

	1.1.13.1.1
	Integration Test Plan
	WP

	1.1.13.1.2
	Integration Test Scripts
	WP

	1.1.13.1.3
	UAT Plan
	WP

	1.1.13.1.4
	UAT Test Scripts
	WP

	1.1.13.2
	Test Results Document
	D

	1.1.13.2.1
	Integration Test Execution Document
	WP

	1.1.13.2.2
	UAT execution Results Document
	WP

	1.1.13.2.3
	Business/Mission Customer Test Acceptance Document Customer Sign-off)
	WP

	1.1.13.3
	Implementation Plan
	D

	1.1.13.3.1
	Application Deployment Approach Document
	WP

	1.1.13.3.2
	End User Documentation
	WP

	1.1.13.3.3
	End User Training Plan
	WP

	1.1.13.3.4
	Post Go-Live Support Plan
	WP

	1.1.13.4
	Operations & Maintenance Support Plan
	D

	1.1.13.4.1
	Operations Run Book
	WP

	1.1.13.4.2
	Help Desk Support Scripts
	WP

	1.1.14
	Software Application Maintenance
	G

	1.1.14.1
	Software Defect Correction / Software Patch Development Plan
	D

	1.1.14.1.1
	Application Enhancements
	WP

	1.1.14.1.2
	Application Optimizations
	WP


17.2 EDB Platform Application Development

17.2.1 Background

TSA intends to increase the usage of the “Everything Database” (EDB) to support internal customer mission and business requirements.   To support this effort, multiple application development projects, based upon emerging customer requirements, will be defined and executed on the EDB framework during the performance period of this award.   The Government envisions that this work package is related to the “EDB Framework .NET Conversion and Enhancement” work package in that the enhanced EDB framework delivered by that effort will be used to develop applications under this work package.  
17.2.2 General Scope

The following work package will be executed multiple times during the period of performance.   The Government expects that each instance of this executed work package will support an individual EDB application development effort.

17.2.3 Delivery Schedule

The Government intends that this work will commence immediately upon award of the Task Order and will extend over a period of approximately 12 months.

17.2.4 EDB Platform Application Development Work Package

	REF ID
	Description
	Type

	3.1
	Rapid Application Development Services
	PKG

	3.1.1
	Planning & Scoping
	G

	3.1.1.1
	High-level Requirements Document (HRD)
	D

	3.1.1.1.1
	Cost-benefit Analysis Matrix
	WP

	3.1.1.1.2
	RAD / Framework Decision Document
	D

	3.1.1.1.2.1
	Architecture Approval Document
	WP

	3.1.1.1.3
	Project Management  Plan
	D

	3.1.1.1.3.1
	Risk Management Plan
	WP

	3.1.1.1.3.2
	Communication Plan
	WP

	3.1.1.1.3.3
	Stakeholder Management Plan
	WP

	3.1.1.1.3.4
	Project Schedule (MS Project)
	WP

	3.1.1.1.3.5
	Project Resource Plan
	WP

	3.1.1.1.3.6
	Status Report
	WP

	3.1.1.1.3.7
	Performance Management Plan (SLAs, etc..)
	WP

	3.1.2
	Analysis, Design, Development
	G

	3.1.2.1
	RAD Iteration (can be multiple)
	G

	3.1.2.1.1
	RAD Definition Document
	D

	3.1.2.1.1.1
	Functional Requirements Document
	WP

	3.1.2.1.1.2
	Design Specification Document
	WP

	3.1.2.1.1.3
	SOA Service Engineering Validation Plan
	WP

	3.1.2.1.1.4
	Business/Mission Customer Feedback Document
	WP

	3.1.2.1.2
	Systems Requirements Document (SRD) 
	D

	3.1.2.1.2.1
	System Requirements Review Document
	WP

	3.1.2.1.2.2
	Security Certification and Accreditation Validations Documentation
	WP

	3.1.2.1.3
	Integration & Test
	G

	3.1.2.1.3.1
	Test Plan
	D

	3.1.2.1.3.1.1
	Integration Test Plan
	WP

	3.1.2.1.3.1.2
	UAT Plan
	WP

	3.1.2.1.3.1.3
	Integration Test Scripts
	WP

	3.1.2.1.3.1.4
	UAT scripts
	WP

	3.1.2.1.3.2
	Business/Mission Customer Test Acceptance Document
	D

	3.1.2.1.3.2.1
	Integration Test Execution
	WP

	3.1.2.1.3.2.2
	UAT execution
	WP

	3.1.2.1.3.2.3
	Test Results
	WP

	3.1.2.1.3.3
	Implementation Plan
	D

	3.1.2.1.3.3.1
	Application Deployment Approach Document
	WP

	3.1.2.1.3.3.2
	End User Documentation
	WP

	3.1.2.1.3.3.3
	End User Training Plan
	WP

	3.1.2.1.3.3.4
	Post Go-Live Support Plan
	WP

	3.1.2.1.4
	Operations & Maintenance Support Plan
	D

	3.1.2.1.4.1
	Operations Run Book
	WP

	3.1.2.1.4.2
	Help Desk Support Scripts
	WP


17.3 HTMLDB Platform Application Development

17.3.1 Background

TSA uses the HTMLDB platform (also known as Oracle Application Express, or APEX) to provide rapid application development services to TSA mission and business customers.   TSA has defined a method to use HTMLDB to provide rapid application development for a certain class of mission or business requirements.    These requirements are typically low to moderate in complexity and support a small number of users.   TSA has developed custom extensions on top of the standard HTMLDB platform that are leveraged by its individual HTMLDB applications.

17.3.2 General Scope

The following work package will be executed multiple times during the period of performance.   The Government expects that each instance of this executed work package will support an individual HTMLDB application development effort, including enhancements to existing applications and new development.

17.3.3 Delivery Schedule

The Government intends that this work will commence immediately upon award of the Task Order and will extend over a period of approximately 12 months.

17.3.4 HTMLDB Platform Work Package

	REF ID
	Description
	Type

	4.1
	Rapid Application Development Services
	PKG

	4.1.1
	Planning & Scoping
	G

	4.1.1.1
	High-level Requirements Document (HRD)
	D

	4.1.1.1.1
	Cost-benefit Analysis Matrix
	WP

	4.1.1.1.2
	RAD / Framework Decision Document
	D

	4.1.1.1.2.1
	Architecture Approval Document
	WP

	4.1.1.1.3
	Project Management  Plan
	D

	4.1.1.1.3.1
	Risk Management Plan
	WP

	4.1.1.1.3.2
	Communication Plan
	WP

	4.1.1.1.3.3
	Stakeholder Management Plan
	WP

	4.1.1.1.3.4
	Project Schedule (MS Project)
	WP

	4.1.1.1.3.5
	Project Resource Plan
	WP

	4.1.1.1.3.6
	Status Report
	WP

	4.1.1.1.3.7
	Performance Management Plan (SLAs, etc..)
	WP

	4.1.2
	Analysis, Design, Development
	G

	4.1.2.1
	RAD Iteration (can be multiple)
	G

	4.1.2.1.1
	RAD Definition Document
	D

	4.1.2.1.1.1
	Functional Requirements Document
	WP

	4.1.2.1.1.2
	Design Specification Document
	WP

	4.1.2.1.1.3
	SOA Service Engineering Validation Plan
	WP

	4.1.2.1.1.4
	Business/Mission Customer Feedback Document
	WP

	4.1.2.1.2
	Systems Requirements Document (SRD) 
	D

	4.1.2.1.2.1
	System Requirements Review Document
	WP

	4.1.2.1.2.2
	Security Certification and Accreditation Validations Documentation
	WP

	4.1.2.1.3
	Integration & Test
	G

	4.1.2.1.3.1
	Test Plan
	D

	4.1.2.1.3.1.1
	Integration Test Plan
	WP

	4.1.2.1.3.1.2
	UAT Plan
	WP

	4.1.2.1.3.1.3
	Integration Test Scripts
	WP

	4.1.2.1.3.1.4
	UAT scripts
	WP

	4.1.2.1.3.2
	Business/Mission Customer Test Acceptance Document
	D

	4.1.2.1.3.2.1
	Integration Test Execution
	WP

	4.1.2.1.3.2.2
	UAT execution
	WP

	4.1.2.1.3.2.3
	Test Results
	WP

	4.1.2.1.3.3
	Implementation Plan
	D

	4.1.2.1.3.3.1
	Application Deployment Approach Document
	WP

	4.1.2.1.3.3.2
	End User Documentation
	WP

	4.1.2.1.3.3.3
	End User Training Plan
	WP

	4.1.2.1.3.3.4
	Post Go-Live Support Plan
	WP

	4.1.2.1.4
	Operations & Maintenance Support Plan
	D

	4.1.2.1.4.1
	Operations Run Book
	WP

	4.1.2.1.4.2
	Help Desk Support Scripts
	WP


17.4 Data Center Migration Planning

17.4.1 Objective

The objective of this work package is to identify those deliverables that must be created and provided to enable the Government to plan an efficient transition of applications and services to a new data center, while minimizing impact to all TSA IT customers and TSA’s mission.  The migration plan shall be actionable and sufficiently detailed for acquisition purposes.   Important constraints for achieving this objective will be time, cost, and the inclusion of a second future data center in the planning process.

17.4.2 General Requirements

For this work package, vendors will provide all engineering planning, organization, WBS, schedule and related documentation to provide the Government with an actionable plan that can be used for acquisition purposes.

Vendors must demonstrate an understanding of this effort, and must describe how they will provide these services via this work package.   Vendors will be evaluated based on their creativity and innovative approaches to meeting these requirements.

17.4.3 Work Package

The Contractor shall provide all deliverables described in the following work package:
	REF ID
	Description
	Type

	5.1
	Test, Integration, and Pre-Production Environment Support
	PKG

	5.1.1
	Planning
	G

	5.1.1.1
	Project Plan
	D

	5.1.1.1.1
	Scope Plan
	WP

	5.1.1.1.2
	Work Breakdown Structure
	WP

	5.1.1.1.3
	Risk Management Plan
	WP

	5.1.1.1.4
	Change Control Plan
	WP

	5.1.1.1.5
	Communications Plan
	WP

	5.1.1.1.6
	Stakeholder Management Plan
	WP

	5.1.1.1.7
	Project Schedule (MS Project)
	WP

	5.1.1.1.8
	Status Report
	WP

	5.1.1.1.9
	Performance Management Plan
	WP

	5.1.2
	Analyze Current State
	G

	5.1.2.1
	Comprehensive As-Is  Document (Analyze Current State)
	D

	5.1.2.1.1
	Data Center Current State Document 
	WP

	5.1.2.1.2
	Capabilities and Composition Outline 
	WP

	5.1.2.1.3
	Interview Notes
	WP

	5.1.2.1.4
	Comprehensive High Level Inventory
	WP

	5.1.3
	Characterize Future State
	G

	5.1.3.1
	High Level Requirement Document for To-Be Data Center
	D

	5.1.3.1.1
	Review Analysis Report
	WP

	5.1.3.1.2
	Scoping Workshop Product Report
	WP

	5.1.4
	ACS Data Center Remediation/Migration Strategy
	G

	5.1.4.1
	ACS Migration Strategy Document
	D

	5.1.4.1.1
	ACS Current State ("AS-IS") Document
	WP

	5.1.4.1.2
	ACS Migration Strategies Alternative Document
	WP

	5.1.5
	Roadmap and WBS for Migration
	G

	5.1.5.1
	Comprehensive Roadmap for Migration 
	D

	5.1.5.1.1
	High Level Road Map Document
	WP

	5.1.5.1.2
	High Level Road Map Graphically Document
	WP

	5.1.5.1.3
	WBS Graphical format
	WP

	5.1.5.1.4
	WBS Data Dictionary
	WP

	5.1.5.1.5
	Constraints/Assumptions and Risks for Near Term Plans
	WP

	5.1.5.1.6
	Document Existing Migration Planning Activities
	WP

	5.1.5.1.7
	Disaster Recovery Plan
	WP

	5.2
	Summarize and Report
	G

	5.2.1
	Final Executive Presentation and Related Briefing
	D

	5.2.1.1
	Draft Executive Presentation
	WP


17.5 Enterprise Search Implementation

17.5.1 Objective

The purpose of this work package is to provide application development support using Services-Oriented Architecture principles and methods to develop TSA’s Enterprise Search capability.
17.5.1.1 Background

This effort supports creation of a TSA Enterprise Search capability.   The effort will define a common understanding and reusable services for Enterprise Search within TSA and an Information Sharing Environment (ISE).   These Enterprise Search services are built on key foundational elements of service-oriented architecture (SOA), and consist of a range of processes, applications, systems, and data that enables the organization to provide timely, accurate, and secure information about the organization and its people.  

During the fall of 2006, the System Innovation Group (SIG) conducted organizational “scans” of three components within TSA: Law Enforcement Federal Air Marshal Service, Office of Security Operations, and Transportation Sector Network Management.   During these scans, a number of needs were identified related to the ability to locate and analyze information in existing TSA systems:

· Searching incidents across multiple distributed systems, at headquarters and in the Field;

· Conducting structured and unstructured analysis including pattern matching and business intelligence;

· Generating canned and ad hoc reports in real-time with most current data; and,

· Delivering more useful intelligence products for field activities.

The Enterprise Search Business Services approach for the project is divided into three phases:

· Phase I – Prototype – currently underway

· Phase II – Pilot

· Phase III – Production

Prior effort relative to Enterprise Search will have established a prototype (Enterprise Search phase 1).   Therefore, this work will address Phase II and Phase III.
17.5.2 General Requirements

The purpose of this work package is to provide application development services using Services-Oriented Architecture principles and methods to develop TSA’s Enterprise Search capability.

The Enterprise Search Implementation effort will leverage the work from Phase I (Prototype), which is summarized below:

· Functioning system demonstrating the core capabilities of enterprise search in a non-operational environment (i.e., utilizing off-line copies of key data repositories versus live versions), for use by analysts at a single airport

· Ability to search incident data stored in PARIS and one FSD-specific incident capture system

· Search capability limited to what can be developed and deployed within four months of work package commencement including a one month User and Technical Evaluation period.

Phase I is being  implemented in a non-production environment, and must therefore be modified to operate robustly in a production environment

Phase II - Pilot Activities: 

· Reconfiguration and deployment of the existing Phase I services against live data instances for use by analysts at up to three airports, along with two analysts at TSA HQ;

· Deployment into production configuration for enterprise search, including the TSA Enterprise Service Bus;

· Expansion of the Phase I services to include incident search capability for WebEOC in addition to PARIS and one FSD specific incident capture system; 

· Identify and Integrate Additional Business Processes: Additional Process Maps and Problem Analysis and Scenarios will be reviewed in detail and validated with the Government to ensure accurate identification of the enterprise search opportunities for service enablement.  

· Service Modeling: Business services from Phase 1 (Prototype), along with additional business services identified for integration, will be decomposed to further define and validate identified service components against a service interaction model.   Existing (SLiC) documentation for enterprise search must be updated, and new service needs must be documented in the form of Service Specifications and Orchestration Specifications, as defined in the SLiC.   Each service and technology component will then be validated and aligned with the TSA Enterprise Architecture and the Homeland Security Enterprise Architecture.

· Build and Compose: Pilot service components identified during Service Modeling will be implemented and tested during this stage.  Testing will include unit test of the service components, as well as integration / orchestration tests of composite services.

· Provision: After the services are built and tested, they will be promoted into a limited use Production environment.   A user acceptance test will be performed to ensure the functionality delivered is acceptable prior to deployment to end users.

· Deploy: Service components will be deployed as composite services in the Pilot environment for consumer consumption through a web interface.  Content and format for a Quick Reference Card or other user adoption materials to be determined will be developed to facilitate service adoption by end users.

· Manage and Evaluate: This stage will serve as an evaluation of the pilot from a User and Technical perspective.  Users will provide feedback regarding usability, and functionality while a technical evaluation will evaluate the selected infrastructure.  Users will also be asked to provide feedback on training and end user support, including amount, content, and delivery of training and end user support.  This feedback will be incorporated into Production activities.

Phase 3 – Production Activities:

· Expand deployment of Phase II services for use by analysts at up to five airports in total, along with five analysts at TSA HQ.

· Same source system search scope as Phase II (i.e., PARIS, WebEOC, and one FSD-specific incident capture system);

· Expand the scope of Phase II search capability (constrained by that which can be developed and deployed within four months, including a one month Phase III User and Technical Evaluation period) following the completion of the Phase II User and Technical Evaluation Period.

· Identify and Integrate Additional Business Processes: Additional Process Maps and Problem Analysis and Scenarios will be reviewed in detail and validated with the Government to ensure accurate identification of the enterprise search opportunities for service enablement.  

· Service Modeling: Business services from Phase 2 (Pilot), along with additional business services identified for integration, will be decomposed to further define and validate identified service components against a service interaction model.   Existing (SLiC) documentation for enterprise search will be updated, and new service needs will be documented in the form of Service Specifications and Orchestration Specifications, as defined in the SLiC.  Each service and technology component will then be validated and aligned with the TSA Enterprise Architecture and the Homeland Security Enterprise Architecture.

· Build and Compose: Production service components identified during Service Modeling will be implemented and tested during this stage.  Testing will include unit test of the service components, as well as integration/orchestration tests of composite services.

· Provision: After the services are built and tested, they will be promoted into a Production environment.  A user acceptance test will be performed to ensure the functionality delivered is acceptable prior to deployment to end users.

· Deploy: Service components will be deployed as composite services in the Production environment for consumer consumption through a web interface.  Content and format for a Quick Reference Card or other user adoption materials to be determined will be developed to facilitate service adoption by end users.

· Manage and Evaluate: This stage will serve as an evaluation of the Production system from a User and Technical perspective.  Users will provide feedback regarding usability, and functionality while a technical evaluation will evaluate the selected infrastructure.  Users will also be asked to provide feedback on training and end user support, including amount, content, and delivery of training and end user support.  This feedback will be incorporated into ongoing Operations and Maintenance activities.

Vendors must demonstrate an understanding of this effort, and must describe how they will provide these services via this work package.   Vendors will be evaluated based on their creativity and innovative approaches to meeting these requirements.
17.5.3 Work Package

The Contractor shall provide all deliverables described in the following work package:

	REF ID
	Description
	Type

	2.1
	Application Development (SLiC 3/4/5)
	PKG

	2.1.1
	Design
	G

	2.1.1.1
	Project Management Plan
	D

	2.1.1.1.1
	Scope Management Plan
	WP

	2.1.1.1.2
	Project Work Breakdown Structure
	WP

	2.1.1.1.3
	Risk Management Plan
	WP

	2.1.1.1.4
	Communications Plan
	WP

	2.1.1.1.5
	Stakeholder Management Plan
	WP

	2.1.1.1.6
	Project Schedule (MS Project)
	WP

	2.1.1.1.7
	Status Report
	WP

	2.1.1.1.8
	Performance Management Plan (SLAs, etc.)
	WP

	2.1.2
	Build & Compose
	G

	2.1.2.1
	Test Plan/Result Document
	D

	2.1.2.1.1
	List of Tests for each Constituent Service
	WP

	2.1.2.1.2
	Result Report for each Constituent service test
	WP

	2.1.2.2
	Service Specification Document
	D

	2.1.2.2.1
	Update Service Specification Detail Design
	WP

	2.1.2.2.2
	Update Orchestration Specification Documents
	WP

	2.1.3
	Provision
	G

	2.1.3.1
	User Scenario Validation Document
	D

	2.1.3.1.1
	List of Business Requirements and Rules Documents
	WP

	2.1.3.2
	Runbook Document
	D

	2.1.3.2.1
	Packaging and Deployment Document
	WP

	2.1.3.2.2
	Release Notes
	WP

	2.1.3.2.3
	Ongoing Operations Procedures Document
	WP

	2.1.3.2.4
	Ongoing Maintenance Procedures Document
	WP

	2.1.4
	Deploy
	G

	2.1.4.1
	Deployment Model Document
	D

	2.1.4.1.1
	"As - Deployed" physical and IT Document
	WP

	2.1.4.1.2
	List of Deployed Solutions (server names, IP addresses, Point of Contact, etc.)
	WP

	2.1.5
	Code Development and Management 
	G

	2.1.5.1
	Source Code Configuration Control Plan
	D

	2.1.5.2
	Code Construction Document
	WP

	2.1.5.3
	Code Review Document
	WP

	2.1.5.4
	Code (in Digital Format)
	D

	2.1.5.5
	Software/Product Code Documentation
	WP

	2.1.5.6
	Software TVV&E Assessment Sign-Off Document
	WP

	2.1.5.7
	Software Acceptance/Sign-Off Document
	WP


17.6 ISE Identity and Access Management
17.6.1 Objective

This work package will implement a TSA Identity Management (IdM) system.   The effort will define a common understanding and reusable services for Identity Management within TSA and its associated Information Sharing Environment (ISE).   IdM services are a key foundational element of a service-oriented architecture (SOA), and consist of a range of processes, applications, systems, and data that enables the organization to provide timely, accurate, and secure information about the organization and its people.   PriorIdM efforts will have enabled the development of a directory containing the requisite authoritative identity-based data to support the business processes and the inter-/intra-organizational collaboration of TSA staff, contractors and affiliates enabling them to successfully fulfill the TSA mission.
17.6.2 General Requirements

This work supports Phases II and III of the TSA Identity Management (“IdM”) system.   The effort will define a common understanding and re-usable services for Identity Management within TSA and an Information Sharing Environment (ISE).   

Phase I of IdM is expected to be completed prior to commencement of this work package.   The Phase I effort will have enabled the development of a directory containing the requisite, authoritative identity-based data to support the business processes and the inter/intra-organizational collaboration of TSA staff, contractors and affiliates enabling them to successfully carry out the mission of TSA.

This system will use established capability combined with extended IdM re-usable services to facilitate the TSA/ISE services lifecycle.   These extended IdM re-usable services include would include such items as: 

· workflow

· centralized authentication

· authorization

· auditing and reporting

· provisioning and de-provisioning
17.6.3 Work Package

The Contractor shall provide all deliverables described in the following work package:

	REF ID
	Description
	Type

	6.1
	Application Development (SLiC 3/4/5)
	PKG

	6.1.1
	Design
	G

	6.1.1.1
	Project Management Plan
	D

	6.1.1.1.1
	Scope Management Plan
	WP

	6.1.1.1.2
	Project Work Breakdown Structure
	WP

	6.1.1.1.3
	Risk Management Plan
	WP

	6.1.1.1.4
	Communications Plan
	WP

	6.1.1.1.5
	Stakeholder Management Plan
	WP

	6.1.1.1.6
	Project Schedule (MS Project)
	WP

	6.1.1.1.7
	Status Report
	WP

	6.1.1.1.8
	Performance Management Plan (SLAs, etc.)
	WP

	6.1.2
	Build & Compose
	G

	6.1.2.1
	Test Plan/Result Document
	D

	6.1.2.1.1
	List of Tests for each Constituent Service
	WP

	6.1.2.1.2
	Result Report for each Constituent service test
	WP

	6.1.2.2
	Service Specification Document
	D

	6.1.2.2.1
	Update Service Specification Detail Design
	WP

	6.1.2.2.2
	Update Orchestration Specification Documents
	WP

	6.1.3
	Provision
	G

	6.1.3.1
	User Scenario Validation Document
	D

	6.1.3.1.1
	List of Business Requirements and Rules Documents
	WP

	6.1.3.2
	Runbook Document
	D

	6.1.3.2.1
	Packaging and Deployment Document
	WP

	6.1.3.2.2
	Release Notes
	WP

	6.1.3.2.3
	Ongoing Operations Procedures Document
	WP

	6.1.3.2.4
	Ongoing Maintenance Procedures Document
	WP

	6.1.4
	Deploy
	G

	6.1.4.1
	Deployment Model Document
	D

	6.1.4.1.1
	"As - Deployed" physical and IT Document
	WP

	6.1.4.1.2
	List of Deployed Solutions (server names, IP addresses, Point of Contact, etc.)
	WP

	6.1.5
	Code Development and Management 
	G

	6.1.5.1
	Source Code Configuration Control Plan
	D

	6.1.5.2
	Code Construction Document
	WP

	6.1.5.3
	Code Review Document
	WP

	6.1.5.4
	Code (in Digital Format)
	D

	6.1.5.4.1
	Software/Product Code Documentation
	WP

	6.1.5.4.2
	Software TVV&E Assessment Sign-Off Document
	WP

	6.1.5.4.3
	Software Acceptance/Sign-Off Document
	WP


17.7 Information Sharing Environment (ISE) Initial Operating Platform (IOP) Enhancement

17.7.1 Objective

This effort will enhance the TSA ISE IOP to include intelligent contextual search, extraction, transaction and load, collaboration, portal and an option for business intelligence.   Additionally it will provide for ongoing integration and ”5x10” daily maintenance.

17.7.2 General Requirements

For this work package, vendors will provide all hardware, software, and the full range of infrastructure engineering design, development, implementation and integration services to deliver non-production application development-related environments (e.g., pre-production environments known as Integration and Initial Operating Platform).   This includes, but is not limited to, planning, requirements definition and analysis, systems design and development, integration, implementation, and deployment for the Information Sharing Environment and related Infrastructure support effort.

Phase 2 will be completed and in operation before this work commences.   The purpose of Phase 2 is to “stand up” the IE and IOP environments as general support systems (GSS) with stand-alone certification and accreditation.    Phase 2 includes patch management, virus management, annual certification review and daily support during business hours five days a week for 10 hours daily, supporting a restricted user community of 50-200 users.   Specific tools include a Tibco enterprise service bus, EMC fiber and NAS connected storage area network (SAN), F5 Big IP, Oracle database, Oracle Application Server, Apache web service, ASP/IIS/.Net web service and multiple security zones.   The government will provide as much documentation as possible.

This effort requires new COTS technology to be implemented on new or existing servers as the Contractor sees fit.   Procurement of these technologies for IE, IOP and the development/test environment is required.   These technologies include intelligent contextual search from industry-leading products (e.g., Autonomy, etc.), and data extraction, transaction and loading tools (e.g., Informatica, Ascential, etc).   These tools will be integrated into the ISE IOP environment.   The Contractor is responsible for making application connections, supporting server operating systems, and COTS application support.   Specific configuration and tuning will be accomplished through change management and unique application/service requirements.

BUSINESS INTELLIGENCE OPTION:

An option to include Business Intelligence (BI) services using products such as Business Objects or Micro Strategy shall be included in the response.    The procurement of these technologies for IE, IOP and the development/test environment is required.   The BI tool will be integrated into the environment.   The Contractor is responsible for making application connections, supporting server operating systems, and COTS application support.   Specific configuration and tuning will be accomplished through change management and any unique application/service requirements.

Vendors must demonstrate an understanding of this effort, and must describe how they will provide these services via this work package.   Vendors will be evaluated based on their creativity and innovative approaches to meeting these requirements.
17.7.3 Work Package

The Contractor shall provide all deliverables described in the following work package:
	REF ID
	Description
	Type

	7.1
	Test, Integration, and Pre-Production Environment Support
	PKG

	7.1.1
	Planning
	G

	7.1.1.1
	Project Plan
	D

	7.1.1.1.1
	Solution Definition Document
	WP

	7.1.1.1.2
	Core Team Identification Document
	WP

	7.1.1.1.3
	Scope Plan
	WP

	7.1.1.1.4
	Work Breakdown Structure
	WP

	7.1.1.1.5
	Duration Estimate
	WP

	7.1.1.1.6
	Resource Matrix
	WP

	7.1.1.1.7
	Risk Management Plan
	WP

	7.1.1.1.8
	Change Control Plan
	WP

	7.1.1.1.9
	Communications Plan
	WP

	7.1.1.1.10
	Stakeholder Management Plan
	WP

	7.1.1.1.11
	Project Schedule (MS Project)
	WP

	7.1.2
	Requirements Analysis
	G

	7.1.2.1
	Requirements Definition and Analysis Document
	D

	7.1.2.1.1
	Mission Needs Statement
	WP

	7.1.2.1.2
	Alternative Design Analysis Document
	WP

	7.1.2.1.3
	Functional Requirements Document
	WP

	7.1.3
	System Design and Development
	G

	7.1.3.1
	System Design Document
	D

	7.1.3.1.1
	Current State ("As-is") Document
	WP

	7.1.3.1.2
	System Configuration Alternatives Report
	WP

	7.1.3.1.3
	System Design Components Document (w/graphical representations)
	WP

	7.1.3.1.4
	Hardware Sizing and Selection Document ("Buy List")
	WP

	7.1.3.1.5
	System Load Analysis Report
	WP

	7.1.3.1.6
	Requirements Traceability Matrix
	WP

	7.1.3.2
	System Security Plan
	D

	7.1.3.2.1
	System Security Requirements Document
	WP

	7.1.3.2.2
	C&A Plan
	WP

	7.1.3.2.3
	Security Certification Plan (NIST -37)
	WP

	7.1.3.2.4
	System Vulnerability Implementation Document
	WP

	7.1.3.2.5
	Security Requirement Traceability Document
	WP

	7.1.3.2.6
	Security Control Plan (NIST 800-53)
	WP

	7.1.3.3
	 Risk Management Review Document
	D

	7.1.3.3.1
	Risk Management Result Assessment
	WP

	7.1.3.3.2
	Operations & Maintenance Risk Management Recommendations Document
	WP

	7.1.4
	Integration
	G

	7.1.4.1
	Integration Plan
	D

	7.1.4.1.1
	Legacy Systems Configuration Document
	WP

	7.1.4.1.2
	New Systems Integration Plan
	WP

	7.1.4.1.3
	Test Plan (Connectivity)
	WP

	7.1.4.1.4
	Security Test Plan
	WP

	7.1.5
	Deployment
	G

	7.1.5.1
	Operations & Maintenance Transition Plan
	D

	7.1.5.1.1
	User and Administrator Guide
	WP

	7.1.5.1.2
	Performance Monitoring Guide
	WP

	7.1.5.2
	Deployment Report
	D

	7.1.5.2.1
	ITIL Process Update Document
	WP

	7.1.5.2.2
	Enterprise Architecture Update Document
	WP


17.8 Process Analysis and Capabilities Improvement

17.8.1 Objective

For this work package vendors will provide services in two functional areas: (1) Mission Analysis/Service Modeling, and (2) Capability Adoption Services.

17.8.2 General Requirements

17.8.3 Work Package

The Contractor shall provide all deliverables described in the following work package:

	REF ID
	Description
	Type

	8.1
	Process Analysis and Capabilities Improvement
	PKG

	8.1.1
	Planning
	G

	8.1.1.1
	Project Management Plan
	D

	8.1.1.1.1
	Scope Management Plan
	WP

	8.1.1.1.2
	Project Work Breakdown Structure
	WP

	8.1.1.1.3
	Risk Management Plan
	WP

	8.1.1.1.4
	Change Control Plan
	WP

	8.1.1.1.5
	Communications Plan
	WP

	8.1.1.1.6
	Stakeholder Management Plan
	WP

	8.1.1.1.7
	Project Schedule (MS Project)
	WP

	8.1.1.1.8
	Status Report
	WP

	8.1.1.1.9
	Performance Management Plan (SLAs, etc.)
	WP

	8.1.1.2
	Mission Organization Assessment
	D

	8.1.1.2.1
	Mission Environment Overview Document
	WP

	8.1.1.2.2
	Mission Process Map(s)
	WP

	8.1.1.2.3
	Data Assessment (data elements and flow) Document
	WP

	8.1.1.2.4
	People Assessment (Stakeholder Identification and Description Document)
	WP

	8.1.1.2.5
	Problem Analysis and Scenarios (use cases)
	WP

	8.1.1.3
	Mission Needs Assessment
	D

	8.1.1.3.1
	Mission Needs Presentation
	WP

	8.1.1.3.2
	Mission Solution Identification
	WP

	8.1.1.4
	Functional Requirements
	D

	8.1.1.4.1
	Process to Requirement Mapping
	WP

	8.1.1.4.2
	Mission Processes Linkage Documentation
	WP

	8.1.2
	Service Modeling
	G

	8.1.2.1
	Service Specification
	D

	8.1.2.1.1
	Service (Data, Logical, Core) Identification Document
	WP

	8.1.2.1.2
	Subsystem Analysis Document
	WP

	8.1.2.2
	Business Case
	D

	8.1.2.2.1
	Analysis of Alternations
	WP

	8.1.2.2.2
	Rough Order of Magnitude
	WP

	8.1.2.2.3
	Cost Benefit Analysis
	WP

	8.1.3
	Software Training
	G

	8.1.3.1
	Training Requirement Gathering and Documentation
	D

	8.1.3.1.1
	Curriculum Development
	WP

	8.1.3.1.2
	Training Presentation Materials
	WP

	8.1.4
	Training Support
	G

	8.1.4.1
	Software Training Documentation
	D

	8.1.4.1.1
	Curriculum Content Document
	WP

	8.1.4.1.2
	Training Presentation Materials
	WP

	8.1.5
	Implementation Facilitation
	G

	8.1.5.1
	Change Management Plan
	D

	8.1.5.1.1
	Awareness Campaign Document
	WP

	8.1.5.1.2
	Training Campaign Document
	WP

	8.1.5.1.3
	Transition Campaign Document
	WP


18. Government Furnished Equipment

Vendors will be required to demonstrate an understanding of their asset management responsibilities when a work package contains requirements that can only be met using Government-furnished equipment, materials, or information assets.    The Contractor will be responsible for maintaining Government assets in good condition, and shall return them to the Government in the same condition as when issued; while in the Contractor’s possession, the Contractor shall maintain appropriate accountability of assets.
Appendix 1 – Notional Work Order Scenarios

The following notional scenario descriptions are intended to illustrate the variety, complexity, and combinations of work packages, roles and responsibilities, transformation issues, etc., that the Contractor will face in the course of providing services envisioned herein.  The purpose of these scenarios is to give prospective Contractors additional insight to inform their responses.  These scenarios are notional only, and do not necessarily represent future work orders that TSA might award.

Scenario: Service-Oriented Architecture Release Definition 

This scenario will articulate deliverables that support the creation of the TSA services architecture to make sure that TSA strikes a balance that does not sacrifice a productive and responsive service-oriented architecture (i.e., capable of meeting long-term architectural needs) for short-term benefits resulting from “simple” service enablement.

Introduction

NOTE: will set the stage for the purpose of this scenario; it will specifically direct vendor attention to the TSA SLiC Guidance Document, which is an Appendix to this PWS.

Notional Situation

NOTE: will describe the situation that the scenario will address

Notional Work Order(s)

NOTE: We will insert a notional set of work package components, tasked to the Contractor, as required to accomplish stated objectives.

The Government’s Expected Outcomes
· Roles must be clearly defined in the context of how the work package will be executed

· Seamlessly “meld” into an integrated team of other vendors within the context of a particular project (i.e., “take off your badge”)

Scenario: Migration of Current Application to SOA

Introduction

TSA will achieve its SOA transformation goals incrementally through time, project-by-project, continuously enforcing its enterprise standards, while refining and re-using its expanding set of mission services, business services, and foundation services.

Migration of non-SOA applications to SOA will likely entail an unusual level of organizational, technical and integration complexity, requiring careful planning, because migration Work Orders will include work packages supporting:

· Multiple types of application development approaches in use simultaneously

· Multiple provisioning scenarios

· Unusually high level of coordination required between Contractor team members

· High level of business customer, mission customer, and end user change management (process reengineering, training, etc.)

· High level technical risk

Notional Situation – The Setting:

TSA has identified a need to migrate functionality from a current, non-SOA application into its evolving service-oriented architecture.  While preparing for this migration effort, TSA’s very high-level architectural analysis has determined that:

· Some of the new services represent new data and business logic that does not exist elsewhere in the enterprise

· Some of the new services consist of existing functionality and data that is supported by current applications in the enterprise, specifically:

Some of the current application’s functionality will be completely re-written as a “pure” (i.e., contemporary) service on TSA’s next-generation web service platform

Some of the current application’s functionality cannot be implemented as a “pure” service at this time but, instead, must be “wrapped” to be exposed as a service within TSA’s service-oriented architecture

Some of the current application’s functionality is outside the scope of planned services, and must therefore remain in-place, but depends upon logic and data that will be completely migrated into a pure web service

· Some of the newly-developed services were formerly integrated into the current application, but will now exist as a service external to the application; therefore, the current application must be re-factored to use the new services without “breaking” what remains of the current application

· The migration impacts mission end-users who used the current application as their primary tool, and will expose them to new application front-ends that improve their process; this requires training

· The effort is complex enough, and impacts enough critical mission processes and systems, that an validation and verification review is required 

Notional Work Order
TSA elects to create a single Work Order to accomplish all work envisioned by this scenario.  This Work Order will consist of a work package that is constructed by extracting the appropriate deliverables from several of the representative work packages.  For example:

· Deliverables from the “Traditional SDLC” work package are selected to accomplish part of the project scope, such as:

Refactor the current application to continue to function, but rely upon the newly developed services

Make modifications to support the building of adaptors on top of the current application that allow certain application functionality to be exposed as a web service.

· Deliverables from the “Services-Oriented Architecture Mission Analysis and High-Level Design” Work Package are selected to accomplish part of the project scope, such as:

Perform the analysis required to evaluate all impacted stakeholders, processes, and systems; and define the set of services that must be built

Perform the analysis required to determine how the set of new services will be initially orchestrated to satisfy mission requirements.

· Deliverables from the “Services-Oriented Development, Orchestration, Provisioning and Deployment” work package are selected to accomplish part of the project scope such as:

Building the “pure” web services on TSA’s next-generation web service platform; that is, both the 

Building adaptors to “wrap” and expose selected pieces of the current application’s functionality, and exposing them as a set of web services

· Deliverables from the “Software Testing” work package are selected to accomplish the complex testing requirements, such as:

Regression testing of the current application after modification and service enablement

Functional testing of new services and services orchestration

· Deliverables from the “Test, Validation, Verification, and Evaluation” work package are selected (due to the complex and high-profile nature of the project) provide reports on:

Soundness of the architecture and design

Effectiveness of the project and integration management

Assessment of test coverage and effectiveness

This notional selection of deliverables is not intended to be exhaustive, but is meant to illustrate the process for how the Government might approach the migration of an enterprise-level application to an SOA environment, where those services may be more efficiently deployed and consumed.  

The Government’s Expected Outcomes
This scenario illustrates the Government’s methodology for acquiring vendor support to solve a complex application development effort.  Vendors are expected to understand that the nature of the prospective work will require collaboration among several vendor teams (who may be responsible for different parts of the project) and Government teams (who may “own” different parts of the system or processes).  Vendors must be prepared to perform this work in a team setting where a high level of coordination, collaboration, and teamwork is required.  Vendor performance will be based upon their contribution in this setting.

Scenario: “RAD Scenario”

Introduction

The TSA Applications and Services component creates solutions to solve a particular class of business or mission needs.  For example:

· Moderately complex applications that impact relatively small user communities

· Low complexity applications that impact a moderately-sized user community

· Other tactical, “point solution” applications to address urgent and mission-critical needs

Notional Situation

In the course of creating a small application to meet a mission customer’s need, the RAD team realizes that such an application is a common need across a larger audience.  In other words, the team has identified an opportunity to meet the needs of a broader TSA mission community via the creation and development of a “service” instead of a single application; thus, a SOA requirement is identified and introduced into the “to be developed” pipeline

Notional Work Order(s)

NOTE: We will insert a notional set of work package components, tasked to the Contractor, as required to accomplish stated objectives.

These work packages might include:

· Traditional SDLC Elements

· SOA Elements
· TVV&E  Elements

· Application Development-Related Organizational Consulting

· Process Documentation and Analysis

Scenario: “Traditional SDLC Development Scenario”

Introduction

For the foreseeable future, TSA is faced with the reality that traditional legacy systems will continue to exist and support the TSA mission community.   Furthermore, traditional development capability will continue to be required going forward.  

A current application must be enhanced or modified to support a business owner’s mission requirements.   This effort must be accomplished via traditional SDLC methodologies, and the Contractor must be prepared to provide these capabilities along with other more contemporary approaches.

Notional Situation

In response to a Congressional mandate, a TSA mission unit needs to track additional information not currently supported by a current application.   For a variety of reasons, TSA has chosen not to “service enable” this application at this time.   Architectural considerations indicate that a legacy application enhancement is the best solution for this requirement at this time.   This effort will require traditional SDLC-type activities such as:

· Scoping

· Requirements Analysis

· Design

· Development

· Testing 

· Integration

· Deployment

Notional Work Order(s)

NOTE: We will insert a notional set of work package components, tasked to the Contractor, as required to accomplish stated objectives.

The Government’s Expected Outcomes
Scenario: Application Development Consulting Services

Introduction

From time to time, TSA will identify a need to improve its Application Development capability.   For example, we may need to define:

· An improved enterprise testing methodology

· New application development standards for coding, documentation, etc

· An organizational maturity assessment

· New process requirements

· A comprehensive release management approach  

Notional Situation

TSA identified significant issues in its most recent two enterprise releases.    This result is manifest in that TSA is not currently meeting two key Service Level Agreement requirements for its Application Development performance.   The root causes of these issues are not clear.   

In response to this situation, TSA has further determined that it needs to assess its organizational application development maturity level as a first step in this process.  

Notional Work Order(s)

NOTE: We will insert a notional set of work package components, tasked to the Contractor, as required to accomplish stated objectives.

The Government’s Expected Outcomes
Note: Describe things that vendors must consider as they propose plans to execute these packages:

· Roles must be clearly defined in the context of how the work package will be executed

· Contractors must seamlessly “meld” into an integrated team with other contractors within the context of a particular project (i.e., “take off your badge”)
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< List the specific acceptance criteria that the government should consider when approving the deliverable, for example:

· Was the deliverable created in accordance with the approved DID?

· Has the deliverable been coordinated with the appropriate and responsible parties?

· Does the deliverable contain information and data that are useful in deciding next steps, recommendations, course corrections, etc.?

· Does the deliverable content meet the quality level established in the DID?  For example, is the data in the deliverable sufficiently detailed, condensed, synthesized and organized so that appropriate management decisions can be derived from the data?

· Etc.
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< …
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… >
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9. Appendices


Appendices may be added, as needed to clarify or provide additional detail about the deliverable. 


9.1 Acronyms and Glossary


An acronym list and glossary of key terms used in the deliverable should be provided. 


9.2 Reference Documents


If other documents or materials were cited in the DID or the resulting deliverable, a list of references shall be provided. References should include the title, author, date created, and location where the reference information is stored. 
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				Gov't Site		Offeror Site		Gov't Site		Offeror Site		Gov't Site		Offeror Site		Gov't Site		Offeror Site		Gov't Site		Offeror Site

		Administrative Specialists
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		Application Programmer (Junior)
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		Database Management Specialist (Senior)

		Deployment Manager

		Deployment Technician

		Deployment Technician (Senior)
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		Hardware Technician
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		Information Technology Senior Consultant
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		Project Manager

		Quality Assurance Analyst
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		Subject Matter Expert

		System Developer

		System Operations Manager

		System Operator

		Systems Administrator (Junior)

		Systems Administrator

		Systems Architect

		Systems Draftsman

		Systems Engineer

		Systems Engineer (Senior)

		Technical Writer/Editor

		Test Engineer (Associate)

		Test Engineer (Intermediate)

		Test Engineer (Senior)

		Training Specialist

		Training Specialist (Senior)

		Voice Communications Manager

		Web Architect

		Web Content Administrator

		Web Designer

		Web Software Developer
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Summary

				Work Package		Work Package Price

				Enterprise Search		$   - 0

				Identity Management		$   - 0

				IOP Enhancement		$   - 0

				Process Analysis and Capability Adoption		$   - 0

				Data Center Migration Planning		$   - 0

				EDB to .NET Platform Migration		$   - 0

				EDB Platform Development		$   - 0

				HTMLDB Platform Development		$   - 0

				Total Price		$   - 0





Entrprs Srch

		WBS		CLIN		ITEM NAME		CODE		PRICE

		2		0001		Enterprise Search		WRK STMT		$0.00

		2.1.1.1		000101		Project Management Plan		D

		2.1.2.1		000102		Test Plan/Result Document		D

		2.1.2.2		000103		Service Specification Document		D

		2.1.3.1		000104		User Scenario Validation Document		D

		2.1.3.2		000105		Runbook Document		D

		2.1.4.1		000106		Deployment Model Document		D

		2.1.5.1		000107		Source Code Configuration Control Plan		D

		2.1.5.4		000108		Code (in Digital Format)		D





IdM

		WBS		CLIN		ITEM NAME		CODE		PRICE

		6		0002		ISE Identity and Access Management		WRK STMT		$0.00

		6.1.1.1		000201		Project Management Plan		D

		6.1.2.1		000202		Test Plan/Result Document		D

		6.1.2.2		000203		Service Specification Document		D

		6.1.3.1		000204		User Scenario Validation Document		D

		6.1.3.2		000205		Runbook Document		D

		6.1.4.1		000206		Deployment Model Document		D

		6.1.5.1		000207		Source Code Configuration Control Plan		D

		6.1.5.4		000208		Code (in Digital Format)		D





IOP

		WBS		ITEM NAME		CODE		PRICE

		7		Information Sharing Environment (ISE) Initial Operating Platform (IOP) Enhancement		WRK STMT		$   - 0

		7.1.1.1		Project Plan		D

		7.1.2.1		Requirements Definition and Analysis Document		D

		7.1.3.1		System Design Document		D

		7.1.3.2		System Security Plan		D

		7.1.3.3		Risk Management Review Document		D

		7.1.4.1		Integration Plan		D

		7.1.5.1		Operations & Maintenance Transition Plan		D

		7.1.5.2		Deployment Report		D





PACI

		WBS		ITEM NAME		CODE		PRICE

		8		Process Analysis and Capabilities Improvement		WRK STMT		$0.00

		8.1.1.1		Project Management Plan		D

		8.1.1.2		Mission Organization Assessment		D

		8.1.1.3		Mission Needs Assessment		D

		8.1.1.4		Functional Requirements		D

		8.1.2.1		Service Specification		D

		8.1.2.2		Business Case		D

		8.1.3.1		Training Requirement Gathering and Documentation		D

		8.1.4.1		Software Training Documentation		D

		8.1.5.1		Change Management Plan		D





Data Ctr Migrtn Plan

		WBS		ITEM NAME		CODE		PRICE

		5		Data Center Migration Planning		WRK STMT		$0.00

		5.1.1.1		Project Plan		D

		5.1.2.1		Comprehensive As-Is  Document (Analyze Current State)		D

		5.1.3.1		High Level Requirement Document for To-Be Data Center		D

		5.1.4.1		ACS Migration Strategy Document		D

		5.1.5.1		Comprehensive Roadmap for Migration		D

		5.2.1		Final Executive Presentation and Related Briefing		D





EDB-NET

		WBS		ITEM NAME		CODE		PRICE

		1		EDB Framework .NET Conversion and Enhancement		WRK STMT		$   - 0

		1.1.1		Software Design		D

		1.1.2.1		Software Solution Concept Papers		D

		1.1.2.2		Software and/or System Models		D

		1.1.2.3		Prototype Demonstration Systems		D

		1.1.3.1		Project Charter		D

		1.1.3.2		Project Work Breakdown Structure		D

		1.1.3.3		Project Plan		D

		1.1.4.1		Functional Requirements Analysis & Definition		D

		1.1.4.2		System Requirements Analysis & Definition		D

		1.1.4.3		General Business/Mission Requirements Analysis & Definition		D

		1.1.5		Systems Design		D

		1.1.6		SOA Service Engineering Validation (if applicable)		D

		1.1.7		Systems Development		D

		1.1.8.1		Enterprise Solution Architecture		D

		1.1.8.2.1		Application Architecture Consulting		D

		1.1.8.2.2		Application Architecture Document		D

		1.1.8.2.3		Application Architecture and Design Reviews		D

		1.1.9.1		Source Code Configuration Control Plan		D

		1.1.9.2		Code (in Digital Format)		D

		1.1.10.1		Code Reviews		D

		1.1.10.2		Unit Test Results		D

		1.1.11.1		Post Go-Live Support Plan		D

		1.1.12.1		Computer Based Training Content		D

		1.1.12.2		Interactive Distance Learning Components		D

		1.1.12.3		Application User Documentation		D

		1.1.12.4		Learning Management System (LMS) Integration		D

		1.1.13.1		Test Plan		D

		1.1.13.2		Test Results Document		D

		1.1.13.3		Implementation Plan		D

		1.1.13.4		Operations & Maintenance Support Plan		D





EDB Pltfrm

		WBS		ITEM NAME		CODE		PRICE

		3		EDB Platform Application Development		WRK STMT		$0.00

		3.1.1.1		High-level Requirements Document (HRD)		D

		3.1.1.1.2		RAD / Framework Decision Document		D

		3.1.1.1.3		Project Management  Plan		D

		3.1.2.1.1		RAD Definition Document		D

		3.1.2.1.2		Systems Requirements Document (SRD)		D

		3.1.2.1.3.1		Test Plan		D

		3.1.2.1.3.2		Business/Mission Customer Test Acceptance Document		D

		3.1.2.1.3.3		Implementation Plan		D

		3.1.2.1.4		Operations & Maintenance Support Plan		D





HTMLDB Pltfrm

		WBS		ITEM NAME		CODE		PRICE

		4		HTMLDB Platform Application Development		WRK STMT		$0.00

		4.1.1.1		High-level Requirements Document (HRD)		D

		4.1.1.1.2		RAD / Framework Decision Document		D

		4.1.1.1.3		Project Management  Plan		D

		4.1.2.1.1		RAD Definition Document		D

		4.1.2.1.2		Systems Requirements Document (SRD)		D

		4.1.2.1.3.1		Test Plan		D

		4.1.2.1.3.2		Business/Mission Customer Test Acceptance Document		D

		4.1.2.1.3.3		Implementation Plan		D

		4.1.2.1.4		Operations & Maintenance Support Plan		D
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Deliverable Description


1. Purpose


The ISE Strategic Framework deliverable is intended to be a high level guiding document for the project.  The strategic framework is an executive level document which will provide the strategic alignment, vision, goals, and desired outcomes for the initiative, and will be referenced throughout the project lifecycle to ensure the effort remains appropriately focused.  This is intended to be a relatively static document. 

The majority of the effort for the ISE initiative, including the ISE Strategic Roadmap will be based on this document.  The ISE Strategic Framework combined with the ISE Strategic Roadmap will serve as executive summary tools for the initiative including executive level presentations supporting the ISE.

2. Delivery Requirements


The deliverable will be provided according to the current schedule and not later than November 20, 2006. 


The ISE Strategic Framework will be submitted to the ISE management team in electronic format.


3. Review Requirements


The document will be reviewed by ISE management.  Special review requirements are not anticipated, however, a joint walkthrough meeting may be held with SIG management to address comments and desired revisions, as needed.  

4. Acceptance Criteria


The specific criteria to be considered when approving this document are:


· The document must provide guiding principles such that it does not become obsolete as the project progresses


· Must be delivered in MS Word Format

· Must include information that conforms to the agreed approach


· Must have been coordinated with all effected parties

· Must contain information and data that are useful in deciding next steps, recommendations, course corrections, etc.


· The quality of the content must constitute value to the customer.  For example, data in the deliverable must be sufficiently condensed, synthesized and organized so that appropriate management decisions can be derived from the data.


5. Applicable Standards 


Not applicable.

6. Participants and Roles & Responsibilities

We will have appropriate access to ISE management and other necessary resources to adequately understand ISE initiative objectives and TSA directives and constraints which may impact this effort.

7. Methodology

Not applicable.

8. Assumptions and Constraints


Not applicable.

9. Appendices


9.1 Acronyms and Glossary


There are no unique acronyms or terms used in this document that require explanation or definition.

9.2 Referenced Documents


Not applicable









DID-Strategic Framework.doc





_1242722044/VOL_1_RESPONSE_TEMPLATE_INSTRUCTIONS.zip


INSTRUCTIONS_READ_ME.txt

A. DETAILED ELECTRONIC FORMAT SUBMISSION INSTRUCTIONS

-----------------------------------------------------

This file contains information on the electronic organization of your Volume 1 response to the RFP.  This format was devised to faciliate rapid and "modular" proposal construction by Offerors and evaluation by the Government.



Offerors are required to submit their proposals in the structure prescribed below (a graphical depiction of this structure is in a JPEG image named "Volume_1_Structure.jpg" in this directory).  The Government has pre-built this electronic folder/file structure for the Offerors' convenience.  "Placeholder" MS Word documents have been inserted where appropriate.  The required Microsoft Excel Spreadsheets have been pre-constructed (with appropriate file names and work package content).







B. ELECTRONIC RESPONSE FILE STRUCTURE

----------------------------------

This ZIP file contains a subfolder with the name "COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1".  This folder contains 2 subfolders:



1. "COMPANYCODE_ACTUAL_WPs"



2. "COMPANYCODE_REPRESENTATIVE_WPs"



These subfolders contain a Work Package Folder for each of the "Actual" and "Representative" work packges, respectively, that require a response.



The Work Package Folder names have the following format:



"COMPANYCODE_WORKPACKAGECODE"



Where COMPANYCODE is a pre-defined labeling code for your company.  This list of codes for all EAGLE Functional Category 4 vendors can be found in a text file named "COMPANYCODES.txt", located in this directory.  You will use this code to "tag" and/or rename your proposal's electronic files as appropriate.  Replace the "COMPANYCODE" portion of any file or folder with your company's assigned code.



WORKPACKAGECODEs have been pre-populated on the sub-folders, "placeholder" documents, and spreadsheets.  A consolidated list of WORKPACKAGECODEs can be found in a text file named "WORKPACKAGECODES.txt", located in this directory
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WORKPACKAGECODES.txt



REPRESENTATIVE

**************

SDLC			TSA SDLC

RAD			Rapid Application Development Services

PASM-SLIC-1-2		Process Analysis and Service Modeling (SLiC 1/2)

APPDEV-SLIC-3-4-5	Application Development (SLiC 3/4/5)

ARCHSPT			Architectural Support Services

SFTWRTEST		Software Testing

RLSDEVINFRA		Release-Based Development Infrastructure Support

TVVE			Test, Validation, Verification, and Evaluation (TVV&E)

CAPADOPT		Capabilities Adoption Services

ORGCONSULT		Organizational Consulting

NONPRODDESIGN		Design and Implementation of Development, Test, Integration, and Non-Production Environments

NONPRODSPT		Development, Test, Integration, and Non-Production Environments Support

DCM			Data Center Migration

	



ACTUAL/WO-1

***********

EDBNET			EDB Framework .NET Conversion and Enhancement

ENTSRCH			Enterprise Search

EDBPLATDEV		EDB Platform Application Development

HTMLDB			HTMLDB Platform Application Development

DATACTRMIG		Data Center Migration Planning

ISEIDM			ISE Identity and Access Management

ISEIOP			Information Sharing Environment (ISE) Initial Operating Platform (IOP) Enhancement

PACM			Process Analysis and Capabilities Improvement










COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_DATACTRMIG/COMPANYCODE_TechRes_DATACTRMIG.xls

Labor Cat LOE INSTRUCTIONS


			


			WBS ID			Work Package Item Description			Item Code			Labor Category			LOE (hrs)			Offeror Added


			4.5			TSA SDLC			PKG


			4.5.1			Concept Development			G


			4.5.1.1			Software Solution Concept Papers			D


			4.5.1.1.1			Mission Needs Statement Document			WP


												Technical Writer/Editor			40


												Business Case Specialist			160


												Applications Engineer (Senior)			160


						[Offeror's Proposed Work Product on Gov't-specified Deliverable]			WP									x


												[Proposed Labor Category A]


												[Proposed Labor Category B]


			4.5.1.2			Enterprise Architecture Alignment Summary Document			D


			4.5.1.2.1			Security Risk Assessment Document			WP


												IT Security Specialist			240


												Technical Writer/Editor			60


			4.5.1.2.2			Alternatives Analyses Document			WP


												Applications Engineer (Senior)			320


												Technical Writer/Editor			60


			4.5.1.x			[Offeror's Proposed Deliverable X]			D									x


			4.5.1.x.1			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category C]			X


												[Proposed Labor Category D]			Y


			4.5.1.x.2			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category E]			M


												[Proposed Labor Category F]			N





Insert a spreadsheet row directly below the Work Product item to which the labor category and LOE are associated.  

Do not associate labor categories and LOEs with Work Packages (PKG), Groups (G), or Deliverables (D).


Insert additional vendor-proposed Deliverables at the appropriate place in the hierarchy.

Inserted Deliverables MUST be decomposed into Work Products (WP), and labor categories and LOEs added to the Work Products accordingly.


Notional Vendor-inserted Data in Red





DATACTRMIG


			REF ID			Description			Type			Labor Category			LOE (hrs)			Vendor Added


			5.1			Test, Integration, and Pre-Production Environment Support			PKG


			5.1.1			Planning			G


			5.1.1.1			Project Plan			D


			5.1.1.1.1			Scope Plan			WP


			5.1.1.1.2			Work Breakdown Structure			WP


			5.1.1.1.3			Risk Management Plan			WP


			5.1.1.1.4			Change Control Plan			WP


			5.1.1.1.5			Communications Plan			WP


			5.1.1.1.6			Stakeholder Management Plan			WP


			5.1.1.1.7			Project Schedule (MS Project)			WP


			5.1.1.1.8			Status Report			WP


			5.1.1.1.9			Performance Management Plan			WP


			5.1.2			Analyze Current State			G


			5.1.2.1			Comprehensive As-Is  Document (Analyze Current State)			D


			5.1.2.1.1			Data Center Current State Document			WP


			5.1.2.1.2			Capabilities and Composition Outline			WP


			5.1.2.1.3			Interview Notes			WP


			5.1.2.1.4			Comprehensive High Level Inventory			WP


			5.1.3			Characterize Future State			G


			5.1.3.1			High Level Requirement Document for To-Be Data Center			D


			5.1.3.1.1			Review Analysis Report			WP


			5.1.3.1.2			Scoping Workshop Product Report			WP


			5.1.4			ACS Data Center Remediation/Migration Strategy			G


			5.1.4.1			ACS Migration Strategy Document			D


			5.1.4.1.1			ACS Current State ("AS-IS") Document			WP


			5.1.4.1.2			ACS Migration Strategies Alternative Document			WP


			5.1.5			Roadmap and WBS for Migration			G


			5.1.5.1			Comprehensive Roadmap for Migration			D


			5.1.5.1.1			High Level Road Map Document			WP


			5.1.5.1.2			High Level Road Map Graphically Document			WP


			5.1.5.1.3			WBS Graphical format			WP


			5.1.5.1.4			WBS Data Dictionary			WP


			5.1.5.1.5			Constraints/Assumptions and Risks for Near Term Plans			WP


			5.1.5.1.6			Document Existing Migration Planning Activities			WP


			5.1.5.1.7			Disaster Recovery Plan			WP


			5.2			Summarize and Report			G


			5.2.1			Final Executive Presentation and Related Briefing			D


			5.2.1.1			Draft Executive Presentation			WP








Instructions for ODC Items


			


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use


			Example: 
Software Tool 3.7			Example: 
Software Tool 3.7 is a developer-oriented collaboration tool			Example:
4.5.4.1
4.5.6.1			Example:
Software Tool 3.7 will be used to support TSA development process, enabling greater productivity by speeding creation of routine SDLC deliverables by allowing Government and Contractor developers to collaborate…








Work Pkg ODC Items


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_DATACTRMIG/COMPANYCODE_WPTRD_DATACTRMIG.doc

REPLACE THIS FILE WITH OFFEROR’S WORK PACKAGE TECHNICAL RESPONSE DOCUMENT (WPTRD). SEE “INSTRUCTIONS TO OFFERORS” SECTION OF THE RFP FOR CONTENT REQUIREMENTS.



USE THE FOLLOWING FILE NAMING CONVENTION:



COMPANYCODE_WPTRD_WORKPACKAGECODE.doc



			EAGLE Functional Category 4 Awardee


			Company Code





			3H Technologies LLC



			3HTECH





			Accenture LLP


			ACCENTURE





			Access Systems, Inc


			ACCESS





			BAE Systems IT Solutions, LLC


			BAE





			Booz Allen Hamilton


			BAH





			CSC - Computer Sciences Corporation


			CSC





			Digital Solutions, Inc.


			DIGITAL





			EDS - Electronic Data Systems Corp


			EDS





			EES - Energy Enterprise Solutions


			EES





			General Dynamics One Source, LLC


			GDOS





			IBM - International Business Machines Corp.


			IBM





			Lockheed Martin (Integ Sys & Sol)


			LMISS





			Metters Industries, Inc.


			METTERS





			Northrop Grumman IT, Inc.


			NGIT





			OST - Optimal Solutions & Technologies, Inc.


			OPTIMAL





			Perot Systems Government Solutions, Inc.


			PEROT





			QSS Group, Inc.


			QSS





			Raytheon Company


			RAYTHEON





			SAIC-Science Applications International Corp.


			SAIC





			Visionary Integration Professionals LLC


			VISIONARY












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_DATACTRMIG/DIDs/COMPANYCODE_DID_DATACTRMIG_REFID.doc





COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_DATACTRMIG/DIDs/README.TXT.txt

Please use the reference id from the technical response spreadsheet to name the DID document. Please use the format COMPANYCODE_DID_REFID where REFID is the REFID for each Work Product.






COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_EDBNET/COMPANYCODE_TechRes_EDBNET.xls

Labor Cat LOE INSTRUCTIONS


			


			WBS ID			Work Package Item Description			Item Code			Labor Category			LOE (hrs)			Offeror Added


			4.5			TSA SDLC			PKG


			4.5.1			Concept Development			G


			4.5.1.1			Software Solution Concept Papers			D


			4.5.1.1.1			Mission Needs Statement Document			WP


												Technical Writer/Editor			40


												Business Case Specialist			160


												Applications Engineer (Senior)			160


						[Offeror's Proposed Work Product on Gov't-specified Deliverable]			WP									x


												[Proposed Labor Category A]


												[Proposed Labor Category B]


			4.5.1.2			Enterprise Architecture Alignment Summary Document			D


			4.5.1.2.1			Security Risk Assessment Document			WP


												IT Security Specialist			240


												Technical Writer/Editor			60


			4.5.1.2.2			Alternatives Analyses Document			WP


												Applications Engineer (Senior)			320


												Technical Writer/Editor			60


			4.5.1.x			[Offeror's Proposed Deliverable X]			D									x


			4.5.1.x.1			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category C]			X


												[Proposed Labor Category D]			Y


			4.5.1.x.2			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category E]			M


												[Proposed Labor Category F]			N





Insert a spreadsheet row directly below the Work Product item to which the labor category and LOE are associated.  

Do not associate labor categories and LOEs with Work Packages (PKG), Groups (G), or Deliverables (D).


Insert additional vendor-proposed Deliverables at the appropriate place in the hierarchy.

Inserted Deliverables MUST be decomposed into Work Products (WP), and labor categories and LOEs added to the Work Products accordingly.


Notional Vendor-inserted Data in Red





EDB-NET


			REF ID			Description			Type			Labor Category			LOE (hrs)			Vendor Added


			1.1			TSA SDLC			PKG


			1.1.1			Software Design			D


			1.1.2			Concept Development			G


			1.1.2.1			Software Solution Concept Papers			D


			1.1.2.1.1			Alternatives Analyses			WP


			1.1.2.1.2			Make vs. Buy Analysis			WP


			1.1.2.1.3			Feasibility Study			WP


			1.1.2.1.4			Risk Identification			WP


			1.1.2.2			Software and/or System Models			D


			1.1.2.3			Prototype Demonstration Systems			D


			1.1.3			Application Development Project Planning			G


			1.1.3.1			Project Charter			D


			1.1.3.1.1			Project Objectives and Outcome Statement			WP


			1.1.3.1.2			Scope Definition			WP


			1.1.3.1.3			Financial Commitment			WP


			1.1.3.2			Project Work Breakdown Structure			D


			1.1.3.3			Project Plan			D


			1.1.3.3.1			Project Schedule			WP


			1.1.3.3.2			Project Resource and Financial Management Plan			WP


			1.1.3.3.3			Project Quality Plan			WP


			1.1.4			Requirements Analysis and Definition			G


			1.1.4.1			Functional Requirements Analysis & Definition			D


			1.1.4.2			System Requirements Analysis & Definition			D


			1.1.4.3			General Business/Mission Requirements Analysis & Definition			D


			1.1.5			Systems Design			D


			1.1.6			SOA Service Engineering Validation (if applicable)			D


			1.1.7			Systems Development			D


			1.1.8			Architecture			G


			1.1.8.1			Enterprise Solution Architecture			D


			1.1.8.1.1			Solution Architecture Consulting			WP


			1.1.8.1.2			Solution Architecture Concept Document			WP


			1.1.8.1.3			Joint Application Design Facilitation and Documentation			WP


			1.1.8.2			Application Architecture			G


			1.1.8.2.1			Application Architecture Consulting			D


			1.1.8.2.2			Application Architecture Document			D


			1.1.8.2.3			Application Architecture and Design Reviews			D


			1.1.9			Coding Development and Management			G


			1.1.9.1			Source Code Configuration Control Plan			D


			1.1.9.1.1			Code Construction Document			WP


			1.1.9.1.2			Code Review Results			WP


			1.1.9.2			Code (in Digital Format)			D


			1.1.9.2.1			Software /Product Code Documentation			WP


			1.1.9.2.2			Software TVV&E Assessment Sign-Off Document			WP


			1.1.9.2.3			Software Acceptance/Sign-Off Document			WP


			1.1.10			Software Quality Control			G


			1.1.10.1			Code Reviews			D


			1.1.10.2			Unit Test Results			D


			1.1.11			Production			G


			1.1.11.1			Post Go-Live Support Plan			D


			1.1.11.1.1			Deployment Approach Document			WP


			1.1.11.1.2			Implementation Planning Document			WP


			1.1.12			Training			G


			1.1.12.1			Computer Based Training Content			D


			1.1.12.2			Interactive Distance Learning Components			D


			1.1.12.3			Application User Documentation			D


			1.1.12.4			Learning Management System (LMS) Integration			D


			1.1.13			Integration & Test Services			G


			1.1.13.1			Test Plan			D


			1.1.13.1.1			Integration Test Plan			WP


			1.1.13.1.2			Integration Test Scripts			WP


			1.1.13.1.3			UAT Plan			WP


			1.1.13.1.4			UAT Test Scripts			WP


			1.1.13.2			Test Results Document			D


			1.1.13.2.1			Integration Test Execution Document			WP


			1.1.13.2.2			UAT execution Results Document			WP


			1.1.13.2.3			Business/Mission Customer Test Acceptance Document Customer Sign-off)			WP


			1.1.13.3			Implementation Plan			D


			1.1.13.3.1			Application Deployment Approach Document			WP


			1.1.13.3.2			End User Documentation			WP


			1.1.13.3.3			End User Training Plan			WP


			1.1.13.3.4			Post Go-Live Support Plan			WP


			1.1.13.4			Operations & Maintenance Support Plan			D


			1.1.13.4.1			Operations Run Book			WP


			1.1.13.4.2			Help Desk Support Scripts			WP


			1.1.14			Software Application Maintenance			G


			1.1.14.1			Software Defect Correction / Software Patch Development			WP


			1.1.14.2			Application Enhancements			WP


			1.1.14.3			Application Optimizations			WP








Instructions for ODC Items


			


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use


			Example: 
Software Tool 3.7			Example: 
Software Tool 3.7 is a developer-oriented collaboration tool			Example:
4.5.4.1
4.5.6.1			Example:
Software Tool 3.7 will be used to support TSA development process, enabling greater productivity by speeding creation of routine SDLC deliverables by allowing Government and Contractor developers to collaborate…








Work Pkg ODC Items


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_EDBNET/COMPANYCODE_WPTRD_EDBNET.doc

REPLACE THIS FILE WITH OFFEROR’S WORK PACKAGE TECHNICAL RESPONSE DOCUMENT (WPTRD). SEE “INSTRUCTIONS TO OFFERORS” SECTION OF THE RFP FOR CONTENT REQUIREMENTS.



USE THE FOLLOWING FILE NAMING CONVENTION:



COMPANYCODE_WPTRD_WORKPACKAGECODE.doc



			EAGLE Functional Category 4 Awardee


			Company Code





			3H Technologies LLC



			3HTECH





			Accenture LLP


			ACCENTURE





			Access Systems, Inc


			ACCESS





			BAE Systems IT Solutions, LLC


			BAE





			Booz Allen Hamilton


			BAH





			CSC - Computer Sciences Corporation


			CSC





			Digital Solutions, Inc.


			DIGITAL





			EDS - Electronic Data Systems Corp


			EDS





			EES - Energy Enterprise Solutions


			EES





			General Dynamics One Source, LLC


			GDOS





			IBM - International Business Machines Corp.


			IBM





			Lockheed Martin (Integ Sys & Sol)


			LMISS





			Metters Industries, Inc.


			METTERS





			Northrop Grumman IT, Inc.


			NGIT





			OST - Optimal Solutions & Technologies, Inc.


			OPTIMAL





			Perot Systems Government Solutions, Inc.


			PEROT





			QSS Group, Inc.


			QSS





			Raytheon Company


			RAYTHEON





			SAIC-Science Applications International Corp.


			SAIC





			Visionary Integration Professionals LLC


			VISIONARY












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_EDBNET/DIDs/COMPANYCODE_DID_EDBNET_REFID.doc





COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_EDBNET/DIDs/README.TXT.txt

Please use the reference id from the technical response spreadsheet to name the DID document. Please use the format COMPANYCODE_DID_REFID where REFID is the REFID for each Work Product.






COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_EDBPLATDEV/COMPANYCODE_TechRes_EDBPLATDEV.xls

Labor Cat LOE INSTRUCTIONS


			


			WBS ID			Work Package Item Description			Item Code			Labor Category			LOE (hrs)			Offeror Added


			4.5			TSA SDLC			PKG


			4.5.1			Concept Development			G


			4.5.1.1			Software Solution Concept Papers			D


			4.5.1.1.1			Mission Needs Statement Document			WP


												Technical Writer/Editor			40


												Business Case Specialist			160


												Applications Engineer (Senior)			160


						[Offeror's Proposed Work Product on Gov't-specified Deliverable]			WP									x


												[Proposed Labor Category A]


												[Proposed Labor Category B]


			4.5.1.2			Enterprise Architecture Alignment Summary Document			D


			4.5.1.2.1			Security Risk Assessment Document			WP


												IT Security Specialist			240


												Technical Writer/Editor			60


			4.5.1.2.2			Alternatives Analyses Document			WP


												Applications Engineer (Senior)			320


												Technical Writer/Editor			60


			4.5.1.x			[Offeror's Proposed Deliverable X]			D									x


			4.5.1.x.1			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category C]			X


												[Proposed Labor Category D]			Y


			4.5.1.x.2			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category E]			M


												[Proposed Labor Category F]			N





Insert a spreadsheet row directly below the Work Product item to which the labor category and LOE are associated.  

Do not associate labor categories and LOEs with Work Packages (PKG), Groups (G), or Deliverables (D).


Insert additional vendor-proposed Deliverables at the appropriate place in the hierarchy.

Inserted Deliverables MUST be decomposed into Work Products (WP), and labor categories and LOEs added to the Work Products accordingly.


Notional Vendor-inserted Data in Red





EDBPLATDEV


			REF ID			Description			Type			Labor Category			LOE (hrs)			Vendor Added


			3.1			Rapid Application Development Services			PKG


			3.1.1			Planning & Scoping			G


			3.1.1.1			High-level Requirements Document (HRD)			D


			3.1.1.1.1			Cost-benefit Analysis Matrix			WP


			3.1.1.1.2			RAD / Framework Decision Document			D


			3.1.1.1.2.1			Architecture Approval Document			WP


			3.1.1.1.3			Project Management  Plan			D


			3.1.1.1.3.1			Risk Management Plan			WP


			3.1.1.1.3.2			Communication Plan			WP


			3.1.1.1.3.3			Stakeholder Management Plan			WP


			3.1.1.1.3.4			Project Schedule (MS Project)			WP


			3.1.1.1.3.5			Project Resource Plan			WP


			3.1.1.1.3.6			Status Report			WP


			3.1.1.1.3.7			Performance Management Plan (SLAs, etc..)			WP


			3.1.2			Analysis, Design, Development			G


			3.1.2.1			RAD Iteration (can be multiple)			G


			3.1.2.1.1			RAD Definition Document			D


			3.1.2.1.1.1			Functional Requirements Document			WP


			3.1.2.1.1.2			Design Specification Document			WP


			3.1.2.1.1.3			SOA Service Engineering Validation Plan			WP


			3.1.2.1.1.4			Business/Mission Customer Feedback Document			WP


			3.1.2.1.2			Systems Requirements Document (SRD)			D


			3.1.2.1.2.1			System Requirements Review Document			WP


			3.1.2.1.2.2			Security Certification and Accreditation Validations Documentation			WP


			3.1.2.1.3			Integration & Test			G


			3.1.2.1.3.1			Test Plan			D


			3.1.2.1.3.1.1			Integration Test Plan			WP


			3.1.2.1.3.1.2			UAT Plan			WP


			3.1.2.1.3.1.3			Integration Test Scripts			WP


			3.1.2.1.3.1.4			UAT scripts			WP


			3.1.2.1.3.2			Business/Mission Customer Test Acceptance Document			D


			3.1.2.1.3.2.1			Integration Test Execution			WP


			3.1.2.1.3.2.2			UAT execution			WP


			3.1.2.1.3.2.3			Test Results			WP


			3.1.2.1.3.3			Implementation Plan			D


			3.1.2.1.3.3.1			Application Deployment Approach Document			WP


			3.1.2.1.3.3.2			End User Documentation			WP


			3.1.2.1.3.3.3			End User Training Plan			WP


			3.1.2.1.3.3.4			Post Go-Live Support Plan			WP


			3.1.2.1.4			Operations & Maintenance Support Plan			D


			3.1.2.1.4.1			Operations Run Book			WP


			3.1.2.1.4.2			Help Desk Support Scripts			WP








Instructions for ODC Items


			


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use


			Example: 
Software Tool 3.7			Example: 
Software Tool 3.7 is a developer-oriented collaboration tool			Example:
4.5.4.1
4.5.6.1			Example:
Software Tool 3.7 will be used to support TSA development process, enabling greater productivity by speeding creation of routine SDLC deliverables by allowing Government and Contractor developers to collaborate…








Work Pkg ODC Items


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_EDBPLATDEV/COMPANYCODE_WPTRD_EDBPLATDEV.doc

REPLACE THIS FILE WITH OFFEROR’S WORK PACKAGE TECHNICAL RESPONSE DOCUMENT (WPTRD). SEE “INSTRUCTIONS TO OFFERORS” SECTION OF THE RFP FOR CONTENT REQUIREMENTS.



USE THE FOLLOWING FILE NAMING CONVENTION:



COMPANYCODE_WPTRD_WORKPACKAGECODE.doc



			EAGLE Functional Category 4 Awardee


			Company Code





			3H Technologies LLC



			3HTECH





			Accenture LLP


			ACCENTURE





			Access Systems, Inc


			ACCESS





			BAE Systems IT Solutions, LLC


			BAE





			Booz Allen Hamilton


			BAH





			CSC - Computer Sciences Corporation


			CSC





			Digital Solutions, Inc.


			DIGITAL





			EDS - Electronic Data Systems Corp


			EDS





			EES - Energy Enterprise Solutions


			EES





			General Dynamics One Source, LLC


			GDOS





			IBM - International Business Machines Corp.


			IBM





			Lockheed Martin (Integ Sys & Sol)


			LMISS





			Metters Industries, Inc.


			METTERS





			Northrop Grumman IT, Inc.


			NGIT





			OST - Optimal Solutions & Technologies, Inc.


			OPTIMAL





			Perot Systems Government Solutions, Inc.


			PEROT





			QSS Group, Inc.


			QSS





			Raytheon Company


			RAYTHEON





			SAIC-Science Applications International Corp.


			SAIC





			Visionary Integration Professionals LLC


			VISIONARY












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_EDBPLATDEV/DIDs/COMPANYCODE_DID_EDBPLATDEV_REFID.doc





COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_EDBPLATDEV/DIDs/README.TXT.txt

Please use the reference id from the technical response spreadsheet to name the DID document. Please use the format COMPANYCODE_DID_REFID where REFID is the REFID for each Work Product.






COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_ENTSRCH/COMPANYCODE_TechRes_ENTSRCH.xls

Labor Cat LOE INSTRUCTIONS


			


			WBS ID			Work Package Item Description			Item Code			Labor Category			LOE (hrs)			Offeror Added


			4.5			TSA SDLC			PKG


			4.5.1			Concept Development			G


			4.5.1.1			Software Solution Concept Papers			D


			4.5.1.1.1			Mission Needs Statement Document			WP


												Technical Writer/Editor			40


												Business Case Specialist			160


												Applications Engineer (Senior)			160


						[Offeror's Proposed Work Product on Gov't-specified Deliverable]			WP									x


												[Proposed Labor Category A]


												[Proposed Labor Category B]


			4.5.1.2			Enterprise Architecture Alignment Summary Document			D


			4.5.1.2.1			Security Risk Assessment Document			WP


												IT Security Specialist			240


												Technical Writer/Editor			60


			4.5.1.2.2			Alternatives Analyses Document			WP


												Applications Engineer (Senior)			320


												Technical Writer/Editor			60


			4.5.1.x			[Offeror's Proposed Deliverable X]			D									x


			4.5.1.x.1			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category C]			X


												[Proposed Labor Category D]			Y


			4.5.1.x.2			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category E]			M


												[Proposed Labor Category F]			N





Insert a spreadsheet row directly below the Work Product item to which the labor category and LOE are associated.  

Do not associate labor categories and LOEs with Work Packages (PKG), Groups (G), or Deliverables (D).


Insert additional vendor-proposed Deliverables at the appropriate place in the hierarchy.

Inserted Deliverables MUST be decomposed into Work Products (WP), and labor categories and LOEs added to the Work Products accordingly.


Notional Vendor-inserted Data in Red





ENTSRCH


			REF ID			Description			Type			Labor Category			LOE (hrs)			Vendor Added


			2.1			Application Development (SLiC 3/4/5)			PKG


			2.1.1			Design			G


			2.1.1.1			Project Management Plan			D


			2.1.1.1.1			Scope Management Plan			WP


			2.1.1.1.2			Project Work Breakdown Structure			WP


			2.1.1.1.3			Risk Management Plan			WP


			2.1.1.1.4			Communications Plan			WP


			2.1.1.1.5			Stakeholder Management Plan			WP


			2.1.1.1.6			Project Schedule (MS Project)			WP


			2.1.1.1.7			Status Report			WP


			2.1.1.1.8			Performance Management Plan (SLAs, etc.)			WP


			2.1.2			Build & Compose			G


			2.1.2.1			Test Plan/Result Document			D


			2.1.2.1.1			List of Tests for each Constituent Service			WP


			2.1.2.1.2			Result Report for each Constituent service test			WP


			2.1.2.2			Service Specification Document			D


			2.1.2.2.1			Update Service Specification Detail Design			WP


			2.1.2.2.2			Update Orchestration Specification Documents			WP


			2.1.3			Provision			G


			2.1.3.1			User Scenario Validation Document			D


			2.1.3.1.1			List of Business Requirements and Rules Documents			WP


			2.1.3.2			Runbook Document			D


			2.1.3.2.1			Packaging and Deployment Document			WP


			2.1.3.2.2			Release Notes			WP


			2.1.3.2.3			Ongoing Operations Procedures Document			WP


			2.1.3.2.4			Ongoing Maintenance Procedures Document			WP


			2.1.4			Deploy			G


			2.1.4.1			Deployment Model Document			D


			2.1.4.1.1			"As - Deployed" physical and IT Document			WP


			2.1.4.1.2			List of Deployed Solutions (server names, IP addresses, Point of Contact, etc.)			WP


			2.1.5			Code Development and Management			G


			2.1.5.1			Source Code Configuration Control Plan			D


			2.1.5.2			Code Construction Document			WP


			2.1.5.3			Code Review Document			WP


			2.1.5.4			Code (in Digital Format)			D


			2.1.5.5			Software/Product Code Documentation			WP


			2.1.5.6			Software TVV&E Assessment Sign-Off Document			WP


			2.1.5.7			Software Acceptance/Sign-Off Document			WP








Instructions for ODC Items


			


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use


			Example: 
Software Tool 3.7			Example: 
Software Tool 3.7 is a developer-oriented collaboration tool			Example:
4.5.4.1
4.5.6.1			Example:
Software Tool 3.7 will be used to support TSA development process, enabling greater productivity by speeding creation of routine SDLC deliverables by allowing Government and Contractor developers to collaborate…








Work Pkg ODC Items


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_ENTSRCH/COMPANYCODE_WPTRD_ENTSRCH.doc

REPLACE THIS FILE WITH OFFEROR’S WORK PACKAGE TECHNICAL RESPONSE DOCUMENT (WPTRD). SEE “INSTRUCTIONS TO OFFERORS” SECTION OF THE RFP FOR CONTENT REQUIREMENTS.



USE THE FOLLOWING FILE NAMING CONVENTION:



COMPANYCODE_WPTRD_WORKPACKAGECODE.doc



			EAGLE Functional Category 4 Awardee


			Company Code





			3H Technologies LLC



			3HTECH





			Accenture LLP


			ACCENTURE





			Access Systems, Inc


			ACCESS





			BAE Systems IT Solutions, LLC


			BAE





			Booz Allen Hamilton


			BAH





			CSC - Computer Sciences Corporation


			CSC





			Digital Solutions, Inc.


			DIGITAL





			EDS - Electronic Data Systems Corp


			EDS





			EES - Energy Enterprise Solutions


			EES





			General Dynamics One Source, LLC


			GDOS





			IBM - International Business Machines Corp.


			IBM





			Lockheed Martin (Integ Sys & Sol)


			LMISS





			Metters Industries, Inc.


			METTERS





			Northrop Grumman IT, Inc.


			NGIT





			OST - Optimal Solutions & Technologies, Inc.


			OPTIMAL





			Perot Systems Government Solutions, Inc.


			PEROT





			QSS Group, Inc.


			QSS





			Raytheon Company


			RAYTHEON





			SAIC-Science Applications International Corp.


			SAIC





			Visionary Integration Professionals LLC


			VISIONARY












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_ENTSRCH/DIDs/COMPANYCODE_DID_ENTSRCH_REFID.doc





COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_ENTSRCH/DIDs/README.TXT.txt

Please use the reference id from the technical response spreadsheet to name the DID document. Please use the format COMPANYCODE_DID_REFID where REFID is the REFID for each Work Product.






COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_HTMLDB/COMPANYCODE_TechRes_HTMLDB.xls

Labor Cat LOE INSTRUCTIONS


			


			WBS ID			Work Package Item Description			Item Code			Labor Category			LOE (hrs)			Offeror Added


			4.5			TSA SDLC			PKG


			4.5.1			Concept Development			G


			4.5.1.1			Software Solution Concept Papers			D


			4.5.1.1.1			Mission Needs Statement Document			WP


												Technical Writer/Editor			40


												Business Case Specialist			160


												Applications Engineer (Senior)			160


						[Offeror's Proposed Work Product on Gov't-specified Deliverable]			WP									x


												[Proposed Labor Category A]


												[Proposed Labor Category B]


			4.5.1.2			Enterprise Architecture Alignment Summary Document			D


			4.5.1.2.1			Security Risk Assessment Document			WP


												IT Security Specialist			240


												Technical Writer/Editor			60


			4.5.1.2.2			Alternatives Analyses Document			WP


												Applications Engineer (Senior)			320


												Technical Writer/Editor			60


			4.5.1.x			[Offeror's Proposed Deliverable X]			D									x


			4.5.1.x.1			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category C]			X


												[Proposed Labor Category D]			Y


			4.5.1.x.2			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category E]			M


												[Proposed Labor Category F]			N





Insert a spreadsheet row directly below the Work Product item to which the labor category and LOE are associated.  

Do not associate labor categories and LOEs with Work Packages (PKG), Groups (G), or Deliverables (D).


Insert additional vendor-proposed Deliverables at the appropriate place in the hierarchy.

Inserted Deliverables MUST be decomposed into Work Products (WP), and labor categories and LOEs added to the Work Products accordingly.


Notional Vendor-inserted Data in Red





HTMLDB


			REF ID			Description			Type			Labor Category			LOE (hrs)			Vendor Added


			4.1			Rapid Application Development Services			PKG


			4.1.1			Planning & Scoping			G


			4.1.1.1			High-level Requirements Document (HRD)			D


			4.1.1.1.1			Cost-benefit Analysis Matrix			WP


			4.1.1.1.2			RAD / Framework Decision Document			D


			4.1.1.1.2.1			Architecture Approval Document			WP


			4.1.1.1.3			Project Management  Plan			D


			4.1.1.1.3.1			Risk Management Plan			WP


			4.1.1.1.3.2			Communication Plan			WP


			4.1.1.1.3.3			Stakeholder Management Plan			WP


			4.1.1.1.3.4			Project Schedule (MS Project)			WP


			4.1.1.1.3.5			Project Resource Plan			WP


			4.1.1.1.3.6			Status Report			WP


			4.1.1.1.3.7			Performance Management Plan (SLAs, etc..)			WP


			4.1.2			Analysis, Design, Development			G


			4.1.2.1			RAD Iteration (can be multiple)			G


			4.1.2.1.1			RAD Definition Document			D


			4.1.2.1.1.1			Functional Requirements Document			WP


			4.1.2.1.1.2			Design Specification Document			WP


			4.1.2.1.1.3			SOA Service Engineering Validation Plan			WP


			4.1.2.1.1.4			Business/Mission Customer Feedback Document			WP


			4.1.2.1.2			Systems Requirements Document (SRD)			D


			4.1.2.1.2.1			System Requirements Review Document			WP


			4.1.2.1.2.2			Security Certification and Accreditation Validations Documentation			WP


			4.1.2.1.3			Integration & Test			G


			4.1.2.1.3.1			Test Plan			D


			4.1.2.1.3.1.1			Integration Test Plan			WP


			4.1.2.1.3.1.2			UAT Plan			WP


			4.1.2.1.3.1.3			Integration Test Scripts			WP


			4.1.2.1.3.1.4			UAT scripts			WP


			4.1.2.1.3.2			Business/Mission Customer Test Acceptance Document			D


			4.1.2.1.3.2.1			Integration Test Execution			WP


			4.1.2.1.3.2.2			UAT execution			WP


			4.1.2.1.3.2.3			Test Results			WP


			4.1.2.1.3.3			Implementation Plan			D


			4.1.2.1.3.3.1			Application Deployment Approach Document			WP


			4.1.2.1.3.3.2			End User Documentation			WP


			4.1.2.1.3.3.3			End User Training Plan			WP


			4.1.2.1.3.3.4			Post Go-Live Support Plan			WP


			4.1.2.1.4			Operations & Maintenance Support Plan			D


			4.1.2.1.4.1			Operations Run Book			WP


			4.1.2.1.4.2			Help Desk Support Scripts			WP








Instructions for ODC Items


			


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use


			Example: 
Software Tool 3.7			Example: 
Software Tool 3.7 is a developer-oriented collaboration tool			Example:
4.5.4.1
4.5.6.1			Example:
Software Tool 3.7 will be used to support TSA development process, enabling greater productivity by speeding creation of routine SDLC deliverables by allowing Government and Contractor developers to collaborate…








Work Pkg ODC Items


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_HTMLDB/COMPANYCODE_WPTRD_HTMLDB.doc

REPLACE THIS FILE WITH OFFEROR’S WORK PACKAGE TECHNICAL RESPONSE DOCUMENT (WPTRD). SEE “INSTRUCTIONS TO OFFERORS” SECTION OF THE RFP FOR CONTENT REQUIREMENTS.



USE THE FOLLOWING FILE NAMING CONVENTION:



COMPANYCODE_WPTRD_WORKPACKAGECODE.doc



			EAGLE Functional Category 4 Awardee


			Company Code





			3H Technologies LLC



			3HTECH





			Accenture LLP


			ACCENTURE





			Access Systems, Inc


			ACCESS





			BAE Systems IT Solutions, LLC


			BAE





			Booz Allen Hamilton


			BAH





			CSC - Computer Sciences Corporation


			CSC





			Digital Solutions, Inc.


			DIGITAL





			EDS - Electronic Data Systems Corp


			EDS





			EES - Energy Enterprise Solutions


			EES





			General Dynamics One Source, LLC


			GDOS





			IBM - International Business Machines Corp.


			IBM





			Lockheed Martin (Integ Sys & Sol)


			LMISS





			Metters Industries, Inc.


			METTERS





			Northrop Grumman IT, Inc.


			NGIT





			OST - Optimal Solutions & Technologies, Inc.


			OPTIMAL





			Perot Systems Government Solutions, Inc.


			PEROT





			QSS Group, Inc.


			QSS





			Raytheon Company


			RAYTHEON





			SAIC-Science Applications International Corp.


			SAIC





			Visionary Integration Professionals LLC


			VISIONARY












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_HTMLDB/DIDs/COMPANYCODE_DID_HTMLDB_REFID.doc





COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_HTMLDB/DIDs/README.TXT.txt

Please use the reference id from the technical response spreadsheet to name the DID document. Please use the format COMPANYCODE_DID_REFID where REFID is the REFID for each Work Product.






COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_ISEIDM/COMPANYCODE_TechRes_ISEIDM.xls

Labor Cat LOE INSTRUCTIONS


			


			WBS ID			Work Package Item Description			Item Code			Labor Category			LOE (hrs)			Offeror Added


			4.5			TSA SDLC			PKG


			4.5.1			Concept Development			G


			4.5.1.1			Software Solution Concept Papers			D


			4.5.1.1.1			Mission Needs Statement Document			WP


												Technical Writer/Editor			40


												Business Case Specialist			160


												Applications Engineer (Senior)			160


						[Offeror's Proposed Work Product on Gov't-specified Deliverable]			WP									x


												[Proposed Labor Category A]


												[Proposed Labor Category B]


			4.5.1.2			Enterprise Architecture Alignment Summary Document			D


			4.5.1.2.1			Security Risk Assessment Document			WP


												IT Security Specialist			240


												Technical Writer/Editor			60


			4.5.1.2.2			Alternatives Analyses Document			WP


												Applications Engineer (Senior)			320


												Technical Writer/Editor			60


			4.5.1.x			[Offeror's Proposed Deliverable X]			D									x


			4.5.1.x.1			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category C]			X


												[Proposed Labor Category D]			Y


			4.5.1.x.2			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category E]			M


												[Proposed Labor Category F]			N





Insert a spreadsheet row directly below the Work Product item to which the labor category and LOE are associated.  

Do not associate labor categories and LOEs with Work Packages (PKG), Groups (G), or Deliverables (D).


Insert additional vendor-proposed Deliverables at the appropriate place in the hierarchy.

Inserted Deliverables MUST be decomposed into Work Products (WP), and labor categories and LOEs added to the Work Products accordingly.


Notional Vendor-inserted Data in Red





ISEIDM


			REF ID			Description			Type			Labor Category			LOE (hrs)			Vendor Added


			6.1			Application Development (SLiC 3/4/5)			PKG


			6.1.1			Design			G


			6.1.1.1			Project Management Plan			D


			6.1.1.1.1			Scope Management Plan			WP


			6.1.1.1.2			Project Work Breakdown Structure			WP


			6.1.1.1.3			Risk Management Plan			WP


			6.1.1.1.4			Communications Plan			WP


			6.1.1.1.5			Stakeholder Management Plan			WP


			6.1.1.1.6			Project Schedule (MS Project)			WP


			6.1.1.1.7			Status Report			WP


			6.1.1.1.8			Performance Management Plan (SLAs, etc.)			WP


			6.1.2			Build & Compose			G


			6.1.2.1			Test Plan/Result Document			D


			6.1.2.1.1			List of Tests for each Constituent Service			WP


			6.1.2.1.2			Result Report for each Constituent service test			WP


			6.1.2.2			Service Specification Document			D


			6.1.2.2.1			Update Service Specification Detail Design			WP


			6.1.2.2.2			Update Orchestration Specification Documents			WP


			6.1.3			Provision			G


			6.1.3.1			User Scenario Validation Document			D


			6.1.3.1.1			List of Business Requirements and Rules Documents			WP


			6.1.3.2			Runbook Document			D


			6.1.3.2.1			Packaging and Deployment Document			WP


			6.1.3.2.2			Release Notes			WP


			6.1.3.2.3			Ongoing Operations Procedures Document			WP


			6.1.3.2.4			Ongoing Maintenance Procedures Document			WP


			6.1.4			Deploy			G


			6.1.4.1			Deployment Model Document			D


			6.1.4.1.1			"As - Deployed" physical and IT Document			WP


			6.1.4.1.2			List of Deployed Solutions (server names, IP addresses, Point of Contact, etc.)			WP


			6.1.5			Code Development and Management			G


			6.1.5.1			Source Code Configuration Control Plan			D


			6.1.5.2			Code Construction Document			WP


			6.1.5.3			Code Review Document			WP


			6.1.5.4			Code (in Digital Format)			D


			6.1.5.4.1			Software/Product Code Documentation			WP


			6.1.5.4.2			Software TVV&E Assessment Sign-Off Document			WP


			6.1.5.4.3			Software Acceptance/Sign-Off Document			WP








Instructions for ODC Items


			


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use


			Example: 
Software Tool 3.7			Example: 
Software Tool 3.7 is a developer-oriented collaboration tool			Example:
4.5.4.1
4.5.6.1			Example:
Software Tool 3.7 will be used to support TSA development process, enabling greater productivity by speeding creation of routine SDLC deliverables by allowing Government and Contractor developers to collaborate…








Work Pkg ODC Items


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_ISEIDM/COMPANYCODE_WPTRD_ISEIDM.doc

REPLACE THIS FILE WITH OFFEROR’S WORK PACKAGE TECHNICAL RESPONSE DOCUMENT (WPTRD). SEE “INSTRUCTIONS TO OFFERORS” SECTION OF THE RFP FOR CONTENT REQUIREMENTS.



USE THE FOLLOWING FILE NAMING CONVENTION:



COMPANYCODE_WPTRD_WORKPACKAGECODE.doc



			EAGLE Functional Category 4 Awardee


			Company Code





			3H Technologies LLC



			3HTECH





			Accenture LLP


			ACCENTURE





			Access Systems, Inc


			ACCESS





			BAE Systems IT Solutions, LLC


			BAE





			Booz Allen Hamilton


			BAH





			CSC - Computer Sciences Corporation


			CSC





			Digital Solutions, Inc.


			DIGITAL





			EDS - Electronic Data Systems Corp


			EDS





			EES - Energy Enterprise Solutions


			EES





			General Dynamics One Source, LLC


			GDOS





			IBM - International Business Machines Corp.


			IBM





			Lockheed Martin (Integ Sys & Sol)


			LMISS





			Metters Industries, Inc.


			METTERS





			Northrop Grumman IT, Inc.


			NGIT





			OST - Optimal Solutions & Technologies, Inc.


			OPTIMAL





			Perot Systems Government Solutions, Inc.


			PEROT





			QSS Group, Inc.


			QSS





			Raytheon Company


			RAYTHEON





			SAIC-Science Applications International Corp.


			SAIC





			Visionary Integration Professionals LLC


			VISIONARY












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_ISEIDM/DIDs/COMPANYCODE_DID_ISEIDM_REFID.doc





COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_ISEIDM/DIDs/README.TXT.txt

Please use the reference id from the technical response spreadsheet to name the DID document. Please use the format COMPANYCODE_DID_REFID where REFID is the REFID for each Work Product.






COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_ISEIOP/COMPANYCODE_TechRes_ISEIOP.xls

Labor Cat LOE INSTRUCTIONS


			


			WBS ID			Work Package Item Description			Item Code			Labor Category			LOE (hrs)			Offeror Added


			4.5			TSA SDLC			PKG


			4.5.1			Concept Development			G


			4.5.1.1			Software Solution Concept Papers			D


			4.5.1.1.1			Mission Needs Statement Document			WP


												Technical Writer/Editor			40


												Business Case Specialist			160


												Applications Engineer (Senior)			160


						[Offeror's Proposed Work Product on Gov't-specified Deliverable]			WP									x


												[Proposed Labor Category A]


												[Proposed Labor Category B]


			4.5.1.2			Enterprise Architecture Alignment Summary Document			D


			4.5.1.2.1			Security Risk Assessment Document			WP


												IT Security Specialist			240


												Technical Writer/Editor			60


			4.5.1.2.2			Alternatives Analyses Document			WP


												Applications Engineer (Senior)			320


												Technical Writer/Editor			60


			4.5.1.x			[Offeror's Proposed Deliverable X]			D									x


			4.5.1.x.1			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category C]			X


												[Proposed Labor Category D]			Y


			4.5.1.x.2			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category E]			M


												[Proposed Labor Category F]			N





Insert a spreadsheet row directly below the Work Product item to which the labor category and LOE are associated.  

Do not associate labor categories and LOEs with Work Packages (PKG), Groups (G), or Deliverables (D).


Insert additional vendor-proposed Deliverables at the appropriate place in the hierarchy.

Inserted Deliverables MUST be decomposed into Work Products (WP), and labor categories and LOEs added to the Work Products accordingly.


Notional Vendor-inserted Data in Red





ISEIOP


			REF ID			Description			Type			Labor Category			LOE (hrs)			Vendor Added


			7.1			Test, Integration, and Pre-Production Environment Support			PKG


			7.1.1			Planning			G


			7.1.1.1			Project Plan			D


			7.1.1.1.1			Solution Definition Document			WP


			7.1.1.1.2			Core Team Identification Document			WP


			7.1.1.1.3			Scope Plan			WP


			7.1.1.1.4			Work Breakdown Structure			WP


			7.1.1.1.5			Duration Estimate			WP


			7.1.1.1.6			Resource Matrix			WP


			7.1.1.1.7			Risk Management Plan			WP


			7.1.1.1.8			Change Control Plan			WP


			7.1.1.1.9			Communications Plan			WP


			7.1.1.1.10			Stakeholder Management Plan			WP


			7.1.1.1.11			Project Schedule (MS Project)			WP


			7.1.2			Requirements Analysis			G


			7.1.2.1			Requirements Definition and Analysis Document			D


			7.1.2.1.1			Mission Needs Statement			WP


			7.1.2.1.2			Alternative Design Analysis Document			WP


			7.1.2.1.3			Functional Requirements Document			WP


			7.1.3			System Design and Development			G


			7.1.3.1			System Design Document			D


			7.1.3.1.1			Current State ("As-is") Document			WP


			7.1.3.1.2			System Configuration Alternatives Report			WP


			7.1.3.1.3			System Design Components Document (w/graphical representations)			WP


			7.1.3.1.4			Hardware Sizing and Selection Document ("Buy List")			WP


			7.1.3.1.5			System Load Analysis Report			WP


			7.1.3.1.6			Requirements Traceability Matrix			WP


			7.1.3.2			System Security Plan			D


			7.1.3.2.1			System Security Requirements Document			WP


			7.1.3.2.2			C&A Plan			WP


			7.1.3.2.3			Security Certification Plan (NIST -37)			WP


			7.1.3.2.4			System Vulnerability Implementation Document			WP


			7.1.3.2.5			Security Requirement Traceability Document			WP


			7.1.3.2.6			Security Control Plan (NIST 800-53)			WP


			7.1.3.3			Risk Management Review Document			D


			7.1.3.3.1			Risk Management Result Assessment			WP


			7.1.3.3.2			Operations & Maintenance Risk Management Recommendations Document			WP


			7.1.4			Integration			G


			7.1.4.1			Integration Plan			D


			7.1.4.1.1			Legacy Systems Configuration Document			WP


			7.1.4.1.2			New Systems Integration Plan			WP


			7.1.4.1.3			Test Plan (Connectivity)			WP


			7.1.4.1.4			Security Test Plan			WP


			7.1.5			Deployment			G


			7.1.5.1			Operations & Maintenance Transition Plan			D


			7.1.5.1.1			User and Administrator Guide			WP


			7.1.5.1.2			Performance Monitoring Guide			WP


			7.1.5.2			Deployment Report			D


			7.1.5.2.1			ITIL Process Update Document			WP


			7.1.5.2.2			Enterprise Architecture Update Document			WP








Instructions for ODC Items


			


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use


			Example: 
Software Tool 3.7			Example: 
Software Tool 3.7 is a developer-oriented collaboration tool			Example:
4.5.4.1
4.5.6.1			Example:
Software Tool 3.7 will be used to support TSA development process, enabling greater productivity by speeding creation of routine SDLC deliverables by allowing Government and Contractor developers to collaborate…








Work Pkg ODC Items


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_ISEIOP/COMPANYCODE_WPTRD_ISEIOP.doc

REPLACE THIS FILE WITH OFFEROR’S WORK PACKAGE TECHNICAL RESPONSE DOCUMENT (WPTRD). SEE “INSTRUCTIONS TO OFFERORS” SECTION OF THE RFP FOR CONTENT REQUIREMENTS.



USE THE FOLLOWING FILE NAMING CONVENTION:



COMPANYCODE_WPTRD_WORKPACKAGECODE.doc



			EAGLE Functional Category 4 Awardee


			Company Code





			3H Technologies LLC



			3HTECH





			Accenture LLP


			ACCENTURE





			Access Systems, Inc


			ACCESS





			BAE Systems IT Solutions, LLC


			BAE





			Booz Allen Hamilton


			BAH





			CSC - Computer Sciences Corporation


			CSC





			Digital Solutions, Inc.


			DIGITAL





			EDS - Electronic Data Systems Corp


			EDS





			EES - Energy Enterprise Solutions


			EES





			General Dynamics One Source, LLC


			GDOS





			IBM - International Business Machines Corp.


			IBM





			Lockheed Martin (Integ Sys & Sol)


			LMISS





			Metters Industries, Inc.


			METTERS





			Northrop Grumman IT, Inc.


			NGIT





			OST - Optimal Solutions & Technologies, Inc.


			OPTIMAL





			Perot Systems Government Solutions, Inc.


			PEROT





			QSS Group, Inc.


			QSS





			Raytheon Company


			RAYTHEON





			SAIC-Science Applications International Corp.


			SAIC





			Visionary Integration Professionals LLC


			VISIONARY












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_ISEIOP/DIDs/COMPANYCODE_DID_ISEIOP_REFID.doc





COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_ISEIOP/DIDs/README.TXT.txt

Please use the reference id from the technical response spreadsheet to name the DID document. Please use the format COMPANYCODE_DID_REFID where REFID is the REFID for each Work Product.






COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_PACM/COMPANYCODE_TechRes_PACM.xls

Labor Cat LOE INSTRUCTIONS


			


			WBS ID			Work Package Item Description			Item Code			Labor Category			LOE (hrs)			Offeror Added


			4.5			TSA SDLC			PKG


			4.5.1			Concept Development			G


			4.5.1.1			Software Solution Concept Papers			D


			4.5.1.1.1			Mission Needs Statement Document			WP


												Technical Writer/Editor			40


												Business Case Specialist			160


												Applications Engineer (Senior)			160


						[Offeror's Proposed Work Product on Gov't-specified Deliverable]			WP									x


												[Proposed Labor Category A]


												[Proposed Labor Category B]


			4.5.1.2			Enterprise Architecture Alignment Summary Document			D


			4.5.1.2.1			Security Risk Assessment Document			WP


												IT Security Specialist			240


												Technical Writer/Editor			60


			4.5.1.2.2			Alternatives Analyses Document			WP


												Applications Engineer (Senior)			320


												Technical Writer/Editor			60


			4.5.1.x			[Offeror's Proposed Deliverable X]			D									x


			4.5.1.x.1			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category C]			X


												[Proposed Labor Category D]			Y


			4.5.1.x.2			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category E]			M


												[Proposed Labor Category F]			N





Insert a spreadsheet row directly below the Work Product item to which the labor category and LOE are associated.  

Do not associate labor categories and LOEs with Work Packages (PKG), Groups (G), or Deliverables (D).


Insert additional vendor-proposed Deliverables at the appropriate place in the hierarchy.

Inserted Deliverables MUST be decomposed into Work Products (WP), and labor categories and LOEs added to the Work Products accordingly.


Notional Vendor-inserted Data in Red





PACM


			REF ID			Description			Type			Labor Category			LOE (hrs)			Vendor Added


			8.1			Process Analysis and Capabilities Improvement			PKG


			8.1.1			Planning			G


			8.1.1.1			Project Management Plan			D


			8.1.1.1.1			Scope Management Plan			WP


			8.1.1.1.2			Project Work Breakdown Structure			WP


			8.1.1.1.3			Risk Management Plan			WP


			8.1.1.1.4			Change Control Plan			WP


			8.1.1.1.5			Communications Plan			WP


			8.1.1.1.6			Stakeholder Management Plan			WP


			8.1.1.1.7			Project Schedule (MS Project)			WP


			8.1.1.1.8			Status Report			WP


			8.1.1.1.9			Performance Management Plan (SLAs, etc.)			WP


			8.1.1.2			Mission Organization Assessment			D


			8.1.1.2.1			Mission Environment Overview Document			WP


			8.1.1.2.2			Mission Process Map(s)			WP


			8.1.1.2.3			Data Assessment (data elements and flow) Document			WP


			8.1.1.2.4			People Assessment (Stakeholder Identification and Description Document)			WP


			8.1.1.2.5			Problem Analysis and Scenarios (use cases)			WP


			8.1.1.3			Mission Needs Assessment			D


			8.1.1.3.1			Mission Needs Presentation			WP


			8.1.1.3.2			Mission Solution Identification			WP


			8.1.1.4			Functional Requirements			D


			8.1.1.4.1			Process to Requirement Mapping			WP


			8.1.1.4.2			Mission Processes Linkage Documentation			WP


			8.1.2			Service Modeling			G


			8.1.2.1			Service Specification			D


			8.1.2.1.1			Service (Data, Logical, Core) Identification Document			WP


			8.1.2.1.2			Subsystem Analysis Document			WP


			8.1.2.2			Business Case			D


			8.1.2.2.1			Analysis of Alternations			WP


			8.1.2.2.2			Rough Order of Magnitude			WP


			8.1.2.2.3			Cost Benefit Analysis			WP


			8.1.3			Software Training			G


			8.1.3.1			Training Requirement Gathering and Documentation			D


			8.1.3.1.1			Curriculum Development			WP


			8.1.3.1.2			Training Presentation Materials			WP


			8.1.4			Training Support			G


			8.1.4.1			Software Training Documentation			D


			8.1.4.1.1			Curriculum Content Document			WP


			8.1.4.1.2			Training Presentation Materials			WP


			8.1.5			Implementation Facilitation			G


			8.1.5.1			Change Management Plan			D


			8.1.5.1.1			Awareness Campaign Document			WP


			8.1.5.1.2			Training Campaign Document			WP


			8.1.5.1.3			Transition Campaign Document			WP








Instructions for ODC Items


			


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use


			Example: 
Software Tool 3.7			Example: 
Software Tool 3.7 is a developer-oriented collaboration tool			Example:
4.5.4.1
4.5.6.1			Example:
Software Tool 3.7 will be used to support TSA development process, enabling greater productivity by speeding creation of routine SDLC deliverables by allowing Government and Contractor developers to collaborate…








Work Pkg ODC Items


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_PACM/COMPANYCODE_WPTRD_PACM.doc

REPLACE THIS FILE WITH OFFEROR’S WORK PACKAGE TECHNICAL RESPONSE DOCUMENT (WPTRD). SEE “INSTRUCTIONS TO OFFERORS” SECTION OF THE RFP FOR CONTENT REQUIREMENTS.



USE THE FOLLOWING FILE NAMING CONVENTION:



COMPANYCODE_WPTRD_WORKPACKAGECODE.doc


			EAGLE Functional Category 4 Awardee


			Company Code





			3H Technologies LLC



			3HTECH





			Accenture LLP


			ACCENTURE





			Access Systems, Inc


			ACCESS





			BAE Systems IT Solutions, LLC


			BAE





			Booz Allen Hamilton


			BAH





			CSC - Computer Sciences Corporation


			CSC





			Digital Solutions, Inc.


			DIGITAL





			EDS - Electronic Data Systems Corp


			EDS





			EES - Energy Enterprise Solutions


			EES





			General Dynamics One Source, LLC


			GDOS





			IBM - International Business Machines Corp.


			IBM





			Lockheed Martin (Integ Sys & Sol)


			LMISS





			Metters Industries, Inc.


			METTERS





			Northrop Grumman IT, Inc.


			NGIT





			OST - Optimal Solutions & Technologies, Inc.


			OPTIMAL





			Perot Systems Government Solutions, Inc.


			PEROT





			QSS Group, Inc.


			QSS





			Raytheon Company


			RAYTHEON





			SAIC-Science Applications International Corp.


			SAIC





			Visionary Integration Professionals LLC


			VISIONARY












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_PACM/DIDs/COMPANYCODE_DID_PACM_REFID.doc





COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_ACTUAL_WPs/COMPANYCODE_PACM/DIDs/README.TXT.txt

Please use the reference id from the technical response spreadsheet to name the DID document. Please use the format COMPANYCODE_DID_REFID where REFID is the REFID for each Work Product.






COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_AppsDev_Business_Approach.doc

REPLACE THIS DOCUMENT WITH YOUR BUSINESS APPROACH DOCUMENT






COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_REPRESENTATIVE_WPs/COMPANYCODE_APPDEV-SLIC-3-4-5/COMPANYCODE_TechRes_APPDEV-SLIC-3-4-5.xls

Labor Cat LOE INSTRUCTIONS


			


			WBS ID			Work Package Item Description			Item Code			Labor Category			LOE (hrs)			Offeror Added


			4.5			TSA SDLC			PKG


			4.5.1			Concept Development			G


			4.5.1.1			Software Solution Concept Papers			D


			4.5.1.1.1			Mission Needs Statement Document			WP


												Technical Writer/Editor			40


												Business Case Specialist			160


												Applications Engineer (Senior)			160


						[Offeror's Proposed Work Product on Gov't-specified Deliverable]			WP									x


												[Proposed Labor Category A]


												[Proposed Labor Category B]


			4.5.1.2			Enterprise Architecture Alignment Summary Document			D


			4.5.1.2.1			Security Risk Assessment Document			WP


												IT Security Specialist			240


												Technical Writer/Editor			60


			4.5.1.2.2			Alternatives Analyses Document			WP


												Applications Engineer (Senior)			320


												Technical Writer/Editor			60


			4.5.1.x			[Offeror's Proposed Deliverable X]			D									x


			4.5.1.x.1			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category C]			X


												[Proposed Labor Category D]			Y


			4.5.1.x.2			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category E]			M


												[Proposed Labor Category F]			N





Insert a spreadsheet row directly below the Work Product item to which the labor category and LOE are associated.  

Do not associate labor categories and LOEs with Work Packages (PKG), Groups (G), or Deliverables (D).


Insert additional vendor-proposed Deliverables at the appropriate place in the hierarchy.

Inserted Deliverables MUST be decomposed into Work Products (WP), and labor categories and LOEs added to the Work Products accordingly.


Notional Vendor-inserted Data in Red





APPDEV-SLIC-3-4-5


			REF ID			Description			Type			Labor Category			LOE (hrs)			Vendor Added


			4			Application Development (SLiC 3/4/5)			PKG


			4.1			Design			G


			4.1.1			Project Management Plan			D


			4.1.1.1			Scope Management Plan			WP


			4.1.1.2			Project Work Breakdown Structure			WP


			4.1.1.3			Risk Management Plan			WP


			4.1.1.4			Communications Plan			WP


			4.1.1.5			Stakeholder Management Plan			WP


			4.1.1.6			Project Schedule (MS Project)			WP


			4.1.1.7			Status Report			WP


			4.1.1.8			Performance Management Plan (SLAs, etc.)			WP


			4.2			Build & Compose			G


			4.2.1			Test Plan/Result Document			D


			4.2.1.1			List of Tests for each Constituent Service			WP


			4.2.1.2			Result Report for each Constituent service test			WP


			4.2.2			Service Specification Document			D


			4.2.2.1			Update Service Specification Detail Design			WP


			4.2.2.2			Update Orchestration Specification Documents			WP


			4.3			Provision			G


			4.3.1			User Scenario Validation Document			D


			4.3.1.1			List of Business Requirements and Rules Documents			WP


			4.3.2			Runbook Document			D


			4.3.2.1			Packaging and Deployment Document			WP


			4.3.2.2			Release Notes			WP


			4.3.2.3			Ongoing Operations Procedures Document			WP


			4.3.2.4			Ongoing Maintenance Procedures Document			WP


			4.4			Deploy			G


			4.4.1			Deployment Model Document			D


			4.4.1.1			"As - Deployed" physical and IT Document			WP


			4.4.1.2			List of Deployed Solutions (server names, IP addresses, Point of Contact, etc.)			WP


			4.5			Code Development and Management			G


			4.5.1			Source Code Configuration Control Plan			D


			4.5.2			Code Construction Document			WP


			4.5.3			Code Review Document			WP


			4.5.4			Code (in Digital Format)			D


			4.5.4.1			Software/Product Code Documentation			WP


			4.5.4.2			Software TVV&E Assessment Sign-Off Document			WP


			4.5.4.3			Software Acceptance/Sign-Off Document			WP








Instructions for ODC Items


			


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use


			Example: 
Software Tool 3.7			Example: 
Software Tool 3.7 is a developer-oriented collaboration tool			Example:
4.5.4.1
4.5.6.1			Example:
Software Tool 3.7 will be used to support TSA development process, enabling greater productivity by speeding creation of routine SDLC deliverables by allowing Government and Contractor developers to collaborate…








Work Pkg ODC Items


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_REPRESENTATIVE_WPs/COMPANYCODE_APPDEV-SLIC-3-4-5/COMPANYCODE_WPTRD_APPDEV-SLIC-3-4-5.doc

REPLACE THIS FILE WITH OFFEROR’S WORK PACKAGE TECHNICAL RESPONSE DOCUMENT (WPTRD). SEE “INSTRUCTIONS TO OFFERORS” SECTION OF THE RFP FOR CONTENT REQUIREMENTS.



USE THE FOLLOWING FILE NAMING CONVENTION:



COMPANYCODE_WPTRD_WORKPACKAGECODE.doc



			EAGLE Functional Category 4 Awardee


			Company Code





			3H Technologies LLC



			3HTECH





			Accenture LLP


			ACCENTURE





			Access Systems, Inc


			ACCESS





			BAE Systems IT Solutions, LLC


			BAE





			Booz Allen Hamilton


			BAH





			CSC - Computer Sciences Corporation


			CSC





			Digital Solutions, Inc.


			DIGITAL





			EDS - Electronic Data Systems Corp


			EDS





			EES - Energy Enterprise Solutions


			EES





			General Dynamics One Source, LLC


			GDOS





			IBM - International Business Machines Corp.


			IBM





			Lockheed Martin (Integ Sys & Sol)


			LMISS





			Metters Industries, Inc.


			METTERS





			Northrop Grumman IT, Inc.


			NGIT





			OST - Optimal Solutions & Technologies, Inc.


			OPTIMAL





			Perot Systems Government Solutions, Inc.


			PEROT





			QSS Group, Inc.


			QSS





			Raytheon Company


			RAYTHEON





			SAIC-Science Applications International Corp.


			SAIC





			Visionary Integration Professionals LLC


			VISIONARY












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_REPRESENTATIVE_WPs/COMPANYCODE_ARCHSPT/COMPANYCODE_TechRes_ARCHSPT.xls

Labor Cat LOE INSTRUCTIONS


			


			WBS ID			Work Package Item Description			Item Code			Labor Category			LOE (hrs)			Offeror Added


			4.5			TSA SDLC			PKG


			4.5.1			Concept Development			G


			4.5.1.1			Software Solution Concept Papers			D


			4.5.1.1.1			Mission Needs Statement Document			WP


												Technical Writer/Editor			40


												Business Case Specialist			160


												Applications Engineer (Senior)			160


						[Offeror's Proposed Work Product on Gov't-specified Deliverable]			WP									x


												[Proposed Labor Category A]


												[Proposed Labor Category B]


			4.5.1.2			Enterprise Architecture Alignment Summary Document			D


			4.5.1.2.1			Security Risk Assessment Document			WP


												IT Security Specialist			240


												Technical Writer/Editor			60


			4.5.1.2.2			Alternatives Analyses Document			WP


												Applications Engineer (Senior)			320


												Technical Writer/Editor			60


			4.5.1.x			[Offeror's Proposed Deliverable X]			D									x


			4.5.1.x.1			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category C]			X


												[Proposed Labor Category D]			Y


			4.5.1.x.2			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category E]			M


												[Proposed Labor Category F]			N





Insert a spreadsheet row directly below the Work Product item to which the labor category and LOE are associated.  

Do not associate labor categories and LOEs with Work Packages (PKG), Groups (G), or Deliverables (D).


Insert additional vendor-proposed Deliverables at the appropriate place in the hierarchy.

Inserted Deliverables MUST be decomposed into Work Products (WP), and labor categories and LOEs added to the Work Products accordingly.


Notional Vendor-inserted Data in Red





ARCHSPT


			REF ID			Description			Type			Labor Category			LOE (hrs)			Vendor Added


			5			Architectural Support Services			PKG


			5.1			Federal Enterprise Architecture Planning			G


			5.1.1			Project Management Plan			D


			5.1.1.1			Scope Management Plan (Definition, Control, etc.)			WP


			5.1.1.2			Project Work Breakdown Structure			WP


			5.1.1.3			Risk Management Plan			WP


			5.1.1.4			Change Control Plan			WP


			5.1.1.5			Communication Plan			WP


			5.1.1.6			Stakeholder Management Plan			WP


			5.1.1.7			Project Schedule (MS Project)			WP


			5.1.1.8			Status Report			WP


			5.1.1.9			Performance Management Plan (SLAs, etc.)			WP


			5.1.2			EA Reference Model Elaboration Document			D


			5.1.2.1			EA Reference Model Elaboration			WP


			5.2			Enterprise Solution Architecture			G


			5.2.1			Architecture Analysis			D


			5.2.1.1			Architectural Research			WP


			5.2.1.2			Architecture White Papers			WP


			5.2.2			Release and Project-based Architecture Services Plan			D


			5.2.2.1			Project-based Architecture Concept Documents			WP


			5.2.2.2			Joint Application Development Facilitation Plan			WP


			5.2.2.3			Joint Application Design Review Document			WP


			5.3			Application Architecture Services			G


			5.3.1			Architecture Requirements Analysis Report			D


			5.3.1.1			Application Architecture Document			WP


			5.4			Data Architecture and Management Services			G


			5.4.1			Enterprise Data Model Design Document			D


			5.4.1.1			Data Definition/Dictionary Document			WP


			5.4.2			Metadata Management Plan			D


			5.4.2.1			Metadata Definition Document			WP


			5.4.2.2			Metadata Repository Report			WP


			5.4.3			Data Quality Assurance			D


			5.4.3.1			Data Profiling			WP


			5.4.3.2			Data Cleansing			WP








Instructions for ODC Items


			


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use


			Example: 
Software Tool 3.7			Example: 
Software Tool 3.7 is a developer-oriented collaboration tool			Example:
4.5.4.1
4.5.6.1			Example:
Software Tool 3.7 will be used to support TSA development process, enabling greater productivity by speeding creation of routine SDLC deliverables by allowing Government and Contractor developers to collaborate…








Work Pkg ODC Items


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_REPRESENTATIVE_WPs/COMPANYCODE_ARCHSPT/COMPANYCODE_WPTRD_ARCHSPT.doc

REPLACE THIS FILE WITH OFFEROR’S WORK PACKAGE TECHNICAL RESPONSE DOCUMENT (WPTRD). SEE “INSTRUCTIONS TO OFFERORS” SECTION OF THE RFP FOR CONTENT REQUIREMENTS.



USE THE FOLLOWING FILE NAMING CONVENTION:



COMPANYCODE_WPTRD_WORKPACKAGECODE.doc



			EAGLE Functional Category 4 Awardee


			Company Code





			3H Technologies LLC



			3HTECH





			Accenture LLP


			ACCENTURE





			Access Systems, Inc


			ACCESS





			BAE Systems IT Solutions, LLC


			BAE





			Booz Allen Hamilton


			BAH





			CSC - Computer Sciences Corporation


			CSC





			Digital Solutions, Inc.


			DIGITAL





			EDS - Electronic Data Systems Corp


			EDS





			EES - Energy Enterprise Solutions


			EES





			General Dynamics One Source, LLC


			GDOS





			IBM - International Business Machines Corp.


			IBM





			Lockheed Martin (Integ Sys & Sol)


			LMISS





			Metters Industries, Inc.


			METTERS





			Northrop Grumman IT, Inc.


			NGIT





			OST - Optimal Solutions & Technologies, Inc.


			OPTIMAL





			Perot Systems Government Solutions, Inc.


			PEROT





			QSS Group, Inc.


			QSS





			Raytheon Company


			RAYTHEON





			SAIC-Science Applications International Corp.


			SAIC





			Visionary Integration Professionals LLC


			VISIONARY












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_REPRESENTATIVE_WPs/COMPANYCODE_CAPADOPT/COMPANYCODE_TechRes_CAPADOPT.xls

Labor Cat LOE INSTRUCTIONS


			


			WBS ID			Work Package Item Description			Item Code			Labor Category			LOE (hrs)			Offeror Added


			4.5			TSA SDLC			PKG


			4.5.1			Concept Development			G


			4.5.1.1			Software Solution Concept Papers			D


			4.5.1.1.1			Mission Needs Statement Document			WP


												Technical Writer/Editor			40


												Business Case Specialist			160


												Applications Engineer (Senior)			160


						[Offeror's Proposed Work Product on Gov't-specified Deliverable]			WP									x


												[Proposed Labor Category A]


												[Proposed Labor Category B]


			4.5.1.2			Enterprise Architecture Alignment Summary Document			D


			4.5.1.2.1			Security Risk Assessment Document			WP


												IT Security Specialist			240


												Technical Writer/Editor			60


			4.5.1.2.2			Alternatives Analyses Document			WP


												Applications Engineer (Senior)			320


												Technical Writer/Editor			60


			4.5.1.x			[Offeror's Proposed Deliverable X]			D									x


			4.5.1.x.1			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category C]			X


												[Proposed Labor Category D]			Y


			4.5.1.x.2			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category E]			M


												[Proposed Labor Category F]			N





Insert a spreadsheet row directly below the Work Product item to which the labor category and LOE are associated.  

Do not associate labor categories and LOEs with Work Packages (PKG), Groups (G), or Deliverables (D).


Insert additional vendor-proposed Deliverables at the appropriate place in the hierarchy.

Inserted Deliverables MUST be decomposed into Work Products (WP), and labor categories and LOEs added to the Work Products accordingly.


Notional Vendor-inserted Data in Red





CAPADOPT


			REF ID			Description			Type			Labor Category			LOE (hrs)			Vendor Added


			9			Capabilities Adoption Services			PKG


			9.1			Planning			G


			9.1.1			Project Management Plan			D


			9.1.1.1			Scope Management Plan (Definition, Control, etc.)			WP


			9.1.1.2			Project Work Breakdown Structure			WP


			9.1.1.3			Risk Management Plan			WP


			9.1.1.4			Change Control Plan			WP


			9.1.1.5			Communications Plan			WP


			9.1.1.6			Stakeholder Management Plan			WP


			9.1.1.7			Project Schedule (MS Project)			WP


			9.1.1.8			Status Report			WP


			9.1.1.9			Performance Management Plan (SLAs, etc..)			WP


			9.2			Organization Communications			G


			9.2.1			Newsletter construction and Publication			D


			9.2.1.1			Web Content Management			WP


			9.2.1.2			Communication Strategy			WP


			9.2.1.3			Solution Adoption Support (Facilitation)			WP


			9.3			Software Training			G


			9.3.1			Training Requirements Gathering and Documentation			D


			9.3.1.1			Training Curriculum Development			WP


			9.4			Training Support			G


			9.4.1			Software Training Document			D


			9.4.1.1			Curriculum Content Document			WP


			9.4.1.2			Training Presentation Materials			WP


			9.4.2			Computer-Base Training Modules			D


			9.4.2.1			Training Execution Plan			WP


			9.4.2.2			Training Course/Classroom Materials			WP


			9.4.2.3			Remote Distance Learning Training Materials			WP


			9.4.2.4			Documentation/Training Material Publication			WP


			9.5			Implementation Facilitation			G


			9.5.1			Change Management Plan			D


			9.5.1.1			Awareness Campaign Document			WP


			9.5.1.2			Training Campaign Document			WP


			9.5.1.3			Transition Campaign Document			WP


			9.5.1.4			Buy-In Campaign Document			WP


			9.5.1.5			Purpose/Value/Benefit Campaign Document			WP


			9.5.1.6			Sustainment Campaign Document			WP


			9.5.1.7			Follow-up Campaign Document			WP








Instructions for ODC Items


			


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use


			Example: 
Software Tool 3.7			Example: 
Software Tool 3.7 is a developer-oriented collaboration tool			Example:
4.5.4.1
4.5.6.1			Example:
Software Tool 3.7 will be used to support TSA development process, enabling greater productivity by speeding creation of routine SDLC deliverables by allowing Government and Contractor developers to collaborate…








Work Pkg ODC Items


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_REPRESENTATIVE_WPs/COMPANYCODE_CAPADOPT/COMPANYCODE_WPTRD_CAPADOPT.doc

REPLACE THIS FILE WITH OFFEROR’S WORK PACKAGE TECHNICAL RESPONSE DOCUMENT (WPTRD). SEE “INSTRUCTIONS TO OFFERORS” SECTION OF THE RFP FOR CONTENT REQUIREMENTS.



USE THE FOLLOWING FILE NAMING CONVENTION:



COMPANYCODE_WPTRD_WORKPACKAGECODE.doc



			EAGLE Functional Category 4 Awardee


			Company Code





			3H Technologies LLC



			3HTECH





			Accenture LLP


			ACCENTURE





			Access Systems, Inc


			ACCESS





			BAE Systems IT Solutions, LLC


			BAE





			Booz Allen Hamilton


			BAH





			CSC - Computer Sciences Corporation


			CSC





			Digital Solutions, Inc.


			DIGITAL





			EDS - Electronic Data Systems Corp


			EDS





			EES - Energy Enterprise Solutions


			EES





			General Dynamics One Source, LLC


			GDOS





			IBM - International Business Machines Corp.


			IBM





			Lockheed Martin (Integ Sys & Sol)


			LMISS





			Metters Industries, Inc.


			METTERS





			Northrop Grumman IT, Inc.


			NGIT





			OST - Optimal Solutions & Technologies, Inc.


			OPTIMAL





			Perot Systems Government Solutions, Inc.


			PEROT





			QSS Group, Inc.


			QSS





			Raytheon Company


			RAYTHEON





			SAIC-Science Applications International Corp.


			SAIC





			Visionary Integration Professionals LLC


			VISIONARY












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_REPRESENTATIVE_WPs/COMPANYCODE_DCM/COMPANYCODE_TechRes_DCM.xls

Labor Cat LOE INSTRUCTIONS


			


			WBS ID			Work Package Item Description			Item Code			Labor Category			LOE (hrs)			Offeror Added


			4.5			TSA SDLC			PKG


			4.5.1			Concept Development			G


			4.5.1.1			Software Solution Concept Papers			D


			4.5.1.1.1			Mission Needs Statement Document			WP


												Technical Writer/Editor			40


												Business Case Specialist			160


												Applications Engineer (Senior)			160


						[Offeror's Proposed Work Product on Gov't-specified Deliverable]			WP									x


												[Proposed Labor Category A]


												[Proposed Labor Category B]


			4.5.1.2			Enterprise Architecture Alignment Summary Document			D


			4.5.1.2.1			Security Risk Assessment Document			WP


												IT Security Specialist			240


												Technical Writer/Editor			60


			4.5.1.2.2			Alternatives Analyses Document			WP


												Applications Engineer (Senior)			320


												Technical Writer/Editor			60


			4.5.1.x			[Offeror's Proposed Deliverable X]			D									x


			4.5.1.x.1			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category C]			X


												[Proposed Labor Category D]			Y


			4.5.1.x.2			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category E]			M


												[Proposed Labor Category F]			N





Insert a spreadsheet row directly below the Work Product item to which the labor category and LOE are associated.  

Do not associate labor categories and LOEs with Work Packages (PKG), Groups (G), or Deliverables (D).


Insert additional vendor-proposed Deliverables at the appropriate place in the hierarchy.

Inserted Deliverables MUST be decomposed into Work Products (WP), and labor categories and LOEs added to the Work Products accordingly.


Notional Vendor-inserted Data in Red





DCM


			REF ID			Description			Type			Labor Category			LOE (hrs)			Vendor Added


			13.1			Data Center Migration			PKG


			13.1.1			Phase I Project Initiation			G


			13.1.1.1			Charter			D


			13.1.1.1.1			Charter Project Objective Document			WP


			13.1.1.2			High Level Migration Plan			D


			13.1.1.2.1			Staffing Model Document			WP


			13.1.1.2.2			Resources Plan			WP


			13.1.2			Planning			G


			13.1.2.1			Project Plan			D


			13.1.2.1.1			Solution Definition Document			WP


			13.1.2.1.2			Core Team Identification Document			WP


			13.1.2.1.3			Scope Plan			WP


			13.1.2.1.4			Work Breakdown Structure			WP


			13.1.2.1.5			Duration Estimate			WP


			13.1.2.1.6			Resource Matrix			WP


			13.1.2.1.7			Risk Management Plan			WP


			13.1.2.1.8			Change Control Plan			WP


			13.1.2.1.9			Communications Plan			WP


			13.1.2.1.10			Stakeholder Management Plan			WP


			13.1.2.1.11			Project Schedule (MS Project)			WP


			13.1.2.3			Core Team Project Document			D


			13.1.2.3.1			Personnel Suitability Requirement Document			WP


			13.1.2.3.2			Kickoff Meeting Presentation			WP


			13.1.2.4			Work Group Charters Document			D


			13.1.1.4.1			CIO/Project Sponsor Kickoff Presentation			WP


			13.1.1.4.2			IT Security Kickoff Presentation			WP


			13.1.1.4.3			System Owner Kick Off Presentation			WP


			13.1.1.4.4			IT Engineering Kick Off Presentation			WP


			13.1.1.4.5			Solution Integration Group kick Off Presentation			WP


			13.1.2.5			Discovery Plan			D


			13.1.2.5.1			Assets, Artifacts and Dependencies Document			WP


			13.1.2.6			Business Impact Analysis Document			D


			13.1.2.6.1			IT Contingency Plans			WP


			13.1.3			Phase II Migration Planning			G


			13.1.3.1			Performance Goals and Performance Measures Document			D


			13.1.3.1.1			Inter-Agency Agreements Document			WP


			13.1.3.1.2			Feasibility Analysis Report			WP


			13.1.3.1.3			Cost Benefit Analysis Report			WP


			13.1.3.1.4			System Level Inventory Matrix			WP


			13.1.3.1.5			Functional Requirement Document			WP


			13.1.3.1.6			Data Center Baseline Gap Analysis Document			WP


			13.1.3.2			Transition Strategy Plan			D


			13.1.3.2.1			Relocation Strategy Document			WP


			13.1.3.2.2			SAN/Storage Strategy Plan			WP


			13.1.3.2.3			Server Strategy			WP


			13.1.3.2.4			Backup Strategy			WP


			13.1.3.2.5			Facility Requirement Plan			WP


			13.1.3.2.6			Enterprise Infrastructure Services Plan			WP


			131.3.2.7			System Support Strategy			WP


			13.1.3.2.8			Resource Plan			WP


			13.1.3.2.9			Consolidation Plan			WP


			13.1.3.2.10			Relocation Strategy Plan			WP


			13.1.4			Phase III Migration Scheduling			G


			13.1.4.1			System Security Plan			D


			13.1.4.1.1			System Security Requirements Document			WP


			13.1.4.1.2			Security Test Plan			WP


			13.1.4.1.3			C and A Plan			WP


			13.1.4.1.4			Security Certification Plan (NIST -37)			WP


			13.1.4.1.5			System Vulnerability Implementation Document			WP


			13.1.4.1.6			Security Requirement Traceability Document			WP


			13.1.4.1.7			Security Control Plan (NIST 800-53)			WP


			13.1.4.2			Processes and Tools Document			D


			13.1.4.2.1			Change Management Plan			WP


			13.1.4.2.2			Configuration Management Plan			WP


			13.1.4.3			Risk Management Review Document			D


			13.1.4.3.1			Risk Management Result Assessment			WP


			13.1.4.3.2			Operations and Maintenance Risk Management Recommendations Document			WP


			13.1.4.3.3			System Design Components Document (w/graphical representations)			WP


			13.1.4.3.4			Hardware Sizing and Selection Document ("Buy List")			WP


			13.1.4.3.5			System Load Analysis Report			WP


			13.1.4.3..6			Requirements Traceability Matrix			WP


			13.1.4.4			System Development Plan			D


			13.1.4.4.1			System Outage Matrix			WP


			13.1.4.4.2			Operations Transition Plan			WP


			13.1.4.4.3			Asset Transition Plan			WP


			13.1.4.4.4			Solutions Creation Document			WP


			13.1.4.4.5			Elaborated Work Breakdown Structure			WP


			13.1.4.4.6			Implementation Approach Document			WP


			13.1.4.4.7			Test Plan			WP


			13.1.4.4.8			Migration Roadmap Document			WP


			13.1.4.5			Risk Management Review Document			D


			13.1.4.5.1			Risk Management Result Assessment			WP


			13.1.4.5.2			Operations and Maintenance Risk Management Recommendations Document			WP


			13.1.5			Phase IV Migration Execution			G


			13.1.5.1			Engagement Pilot /Deployment Plan			D


			13.1.5.1.1			Final Readiness Review Document			WP


			13.1.5.1.2			System Support Realignment Document			WP


			13.1.5.1.3			Logistical Execution Plan			WP


			13.1.5.1.4			Data Migration Planning			WP


			13.1.5.1.5			Legacy Systems Configuration Document			WP


			13.1.5.1.6			New Systems Integration Plan  (After Transition Execution, Migration Execution, Engagement Execution)			WP


			13.1.5.1.7			Testing Plan (Connectivity)			WP


			13.1.5.2			Implementation Plan			D


			13.1.5.2.1			System Requirements Acquisition Plan			WP


			13.1.5.2.2			Implementation Work Plan (MS Project)			WP


			13.1.5.3			Deployment Document			D


			13.1.5.3.1			Operations and Maintenance Transition Plan			WP


			13.1.5.3.2			User and Administrator Guide			WP


			13.1.5.3.3			Performance Monitoring Guide			WP


			13.1.5.3.4			Software Customization, Patch, and Script Documentation			WP


			13.1.5.3.5			Warranty Document			WP


			13.2.5.4			Deployment Report			D


			13.2.4.4.1			ITIL Process Update Document			WP


			13.2.4.4.2			Enterprise Architecture Update Document			WP








Instructions for ODC Items


			


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use


			Example: 
Software Tool 3.7			Example: 
Software Tool 3.7 is a developer-oriented collaboration tool			Example:
4.5.4.1
4.5.6.1			Example:
Software Tool 3.7 will be used to support TSA development process, enabling greater productivity by speeding creation of routine SDLC deliverables by allowing Government and Contractor developers to collaborate…








Work Pkg ODC Items


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_REPRESENTATIVE_WPs/COMPANYCODE_DCM/COMPANYCODE_WPTRD_DCM.doc

REPLACE THIS FILE WITH OFFEROR’S WORK PACKAGE TECHNICAL RESPONSE DOCUMENT (WPTRD). SEE “INSTRUCTIONS TO OFFERORS” SECTION OF THE RFP FOR CONTENT REQUIREMENTS.



USE THE FOLLOWING FILE NAMING CONVENTION:



COMPANYCODE_WPTRD_WORKPACKAGECODE.doc



			EAGLE Functional Category 4 Awardee


			Company Code





			3H Technologies LLC



			3HTECH





			Accenture LLP


			ACCENTURE





			Access Systems, Inc


			ACCESS





			BAE Systems IT Solutions, LLC


			BAE





			Booz Allen Hamilton


			BAH





			CSC - Computer Sciences Corporation


			CSC





			Digital Solutions, Inc.


			DIGITAL





			EDS - Electronic Data Systems Corp


			EDS





			EES - Energy Enterprise Solutions


			EES





			General Dynamics One Source, LLC


			GDOS





			IBM - International Business Machines Corp.


			IBM





			Lockheed Martin (Integ Sys & Sol)


			LMISS





			Metters Industries, Inc.


			METTERS





			Northrop Grumman IT, Inc.


			NGIT





			OST - Optimal Solutions & Technologies, Inc.


			OPTIMAL





			Perot Systems Government Solutions, Inc.


			PEROT





			QSS Group, Inc.


			QSS





			Raytheon Company


			RAYTHEON





			SAIC-Science Applications International Corp.


			SAIC





			Visionary Integration Professionals LLC


			VISIONARY












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_REPRESENTATIVE_WPs/COMPANYCODE_NONPRODDESIGN/COMPANYCODE_TechRes_NONPRODDESIGN.xls

Labor Cat LOE INSTRUCTIONS


			


			WBS ID			Work Package Item Description			Item Code			Labor Category			LOE (hrs)			Offeror Added


			4.5			TSA SDLC			PKG


			4.5.1			Concept Development			G


			4.5.1.1			Software Solution Concept Papers			D


			4.5.1.1.1			Mission Needs Statement Document			WP


												Technical Writer/Editor			40


												Business Case Specialist			160


												Applications Engineer (Senior)			160


						[Offeror's Proposed Work Product on Gov't-specified Deliverable]			WP									x


												[Proposed Labor Category A]


												[Proposed Labor Category B]


			4.5.1.2			Enterprise Architecture Alignment Summary Document			D


			4.5.1.2.1			Security Risk Assessment Document			WP


												IT Security Specialist			240


												Technical Writer/Editor			60


			4.5.1.2.2			Alternatives Analyses Document			WP


												Applications Engineer (Senior)			320


												Technical Writer/Editor			60


			4.5.1.x			[Offeror's Proposed Deliverable X]			D									x


			4.5.1.x.1			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category C]			X


												[Proposed Labor Category D]			Y


			4.5.1.x.2			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category E]			M


												[Proposed Labor Category F]			N





Insert a spreadsheet row directly below the Work Product item to which the labor category and LOE are associated.  

Do not associate labor categories and LOEs with Work Packages (PKG), Groups (G), or Deliverables (D).


Insert additional vendor-proposed Deliverables at the appropriate place in the hierarchy.

Inserted Deliverables MUST be decomposed into Work Products (WP), and labor categories and LOEs added to the Work Products accordingly.


Notional Vendor-inserted Data in Red





NONPRODDESIGN


			REF ID			Description			Type			Labor Category			LOE (hrs)			Vendor Added


			11			Design and Implementation of Development, Test, Integration, and Non-Production Environments			PKG


			11.1			Planning			G


			11.1.1			Project Management Plan			D


			11.1.1.1			Scope Management Plan (Definition, Control, etc.)			WP


			11.1.1.2			Project Work breakdown structure			WP


			11.1.1.3			Risk Management Plan			WP


			11.1.1.4			Change Control Plan			WP


			11.1.1.5			Communications Plan			WP


			11.1.1.6			Stakeholder Management Plan			WP


			11.1.1.7			Project Schedule (MS Project)			WP


			11.1.1.8			Status Report			WP


			11.1.1.9			Performance Management Plan (SLAs, etc.)			WP


			11.2			Concept Definition			G


			11.2.1			Concept Document			D


			11.2.1.1			Feasibility Analysis Report			WP


			11.2.1.2			Make or Buy Decision Paper			WP


			11.2.1.3			Budget Analysis Report			WP


			11.2.1.4			Impact Analysis Document			WP


			11.3			Requirements Analysis			G


			11.3.1			Requirements Definition and Analysis Document			D


			11.3.1.1			Mission Needs Statement			WP


			11.3.1.2			Alternative Design Analysis Document			WP


			11.3.1.3			Functional Requirements Document			WP


			11.4			System Design and Development			G


			11.4.1			System Design Document			D


			11.4.1.1			Current State ("As-is") Document			WP


			11.4.1.2			System Configuration Alternatives Report			WP


			11.4.1.3			System Design Components Document (w/graphical representations)			WP


			11.4.1.4			Hardware Sizing and Selection Document ("Buy List")			WP


			11.4.1.5			System Load Analysis Report			WP


			11.4.1.6			Requirements Traceability Matrix			WP


			11.4.2			System Development Plan			D


			11.4.2.1			Solutions Creation Document			WP


			11.4.2.2			Elaborated Work Breakdown Structure			WP


			11.4.2.3			Implementation Approach Document			WP


			11.4.2.4			Test Plan			WP


			11.4.3			System Security Plan			D


			11.4.3.1			System Security Requirements Document			WP


			11.4.3.2			C&A Plan			WP


			11.4.3.3			Security Certification Plan (NIST -37)			WP


			11.4.3.4			System Vulnerability Implementation Document			WP


			11.4.3.5			Security Requirement Traceability Document			WP


			11.4.3.6			Security Control Plan (NIST 800-53)			WP


			11.4.4			Risk Management Review Document			D


			11.4.4.1			Risk Management Result Assessment			WP


			11.4.4.2			Operations & Maintenance Risk Management Recommendations Document			WP


			11.5			Integration			G


			11.5.1			Integration Plan			D


			11.5.1.1			Legacy Systems Configuration Document			WP


			11.5.1.2			New Systems Integration Plan			WP


			11.5.1.3			Testing Plan (Connectivity)			WP


			11.5.1.4			Security Test Plan			WP


			11.6			Implementation			G


			11.6.1			Implementation Plan			D


			11.6.1.1			System Requirements Acquisition Plan (What is required and $)			WP


			11.6.1.2			Resource Requirements Document (What skills are required to implement the new system?)			WP


			11.6.1.3			Implementation Work Plan (MS Project)			WP


			11.7			Deployment			G


			11.7.1			Operations & Maintenance Transition Plan			D


			11.7.1.1			User and Administrator Guide			WP


			11.7.1.2			Performance Monitoring Guide			WP


			11.7.1.3			Software Customization, Patch, and Script Documentation			WP


			11.7.1.4			Warranty Document			WP


			11.7.2			Deployment Report			D


			11.7.2.1			ITIL Process Update Document			WP


			11.7.2.2			Enterprise Architecture Update Document			WP








Instructions for ODC Items


			


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use


			Example: 
Software Tool 3.7			Example: 
Software Tool 3.7 is a developer-oriented collaboration tool			Example:
4.5.4.1
4.5.6.1			Example:
Software Tool 3.7 will be used to support TSA development process, enabling greater productivity by speeding creation of routine SDLC deliverables by allowing Government and Contractor developers to collaborate…








Work Pkg ODC Items


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_REPRESENTATIVE_WPs/COMPANYCODE_NONPRODDESIGN/COMPANYCODE_WPTRD_NONPRODDESIGN.doc

REPLACE THIS FILE WITH OFFEROR’S WORK PACKAGE TECHNICAL RESPONSE DOCUMENT (WPTRD). SEE “INSTRUCTIONS TO OFFERORS” SECTION OF THE RFP FOR CONTENT REQUIREMENTS.



USE THE FOLLOWING FILE NAMING CONVENTION:



COMPANYCODE_WPTRD_WORKPACKAGECODE.doc



			EAGLE Functional Category 4 Awardee


			Company Code





			3H Technologies LLC



			3HTECH





			Accenture LLP


			ACCENTURE





			Access Systems, Inc


			ACCESS





			BAE Systems IT Solutions, LLC


			BAE





			Booz Allen Hamilton


			BAH





			CSC - Computer Sciences Corporation


			CSC





			Digital Solutions, Inc.


			DIGITAL





			EDS - Electronic Data Systems Corp


			EDS





			EES - Energy Enterprise Solutions


			EES





			General Dynamics One Source, LLC


			GDOS





			IBM - International Business Machines Corp.


			IBM





			Lockheed Martin (Integ Sys & Sol)


			LMISS





			Metters Industries, Inc.


			METTERS





			Northrop Grumman IT, Inc.


			NGIT





			OST - Optimal Solutions & Technologies, Inc.


			OPTIMAL





			Perot Systems Government Solutions, Inc.


			PEROT





			QSS Group, Inc.


			QSS





			Raytheon Company


			RAYTHEON





			SAIC-Science Applications International Corp.


			SAIC





			Visionary Integration Professionals LLC


			VISIONARY












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_REPRESENTATIVE_WPs/COMPANYCODE_NONPRODSPT/COMPANYCODE_TechRes_NONPRODSPT.xls

Labor Cat LOE INSTRUCTIONS


			


			WBS ID			Work Package Item Description			Item Code			Labor Category			LOE (hrs)			Offeror Added


			4.5			TSA SDLC			PKG


			4.5.1			Concept Development			G


			4.5.1.1			Software Solution Concept Papers			D


			4.5.1.1.1			Mission Needs Statement Document			WP


												Technical Writer/Editor			40


												Business Case Specialist			160


												Applications Engineer (Senior)			160


						[Offeror's Proposed Work Product on Gov't-specified Deliverable]			WP									x


												[Proposed Labor Category A]


												[Proposed Labor Category B]


			4.5.1.2			Enterprise Architecture Alignment Summary Document			D


			4.5.1.2.1			Security Risk Assessment Document			WP


												IT Security Specialist			240


												Technical Writer/Editor			60


			4.5.1.2.2			Alternatives Analyses Document			WP


												Applications Engineer (Senior)			320


												Technical Writer/Editor			60


			4.5.1.x			[Offeror's Proposed Deliverable X]			D									x


			4.5.1.x.1			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category C]			X


												[Proposed Labor Category D]			Y


			4.5.1.x.2			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category E]			M


												[Proposed Labor Category F]			N





Insert a spreadsheet row directly below the Work Product item to which the labor category and LOE are associated.  

Do not associate labor categories and LOEs with Work Packages (PKG), Groups (G), or Deliverables (D).


Insert additional vendor-proposed Deliverables at the appropriate place in the hierarchy.

Inserted Deliverables MUST be decomposed into Work Products (WP), and labor categories and LOEs added to the Work Products accordingly.


Notional Vendor-inserted Data in Red





NONPRODSPT


			REF ID			Description			Type			Labor Category			LOE (hrs)			Vendor Added


			12			Development, Test, Integration, and Non-Production Environments Support			PKG


			12.1			Planning			G


			12.1.1			Project Management Plan			D


			12.1.1.1			Scope Management Plan (Definition, Control, etc.)			WP


			12.1.1.2			Project Work Breakdown Structure			WP


			12.1.1.3			Risk Management Plan			WP


			12.1.1.4			Change Control Plan			WP


			12.1.1.5			Communications Plan			WP


			12.1.1.6			Stakeholder Management Plan (SLAs, etc..)			WP


			12.1.1.7			Project Schedule (MS Project)			WP


			12.1.1.8			Status Report			WP


			12.1.1.9			Performance Management Plan (SLAs, etc..)			WP


			12.1.1.10			Development Infrastructure Command and Control Report			WP


			12.1.1.11			Network Performance Plan			WP


			12.1.1.12			Network Performance Report			WP


			12.1.2			Patch Management Plan			D


			12.1.2.1			Monthly Patch Summary Report			WP


			12.1.2.2			Monthly Patch Implementation Report			WP


			12.1.3			Development Environments Infrastructure Support Plan			D


			12.1.3.1			Development Environment Assessment Document			WP


			12.1.3.2			Capacity Improvement Plan			WP


			12.1.3.3			Performance Improvement Plan			WP


			12.1.3.4			Develop Product/Service Acceptance Plan			WP


			12.1.3.5			Help Desk SLA Design Document			WP


			12.1.3.6			SLA Design Document			WP


			12.2			Support			G


			12.2.1			Command and Control Report			D


			12.2.1.1			Periodic  Management Report			WP


			12.2.1.2			System Utilization Report (Network, Servers, Email, Databases, Firewalls, Memory, Latency, etc.)			WP


			12.2.2			Events Report			D


			12.2.2.1			Special Events Report			WP


			12.2.2.2			Daily Back-up Report			WP


			12.2.3			Command and Control Trending Report			D


			12.2.3.1			Outage Trend Report			WP


			12.2.3.2			Bandwidth Trend Report			WP


			12.2.3.3			Latency Trend Report			WP


			12.2.4			Command and Control Event Management Report			D


			12.2.4.1			Daily Service Status Briefing			WP


			12.2.4.2			Daily Service Status Report			WP


			12.2.5			Computer Security Incident Response Report			D


			12.2.5.1			Security Event Management Report			WP


			12.2.5.2			Security Event Activity Logs			WP


			12.2.5.3			Security Incident Management Report			WP


			12.2.6			Security Report			D


			12.2.6.1			Individual Incident Reports			WP


			12.2.6.2			Monthly SLA Report			WP


			12.2.6.3			Post-Release Application Development Infrastructure Security Report			WP


			12.2.7			Enterprise O/M - Performance Management			D


			12.2.7.1			Service Management Audit Report			WP


			12.2.7.2			Perform Root Analysis Report			WP


			12.2.7.3			Performance Improvement Analysis Report			WP


			12.2.7.4			SLA Monthly Data Report			WP


			12.2.8			Application Development/Test Infrastructure Help Desk Support			D


			12.2.8.1			Trouble Ticket Response Document			WP


			12.2.8.2			Trouble Ticket Tracking Report			WP


			12.2.8.3			Trouble Ticket Analysis Report			WP


			12.2.8.4			Trouble Ticket Resolution Report			WP








Instructions for ODC Items


			


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use


			Example: 
Software Tool 3.7			Example: 
Software Tool 3.7 is a developer-oriented collaboration tool			Example:
4.5.4.1
4.5.6.1			Example:
Software Tool 3.7 will be used to support TSA development process, enabling greater productivity by speeding creation of routine SDLC deliverables by allowing Government and Contractor developers to collaborate…








Work Pkg ODC Items


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_REPRESENTATIVE_WPs/COMPANYCODE_NONPRODSPT/COMPANYCODE_WPTRD_NONPRODSPT.doc

REPLACE THIS FILE WITH OFFEROR’S WORK PACKAGE TECHNICAL RESPONSE DOCUMENT (WPTRD). SEE “INSTRUCTIONS TO OFFERORS” SECTION OF THE RFP FOR CONTENT REQUIREMENTS.



USE THE FOLLOWING FILE NAMING CONVENTION:



COMPANYCODE_WPTRD_WORKPACKAGECODE.doc



			EAGLE Functional Category 4 Awardee


			Company Code





			3H Technologies LLC



			3HTECH





			Accenture LLP


			ACCENTURE





			Access Systems, Inc


			ACCESS





			BAE Systems IT Solutions, LLC


			BAE





			Booz Allen Hamilton


			BAH





			CSC - Computer Sciences Corporation


			CSC





			Digital Solutions, Inc.


			DIGITAL





			EDS - Electronic Data Systems Corp


			EDS





			EES - Energy Enterprise Solutions


			EES





			General Dynamics One Source, LLC


			GDOS





			IBM - International Business Machines Corp.


			IBM





			Lockheed Martin (Integ Sys & Sol)


			LMISS





			Metters Industries, Inc.


			METTERS





			Northrop Grumman IT, Inc.


			NGIT





			OST - Optimal Solutions & Technologies, Inc.


			OPTIMAL





			Perot Systems Government Solutions, Inc.


			PEROT





			QSS Group, Inc.


			QSS





			Raytheon Company


			RAYTHEON





			SAIC-Science Applications International Corp.


			SAIC





			Visionary Integration Professionals LLC


			VISIONARY












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_REPRESENTATIVE_WPs/COMPANYCODE_ORGCONSULT/COMPANYCODE_TechRes_ORGCONSULT.xls

Labor Cat LOE INSTRUCTIONS


			


			WBS ID			Work Package Item Description			Item Code			Labor Category			LOE (hrs)			Offeror Added


			4.5			TSA SDLC			PKG


			4.5.1			Concept Development			G


			4.5.1.1			Software Solution Concept Papers			D


			4.5.1.1.1			Mission Needs Statement Document			WP


												Technical Writer/Editor			40


												Business Case Specialist			160


												Applications Engineer (Senior)			160


						[Offeror's Proposed Work Product on Gov't-specified Deliverable]			WP									x


												[Proposed Labor Category A]


												[Proposed Labor Category B]


			4.5.1.2			Enterprise Architecture Alignment Summary Document			D


			4.5.1.2.1			Security Risk Assessment Document			WP


												IT Security Specialist			240


												Technical Writer/Editor			60


			4.5.1.2.2			Alternatives Analyses Document			WP


												Applications Engineer (Senior)			320


												Technical Writer/Editor			60


			4.5.1.x			[Offeror's Proposed Deliverable X]			D									x


			4.5.1.x.1			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category C]			X


												[Proposed Labor Category D]			Y


			4.5.1.x.2			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category E]			M


												[Proposed Labor Category F]			N





Insert a spreadsheet row directly below the Work Product item to which the labor category and LOE are associated.  

Do not associate labor categories and LOEs with Work Packages (PKG), Groups (G), or Deliverables (D).


Insert additional vendor-proposed Deliverables at the appropriate place in the hierarchy.

Inserted Deliverables MUST be decomposed into Work Products (WP), and labor categories and LOEs added to the Work Products accordingly.


Notional Vendor-inserted Data in Red





ORGCONSULT


			REF ID			Description			Type			Labor Category			LOE (hrs)			Vendor Added


			10			Organizational Consulting			PKG


			10.1			Project Planning			G


			10.1.1			Project Management Plan			D


			10.1.1.1			Scope Management Plan (Definition, Control, etc.)			WP


			10.1.1.2			Project Work Breakdown Structure			WP


			10.1.1.3			Risk Management Plan			WP


			10.1.1.4			Change Control Plan			WP


			10.1.1.5			Communications Plan			WP


			10.1.1.6			Stakeholder Management Plan			WP


			10.1.1.7			Project Schedule (MS Project)			WP


			10.1.1.8			Status Report			WP


			10.1.1.9			Performance Management Plan (SLAs, etc.)			WP


			10.1.2			Methodology Support			G


			10.1.2.1			Methodology Definition Document			D


			10.1.2.1.1			Release Management Approach Document			WP


			10.1.2.1.2			Enterprise Testing Plan			WP


			10.1.2.2			Process Definition Document			D


			10.1.2.2.1			Software Process Improvement Plan			WP


			10.1.2.3			Maturity Assessment Plan			D


			10.1.2.3.1			Development Capability Assessment Document			WP


			10.1.2.4			Organization Analysis Plan			D


			10.1.2.4.1			Organization Structure Analysis Document			WP


			10.1.2.4.2			Human Resource Analysis Plan			WP


			10.1.2.5			Control System Analysis Plan			D


			10.1.2.5.1			Financial Control Analysis Approach Document			WP


			10.1.2.5.2			Earned Value Management Plan			WP


			10.1.2.5.3			Program Management Analysis Document			WP








Instructions for ODC Items


			


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use


			Example: 
Software Tool 3.7			Example: 
Software Tool 3.7 is a developer-oriented collaboration tool			Example:
4.5.4.1
4.5.6.1			Example:
Software Tool 3.7 will be used to support TSA development process, enabling greater productivity by speeding creation of routine SDLC deliverables by allowing Government and Contractor developers to collaborate…








Work Pkg ODC Items


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_REPRESENTATIVE_WPs/COMPANYCODE_ORGCONSULT/COMPANYCODE_WPTRD_ORGCONSULT.doc

REPLACE THIS FILE WITH OFFEROR’S WORK PACKAGE TECHNICAL RESPONSE DOCUMENT (WPTRD). SEE “INSTRUCTIONS TO OFFERORS” SECTION OF THE RFP FOR CONTENT REQUIREMENTS.



USE THE FOLLOWING FILE NAMING CONVENTION:



COMPANYCODE_WPTRD_WORKPACKAGECODE.doc



			EAGLE Functional Category 4 Awardee


			Company Code





			3H Technologies LLC



			3HTECH





			Accenture LLP


			ACCENTURE





			Access Systems, Inc


			ACCESS





			BAE Systems IT Solutions, LLC


			BAE





			Booz Allen Hamilton


			BAH





			CSC - Computer Sciences Corporation


			CSC





			Digital Solutions, Inc.


			DIGITAL





			EDS - Electronic Data Systems Corp


			EDS





			EES - Energy Enterprise Solutions


			EES





			General Dynamics One Source, LLC


			GDOS





			IBM - International Business Machines Corp.


			IBM





			Lockheed Martin (Integ Sys & Sol)


			LMISS





			Metters Industries, Inc.


			METTERS





			Northrop Grumman IT, Inc.


			NGIT





			OST - Optimal Solutions & Technologies, Inc.


			OPTIMAL





			Perot Systems Government Solutions, Inc.


			PEROT





			QSS Group, Inc.


			QSS





			Raytheon Company


			RAYTHEON





			SAIC-Science Applications International Corp.


			SAIC





			Visionary Integration Professionals LLC


			VISIONARY












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_REPRESENTATIVE_WPs/COMPANYCODE_PASM-SLIC-1-2/COMPANYCODE_TechRes_PASM-SLIC-1-2.xls

Labor Cat LOE INSTRUCTIONS


			


			WBS ID			Work Package Item Description			Item Code			Labor Category			LOE (hrs)			Offeror Added


			4.5			TSA SDLC			PKG


			4.5.1			Concept Development			G


			4.5.1.1			Software Solution Concept Papers			D


			4.5.1.1.1			Mission Needs Statement Document			WP


												Technical Writer/Editor			40


												Business Case Specialist			160


												Applications Engineer (Senior)			160


						[Offeror's Proposed Work Product on Gov't-specified Deliverable]			WP									x


												[Proposed Labor Category A]


												[Proposed Labor Category B]


			4.5.1.2			Enterprise Architecture Alignment Summary Document			D


			4.5.1.2.1			Security Risk Assessment Document			WP


												IT Security Specialist			240


												Technical Writer/Editor			60


			4.5.1.2.2			Alternatives Analyses Document			WP


												Applications Engineer (Senior)			320


												Technical Writer/Editor			60


			4.5.1.x			[Offeror's Proposed Deliverable X]			D									x


			4.5.1.x.1			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category C]			X


												[Proposed Labor Category D]			Y


			4.5.1.x.2			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category E]			M


												[Proposed Labor Category F]			N





Insert a spreadsheet row directly below the Work Product item to which the labor category and LOE are associated.  

Do not associate labor categories and LOEs with Work Packages (PKG), Groups (G), or Deliverables (D).


Insert additional vendor-proposed Deliverables at the appropriate place in the hierarchy.

Inserted Deliverables MUST be decomposed into Work Products (WP), and labor categories and LOEs added to the Work Products accordingly.


Notional Vendor-inserted Data in Red





PASM-SLIC-1-2


			REF ID			Description			Type			Labor Category			LOE (hrs)			Vendor Added


			3			Process Analysis and Service Modeling (SLiC 1/2)			PKG


			3.1			Mission Process Modeling and Analysis			G


			3.1.1			Project Management Plan			D


			3.1.1.1			Scope Management Plan (Definition, Control, etc.)			WP


			3.1.1.1			Project Work Breakdown Structure			WP


			3.1.1.2			Risk Management Plan			WP


			3.1.1.3			Change Plan			WP


			3.1.1.4			Communications Plan			WP


			3.1.1.5			Stakeholder Management Plan			WP


			3.1.1.6			Project Schedule (MS Project)			WP


			3.1.1.7			Status Report			WP


			3.1.1.8			Performance Management PLAN (SLAs, etc..)			WP


			3.1.2			Process Maps Document			D


			3.1.2.1			Create "As-Is" Process map			WP


			3.1.2.2			Create proposed "To-Be scenarios			WP


			3.1.2.3			Data Flow Diagram Models			WP


			3.1.2.4			Stakeholder Processes			WP


			3.1.3			Problem Analysis and Scenarios Document			D


			3.1.3.1			Information Sharing Problem Report			WP


			3.1.3.2			Problem Analysis of gap current (before) and Proposed (after) Solutions Report			WP


			3.1.3.3			Key Mission Area Information Sharing Problem Report			WP


			3.1.3.4			Create Proposed "To-Be" Scenarios			WP


			3.1.4			Solution Recommendations			D


			3.1.4.1			Recommendation Reports a specific solution or set of solutions			WP


			3.2			Service Modeling			G


			3.2.1			Specification Documentation			D


			3.2.1.1			Service Functionality and Implementation Document			WP


			3.2.2			Orchestration Specification Document			D


			3.2.2.1			Orchestration Design Rules Document			WP








Instructions for ODC Items


			


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use


			Example: 
Software Tool 3.7			Example: 
Software Tool 3.7 is a developer-oriented collaboration tool			Example:
4.5.4.1
4.5.6.1			Example:
Software Tool 3.7 will be used to support TSA development process, enabling greater productivity by speeding creation of routine SDLC deliverables by allowing Government and Contractor developers to collaborate…








Work Pkg ODC Items


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_REPRESENTATIVE_WPs/COMPANYCODE_PASM-SLIC-1-2/COMPANYCODE_WPTRD_PASM-SLIC-1-2.doc

REPLACE THIS FILE WITH OFFEROR’S WORK PACKAGE TECHNICAL RESPONSE DOCUMENT (WPTRD). SEE “INSTRUCTIONS TO OFFERORS” SECTION OF THE RFP FOR CONTENT REQUIREMENTS.



USE THE FOLLOWING FILE NAMING CONVENTION:



COMPANYCODE_WPTRD_WORKPACKAGECODE.doc



			EAGLE Functional Category 4 Awardee


			Company Code





			3H Technologies LLC



			3HTECH





			Accenture LLP


			ACCENTURE





			Access Systems, Inc


			ACCESS





			BAE Systems IT Solutions, LLC


			BAE





			Booz Allen Hamilton


			BAH





			CSC - Computer Sciences Corporation


			CSC





			Digital Solutions, Inc.


			DIGITAL





			EDS - Electronic Data Systems Corp


			EDS





			EES - Energy Enterprise Solutions


			EES





			General Dynamics One Source, LLC


			GDOS





			IBM - International Business Machines Corp.


			IBM





			Lockheed Martin (Integ Sys & Sol)


			LMISS





			Metters Industries, Inc.


			METTERS





			Northrop Grumman IT, Inc.


			NGIT





			OST - Optimal Solutions & Technologies, Inc.


			OPTIMAL





			Perot Systems Government Solutions, Inc.


			PEROT





			QSS Group, Inc.


			QSS





			Raytheon Company


			RAYTHEON





			SAIC-Science Applications International Corp.


			SAIC





			Visionary Integration Professionals LLC


			VISIONARY












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_REPRESENTATIVE_WPs/COMPANYCODE_RAD/COMPANYCODE_TechRes_RAD.xls

Labor Cat LOE INSTRUCTIONS


			


			WBS ID			Work Package Item Description			Item Code			Labor Category			LOE (hrs)			Offeror Added


			4.5			TSA SDLC			PKG


			4.5.1			Concept Development			G


			4.5.1.1			Software Solution Concept Papers			D


			4.5.1.1.1			Mission Needs Statement Document			WP


												Technical Writer/Editor			40


												Business Case Specialist			160


												Applications Engineer (Senior)			160


						[Offeror's Proposed Work Product on Gov't-specified Deliverable]			WP									x


												[Proposed Labor Category A]


												[Proposed Labor Category B]


			4.5.1.2			Enterprise Architecture Alignment Summary Document			D


			4.5.1.2.1			Security Risk Assessment Document			WP


												IT Security Specialist			240


												Technical Writer/Editor			60


			4.5.1.2.2			Alternatives Analyses Document			WP


												Applications Engineer (Senior)			320


												Technical Writer/Editor			60


			4.5.1.x			[Offeror's Proposed Deliverable X]			D									x


			4.5.1.x.1			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category C]			X


												[Proposed Labor Category D]			Y


			4.5.1.x.2			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category E]			M


												[Proposed Labor Category F]			N





Insert a spreadsheet row directly below the Work Product item to which the labor category and LOE are associated.  

Do not associate labor categories and LOEs with Work Packages (PKG), Groups (G), or Deliverables (D).


Insert additional vendor-proposed Deliverables at the appropriate place in the hierarchy.

Inserted Deliverables MUST be decomposed into Work Products (WP), and labor categories and LOEs added to the Work Products accordingly.


Notional Vendor-inserted Data in Red





RAD


			REF ID			Description			Type			Labor Category			LOE (hrs)			Vendor Added


			2			Rapid Application Development Services			PKG


			2.1			Planning & Scoping			G


			2.1.1			High-level Requirements Document (HRD)			D


			2.1.1.1			Cost-benefit Analysis Matrix			WP


			2.1.1.2			RAD / Framework Decision Document			D


			2.1.1.2.1			Architecture Approval Document			WP


			2.1.1.3			Project Management  Plan			D


			2.1.1.3.1			Scope Management			WP


			2.1.1.3.2			Project Work Breakdown Structure			WP


			2.1.1.3.3			Risk Management Plan			WP


			2.1.1.3.4			Change Control Plan			WP


			2.1.1.3.5			Communication Plan			WP


			2.1.1.3.6			Stakeholder Management Plan			WP


			2.1.1.3.7			Project Schedule (MS Project)			WP


			2.1.1.3.8			Status Report			WP


			2.1.1.3.9			Performance Management Plan (SLAs, etc..)			WP


			2.2			Analysis, Design, Development			G


			2.2.3			RAD Iteration (can be multiple)			G


			2.2.3.1			RAD Definition Document			D


			2.2.3.1.1			Functional Requirements Document			WP


			2.2.3.1.2			Design Specification Document			WP


			2.2.3.1.3			SOA Service Engineering Validation Plan			WP


			2.2.3.1.4			Business/Mission Customer Feedback Document			WP


			2.2.2			Systems Requirements Document (SRD)			D


			2.2.2.1			System Requirements Review Document			WP


			2.2.2.2			Security Certification and Accreditation Validations Documentation			WP


			2.3			Code Development and Management			G


			2.3.1			Source Code Configuration Control Plan			D


			2.3.1.1			Code Construction Document			WP


			2.3.1.2			Code Review Document			WP


			2.3.2			Code (in Digital Format)			D


			2.3.2.1			Software/Product Code Documentation			WP


			2.3.2.2			Software TVV&E Assessment Sign-off Document			WP


			2.3.2.3			Software Acceptance/Sign-off Document			WP


			2.4			Integration & Test Services			G


			2.4.1			Test Plan			D


			2.4.1.1			Integration Test Plan			WP


			2.4.1.2			Integration Test Scripts			WP


			2.4.1.3			UAT Plan			WP


			2.4.1.4			UAT Test Scripts			WP


			2.4.2			Test Results Document			D


			2.4.2.1			Integration Test Execution Document			WP


			2.4.2.2			UAT execution Results Document			WP


			2.4.2.3			Business/Mission Customer Test Acceptance Document Customer Sign-off)			WP


			2.4.3			Implementation Plan			D


			2.4.3.1			Application Deployment Approach Document			WP


			2.4.3.2			End User Documentation			WP


			2.4.3.3			End User Training Plan			WP


			2.4.3.4			Post Go-Live Support Plan			WP


			2.4.4			Operations & Maintenance Support Plan			D


			2.4.4.1			Operations Run Book			WP


			2.4.4.2			Help Desk Support Scripts			WP








Instructions for ODC Items


			


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use


			Example: 
Software Tool 3.7			Example: 
Software Tool 3.7 is a developer-oriented collaboration tool			Example:
4.5.4.1
4.5.6.1			Example:
Software Tool 3.7 will be used to support TSA development process, enabling greater productivity by speeding creation of routine SDLC deliverables by allowing Government and Contractor developers to collaborate…








Work Pkg ODC Items


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_REPRESENTATIVE_WPs/COMPANYCODE_RAD/COMPANYCODE_WPTRD_RAD.doc

REPLACE THIS FILE WITH OFFEROR’S WORK PACKAGE TECHNICAL RESPONSE DOCUMENT (WPTRD). SEE “INSTRUCTIONS TO OFFERORS” SECTION OF THE RFP FOR CONTENT REQUIREMENTS.



USE THE FOLLOWING FILE NAMING CONVENTION:



COMPANYCODE_WPTRD_WORKPACKAGECODE.doc



			EAGLE Functional Category 4 Awardee


			Company Code





			3H Technologies LLC



			3HTECH





			Accenture LLP


			ACCENTURE





			Access Systems, Inc


			ACCESS





			BAE Systems IT Solutions, LLC


			BAE





			Booz Allen Hamilton


			BAH





			CSC - Computer Sciences Corporation


			CSC





			Digital Solutions, Inc.


			DIGITAL





			EDS - Electronic Data Systems Corp


			EDS





			EES - Energy Enterprise Solutions


			EES





			General Dynamics One Source, LLC


			GDOS





			IBM - International Business Machines Corp.


			IBM





			Lockheed Martin (Integ Sys & Sol)


			LMISS





			Metters Industries, Inc.


			METTERS





			Northrop Grumman IT, Inc.


			NGIT





			OST - Optimal Solutions & Technologies, Inc.


			OPTIMAL





			Perot Systems Government Solutions, Inc.


			PEROT





			QSS Group, Inc.


			QSS





			Raytheon Company


			RAYTHEON





			SAIC-Science Applications International Corp.


			SAIC





			Visionary Integration Professionals LLC


			VISIONARY












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_REPRESENTATIVE_WPs/COMPANYCODE_RLSDEVINFRA/COMPANYCODE_TechRes_RLSDEVINFRA.xls

Labor Cat LOE INSTRUCTIONS


			


			WBS ID			Work Package Item Description			Item Code			Labor Category			LOE (hrs)			Offeror Added


			4.5			TSA SDLC			PKG


			4.5.1			Concept Development			G


			4.5.1.1			Software Solution Concept Papers			D


			4.5.1.1.1			Mission Needs Statement Document			WP


												Technical Writer/Editor			40


												Business Case Specialist			160


												Applications Engineer (Senior)			160


						[Offeror's Proposed Work Product on Gov't-specified Deliverable]			WP									x


												[Proposed Labor Category A]


												[Proposed Labor Category B]


			4.5.1.2			Enterprise Architecture Alignment Summary Document			D


			4.5.1.2.1			Security Risk Assessment Document			WP


												IT Security Specialist			240


												Technical Writer/Editor			60


			4.5.1.2.2			Alternatives Analyses Document			WP


												Applications Engineer (Senior)			320


												Technical Writer/Editor			60


			4.5.1.x			[Offeror's Proposed Deliverable X]			D									x


			4.5.1.x.1			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category C]			X


												[Proposed Labor Category D]			Y


			4.5.1.x.2			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category E]			M


												[Proposed Labor Category F]			N





Insert a spreadsheet row directly below the Work Product item to which the labor category and LOE are associated.  

Do not associate labor categories and LOEs with Work Packages (PKG), Groups (G), or Deliverables (D).


Insert additional vendor-proposed Deliverables at the appropriate place in the hierarchy.

Inserted Deliverables MUST be decomposed into Work Products (WP), and labor categories and LOEs added to the Work Products accordingly.


Notional Vendor-inserted Data in Red





RLSDEVINFRA


			REF ID			Description			Type			Labor Category			LOE (hrs)			Vendor Added


			7			Release-Based Development Infrastructure Support			PKG


			7.1			Release Planning			G


			7.1.1			Project Management Plan			D


			7.1.1.1			Scope Management Plan (Definition, Control, etc.)			WP


			7.1.1.2			Project Work Breakdown Structure			WP


			7.1.1.3			Risk Management Plan			WP


			7.1.1.4			Change Control Plan			WP


			7.1.1.5			Communications Plan			WP


			7.1.1.6			Stakeholder Management Plan			WP


			7.1.1.7			Project Schedule (MS Project)			WP


			7.1.1.8			Status Report			WP


			7.1.1.9			Performance Management Plan (SLAs, etc.)			WP


			7.1.2			Release Related Development Infrastructure Plan			D


			7.1.2.1			Release Environment configuration Support Document			WP


			7.1.2.2			Release Related Infrastructure Environment Support Plan			WP


			7.1.2.3			Release Development Environment Configuration Document			WP


			7.1.2.4			Release System Test Environment Configuration Document			WP


			7.1.2.5			Release Integration test Environment Configuration document			WP


			7.1.2.6			Release Pre-Production Environment Configuration Document			WP


			7.1.3			Release Code management Support Plan			D


			7.1.3.1			Development Code Promotion Document			WP


			7.1.3.2			System Test Code Promotion Document			WP


			7.1.3.3			Integration Test Code Promotion Document			WP


			7.1.3.4			Pre-Production Code Promotion Document			WP


			7.1.4			Production Code Promotion Plan			D


			7.1.4.1			Development Infrastructure Environment Support Plan			WP








Instructions for ODC Items


			


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use


			Example: 
Software Tool 3.7			Example: 
Software Tool 3.7 is a developer-oriented collaboration tool			Example:
4.5.4.1
4.5.6.1			Example:
Software Tool 3.7 will be used to support TSA development process, enabling greater productivity by speeding creation of routine SDLC deliverables by allowing Government and Contractor developers to collaborate…








Work Pkg ODC Items


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_REPRESENTATIVE_WPs/COMPANYCODE_RLSDEVINFRA/COMPANYCODE_WPTRD_RLSDEVINFRA.doc

REPLACE THIS FILE WITH OFFEROR’S WORK PACKAGE TECHNICAL RESPONSE DOCUMENT (WPTRD). SEE “INSTRUCTIONS TO OFFERORS” SECTION OF THE RFP FOR CONTENT REQUIREMENTS.



USE THE FOLLOWING FILE NAMING CONVENTION:



COMPANYCODE_WPTRD_WORKPACKAGECODE.doc



			EAGLE Functional Category 4 Awardee


			Company Code





			3H Technologies LLC



			3HTECH





			Accenture LLP


			ACCENTURE





			Access Systems, Inc


			ACCESS





			BAE Systems IT Solutions, LLC


			BAE





			Booz Allen Hamilton


			BAH





			CSC - Computer Sciences Corporation


			CSC





			Digital Solutions, Inc.


			DIGITAL





			EDS - Electronic Data Systems Corp


			EDS





			EES - Energy Enterprise Solutions


			EES





			General Dynamics One Source, LLC


			GDOS





			IBM - International Business Machines Corp.


			IBM





			Lockheed Martin (Integ Sys & Sol)


			LMISS





			Metters Industries, Inc.


			METTERS





			Northrop Grumman IT, Inc.


			NGIT





			OST - Optimal Solutions & Technologies, Inc.


			OPTIMAL





			Perot Systems Government Solutions, Inc.


			PEROT





			QSS Group, Inc.


			QSS





			Raytheon Company


			RAYTHEON





			SAIC-Science Applications International Corp.


			SAIC





			Visionary Integration Professionals LLC


			VISIONARY












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_REPRESENTATIVE_WPs/COMPANYCODE_SDLC/COMPANYCODE_TechRes_SDLC.xls

Labor Cat LOE INSTRUCTIONS


			


			WBS ID			Work Package Item Description			Item Code			Labor Category			LOE (hrs)			Offeror Added


			4.5			TSA SDLC			PKG


			4.5.1			Concept Development			G


			4.5.1.1			Software Solution Concept Papers			D


			4.5.1.1.1			Mission Needs Statement Document			WP


												Technical Writer/Editor			40


												Business Case Specialist			160


												Applications Engineer (Senior)			160


						[Offeror's Proposed Work Product on Gov't-specified Deliverable]			WP									x


												[Proposed Labor Category A]


												[Proposed Labor Category B]


			4.5.1.2			Enterprise Architecture Alignment Summary Document			D


			4.5.1.2.1			Security Risk Assessment Document			WP


												IT Security Specialist			240


												Technical Writer/Editor			60


			4.5.1.2.2			Alternatives Analyses Document			WP


												Applications Engineer (Senior)			320


												Technical Writer/Editor			60


			4.5.1.x			[Offeror's Proposed Deliverable X]			D									x


			4.5.1.x.1			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category C]			X


												[Proposed Labor Category D]			Y


			4.5.1.x.2			[Offeror's Proposed Work Product for Deliverable X]			WP									x


												[Proposed Labor Category E]			M


												[Proposed Labor Category F]			N





Insert a spreadsheet row directly below the Work Product item to which the labor category and LOE are associated.  

Do not associate labor categories and LOEs with Work Packages (PKG), Groups (G), or Deliverables (D).


Insert additional vendor-proposed Deliverables at the appropriate place in the hierarchy.

Inserted Deliverables MUST be decomposed into Work Products (WP), and labor categories and LOEs added to the Work Products accordingly.


Notional Vendor-inserted Data in Red





SDLC


			REF ID			Description			Type			Labor Category			LOE (hrs)			Vendor Added


			1			TSA SDLC			PKG


			1.1			Concept Development			G


			1.1.1			Software Solution Concept Papers			D


			1.1.1.1			Mission Needs Statement Document			WP


			1.1.2			Enterprise Architecture Alignment Summary Document			D


			1.1.2.1			Security Risk Assessment Document			WP


			1.1.2.2			Alternatives Analyses Document			WP


			1.1.2.3			Make vs. Buy Analysis Document			WP


			1.1.2.4			Feasibility Study Report			WP


			1.1.2.5			Risk Identification Plan			WP


			1.1.2.6			Software and/or System Models Document			WP


			1.1.2.7			Prototype Demonstration Systems Document			WP


			1.2			System Concept Development			G


			1.2.1			System Boundary Document			D


			1.2.1.1			Cost-Benefit Analysis Report			WP


			1.3			Application Development Project Planning			G


			1.3.1			Project Management Plan			D


			1.3.1.1			Scope Management Plan (Definition, Control, etc.)			WP


			1.3.1.2			Project Work Breakdown Structure			WP


			1.3.1.3			Risk Management Plan			WP


			1.3.1.4			Change Management Plan			WP


			1.3.1.5			Communication Plan			WP


			1.3.1.6			Stakeholder Management Plan			WP


			1.3.1.7			Project Schedule (MS Project)			WP


			1.3.1.8			Status Report			WP


			1.3.1.9			Performance Management Plan (SLAs, etc.)			WP


			1.4			Requirements Analysis and Definition			G


			1.4.1			Functional Requirements Analysis & Definition			D


			1.4.1.1			Functional Requirements Documents			WP


			1.4.2			System Requirements Analysis & Definition			D


			1.4.2.1			System Requirement Documents			WP


			1.4.2.2			General Business/Mission Requirements Analysis & Definition Documents			WP


			1.5			Security			G


			1.5.1			Security Risk Assessment Document			D


			1.5.1.1			C and A Review Document			WP


			1.6			Systems Development			G


			1.6.1			System Design Document			D


			1.6.1.1			System Architecture Document			WP


			1.6.1.2			File and Data Base Design Document			WP


			1.6.1.3			Human-Machine Interface Inputs and Outputs Document			WP


			1.6.1.4			Detailed Design Document			WP


			1.6.1.5			External Interface Document			WP


			1.6.1.6			System Integrity Controls Document			WP


			1.6.2			Architecture Review Document			D


			1.6.2.1			Enterprise Architect Elaboration Document			WP


			1.6.2.2			Enterprise Architecture approval Document			WP


			1.6.3			Enterprise Solution Architecture Plan			D


			1.6.3.1			Solution Architecture Support Document			WP


			1.6.3.2			Solution Architecture Concept Document			WP


			1.6.3.3			Joint Application Design Document			WP


			1.6.4			Application Architecture Solution Document			D


			1.6.4.1			Application Architecture Support Document			WP


			1.6.4.2			Application Architecture Document			WP


			1.6.4.3			Application Architecture and Design Review Document			WP


			1.7			Coding Development and Management			G


			1.7.1			Source Code Configuration Control Plan			D


			1.7.1.1			Code Construction Document			WP


			1.7.1.2			Code Review Results			WP


			1.7.2			Code (in Digital Format)			D


			1.7.2.1			Software /Product Code Documentation			WP


			1.7.2.2			Software TVV&E Assessment Sign-Off Document			WP


			1.7.2.3			Software Acceptance/Sign-Off Document			WP


			1.8			Integration and Test Services			G


			1.8.1			Test Plan			D


			1.8.1.1			User Acceptance Test Plan			WP


			1.8.1.2			User Acceptance Test Scripts			WP


			1.8.1.3			User Acceptance Test Results Document			WP


			1.8.1.4			Integration Test Plan			WP


			1.8.1.5			Integration Test Scripts			WP


			1.8.1.6			Integration Test Results			WP


			1.8.1.7			Business/Mission Customer Test Acceptance Document			WP


			1.8.2			Unit Test Plan			D


			1.8.2.1			Unit Test Results Documents			WP


			1.9			Software Quality Control			G


			1.9.1			Software Quality Control Plan			D


			1.9.1.1			Software Test Plan			WP


			1.10			Production			G


			1.10.1			Post Go-Live Support Plan			D


			1.10.1.1			Deployment Approach Document			WP


			1.10.1.2			Implementation Planning Document			WP


			1.11			Training			G


			1.11.1			Training Plan			D


			1.11.1.1			Computer Based Training Content Document			WP


			1.11.1.2			Interactive Distance Learning Components			WP


			1.11.1.3			Application User Documentation			WP


			1.11.1.4			Learning Management System (LMS) Integration Plan			WP


			1.12			Software Application Maintenance			G


			1.12.1			Software Defect Correction / Software Patch Development Plan			D


			1.12.1.1			Application Enhancements Document			WP


			1.12.1.2			Application Optimizations Document			WP








Instructions for ODC Items


			


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use


			Example: 
Software Tool 3.7			Example: 
Software Tool 3.7 is a developer-oriented collaboration tool			Example:
4.5.4.1
4.5.6.1			Example:
Software Tool 3.7 will be used to support TSA development process, enabling greater productivity by speeding creation of routine SDLC deliverables by allowing Government and Contractor developers to collaborate…








Work Pkg ODC Items


			ODC Name			ODC Desctiption			WBS ID Ref #s			Purpose/Context for Use












COMPANY_CODE_TSA_AppsDev_Proposal_Volume_1/COMPANYCODE_REPRESENTATIVE_WPs/COMPANYCODE_SDLC/COMPANYCODE_WPTRD_SDLC.doc

REPLACE THIS FILE WITH OFFEROR’S WORK PACKAGE TECHNICAL RESPONSE DOCUMENT (WPTRD). SEE “INSTRUCTIONS TO OFFERORS” SECTION OF THE RFP FOR CONTENT REQUIREMENTS.



USE THE FOLLOWING FILE NAMING CONVENTION:



COMPANYCODE_WPTRD_WORKPACKAGECODE.doc



			EAGLE Functional Category 4 Awardee
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			6			Software Testing			PKG


			6.1			Application Test Planning			G


			6.1.1			Project Management Plan			D


			6.1.1.1			Scope management Plan (definition, Control, etc.)			WP


			6.1.1.2			Project Work Breakdown Structure			WP


			6.1.1.3			Risk Management Plan			WP


			6.1.1.4			Change Control Plan			WP
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			6.1.4.1			Release Development Environment Configuration Document			WP
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			6.1.5.4			Pre-Production Code Promotion Document			WP
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			6.1.6.1			System Test Code Promotion Document			WP


			6.1.6.2			Integration Test Code Promotion Document			WP


			6.1.6.3			Production Code Promotion Document			WP


			6.1.7			Testing Requirements Document			D


			6.1.7.1			Functional Testing Requirement			WP
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			6.1.7.5			Test Environment(s) Requirement			WP
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			6.1.7.7			Application Test Data Definition			WP
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			6.1.8.1			Test Environment Configuration Document			WP


			6.1.8.2			Testing Tool Setup Plan			WP


			6.1.8.3			Test Management Software Requirement Requirement Documents			WP


			6.1.8.4			Test Automation Software Requirements Document			WP


			6.1.8.5			Load Testing Software Document			WP


			6.1.9			Test Case Execution Plan			D


			6.1.9.1			Test Measurement Report			WP
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TVVE


			REF ID			Description			Type			Labor Category			LOE (hrs)			Vendor Added


			8			Test, Validation, Verification, and Evaluation (TVV&E)			PKG


			8.1			TVV&E Services			G


			8.1.1			Project Management Plan			D


			8.1.1.1			Scope Management Plan (Definition, Control, etc.)			WP


			8.1.1.2			Project Work Breakdown Structure			WP


			8.1.1.3			Risk Management Plan			WP


			8.1.1.4			Change Control Plan			WP


			8.1.1.5			Communications Plan			WP


			8.1.1.6			Stakeholder Management Plan			WP


			8.1.1.7			Project Schedule (MS Project)			WP


			8.1.1.8			Status Report			WP


			8.1.1.9			Performance Management Plan (SLAs, etc.)			WP


			8.1.2			TVV&E Approach Document			D


			8.1.2.1			Criteria Development Approach Concept Paper			WP


			8.1.2.2			Key Assessment Objective Development Document			WP


			8.1.2.3			Adjudication Methodology Document			WP


			8.1.3			Verification			G


			8.1.3.1			Testing Plan			D


			8.1.3.1.1			Test Approach Document			WP


			8.1.3.1.2			Integration  Testing Plan			WP


			8.1.3.1.3			End-to-End Systems Testing Document			WP


			8.1.4			Validation			G


			8.1.4.1			Assessment Plan			D


			8.1.4.1.1			Program/Project Performance Management Plan			WP


			8.1.4.1.2			Design Evaluation Document			WP


			8.1.5			Security Approach Document			D


			8.1.5.1			Certification and Accreditation Plan			WP


			8.1.6			Testing Plan			D


			8.1.6.1			Testing planning Approach Document			WP


			8.1.6.2			System Testing Document			WP


			8.1.6.3			Integration Testing Process Document			WP


			8.1.6.4			User Acceptance Testing Document			WP
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EXECUTIVE SUMMARY

The Systems Development Life Cycle

The Systems Development Life Cycle (SDLC) is a framework that supports budgeting, capital
planning, and investment control processes, while providing a basis from which individual IT projects
can construct tailored project life cycles appropriate for project characteristics. Though the SDLC is
certainly concerned with life cycle activities, it is most concerned with the information developed
along a project life cycle, packaged as work products or artifacts, and the role this information plays
in project management, technical, and investment oversight decision-making. The SDLC
emphasizes decision processes which influence system cost and usefulness. These decisions must
be based on full consideration of business processes, functional requirements, and economic and
technical feasibility in order to produce an effective system. The primary objectives of any SDLC are
to deliver quality systems which: 1) meet or exceed customer expectations when promised and
within cost estimates, 2) work effectively and efficiently within the current and planned information
technology infrastructure, and 3) are cost-effective to maintain and to enhance.

This SDLC establishes a logical order of events for conducting system development which is
controlled, measured, documented, and ultimately improved. As project life cycles are established,
project-specific processes are defined and performed, and the project moves through its defined life
cycle, project participants should evaluate this SDLC as well as their own processes for lessons
learned and opportunities for improvement. Each end-of-stage review should examine project
performance during the stage being concluded for such opportunities.

This document does not prescribe a single method applicable without change to every system.
Because there is wide variance in the methods, techniques and tools used to support the evolution
of systems, and project scopes vary greatly, the SDLC presents guidance for selecting appropriate
methods, techniques, and tools based on project characteristics.

One methodology does not fit all sizes and types of system development efforts. Therefore, the
Transportation Security Administration (TSA) SDLC methodology provides for a core set of life cycle
stages and artifacts, supported by guidance in how to apply those stages and artifacts for
representative project types. Chapter 14, SDLC Tailoring for Individual Projects, includes
descriptions of project types supportive of new system development, system modification, and
implementation of commercial-off-the-shelf (COTS) products—as well as other tailoring guidance.

Purpose, Scope, and Applicability

The SDLC serves as the mechanism to assure that systems or system enhancements being
developed and/or acquired meet the established requirements and support the Transportation
Security Agency (TSA) mission functions. It provides a structured approach to managing information
technology (IT) projects beginning with establishing the justification for initiating a systems
acquisition, development or maintenance effort and concluding with system disposition. Examples
of documentation templates and outlines are included in Appendix C.

The primary audience for this guidance is the systems developers, Program Managers, IT Project
Managers, program/account analysts and system owners/users responsible for defining and
delivering TSA systems, their staff, and their support contractors. Specific roles and responsibilities
are described throughout each life cycle stage.
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The Capital Planning and Investment Control (CPIC) process implements the Agency’s information
technology capital planning and investment control process. The CPIC process uses the “Select-
Control-Evaluate” methodology recommended by OMB, GAO guidance to implement the strategic
and performance directives of the Clinger-Cohen Act, DHS Management Directives and other
statutory provisions affecting information technology investments. The CPIC process complements
the SDLC process by providing fiscal oversight of system development projects and linking IT
investment decisions to Strategic goals and objectives. SDLC work products provide significant
information required to perform project, technical, and investment oversight activities.

Changes to this Document

Any changes to this document should be directed to the TSA Chief Information Office: Performance
Management Directorate (PMD), Portfolio, Program, Project Control Office (P3CO).

FOREWARD

SDLC Objectives

This guide was developed to disseminate proven practices to system developers, Project Managers,
program/account analysts and system owners/users throughout the TSA. The specific objectives
expected include the following:

= To reduce the risk of project failure

» To consider system and data requirements throughout the entire life of the system
= To identify technical and management issues early

= To disclose all life cycle costs to guide business decisions

» To foster realistic expectations of what the systems will and will not provide

= To provide information to better balance programmatic, technical, management, and cost
aspects of proposed system development or modification

» To encourage periodic evaluations to identify systems that are no longer effective

» To measure progress and status for effective corrective action

= To support effective resource management and budget planning

*» To consider meeting current and future business requirements

= To consider make, buy or enhance alternatives

= To provide progressive elaboration of project documentation as the project matures

» To include security controls and risk management into early phases of the system life cycle
Key Principles

This guidance document refines traditional information system life cycle management approaches to
reflect the principles outlined in the following subsections. These are the foundations for life cycle
management.
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Life Cycle Management should be used to Ensure a Structured Approach to Information
Systems Development / Acquisition, Maintenance, and Operation

This SDLC describes an overall structured approach to information management. Primary emphasis
is placed on the information and systems decisions to be made and the proper timing of decisions.
The guide provides a flexible framework for approaching a variety of systems projects. The
framework enables system developers, Project Managers, program/account analysts, and system
owners/users to combine activities, processes, and products, as appropriate, and to select the tools
and methodologies best suited to the unique needs of each project.

Support the use of an Integrated Team

The establishment of an Integrated Team can aid in the success of a project. An Integrated Team is
a multidisciplinary group of people who support the manager in the planning, execution, delivery and
implementation of life cycle decisions for the project. The Integrated Team is composed of qualified
empowered individuals from all appropriate functional disciplines that have a stake in the success of
the project. By working together in a proactive, open communication, team oriented environment
can aid in building a successful project and providing decision makers with the necessary
information to make the right decisions at the right time.

Each System Project must have a Program Sponsor

To help ensure effective planning, management, and commitment to information systems, each
project must have a clearly identified program sponsor. The program sponsor serves in a leadership
role, providing guidance to the project team and securing, from senior management, the required
reviews and approvals at specific points in the life cycle. An approval from senior management is
required after the completion of the first nine of the SDLC stages, annually during Operations and
Maintenance Stage and six-months after the Disposition Stage. Senior management approval
authority may be varied based on dollar value, visibility level, congressional interests or a
combination of these. The program sponsor is responsible for identifying who will be responsible for
formally accepting the delivered system at the end of the Implementation Stage.

A Single Project Manager must be Selected for Each System Project

The Project Manager has responsibility for the success of the project and works through a project
team and other supporting organization structures, such as working groups or user groups, to
accomplish the objectives of the project. Regardless of organizational affiliation, the Project
Manager is accountable and responsible for ensuring that project activities and decisions consider
the needs of all organizations that will be affected by the system. The Project Manager develops a
project charter to define and clearly identify the lines of authority between and within the agency’s
executive management, program sponsor, user/customer, and developer for purposes of
management and oversight.

A Comprehensive Project Management Plan is required for Each System Project

The project management plan is a pivotal element in the successful solution of an information
management requirement. The project management plan must describe how each life cycle stage
will be accomplished to suit the specific characteristics of the project—in other words; it must
describe the project life cycle that has been tailored from and in accordance with the SDLC. The
project management plan is a vehicle for documenting the project scope, tasks, schedule, allocated
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resources, and interrelationships with other projects. The plan provides direction for the many
activities of the life cycle and must be refined and expanded during each stage throughout the life
cycle.

Specific Individuals Must be Assigned to Perform Key Roles Throughout the Life Cycle

Certain roles are considered vital to a successful system project and at least one individual must be
designated as responsible for each key role. Assignments may be made on a full- or part-time basis
as appropriate. Key roles include program/functional management, quality assurance, security,
telecommunications management, data administration, database administration, logistics, financial,
systems engineering, test and evaluation, contracts management, and configuration management.
For most projects, more than one individual should represent the actual or potential users of the
system and should be designated by the Program Sponsor of the program and organization.

Obtaining the Participation of Skilled Individuals is Vital to the Success of the System Project

The skills of the individuals participating in a system project are the single most significant factor for
ensuring the success of the project. The SDLC manual is not intended as a substitute for
information management skills or experience. While many of the skills required for a system project
are discussed in later sections, the required skill combination will vary according to the project. All
individuals participating in a system development project are encouraged to obtain assistance from
experienced information management professionals.

Documentation of Activity Results and Decisions for Each Stage of the Life Cycle are Essential

Effective communication and coordination of activities throughout the life cycle depend on the
complete and accurate documentation of decisions and the events leading up to them.
Undocumented or poorly documented events and decisions can cause significant confusion, wasted
efforts or increased cost and can intensify the effect of turnover of project management staff.
Activities should not be considered complete, nor decisions made, until there is tangible
documentation of the activity or decision. For some large projects, advancement to the next stage
cannot occur until the required reviews are completed and approved by senior management.

Data Management is required Throughout the Life Cycle

The TSA considers the data processed by systems to be an extremely valuable resource. Accurate
data is critical to support organizational missions. The large volumes of data handled by the TSA
(and its components) systems, as well as the increasing trend toward interfacing and sharing data
across systems and programs, underscores the importance of data quality. Systems life cycle
activities stress the need for clear definition of data, the design and the implementation of automated
and manual processes that ensure effective data management.

Each System Project Must Undergo Formal Acceptance

The Program Sponsor identifies the representative who will be responsible for formally accepting the
delivered system at the end of the Implementation Stage. The Program Sponsor, or his designee,
formally accepts the system by signing an Implementation Stage Review and Approval Certification
along with the developer.
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Consultation With Oversight Organizations Aids in the Success of a System Project

A number of TSA oversight bodies, as well as external organizations, have responsibility for
ensuring that information systems activities are performed in accordance with TSA/DHS/Federal
guidance and standards and available resources are used effectively. Each project team should
work with these organizations, as appropriate, and encourage their participation and support as early
as possible in the life cycle to identify and resolve potential issues or sensitivities and thereby avoid
major disruptions to the project. Project personnel should assume that all documentation is subject
to review by oversight activities.

A System Project may not Proceed Until Resource Availability is Assured

Beginning with the approval of the project, the continuation of a system is contingent on a clear
commitment from the Program Sponsor, in conjunction with other senior management. This
commitment is embodied in the assurance that the necessary resources will be available, not only
for the next activity, but as required for the remainder of the life cycle.

Each System Project Should Comply with the TSA Enterprise Architecture (EA).

The TSA EA provides a common conceptual framework and a Technical Reference Model (TRM)
that all TSA organizations must use to coordinate the acquisition, development, and support of
information systems. The TRM standards profile identifies the Government, industry, and de facto
standards that TSA organizations will use as guides for developing systems and/or acquiring COTS
information technology products. These standards and architectural objectives advance TSA’s
ability to implement systems that are more interoperable and maintainable than previously
achievable.
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CHAPTER 1: INTRODUCTION

1 BACKGROUND

The TSA spends millions of dollars each year on the acquisition, design, development,
implementation, and maintenance of information systems vital to securing the Nation’s transportation
infrastructure and administrative functions. The need for safe, secure, and reliable system solutions
is heightened by the increasing dependence on computer systems and technology to provide
services and develop products, administer daily activities, and perform short- and long-term
management functions. There is also a need to ensure privacy and security when developing
information systems, to establish uniform privacy and protection practices, and to develop
acceptable implementation strategies for these practices.

The TSA requires a systematic and uniform methodology for information systems development.
Using this SDLC will ensure that systems developed by the Agency meet IT mission objectives; are
compliant with the current and planned Information Technology Architecture (ITA); and are easy to
maintain and cost-effective to enhance. Sound life cycle management practices include planning
and evaluation in each stage of the information system life cycle. The appropriate level of planning
and evaluation is commensurate with the cost of the system, the stability and maturity of the
technology under consideration, how well defined the user requirements are, the level of stability of
program and user requirements and security considerations.

1.1 PURPOSE, SCOPE, AND APPLICABILITY

1.1.1 Purpose

This SDLC methodology establishes procedures, practices, and guidelines governing the concept
approval, program authorization, concept development, planning, requirements analysis, design,
development, integration and test, implementation, and operations, maintenance and disposition of
information systems within the TSA. Itis applied in support of existing DHS and TSA policy and
guidelines for strategic planning, budgeting, Capital Planning and Investment Control (CPIC),
Enterprise Architecture (EA), acquisition, procurement, and deployment.

The Department of Homeland Security Management Directive MD-1400, “Investment Review
Process” establishes the framework within which all DHS capital planning and investment control
activities, including those for Information Technology, are performed, establishing life cycle
relationships between Acquisition processes and CPIC Select-Control-Evaluate processes. In
particular, it establishes Key Decision Points within the program acquisition life cycle at which
investments will be authorized to commence/continue or at which investments may be cancelled.
DHS roles and responsibilities are defined relative to acquisition oversight and portfolio
management, based on investment dollar value and other non-monetary measures of investment
impact. Figure 1-1 summarizes the relationship between CPIC Phases, DHS IRP Acquisition
Phases, Key Decision Points (KDPs) / Milestones, and SDLC Stages. Additionally, the SDLC
provides a framework against which process adherence can be appraised.
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CPIC Phases / IRP Phases / KDPs / SDLC Stages

Select Phase Control Phase Evaluate Phase
Program Initiation Concept & Technology Capability De\_/elopment Production & | Operations & Support
(PI) Phase Development & Demonstration Deployment | (O&S) Phase

(C&TD) Phase (CD&D) Phase (P&D) Phase
KDPs ‘@ 1 2 <: :> 3 4 < : >
SDLC Stage: SDLC Stage: . X SDLC Stage:

Concept System Concept SDIB(; : t?lge. IrleII;(r:nzrt:gt(iec.) n Operations &

Approval Development 9 P Maintenance
S'?,';ng;ﬁe: SDLC Stage: SDLC Stage: SDLC Stage:
Authorization Planning Development Disposition

SDLC Stage: SDLC Stage:
Requirements Integration
Analysis & Test

Figure 1.1. Relationship between CPIC, IRP, and SDLC

The TSA Information Technology Capital Planning and Investment Guide interprets the DHS
Investment Review Process (IRP) for application to TSA IT investments. The IT CPIC Guide defines
the implementation of Select-Control-Evaluate phases in compliance with DHS guidance and
identifies the information/artifacts that originate from the SDLC processes that are required for the
successful accomplishment of investment review/approvals and portfolio management. The IT CPIC
and SDLC processes are very closely coupled as a business need is transformed into an operational
capability. TSA IT governance responsibilities with respect to IT project technical and investment
oversight are described in Section 1.6 of this document.

Investment review/approval and portfolio management responsibilities are shared by DHS and TSA,

with separation of responsibilities based on both financial and non-financial parameters of individual

IT investments. The details of the decision matrix that determines the level of oversight for individual
investments is documented in Section 1.5 of this document.

1.1.2 Scope

This methodology should be used for all TSA information systems and applications. It is applicable
across all information technology (IT) environments, e.g., mainframe, client, server, embedded,
firmware, etc., and applies to acquired, i.e., contractually developed or COTS, as well as in-house
developed or enhanced applications. The specific participants in the life cycle process, and the
necessary reviews and approvals, vary from project to project. Chapter 14 of this document
provides guidance for the tailored application of the information in this document to individual
projects, based on cost, complexity, and criticality to the agency’s mission. Most of this document
addresses the development of new IT systems of significant scope, complexity, or investment—and
which are expected to follow SDLC guidance rigorously. Projects of lesser scope, complexity, or
investment may be tailored based on the project characteristics, especially risk, and the
requirements established by the investment review and approval authorities. Appendix C contains
templates for each of the documents identified as SDLC artifacts, with guidance for both format and
content. In general, the information identified in the full set of artifacts is required for any IT project;
how the information is packaged and the level of detail provided may be tailored to suit the needs of
the individual project, with appropriate tailoring approval. For example, some documents may be
combined (e.g., a single planning document instead of many) or the form of individual documents
may be varied (e.g., emails or memoranda instead of formal documents).
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1.1.3 Applicability

This methodology can be applied to all TSA Directorates, Offices, Boards, and Divisions who are
responsible for information systems. All Project Managers and teams involved in system projects
represent the primary audience for the SDLC.

The following charts depict several examples of how the TSA SDLC stages may be applied to meet
the various Enterprise needs for managing and developing different combinations of Programs,
Systems, Projects and Implementations. The PMP typically is referred to as the Project Management
Plan, but is equally applicable at the Enterprise level, Program level, System or Sub-System level as
well as Project level.

The following charts show the relationship between the Conceptual, Project, and Operational
domains and the associated TSA SDLC stages that comprise each. Notice that the SDLC stages in
the Operational Domain are the fulfillment of the Investment Initiative as defined by the SDLC stages
in the Conceptual Domain and must maintain EA Alignment. It is the execution of the SDLC stages
in the Project Domain that enables this fulfilment and also provides verification of the development
against the design, the integrated component(s) against the requirements and the to-be
implemented system against the System Concept. These relationships are maintained regardless of
how the SDLC is to be applied as the following three examples indicate in Figure 1-2, Examples
applying SDLC Stages to Programs and Projects.

Conceptual " s Operational
Enterprise / Program Domain Q}Allgnment & Fulfillment of Investment Inltlat{\> e T

Project Domain

Operations &
Maintenance
[
Planning
Concept Program | N
Approval | Authorization | Sys Con Dev ™~ » Implementation Disposition
L Requirements
Analysis

| Design | Development

1 PROGRAM, 1 SYSTEM, 1 PROJECT, 1 IMPLEMENTATION
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Conceptual EA Alignment & Fulfillment of Investment Initiatives _ Operational ;
Enterprise / Program Domain Enterprise / Program Domain

Project Domain

| Design |Development

Requirements
Program Analysis

System Con Dev [«

i

Implementation Disposition

Plannin
Concept Program 9 Operations &
Approval Authorization Maintenance

Plannin

SystemiConiDey Implementation Disposition
Planning Requirements
Analysis
| Design | Development

1 PROGRAM, 2 SYSTEMS, 2 PROJECTS, 2 IMPLEMENTATIONS

Conceptual EA Alignment & Fulfillment of Investment Initiatives _ Operational )
Enterprise / Program Domain Enterprise / Program Domain

Project Domain

| Design |Development

System Concept
Requirements
Program Analysis

Planning

Concept Program
Approval Authorization

Operations &
Maintenance

Implementation Disposition

Planning

Plannin Requirements
Analysi
Development ayss

| Design | Development

1 PROGRAM, 1 SYSTEM, 2 PROJECTS, 1 IMPLEMENTATION

Figure 1-2. Examples applying SDLC Stages to Programs and Projects
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INTRODUCTION TO SDLC

Figure 1-3 illustrates the eleven-stage TSA SDLC and its relationships with the TSA (OCIO, EA and
CPIC) processes, the DHS IRP processes, and the TSA Acquisition / Development Project Life
Cycles that transform business needs into operational functionality.

1.2

DHS Investment Review Process {(IRP) Phases

Program Concept & Capability Production & Operations
Initiation (P Technology Development & Deployment & Support
Development (C&TD) Demonstration (CD&D) (P&ED) (085)
TSA OCIO / Enterprise Archite
Select Control Evaluate
Business
| Needs ~"Business Post-
<. Cases| Implementatio
| Selected T I Reviews
LQppummiIi ,
P Selected
m[esim 5
TSA System Development Life Cycle (SDLC) Stages
Conceply Program s on Operafions &| _. 3
Approval Authorization DEE:E;"Z b Mainknance [0 HE
]
( | Business )
i nts . .
Sp Pl 2 Operational
Salution

Acquisition F Development Project Life Cycle, tailored to Project Requirements AND compliant with SDLC

Design

Concepl Program System Planning i 5 5
Approwal Authorization| Concept - | Dewvelopment | Imple_m DPF'“MS& HiS TSRO
Developme Requirements R ation Mainkenance
Analysis [Mag rafion & Test

LEGEND: <#/ =KDF, E = Rewviews, (Dashed Oatline) = Cptional
Figure 1-3. SDLC Life Cycle Relationships

The SDLC provides the framework within which investments are authorized based on business case
review, projects are approved and performed in tailored compliance to the SDLC, and business
cases are successively validated as projects proceed toward assigned objectives. The SDLC is
comprised of eleven stages, synchronized with the three TSA IT CPIC phases and five DHS
Investment Review Process (IRP) phases, during which defined IT work products/artifacts are
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created or modified. The information generated by the SDLC, as represented by the ovals on the
chart are subject to DHS, OCIO, Enterprise Architecture, and CPIC Reviews as defined in their
individual processes. For an individual IT system, the SDLC begins when a business need is
identified, and continues through development and deployment to an operational capability, and
ends when the system is retired. The SDLC stages along with the CPIC and IRP phases provide
logical checkpoints at which to review investment, programmatic, or technical progress against plan
and the Enterprise Architecture (EA); the artifacts identified with each SDLC stage provide the
information to support those reviews and resultant decisions to continue, to modify, or to terminate
projects. Key Decision Points defined by the DHS SDLC are incorporated into the Investment
Review Process and supported by TSA EA and CPIC processes and the TSA IT SDLC Stages (See
Table 1-1).

KDP Investment Decision DHS Investment Review Phase TSA IT SDLC Stage

0 Initiation Program Initiation (P1)
0.5 Concept Approval Concept Approval

1 Program Authorization Program Authorization

Concept & Technology Development (C&TD) System Concept Development
Planning

2 Requirements Approval Requirements Analysis

2.5 Design Approval Capability Development & Demonstration Design
(CD&D) Development
Deployment Approval Integration & Test
Sustainment Requirements Approval Production & Deployment (P&D) Implementation
Disposition Operations & Support (O&S) Operations & Maintenance
Disposition

Table 1-1. KDP/IRP/SDLC Relationships

The activities and work products for each SDLC stage are described in subsequent chapters.
Typically, projects will move through every stage, generally from left to right; however, some stages
and/or sequence of stages may be performed more than once before all system capability has been
deployed. Nonetheless, each time a stage is executed, its activities, artifacts, and stage review
requirements must be performed in an appropriately tailored manner. Chapter 14, Tailoring,
addresses the concept of project life cycles and the definition of life cycle segments which comprise
each project life cycle. Especially during the CPIC Control phase, between SDLC System Concept
Development and Implementation stages, the requirements of the project will dictate the structure of
the project life cycle.

Page 13





If./";—uaf\

l':'
'\‘Er

Transportation Security Administration
ﬁ, TSA System Development Life Cycle Guidance Document

Figure 1-4 provides a start-to-end capsule of each stage of the SDLC.
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Figure 1-4. SDLC Stages

Each stage of the SDLC can be characterized in common terms, as illustrated in Figure 1-5. Each

figure that appears at the start of Chapters 3-13 describing individual stages has a graphic similar to
Figure 1-5 specifically describing the respective stage.

Stage Name:

Previous Stage:

Authorization
to Proceed

ACTIVITIES
«Understand Stage Context
«Analyze Stage Risks
«Plan Stage Activities
PRODUCTS

«SBD: Stakeholders,
Objectives, Constraints,
Alternatives, Approach

*RMP: |dentified Risks,
Analyzed Risks, Risk
Mitigation Plan

*PMP: WBS, Resources,
Integrated Master
Schedule

SBD, RMP, PMP

Corrective Action Required

End of stage
or >10%
variance

Report Status / EVM

> 10% variance

OCIO/EA
Review

Type of reviews to be performed for
this stage are identified here

Monitor and Review

Execute Activities Develop Products Baseline Established

«The work activities that are
to be executed in this stage
are listed here

< Products created, revised or
finalized as the result of
executing this stage are listed
here

*The resultant baseline
established by this stage
is identified here

9 = Order of flow of Stage Diagrams

Figure 1-5. Stage Graphic Template/Example
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1.2.1 SDLC Support during DHS Pl and CPIC Control Phases

The DHS Program Initiation (PI) phase and CPIC Control phase comprises those activities that
precede or occur at the start of the systems development life cycle. These include defining the
business improvement concept within the DHS Target Enterprise Architecture (EA), evaluating its
feasibility, defining the project’'s program management structure, developing a preliminary business
case, and obtaining approval for funding.

The DHS Program Initiation Phase aligns with the CPIC Control Phase and is supported by two
SDLC stages: Concept Approval and Program Authorization. Review and approval activities at
KDPO0.5 for Concept Approval must be completed prior to review and approval activities at KDP1 for
Program Authorization.

The SDLC supports the development of a business case for an IT-based solution to satisfy the
original business need. During the SDLC Concept Approval and Program Authorization stages, the
focus is on the investment program designed to satisfy identified business needs. Primary
responsibility during these stages resides with the Program Manager, with full support from the
initiatives Program Sponsor. IT expertise is brought to bear in identifying and evaluating system
concept alternatives as input to the building of a business case that is required before investment
authorization. The initiative’s business requirements are identified and allocated to be performed by
one or more projects after program authorization.

1.2.1.1 Concept Approval Stage

An investment opportunity is initiated when a business need is identified. A Program Manager is
designated by the Program Sponsor to manage the opportunity. The business need is documented
as a Mission Need Statement (MNS) that forms the basis for a determination whether there is
business justification to further develop the concept. Also, during this stage, Security Risk
Assessment and Enterprise Architecture business alignment and technical compliance reviews
begin, in order to ensure that the proposed need or opportunity is appropriate and non-conflictive
with respect to the TSA Enterprise Architecture. EA continues to participate in technical reviews
throughout the remainder of the life cycle as the system evolves to ensure that EA compliance is
maintained as the system is realized.

1.2.1.2  Program Authorization Stage

The approved Mission Need Statement is expanded into a System Boundary Document (SBD) that
identifies the scope of the system. The SBD captures the business functions, goals and objectives
that the IT project will satisfy. It also captures critical success factors, assumptions and constraints
as well as performance measures. Alternative approaches to realizing the concept are reviewed for
feasibility and appropriateness. A Risk Management Plan is developed, and a Business Case is
developed to provide business justification for moving forward with the chosen alternative. An initial
plan for tailoring the SDLC to project needs and acquisition strategy are significant components of
risk analysis. Security certification and accreditation activities begin with the security categorization
of the system and the information it is intended to process, store, or transmit. Minimum security
requirements for Sensitive but Unclassified (SBU) systems are determined according to National
Institute of Standards and Technology’s Special Publication 800-53, Recommended Security
Controls for Federal Information Systems at this time. An OMB Exhibit presents the business case
in a level of detail appropriate to the associated level of review and approval, as determined based

Page 15





“‘-*“E*ﬂ Transportation Security Administration
@_ﬁj TSA System Development Life Cycle Guidance Document Version 2.0.4, July, 2005

=
e

on project characteristics. The Systems Boundary Document and Business Case artifacts form the
basis for CPIC Selection Phase review, DHS Initiation Phase review, the acquisition program baseline
(APB) and inclusion of the proposed project in an investment portfolio. Inclusion in the investment
portfolio and budgetary approval constitute Program Authorization and approval to proceed into the
System Concept Development stage.

1.2.2 SDLC Support during DHS C&TD and CPIC Control Phases

The Concept and Technology Development (CTD) Phase of the DHS SDLC begins following KDP1.
The overarching purpose of the CTD phase is to refine the preliminary planning and solution concept
presented in the business case into management plans and operational/business requirements for
the program. This will establish at KDP2, Requirements Approval, the basis for all subsequent
program activities.

There are three stages in the CTD Phase: the System Concept stage, the Project Planning stage
and the Requirements Analysis stage. The CTD phase defines a process that may be iterative:
where concepts, plans, and requirements evolve until the business case has matured sufficiently to
demonstrate that the program risk level warrants moving into the Capability Development and
Demonstration (CDD) Phase. Each of these stages may be repeated multiple times in the project
life cycle, especially if the project strategy includes life cycle segments for prototypes, pilots, or
incremental builds/releases.

Successful concept development requires that some planning be performed that involves some level
of requirements analysis to be performed at the start of the project. Detailed requirements analysis
however, should not begin until project planning is fairly complete.

SDLC Support during CPIC Control Phase

Pursuant to program authorization when the investment is selected for inclusion in a TSA investment
portfolio, individual projects are initiated in accordance with the Program Management Charter that
was approved as part of the business case. An investment program, the responsibility of the
Program Manager, may spawn one or more projects, each with an assigned Project Manager. Each
project moves through the Planning, Requirements Analysis, Design, Development, Integration and
Test, and Implementation stages individually and in concert with the program’s other projects. Each
individual project will include the SDLC stages/activities that are required to accomplish program
objectives assigned to it.

It is essential that all program requirements be allocated to one or more projects. This ensures that
the solution satisfies all technical and functional requirements in an efficient way while making sure
that all activities of the appropriate SDLC stages are performed for the fully integrated solution as
well as for individual solution components as they are individually produced. Generally, a program
with a greater number of individually contracted projects will require an equivalently significant
program level integration activity as those projects are integrated into a single solution ready for
implementation. Both the requirements allocation process and the planning for and performance of
solution level test, integration, and implementation activities must receive a higher level of attention
in this class of program.

The program level coordination and technical integration of multiple projects is the responsibility of
the Program Manager and must be an integral part of the Program Management Plan. The activities
of the individual SDLC stages are described appropriately for individual projects, with the
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expectation that the solution level integration is taking place at the program level. The Project
Manager role is the focus of the SDLC during the CPIC Control Phase; the Program Manager is in
an oversight role, ensuring that the Project(s) is satisfying program level objectives as represented
by the Acquisition Program Baseline (APB) established at program authorization.

1.2.2.1 System Concept Development Stage

After receiving Program Authorization the DHS Concept & Technology Development (C&TD) and
CPIC Select Phases begin. The content of the System Mission Need Statement and System
Boundary Document is expanded, a Risk Management Plan is developed, and a Business Case is
developed to provide business justification for moving forward with the chosen alternative. An initial
plan for tailoring the SDLC to project needs and acquisition strategy are significant components of
risk analysis. Security certification and accreditation activities begin with the security categorization
of the system and the information it is intended to process, store, or transmit. Minimum security
requirements for Sensitive but Unclassified (SBU) systems are determined by the National Institute
of Standards and Technology’s Special Publication 800-53, Recommended Security Controls for
Federal Information Systems at this time. An OMB Exhibit presents the business case in a level of
detail appropriate to the associated level of review and approval, as determined based on project
characteristics. The Systems Boundary Document and Business Case artifacts form the basis for
CPIC Selection Phase review, establishment of the acquisition program baseline (APB), and inclusion
of the proposed project in an investment portfolio. Inclusion in the investment portfolio and
budgetary approval constitute approval to proceed into the Planning stage. During this stage,
Enterprise Architecture business alignment and technical compliance reviews take place to ensure
that the proposed solution is appropriate and non-conflictive with respect to the TSA Enterprise
Architecture. EA continues to participate in technical review throughout the remainder of the life
cycle as the system evolves to ensure that EA compliance is maintained as the system is realized.

1.2.2.2 Planning Stage

With authorization to proceed and the Acquisition Baseline established, the system concept is further
developed into a Concept of Operations Definition (CONOPS). The CONOPS defines the scope and
characteristics of the proposed system (from the user's perspective) and the operational
environment in which it needs to function. The draft preliminary functional requirements are
analyzed, system concepts synthesized, concepts evaluated (in terms of cost, mission and
environmental impacts), and the best system concept(s) selected and described. The optimum
capabilities resulting from the trade-off analyses are documented in the CONOPS describing how
the business will operate once the proposed system is implemented, and to assess how the system
will impact employee and customer privacy. The preliminary planning of the IT Project performed
during System Concept Development while developing the Business Case is finalized in the Project
Management Plan and other supporting planning documents, including an Acquisition Plan, that
defines the means by which the resources necessary to achieve a solution will be acquired. To
ensure the readiness of products and/or services to provide the required capability on time and
within budget, project resources, project life cycle, activities, artifacts, schedules, tools, and reviews
are defined. The Project Management Plan must describe the project approach to tailoring the
SDLC, which is reflected in activities, artifacts, schedules, and reviews. The planning documents
describe how the activities/artifacts of the SDLC will be parsed among TSA and contractor
organizations and provide for sufficient programmatic integration to ensure that the multiple
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contributions will be successfully integrated into the final solution. Security certification and
accreditation (C&A) activities continue with the identification and refinement of system security
requirements, the completion of a high-level vulnerability assessment, and the development of a
C&A work plan. The C&A work plan will address scheduling C&A activities and planning adequate
resources for successfully certifying and accrediting the system. A Project Readiness Review
concludes the Planning Stage, establishes the Project Baseline (ProjBL) and authorizes movement
into Requirements Analysis.

1.2.2.3 Requirements Analysis Stage

The Mission Need Statement, System Boundary Document, and Concept of Operations are the
basis for developing the Functional Requirements Document, which formally describes system
requirements in terms of system function, data, performance, security, and maintainability
requirements. The Interface Control Document outlines interface requirements formally defined with
respect to external systems and less formally between major subsystems within the system. All
requirements are defined to a level of detail sufficient for systems design to proceed. Each
requirement must be measurable, testable, and traceable to a source requirement in the artifacts
developed during prior stages. Privacy issues will be addressed to ensure that Privacy Act Notices
are issued as required and Privacy Impact Assessment processes are followed as appropriate. A
Systems Requirements Review approves work products, establishes the Functional Baseline (FBL),
and authorizes the project to proceed to the Design Stage.

1.2.3 SDLC Support during DHS CDD and CPIC Control Phases

The Capability Development and Demonstration (CDD) Phase focuses on the design, development,
and testing of a system to meet the requirements documented in the CTD Phase and in accordance
with the plans and requirements approved at KDP 2.

The CDD Phase is comprised of three stages:

e Design Stage: Preliminary and detailed design activities, culminating in a Critical Design
Review (CDR);

e Development Stage: Development and unit testing of components of the system

e Integration & Test Stage: Integration and acceptance testing of the complete system.

There is an intermediate KDP2.5, Design Approval, for each segment or component of the system
prior to its construction. This phase concludes with a formal Production Readiness Review (PRR) of
the full system at KDP3, Deployment Approval, which confirms that the system is ready to be moved
into the production environment.

1.2.3.1 Design Stage

The architecture and physical characteristics of the system are designed during this stage. The
operating environment is established, major subsystems and their inputs and outputs are defined,
and processes are allocated to resources. Everything requiring user input or approval must be
documented and reviewed by the user. The physical characteristics of the system are specified and
a detailed design is prepared. Subsystems identified during design are used to create a detailed
structure of the system. Each subsystem is partitioned into one or more design units or modules.
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Detailed logic specifications are prepared for each software module. As actual system design is
taking place, preparations for Implementation and Operations stages are initiated and a formal
Security Risk Assessment is conducted. This stage concludes with a System Design Review, which
approves work products, establishes the Allocated Baseline (ABL) and authorizes the project to
proceed to the Development Stage.

1.2.3.2 Development Stage

The detailed specifications produced during the design stage are translated into hardware,
communications, and executable software. Software modules are unit tested and successively
integrated/tested in a systematic manner, until entire subsystems have been tested. Hardware is
acquired/assembled and tested. Integration plans are prepared to guide integration activities in the
next stage. A Test Readiness Review is conducted to assess work products and authorize the
project to proceed into Integration and Test.

1.2.3.3 Integration and Test Stage

The various software and hardware subsystems/components of the system are integrated and
systematically tested. Integration, performance, security, and functional testing occur in preparation
for users to perform acceptance testing of the system. The user tests the system to ensure that the
functional requirements, as defined in the functional requirements document, are satisfied by the
developed or modified system. Prior to installing and operating the system in a production
environment, the system must undergo IT Systems Security Certification and Accreditation activities.
An Implementation Readiness Review is conducted to assess work products, establish the Product
Baseline (PBL), and authorize the project to proceed into Implementation. The Information System
User Group is the primary acceptance testing group for systems before they are approved for
general use.

1.2.4 SDLC Support during DHS PD and CPIC Control Phases

This Phase includes activities related to the preparation of the Program/Project for its intended use
and introduction into the Operational environment. Some of these activities include requirements
validation, security, data upload requirements, pilots, training and operational readiness reviews.

1.2.4.1 Implementation Stage

The system or system modifications are installed and made operational in a production environment.
This stage is initiated after the system has been tested and accepted by the user in the integration
and test environment. This stage continues until the system is operating in the production (or near-
production) environment in accordance with the defined user requirements. A Post-Implementation
Review (PIR) is conducted to validate that the system satisfies user requirements. A Production
Readiness Review is conducted to assess completion of Implementation Stage activities and marks
the system as ready for transition into the Operations and Maintenance stage. The completion of
the Implementation Stage marks the end of the IT project(s) spawned after program authorization,
with the Post-Implementation Review validating that the solution satisfies original user requirements
and updating the Production Baseline (ProdBL) being maintained by the CCB.

1.2.5 SDLC Support during DHS O&S and CPIC Evaluate Phases
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The Operations and Support phase is divided into two distinct stages: Operations and Maintenance,
and Disposition. The Operations and Maintenance stage sets the requirements and establishes
procedures for the preparation of an Operational Requirements Document (ORD) and prescribes
procedures for ORD review and approval. In addition, plans for System Maintenance and other
Post-Implementation Evaluations and Reviews are developed. The Disposition Stage is entered if
and when the decision is made to retire the system.

Operational Requirements Documents are formal documents that provide a bridge between the
operational requirements spelled out in the MNS and the detailed technical requirements found in
the specification that will govern development of the system. The accurate definition of requirements
by the Sponsor is imperative if the major acquisition is to be completed within cost and schedule
constraints and still meet the Sponsor’s mission performance needs. The Sponsor establishes
absolute minimums (thresholds) below which the mission cannot be successfully performed. The
Sponsor also sets goals to define an operationally effective system. The ORD process then
optimizes the various requirements through trade-off analyses.

In addition, Operations and Maintenance Plans and Documentation requirements must be finalized
to ensure the sustainability of the Program/Project after completion.

1.2.6 SDLC Support during CPIC Evaluate Phase

After Implementation, the solution transfers to a System Manager who is responsible for the
operation and maintenance of the system in production. When the solution must be enhanced to
conform to changing mission requirements, the Program Sponsor, through operational and other
analysis, initiates the CPIC process once again to gain approval of the investment required by the
necessary enhancement. The enhancement is then developed and validated using the SDLC
process once again. When a system is no longer needed, the Disposition stage plans and carries
out an orderly archival/disposal process.

1.2.6.1 Operations and Maintenance Stage

The Operations and Maintenance Stage is ongoing. The system is monitored for continued
performance in accordance with user requirements, and needed system modifications are
incorporated. The operational system is periodically assessed through In-Process Reviews to
determine how the system can be made more efficient and effective. Operations continue as long
as the system can be effectively adapted to respond to an organization’s needs. When significant
and/or unfunded modifications are identified as necessary, the modifications reenter the SDLC at the
Concept Approval Stage in order to have funding authorized. Modifications that may be
accommodated within an existing Maintenance budget may be accomplished by reentering the
SDLC at the Planning stage. The Operations and Maintenance Stage continues until a decision to
retire the system is reached, at which time the system enters the Disposition Stage.

1.2.6.2 Disposition Stage

The Disposition Stage ensures the orderly termination of the system, preserving the vital information
about the system so that some or all of the information may be reactivated in the future if necessary.
Particular emphasis is given to proper preservation of the data processed by the system, so that the
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data is effectively migrated to another system or archived in accordance with applicable records
management regulations and policies, for potential future access.

1.3 CONTROLS

The TSA IT Strategic Plan defines the strategic vision for using IT to meet business needs of the
Agency. The TSA EA/Technical Reference Model (TRM) standards guidance provides standards
for all IT systems funded by TSA. It applies to both the acquisition / development of new systems
and the enhancements of existing systems.

This SDLC calls for a series of comprehensive management controls. These include:

» Life Cycle Management should be used to ensure a structured approach to information
systems acquisition, development and operation.

= Each system project must have an accountable sponsor.

= A single Project Manager must be appointed for each system project.

= A comprehensive project management plan is required for each system project.
= Data Management and security must be emphasized throughout the Life Cycle.
= A system project may not proceed until resource availability is assured.

All TSA components shall adhere to TSA Directives, which provide general policy on Information
Resources Management, to include roles and responsibilities for information collection, resource
management and privacy act requirements.

1.4 PROJECT MANAGEMENT

To accommodate the diverse needs of TSA projects and to assure strategic and tactical alignment,
the TSA SDLC has adopted the notion of Project Planning and Oversight activities not only for the
entire project but also as Planning and Oversight activities to be executed during each stage.

According to Figure 1.5, Project Management consists of Planning and Overseeing the Stage. The
planning process consists of three steps and the oversight process has two steps. During the
Planning Process the three steps are: 1) Understanding Stage Context, 2) Analyzing Stage Risks
and 3) Planning Stage Activities. The steps for the Oversight Process are: 4) Monitor and Review
Stage Activities and Products and 5) Reviewing Stage Progress. The Review Stage Process step is
the responsibility of the Project Management Office (PMO) and may be performed by various
members of the integrated team.

1.5 DOCUMENTATION

This life cycle framework specifies which documentation shall be generated during each stage.

Once developed, some work products remain unchanged thereafter while others are revised in
subsequent stages, evolving through later SDLC stages. Each of the work products, once approved,
are collected and stored in a TSA documentation repository, managed by the TSA PMD P3CO. The
core set of SDLC Stages and associated work products/artifacts are identified in Table 1-2.
Templates for documents that originate in this SDLC are found in Appendix C. Sources for
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templates appropriate to some of the SDLC artifacts, including some relating to Acquisition, CPIC,
Security, Privacy, etc., are referenced as appropriate from the text.

Each stage description, in Sections 3 through 13 of this document, identifies Office of Chief
Information Officer (OCIO) organizations with responsibility for artifact review. This responsibility
applies both to initial artifact creation and to any subsequent revisions developed later in the project
life cycle.
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Table 1-2. Core SDLC Phases and Work Products
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1.6 ROLES AND RESPONSIBILITIES

There are different sets of individual and group participants who play roles and carry out
responsibilities in the integrated CPIC/EA/SDLC process. There are both standing boards, such as
the TSA Enterprise Systems Review Board (TESRB) and the Business Management Council (BMC)
and others that are formed as part of the SDLC process to support the specific programs and
projects, such as an Integrated Process Team (IPT), and Change Control Board (CCB). The
governance boards shown in the diagram below include the levels of DHS and TSA governance
bodies for Capital Planning, Strategic Planning, EA, Systems Development Life Cycle, and Program
Management.

Figure 1-6 represents the relationships among the TSA Governance participants.

DHS
EAB;JRC,IRB
DHS CPIC
DHS EA National Security
Strategy TSA
——————————————————— Investment Review Board —— e e = e ==
(IRB) Portfolio Management
SA CPIC S . : Cost/Budget
TSACPI trategic Management Schedule
. TSA TSA Strategic Plan
——————————————————— Business Management i
Managed Council (BMC) Cost/Budget & Schedule
TSA CPIC - - . X
. Considerations [ Alignment with EA
TSA Strategic Plan . . . S o
TSA EA Enterprise Program Management Allgnment WIFh M|s'5|o_n/0bject|ves
CMMI . TSA . Alignment with Security Program
——————————————————— Enterprise Systems Review —e— e e e -
TSAEA Board (TESRB)

TSA Strategic Plan

Solu_tions CRM Organizatio PMD CISO EA IT Mg'mt
Delivery Effectiveness PMO & Policy

Technical Support & Review

Managed Programs

Program Management Project
Management
Office

Figure 1-6. TSA IT Governance Structure

Overview. The TSA SDLC is focused on projects, i.e., projects that deliver new or updated solutions
satisfying business needs into the TSA operating environment. Programs are initiated and managed
by TSA components in order to satisfy business needs and may include one or more projects within
the scope of an investment program. So, a project may be all or part of a larger investment
program.

In the context of the TSA Managed Framework, which integrates Enterprise Architecture, CPIC, and
SDLC, “program” refers to the investment program and “project” refers to a project that satisfies all
or part of an investment program business needs. The term “project management” and role “Project
Manager” are reserved as generic titles referring to activities performed by all the management
participants in the life of an investment program and its projects.
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During the CPIC Select Phase, SDLC stages address the development of work products that
address the investment program as a single entity, providing inputs to development of the initiative’s
business case. The Program Manager is the primary management role active during the CPIC
Select Phase.

During the CPIC Control Phase, the SDLC stages plan and execute individual projects and the work
products describe the target solution. One or more Project Managers support the Program Manager
in the execution of projects during the CPIC Control Phase. Status and work products of the project
roll up into the updated documents, supporting updated OMB Exhibits and on-going validation of the
initiative’s business case, during CPIC Control.

The roles described below are those that have responsibility for aspects of the SDLC when
performed in the context of an acquisition program or project.

1.6.1 Management Roles

1.6.1.1 Program Sponsor

A Program Sponsor (PS) is the executive advocate for an investment initiative or investment
program. The Program Sponsor appoints the initiative’s Program Manager (PgM), who is
responsible for all aspects of the program, including any IT aspects, and assembles an appropriate
Program Management Office and organizes the program accordingly. The Program Sponsor may
perform the role of Program Manager. The Program Sponsor:

e Is typically the Associate Administrator (AA) of a cognizant organizational element

e Has the mission/business need and the resources to fund investment programs to satisfy
mission requirements

e Appoints Program Managers (PgM)

e Represents the operational needs of the cognizant organizational element and ultimately the
end-users of the required system (usually a Line of Business LoB)

¢ Conducts mission analysis, identifies capability gaps, conducts requirements analysis, and
participates in long-range planning

o Performs program oversight, control, and reporting, in the areas of performance, financial,
contract, business and risk management,

e Is accountable for the success of the program in terms of quality (delivering the
products/services), cost (spending within budget), and schedule (completing within the
agreed upon time frame).

o Formally accepts the delivered system.

The Program Sponsor serves in a leadership role, providing guidance to the program/project team(s)
and securing, from senior management, the required reviews and approvals at specific points in the
life cycle. An approval from senior management is required after the completion of the first nine of
the SDLC stages, annually during the Operations and Maintenance Stage and six-months after the
Disposition Stage. Senior management approval authority may be varied based on dollar value,
visibility level, congressional interests or a combination of these. The PS will participate with OCIO,
TSA Business Management Council (BMC) and other oversight groups.

Page 25





“‘-*“E*ﬂ Transportation Security Administration
@_ﬁj TSA System Development Life Cycle Guidance Document Version 2.0.4, July, 2005

=
e

1.6.1.2 Program Manager

The Program Manager, with Program Sponsor support, moves the overall initiative through the CPIC
process, appropriately aggregating information from IT and non-IT elements of the program. One or
more appropriately qualified IT Project Managers may be appointed within a program organization
and assigned responsibility for IT aspects of the overall program. The Program Manager:

e Is responsible for the successful accomplishment of an investment initiative/ program
e Appoints the Integrated Program Team (IPT)

e Works through an Integrated Program Team (IPT) and other supporting organizational
structures to accomplish the objectives of the program

e Sponsors projects which fulfill program objectives; known as a Project Sponsor (ps)
e [s responsible for managing the projects that fulfill program objectives

e Is accountable for creation of OMB 300

e [s responsible for program and project compliance with CPIC and SDLC processes
e s accountable for guiding the investment program through the CPIC process

The Program Manager should budget and acquire the specific support services needed to
accomplish program objectives.

1.6.1.3 Project Manager

Each Project Manager is responsible to the Program Manager, and ultimately to the Program
Sponsor, for IT project planning and performance, for project level governance, and for satisfying
OCIO-level governance requirements, all in compliance with this SDLC as tailored for the individual
project. The IT Project Manager may perform the additional role of Program Manager, with respect
to managing an investment initiative through the CPIC process, when the program and the project
are one and the same. The Project Manager:

e [s appointed by Program Manager (PgM)
e Supports the PgM by leading one of the projects associated with the program

e May be involved with helping the PgM put together the OMB Exhibit, and following the CPIC
and SDLC process

o  Will generally work with multiple PMs assigned to the same Program

¢ In some instances, may be the Program Manager (PgM) who takes on the role of the PM by
leading a project effort.

1.6.2 Management Support Roles

1.6.2.1 Integrated Team (IT)

The Integrated Team (IT) is an interdisciplinary team formed by the Program Manager (PgM) to
provide a broad scope of expertise and guidance. The purpose of the IT is to provide a cross-
disciplinary view of the initiative, by actively participating in screening and scoring of the initiative as
part of the CPIC process. The IT is also responsible for monitoring the progress of the project and
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reporting project status to the PM, and providing the PM with specific technical, financial and
programmatic requirements. The Integrated Team:

e [s responsible and accountable for planning, budgeting, procurement and life-cycle
management of the investment initiative/program to achieve its cost, schedule and
performance goals

o Has team skills that include: budgetary, financial, capital planning, procurement, user,
program, value management, earned value management, and others as appropriate

1.6.2.1.1 Integrated Program Team

The Integrated Program Team is formed by a Program Manager to provide assistance for that
specific effort. The Integrated Program Team:

e |s a multi-disciplinary team appointed and led by a Program Manager

e Supports the specific efforts of an individual IT project
1.6.2.1.2 Integrated Project Team

The Integrated Project Team is the aggregate of participants in the planning and accomplishment of
a project. The Project Team:

o Has members appointed by the Project Manager

e Is responsible for accomplishing assigned tasks as directed by the Project Manager
1.6.2.2 Information System User Group (ISUG)

The ISUG, appointed by the PgM with support from the PS, is the primary advocate for the business
needs to be satisfied by an investment program and its projects. The ISUG is:

¢ Responsible for developing requirements, approving the system design, providing subject
matter experts in the business processes that are being automated

o The primary acceptance testing group for systems before they are approved for general use.
1.6.2.3 Line of Business (LoB)

An LoB is a TSA organization with business requirements that may be satisfied through IT
enablement. The LoB:

e s any TSA line organization, including OCIO

e Generically, identifies the cognizant organizational element and ultimate end-users of the
solution to be provided through an investment program and IT projects.

e Is the source of business needs/requirements

e Has responsibility for determining the acceptability of the solution developed, through the
Program Sponsor and ISUG
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1.6.2.4 OCIO Organizations

As part of each stage of the SDLC, various OCIO organizations perform work product reviews
appropriate to assigned roles and responsibilities, assisting in technical, programmatic, and
investment review activities

1.6.2.5 Information Systems Security Officer (ISSO)

The ISSO is the principal staff advisor to the system owner on all matters (technical and otherwise)
involving the security of the information system. The ISSO typically has the detailed knowledge and
expertise required to manage the security aspects of the information systems and, in many
agencies, is assigned responsibility for the day-to-day security operations of the system. This
responsibility may be a collateral duty and may also include physical security, personnel security,
incident handling, and security training and education. The ISSO may be called upon to assist in the
development of the system security policy and to ensure compliance with that policy on a routine
basis. In close coordination with the information system owner, the ISSO often plays an active role
in developing and updating the security plan for the information system as well as in managing and
controlling changes to the system and assessing the security impact of those changes.

1.6.2.6 Program Review Board (PRB)

For large programs, the Program Sponsor may also appoint a Program Review Board (PRB) to have
program level oversight and for monitoring the progress of the PgM/PMO and reporting program
status to the Program Sponsor.

1.6.2.7  Technical Review Board (TRB)

The Technical Review Board is formally established by the PM. The TRB examines the functional
requirements documented in the FRD for accuracy, completeness, clarity, attainability, and
traceability to the high-level requirements identified in the Mission Need Statement, System
Boundary Document, Design Document and the Concept of Operations.

1.6.2.8  Change Control Board (CCB)

The Change Control Board (CCB) is appointed by the PM with membership from both the TSA
Organizational Elements/Program Sponsor and TSA CIO Office. Defined members include a
chairperson, configuration manager, quality assurance person, and an individual from the TSA Chief
Information Security Office (CISO). As the system moves through Design, Development, Integration
and Test, and Implementation activities and environments, the CCB assists the project in ensuring
that the solution is ready for the Production Environment. The CCB reviews all System Change
Requests (SCRs) and Engineering Change Requests (ECRs) independent of where they originate.

Any changes approved by the CCB that are cross-functional or TSA wide, must be forwarded to the
TESRB for review. Changes to the System Engineering Management Plan (SEMP) or System
Design Document (SDD) must be forwarded to the TESRB for approval.

1.6.2.9  Quality Assurance (QA)

The QA resources work within the integrated team. The QA organization is responsible for carrying
out the Quality Assurance Plan (QAP) that links the QA process with the Systems Development,

Page 28





“‘-*“E*ﬂ Transportation Security Administration
@_ﬁj TSA System Development Life Cycle Guidance Document Version 2.0.4, July, 2005

=
e

CM, and Test and Evaluation (T & E) functions. QA is responsible for forwarding Quality Assurance
Reports (QARSs) to the Program Manager and PS/PRB.

1.6.2.10 Office of Acquisition

The Office of Acquisition component develops the policy and guidance for acquisition, including
program management. It provides assistance to the other components of the acquisition model,
especially the individual program management offices, and works closely with the other components
to ensure that policy and guidance is responsive to operational requirements. Although TSA
program management operations are decentralized, the acquisition function is centralized,
promoting efficiency and consistency. The Director, Office of Acquisition is TSA’s senior
procurement executive.

Director, Office of Acquisition responsibilities include the following with regard to Acquisition Policy
and Programs:

= Responsible for the overall governance of TSA’s acquisition program including development
of policy and guidance for all facets of acquisition, including establishment and
implementation of sound practices and policies for program management, contracting, and
quality assurance.

» Providing technical expertise and acquisition oversight to enable Assistant Administrators to
better perform their program management responsibilities.

» Providing guidance and assistance to program managers, procurement officials, and quality
assurance personnel throughout TSA.

» Providing program integration and guidelines, policies, and reporting requirements for critical
areas, including financial management, contract management/quality assurance, business
management, and risk management.

= Delegating contracting authority, as appropriate, and issues appointment letters to quality
assurance personnel (Contracting Officer's Representative (COR)).

» Establishing program management and quality assurance standards and policies in areas
such as training and qualifications for acquisition personnel (program managers, contracting
officers, quality assurance personnel), acquisition planning and strategy requirements,
program and contract performance metrics, reporting requirements.

» Providing assistance and guidance to program managers and quality assurance personnel in
developing their programs, plans, and requirements

= Serving as the principle interface with senior acquisition executives within DHS and other
agencies.

Director, Office of Acquisition responsibilities include the following with regard to Contract
Operations:

» Providing contracting services to TSA. Most contracts would be centrally awarded and
administered. However, as appropriate, delegations of contracting authority to other offices
in TSA would be issued, with the Office of Acquisition providing oversight functions.

» Providing the Agency’s contracting officers.
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1.6.3 Governance Roles

1.6.3.1 Investment Review/Approval Decision Thresholds

Based on DHS Investment Review Process, MD-1400, TSA investments are categorized into the
Levels identified in Table 1-3, which summarizes the criteria for assigning projects to individual
Levels. Specific investment review and approval authority is assigned to specific investment
governance participants based on assigned levels. The assigned Investment Review & Approval
Authority initially provides project authorization and subsequently performs periodic investment
oversight periodically in accordance with CPIC processes to ensure continued investment viability.
For Levels 1, 2, and 3, Review and Approval Authority resides with the DHS Investment Review
Board (IRB) and Joint Requirements Council (JRC). TSA has further subdivided Level 4 into two
sub-levels, based on total Acquisition Cost, for assignment of TSA Review and Approval Authority.

Threshold /fpe;rf% I??oe(;uurir:zgt Criteria® Additional IT Criteria®
e Contract cost exceeds
$100M
e Importance to DHS
strategic and performance
TSA IRB plans
Approves e High development, o Life-cycle cost exceeds $200M
Level 1 DHS EAB Exhibit 300 operating, or maintenance
Reviews cost
e High risk
e High return
« Significance in resource
administration
o Life-cycle cost $100M - $200M
e Contract cost $50M - * Financial system with operation cost
) $100M exceeding $500K
;r?rfr‘c:\?eBs Egﬁ{g};goo e Impacts more than one e Was major in FY04 budget submission
Level 2 DHS EAB DI_-lS_gomponent * Meets following criteria: E-Gov related, FEA,
Reviews IT: . Slgnlfl_cant‘ program or DHS EA, Strategic Data/Information sharing,
Exhibit 300 policy implication DHS utility services and infrastructure, new
« High executive visibility technology initiatives, and sensitive
initiatives
Non-IT: o Life-cycle costs $5M - $20M
TSAIRB Exhibit 53 e Falls in one of the E-Gov transformation
Level 3 Approves e Contract cost $5M - $50M focus areas (e.g. financial management,
(IT Only) DHS EAB IT: data and statistics, human resources,
Reviews Exhibit 300 monetary beneflts_, cr_lmlnal investigations,
public health monitoring, etc.)
Non-IT: e Does not meet Level 3 criteria
L TSABMC/ Exhibit53 | ® Total acquisition cost of e Life-cycle costs < $20M
evel 4A DHS EAB -
Concurrence $500K to $5M e |T service gqqtract
IT: Exhibit e Total acqwsn_u_)n c_osts Iess_tr_lan $5M,
53 In\(otl_veslgﬁptilflcztanor:s / reV|S|0ns_tto th_e;h
: . existing IT infrastructure or security, with no
Level 4B TSA-CIO Information | o Total acquisition cost of new technology involved
less than $500K
General Notes: Level 1, 2, and 3 IT investments require individual review by the DHS CIO and the EAB
Note 1: Threshold levels are determined based on one or more of listed criteria.

Table 1-3. Investment Review/Approval Decision Thresholds
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1.6.3.2 Investment Review Authority

Each investment Level, Table 1-3 identifies the Investment Review and Approval Authority at which
the investment/acquisition program is initially authorized and at which it is subsequently approved to
continue, with or without program modification. For purposes of this document, “Investment Review
Authority” refers to a specific program’s decision authority. Within TSA’s acquisition programs, an
investment is reviewed by each level of the Governance ladder, as represented in Figure 1-6, up to
the individual or Board at which it approved. Within TSA, that includes the individuals and Boards
described in the paragraphs, which follow.

1.6.3.3  TSA Investment Review Board (TIRB)

The TSA Investment Review Board (TIRB) is the executive level decision forum responsible for the
review and approval of all major capital investments within the Transportation Security
Administration (TSA). The TIRB makes the final recommendations on TSA capital investments to
the Under Secretary of Transportation for Security.

a. Responsibilities
The principal role of the TIRB is to:
a. Approve strategic guidance for capital investments
b. Approve, control, and evaluate investment portfolios
c. Ensure alignment of capital investments with Departmental mission and goals
d. Approve risk management guidance for capital investments
e. Approve security guidance for capital investments
The TIRB will review all Exhibit 300s prior to submission to DHS for further review.
b. Membership
Chair: Deputy Administrator

Members: Associate Administrator/Chief Operating Officer
Associate Administrator/Chief Support Systems Officer
Assistant Administrators
Senior Procurement Executive
Chief Counsel
Director of the Office of Strategic Management and Analysis

As needed, other executives may be invited to provide expertise in their appointed fields. These
attendees will not retain any voting rights.

1.6.3.4  TSA Business Management Council (BMC)

The Business Management Council (BMC) is a senior level decision forum that ensures all IT and
non-IT programs within the Transportation Security Administration (TSA) are prepared to present
before the Investment Review Board (IRB).
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a. Responsibilities
The principal role of the BMC is to review and make recommendations on:

IT Strategic Planning

IT Enterprise Architecture

IT Investment Plans

IT Investment Portfolio

IT Security Planning

IT Forums for increased collaboration and inter-agency communications
IT Risk Management Planning

IT Annual Spend Plans and Budget submissions

Privacy Act and Privacy Policies

T Ta@ ™o a0 o

b. Membership

The BMC will be jointly chaired by the Chief Information Officer (ClO), Chief Procurement Executive
(CPE), and the Chief Financial Officer (CFO) who will be responsible for setting the agenda,
approving prior meeting minutes, and approving decisions prior to dissemination. The membership
will consist of the Deputies or other designees for the Associate Administrator/Chief Operating
Officer, Associate Administrator/Chief Support Systems Officer, Assistant Administrators, and Chief
Counsel.

As needed, others may be invited to provide expertise of either an administrative or a programmatic
nature. These individuals need not be experts in information technology, however, they must be
fully conversant with the business requirements and must be able to articulate program priorities and
participate with other members in making decisions. These attendees will not retain any voting
rights.

1.6.3.5  TSA Chief Information Officer (TSA-CIO)

The TSA-CIO reviews and approves all Level 4B investments and requests for exceptions to
standard SDLC tailoring. The TSA-CIO may also seek the review/approval of the BMC for Level 4B
investments. The TSA-CIO approves business cases and acquisitions for Level 4B investments.

1.6.3.6  TSA Enterprise Systems Review Board (TESRB)

The TSA Enterprise Systems Review Board (TESRB) is an OCIO forum that evaluates technical
aspects of programs/projects, recommends improvements to the Project Manager and submits
findings and recommendations to the Business Management Council (BMC). IT
programs/projects will have TESRB processes included in the Project Management Review
(PMR) conducted by the OCIO P3CO.

a. Responsibilities

The principal role of the TESRB is to review IT technical aspects of all programs/projects
throughout the program life cycle to ensure compliance with TSA and DHS directives with
respect to:
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IT Strategic Planning

IT Enterprise Architecture

IT Security

IT Risk Management

IT Systems Development and Implementation
Privacy Act and Privacy Policies

b. Membership

The TESRB will be chaired by the Deputy Chief Information Officer who will be responsible for
setting the agenda.

Chair: Deputy CIO
Members: OCIO Directors

As needed, others may be invited to provide expertise of either a technical, administrative, or a
programmatic nature. These attendees will not retain any voting rights.

Vendors may serve on the TESRB in an advisory capacity on technical matters concerning system
change design issues, release timing, software engineering, and related areas as set forth in their
contract(s) The vendors will provide cost estimates as needed, separating costs into appropriate
categories for planning and funding purposes. The vendors may be asked to leave a meeting when
it is necessary to discuss contract matters.
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CHAPTER 2: STRATEGIC PLANNING FOR INFORMATION SYSTEMS

2 STRATEGIC PLANNING FOR INFORMATION SYSTEMS

Strategic planning provides a framework for analyzing where the Agency is and where the Agency
should be in the future. The agency strategic plans required by the Government Performance and
Results Act (GPRA) provide the framework for implementing all other parts of this Act, and are the
key part of the effort to improve performance of government programs and operations. The U.S.
Transportation Security Agency Strategic Plan guides the annual budget and performance planning.
It sets the framework for measuring progress and ensuring accountability to the public. The strategic
plan identifies goals, objectives and strategies in support of the Agency’s mission and vision. The IT
Strategic plan is linked to the overall goals and direction the Administrator has set for the Agency.
Strategic planning is not part of the SDLC, but plays a significant role in selecting IT projects to be
initiated and continued.

2.1 Department of Homeland Security System Development Life Cycle (DHS SDLC)

The DHS SDLC process is described in terms of five complementary and integrated components:
objectives, activities, reviews, deliverables/work products, and exit criteria. There are five phases in
the DHS SDLC Process which correspond to the phases of the DHS IRP as outlined in the DHS MD
1400:

1. Program Initiation,

2. Concept and Technology Development,

3. Capability Development and Demonstration,
4. Production and Deployment, and

5. Operations and Support.

Each DHS SDLC phase includes specific exit criteria that must be satisfied before the designated
accrediting authority approves the program exiting that DHS SDLC phase. The phase control/exit
reviews provide management with progress and status at selected and specified points in the life
cycle, independent of the implementation methodology selected. Certain of those phase control/exit
reviews will be performed within the management structure defined for that project; other reviews will
be performed at the DHS level.

2.2 CAPITAL PLANNING AND INVESTMENT CONTROL (CPIC)

The CPIC process implements the Agency’s capital planning and investments control process. The
CPIC process uses the “Select-Control-Evaluate” methodology recommended by OMB, GAO
guidance to implement the strategic and performance directives of the Clinger-Cohen Act, DHS
Management Directives and other statutory provisions affecting investments. The process
complements the SDLC process by providing fiscal oversight of system development projects and
linking investment decisions to strategic goals and objectives.
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2.3 ENTERPRISE ARCHITECTURE

The development of information technology architectures is a requirement of the Clinger-Cohen Act.
The Agency is building an enterprise IT architecture that promotes the effective management and
operation of IT investments and services. This enterprise architecture (EA) provides a
comprehensive, integrated picture of current capabilities and relationships (i.e., the current
architecture), an agreed upon blueprint for the future (i.e., the target architecture), and a strategy for
transitioning from the current to the target environment. The EA describes the information needed to
carry out these business functions and processes; identifies the system applications that create or
manipulate data to meet business information needs; and documents the underlying technologies
(i.e., hardware, software, communications networks, and devices) that enable the generation and
flow of information.

The EA is an essential tool for taking a strategic approach to planning and managing IT resources
and making maximum use of limited IT dollars. It ensures the alignment of IT with the Agency’s
strategic goals so that business needs drive technology rather than the reverse; identifies
redundancies, and thus potential cost savings; highlights opportunities for streamlining business
processes and information flows; assists in optimizing the interdependencies and interrelationships
among the programs and services of the Agency’s various component organizations as well as with
external agencies; ensures a logical and integrated approach to adopting new technologies;
promotes adherence to Agency-wide standards including those for systems security; and pinpoints
and resolve issues of data availability, utility, quality and access.

The CPIC policy and guidance uses this architecture as a key criterion for selecting a proposed
investment and managing it through the life cycle. The EA processes are specifically aligned with
the Select, Control and Evaluate phases of the CPIC and considered throughout the SDLC.

The EA-PMO conducts EA governance Technology Insertion Reviews (e.g., Maintenance of the
TRM), and Program Alignment Reviews (e.g., conduct Technical Reviews for new and established
projects). These decision processes are described at the department level in the DHS EAB
Governance Process Guide. TSA reviews are aligned with DHS reviews regarding preparation,
submission, and forwarding. Templates and instructions for TSA EA reviews are included in
Appendices E, F, and G of the Enterprise Architecture Governance Document.

The EA-PMO is responsible for managing the governance process and for communicating status
and outcomes for the following EA Governance activities:

e Technology Insertion Reviews

¢ Program Alignment Reviews

e Other Proposed Architectural or Waiver Decisions
e EA Publication and Annual Approval Decisions

e EA Opportunity Identification Decisions

Agency EA alignment is critical, and mandated by OMB, in the reviews of IT CPIC submissions. Itis
also a critical alignment factor at various Key Decision Points in TSA’'s SDLC process. EA reviews
in relation to TSA’s IT CPIC and SDLC processes are discussed in detail in Section 5 of this
document.
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24 PERFORMANCE MEASUREMENT

Performance measurement is an essential element in developing effective systems through a
strategic management process. The mission, goals, and objectives of the Agency are identified in its
strategic plan. Strategies are developed to identify how the Agency can achieve the goals. For
each goal, the Agency establishes a set of performance measures. These measures enable the
Agency to assess how effective each of its projects are in improving Agency operations.

For the Agency to make this assessment, the current performance level for each measure
(performance level baseline) for the existing systems must be determined. For each project plan, as
part of the cost benefit analysis, estimates for the expected performance levels are included. As the
project’s improvements are implemented, actual results are compared with the estimated gains to
determine the success of the effort. Further analysis of the results may suggest additional
improvement opportunities.

Performance Measurement, along with evaluation, is the principal methods for determining if
identified benefits are realized in the expected time frame.

2.5 BUSINESS PROCESS REENGINEERING

The primary underpinning of any new system development or initiative should be business process
reengineering. Business process reengineering (BPR) involves a change in the way an organization
conducts its business. BPR is the redesign of the organization, culture, and business processes
using technology as an enabler to achieve quantum improvements in cost, time, service, and quality.
Information technology is not the driver of BPR. Rather, it is the organization’s desire to improve its
processes and how the use of technology can enable some of the improvements. BPR may not
necessarily involve the use of technology. There are circumstances when all BPR will entail is an
elimination of steps or the process. For BPR to attain large benefits, the use of information
technology can be justified. Components should consider BPR before requesting funding for a new
project or system development effort. When BPR is applied to one or more related business
processes, an organization can improve its products and services and reduce resource
requirements. The results of a successful BPR program are increased productivity and quality
improvements. BPR is not just about continuous, incremental and evolutionary productivity-
enhancements. It also utilizes an approach that suggests discarding a dysfunctional process and
starting from scratch to obtain larger benefits.

26 SYSTEMS SECURITY

The Federal Government has become increasingly reliant on IT systems to support day-to-day and
critical operations/business transactions. Risks to system and data confidentiality, integrity, and
availability can impact an organization’s ability to execute its mission and business strategy. To
minimize the impact associated with these risks, federal IT security policy requires all IT systems to
be certified and accredited prior to being placed into operation or integrated with operational
systems. Accredited systems must be re-accredited every three years, after a breech in security, or
prior to implementation of a significant change. The Agency goal is to define a process that ensures
the Agency systems are conceived, designed, developed, acquired, implemented, and maintained
according to all appropriate federal guidance and in compliance with the appropriate laws,
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regulations, OMB circulars, and Agency policy. The TSA IT Security Certification and Accreditation
(C&A) Procedural Guide! provides managers with a single source of information for conducting
certification and accreditation. Templates are provided for the Security Risk Assessment, Systems
Security Plan, Contingency Plan, and Certification and Accreditation memoranda. The C&A process
is integrated with the SDLC and the CPIC process.

2.7 EXTERNAL WORK PRODUCTS

Depending upon the type of Program, the sponsoring organization, and the level of management
oversight that is required, individual projects may be required to support work products not
specifically defined in the SDLC. The following is a partial list of external work products that while the
SDLC does not directly support, much of the information needed can be readily extracted from the
work product set that is defined in the SDLC. The following paragraphs provide some insight as to
what external work products may be required and where the information may be found in the SDLC
to support theses work products.

2.7.1  Enterprise Architecture (EA) Alignment Summary

The Enterprise Architecture (EA) Alignment Summary is under the control of the DHS EA Office. For
more information on the EA Alignment process contact the EA Center of Excellence (EACOE)
Facilitator or visit the EAB page on DHS Interactive. The TSA System Boundary Document contains
information that may be used to support the Enterprise Architecture (EA) Alignment Summary.

2.7.2 OMB Exhibit 300

The OMB Exhibit 300 shall serve as the minimum standard for the business case. Please contact
the TSA CPIC Team for assistance.

The primary TSA SDLC work products that contain relevant information are: Mission Need
Statement, System Boundary Document, Risk Management Plan, Project Management Plan, Cost
Benefit Analysis, Feasibility Study, and Integrated Logistics Support Plan.

2.7.3 Business Impact Analysis Report

The Business Impact Analysis Report identifies recovery requirements for the business function
associated with the project. This activity is conducted in parallel with the DHS Project Matrix Step 1
process and the results documented in a BIA Report. The report is finalized when the Program
Sponsor approves the document. The Business Impact Analysis Report is referenced in the DHS
SDLC.

The TSA SDLC work products that contain relevant information are: Mission Need Statement,
System Boundary Document, Risk Management Plan, Project Management Plan, Cost Benefit
Analysis, Feasibility Study, and Integrated Logistics Support Plan.

! Policy and Handbook within DHS Management Directive 4300.1, Information Technology Systems

Security
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2.7.4 Life Cycle Cost Estimate

A Life Cycle Cost Estimate must be prepared and provided to the investment review authority before
the approval of a major acquisition program to proceed with either the Concept & Technology
Development, Capability Development and Demonstration phase, or the Production and Deployment
phase.

2.7.5 DHS Project Matrix Step 1 Report

The DHS Critical Infrastructure Protection (CIP) Program reports to OMB annually about functions
and services identified and prioritized as critical infrastructure, the assets used, and programmatic
actions and efforts taken by the Organizational Element to protect the asset as well as ensuring
continuity during or recovery after disruption. The internal program has the primary responsibility of
identifying mission critical functions and services, determining those which are candidates, and then
making the final determination as to whether the function and/or service is or is not national critical
infrastructure. The DHS Project Matrix Step 1 Report is used to make the critical infrastructure
determination and then to assess the value chain of the function or service for potential points of
failure regarding dependent and interdependent relationships. Refer to Attachment S of the DHS
Information Security Program Policy and Handbook (MD 4300A) for DHS Project Matrix Step 1
process. The report contains a list of all of the functions and services of the Department, a list of
assets owned or used by the Department, a mapping of the Department’s assets to functions and
services, scores of each nationally critical function by standard criteria, and a rank-ordered list of
nationally critical functions and services. The Business Impact Analysis Report is also used to
determine recovery requirements and to ensure appropriate continuity of services.

2.7.6 DHS IRB Briefing Package

Each Investment Review Board will need to have materials appropriate for the Key Decision Point.
The DHS IRB Briefing Package is a collection of appropriate existing Program and Project
information and work products packaged to provide suitable IRB review materials.

2.7.7 DHS Acquisition Program Baseline

The DHS Acquisition Program Baseline is under document control by the DHS Program Analysis
and Evaluation (PA&E) Office. See the TSA Acquisition Plan for supporting information.

2.7.8 System Interconnection Identification and Security Agreements (ISAs)

The System Interconnection Identification / Interconnection Security Agreements (ISAs) documents
system boundaries, interface requirements and interconnection security agreements. Other systems
(if any) that will interface with this system are identified. The specific interfaces and the exchange of
data or functionality that will occur are identified. All connecting areas are documented for security
and information flow purposes. The system interface requirements shall be documented in one or
more Interconnection Security Agreements (ISAs) and provide the formal understandings that record
and control interface agreements among participating systems. Such agreements may be negotiated
across organizations including other Government agencies and non-Government organizations. See
the TSA Interface Control Document for supporting information.
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2.7.9 DHS Operational Requirements Document

The DHS Operational Requirements Document is under document control by the DHS Program
Analysis and Evaluation (PA&E) Office.

2.7.10 Data Management Plan

The goals of data management include providing timely, accurate information and supporting data
protection. Resource managers need to know: 1) what data is available, 2) data quality 3) how the
data is used, 4) how to incorporate the data into resource management decisions and 5) how the
data will be managed over time.

The Data Management Plan is a document whose content evolves over multiple phases. In the
Concept and Technology Development Phase, this document records the information needs, data
requirements, data conversion and data security strategies (where this information does not overlap
with other documents). In later phases this document will include the Application Logical Data Model
and the Application Process Model.

The template for the DHS Data Management Plan can be found in the DHS SDLC.
2.7.11 Service Level Agreement(s) SLA(s)

The DHS CIO is responsible for overseeing the development of SLAs that define appropriate levels
of service and compensation between Organizational Elements (OEs) that require enterprise IT
Services and the IT service providers. The DHS CIO ensures that accountability and pricing is
clearly defined, that customer problems are resolved promptly, and that SLAs are meaningful,
supportable, and executable. The DHS CIO ensures performance is measured and appraised for all
IT service providers.

The template for the DHS Service Level Agreement (SLA) can be found in the DHS SDLC.
2.7.12 Configuration Description Document (CDD)

For IT infrastructure, the Configuration Description Document (CDD) serves as the Production
Baseline Specifications Document. The CDD must be reissued for each infrastructure upgrade.

The template for the DHS Configuration Description Document (CDD) can be found in the DHS
SDLC.

The TSA Version Description Document contains information that may be used to support the
development of the Configuration Description Document (CDD).

2.7.13 DHS Project Matrix Step 2 Report

The DHS Project Matrix Step 2 Report identifies the value chain of each nationally critical function or
service and maps the relationships among the value chain assets and links. Identifies single points
of failure. The DHS Project Matrix Step 2 Report is controlled by the Chief Information Security
Officer.

2.7.14 Change Control Board Request for Change

The Change Control Board Request for Change documents any changes to the system.
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The template for the Change Control Board Request for Change can be found in the DHS SDLC.
2.7.15 Production Baseline Specifications Document

The Production Baseline Specifications Document describes the version released, specifies
equipment configurations and dependencies, inventories materials released, including software
contents, software installation files, and software source files. It also presents instructions for
installing software. For IT applications, the Version Description Document (VDD) serves as the
Production Baseline Specifications Document. The VDD must be reissued for each application
release. For IT infrastructure, the Configuration Description Document (CDD) serves as the
Production Baseline Specifications Document. The CDD must be reissued for each infrastructure
upgrade.

2.7.16 Change Control Board Decision Document.

The CCB Decision Document is a formal ratification of the readiness of the system to enter full
operation and signals that all system artifacts have been identified as the Production Baseline. The
guidelines for the CCB Decision Document are established in the project Configuration Management
Plan, Appendix C-7.

2.7.17 Configuration Description Document

For IT infrastructure, the Configuration Description Document (CDD) serves as the Production
Baseline Specifications Document. The CDD must be reissued for each infrastructure upgrade.

2.7.18 Plan of Action & Milestone (POA&M)

The Plan of Action and Milestone (POA&M) provides correction plans for newly identified
weaknesses as well as updating progress in correcting previously identified weaknesses. The
POA&M is a tool that identifies tasks that need to be accomplished to correct or remediate security
weaknesses in IT programs and systems. Weaknesses are derived from reviews including self-
assessments and audits. All weaknesses must be included in the POA&M including material
weaknesses and any weaknesses that pose potential harm to the system.

2.7.19 Business and System Performance Measures

The Business and System Performance Measures are collected and produced periodically during the
Operations and Support Phase to provide detailed metrics to evaluate performance and results of the
implemented system.

2.7.20 Technology Insertion (Tl) Decision Package

The Tl Decision Package consists of two parts: the DHS Technology Insertion Request Form and
the DHS Technology Insertion Supporting Instructions and Documentation.

2.7.21 Program Alignment Decision Package

The Program Alignment (PA) Decision Package consists of all of the documentation that must be
submitted by the Submitter to the EA-PMO for a decision on architectural alignment of a project. The
template and instructions can be found in Appendix F of the TSA EA Governance Document.
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2.7.22 Other Decision Package

The Other Decision Package consists of the Other Decision Request Form and any additional
supporting documentation. The supporting documentation will vary depending on the Decision
Request. The Submitter should provide the appropriate supporting documentation to assist the
decision process. The form and instructions can be found in Appendix G of the TSA EA Governance
Document.
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CHAPTER 3: CONCEPT APPROVAL STAGE

3 OBJECTIVES OF CONCEPT APPROVAL STAGE

Version 2.0.4, July, 2005

The Concept Approval Stage begins when management identifies a business need that can be
satisfied by the application of information technology. The Concept Approval Stage is depicted in

Figure 3-1.

Stage Name:
Concept Approval

Previous Stage: Corrective Action Required

N End of phase
one or >10% oK
variance
DHS End of stage
KDP 0 or >10%
variance CPIC
v Review «Business Concept worthy
OK for consideration
Plan | SBD.RMP, PMP Oversee | ReportStatus/EVM 0OCIO / EA )
Process > 10% variance Review Business Concept
Review and Approval
ACTIVITIES

*Understand Stage Context

«Analyze Stage Risks

«Plan Stage Activities

PRODUCTS

+SBD: Stakeholders,
Objectives, Constraints,
Alternatives, Approach

*RMP: Identified Risks,
Analyzed Risks, Risk
Mitigation Plan

*«PMP: WBS, Resources,
Integrated Master
Schedule

Monitor and Review

Execute Activities Develop Products

« Identify the Opportunity to
Improve Business Functions

« Identify a Program Sponsor

«Analyze Fit with the
Enterprise Architecture

« Assess IT Security Risks

«Document the Stage Efforts

«Review and Approval to
Proceed

Summary (C/F)

«Mission Need Statement (C/F)
« Enterprise Architecture Alignment

—>| Baseline Established

*Business Need

« Security Risk Assessment (C)

C=Create, P=Produce, R=Revise, F=Finalize, V=Validate

Figure 3-1. Concept Approval Stage

The purposes of the Concept Approval Stage are to:

organization or a deficiency related to a business need.

Identify and validate an opportunity to improve business accomplishments of the

Identify significant assumptions and constraints on solutions to that need.

Recommend the exploration of alternative concepts and methods to satisfy the need.

Projects may be initiated as a result of business process improvement activities, changes in
business functions, advances in information technology, or may arise from external sources, such as
public law, the general public or state/local agencies. The Program Sponsor articulates this need
within the organization to initiate the project life cycle. During this stage, a Program Manager is
appointed who prepares a Mission Need Statement. When an opportunity to improve
business/mission accomplishments or to address a deficiency is identified, the Program Manager

documents these opportunities in the Mission Need Statement.
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3.1 TASKS AND ACTIVITIES

The following activities are performed as part of the Concept Approval Stage. The results of these
activities are captured in the Mission Need Statement. For every approved IT project, the agency
should designate a responsible organization and assign the organization sufficient resources to
execute the project.

3.1.1 Identify the Opportunity to Improve Business Functions

Identify why a business process is necessary and what business benefits can be expected by
implementing this improvement. A business scenario and context must be established in which a
business problem is clearly expressed in purely business terms. Provide background information at
a level of detail sufficient to familiarize senior managers to the history, issues and customer service
opportunities that can be realized through improvements to business processes with the potential
support of IT. This background information must not offer or predetermine any specific automated
solution, tool, or product.

3.1.2 Identify a Program Sponsor

The Program Sponsor is the principle authority on matters regarding the expression of business
needs, the interpretation of functional requirements language, and the mediation of issues regarding
the priority, scope and domain of business requirement. The Program Sponsor may identify and
enlist the assistance of the Program Manager in the execution of this stage as well as subject matter
experts from Enterprise Architecture and IT Security.

3.1.3 Analyze Fit with the Enterprise Architecture

A formal assessment of EA alignment is conducted beginning at Program Initiation and at selected
points through the DHS SDLC process to ensure that any variances in planned alignment are
identified. The sponsoring organization must establish alignment with DHS architectural principles
during the Program Initiation Phase. Current IT capabilities, planned IT programs, and ongoing
projects, need to be understood in terms of how they relate to the DHS’ Architectural principles, DHS
Security Architecture, Target architecture, Business Security Strategy, and High-level transition
strategy. During this alignment process, the sponsoring organization works with the DHS enterprise
architecture staff to ensure that the DHS target enterprise architecture is accurate and sufficiently
detailed to reflect the scope of the proposed initiative. How the initiative aligns with the target
architecture is documented in the EA Alignment Summary.

3.1.4 Assess IT Security Risks

Analyze threats to and vulnerabilities of the proposed system and the risk to the security of the
overall system(s) to which it is a part or which it interacts.

3.1.5 Document the Stage Efforts

The results of the stage efforts are documented in the Mission Need Statement, Enterprise
Architecture Alignment Summary, and the Security Risk Assessment. During this stage, the
Program Manager makes a rough estimate of the cost, schedule, scope, and impact of the IT
project. Such estimation enables the identification of the appropriate Review & Approval Authority,
based on Table 1-3.
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3.1.6 Review and Approval to Proceed

The approval of the stage artifacts establishes the end of the Concept Approval Stage. Lines of
Business Verticals review the three Concept Approval Stage artifacts, providing feedback and/or
recommendation to approve. Authorization to Proceed includes approvals by the Program Sponsor /
Program Manager, EA-PMO (if preliminary EA business compliance is assessed), and the
Review/Approval Authority. Approvals should be annotated on the Mission Need Statement.

Ensure compliance with the Mission Needs Statement, Enterprise Architecture and Security Risks
Assessment.

3.2 ROLES AND RESPONSIBILITIES

= Program Sponsor. The Sponsor is the senior spokesperson for the project, and is
responsible for ensuring that the needs and accomplishments within the business area are
widely known and understood. The Sponsor is also responsible for ensuring that adequate
resources to address business area needs are made available in a timely manner.

= Program Manager. The appointed program manager is charged with leading the efforts to
ensure that all business aspects of the process development/improvement effort are
identified in the Mission Need Statement.

» Information System Security Officer. The appointed ISSO is responsible for ensuring the
security of the information system throughout its life cycle.

3.3 WORK PRODUCTS
The following work products shall be initiated during the Concept Approval Stage:
3.3.2 Mission Need Statement

This describes the need or opportunity to improve business functions. It identifies where strategic
goals are not being met or mission performance needs to be improved. The business need is
documented as a Mission Need Statement (MNS) that forms the basis for a determination whether
there is business justification to further develop the concept. Appendix C-1 provides a template for
the Mission Need Statement. The Mission Need Statement (MNS) should consist of only a few
pages.

3.3.3 Enterprise Architecture Alignment Summary

The Enterprise Architecture Alignment Summary provides the results of EA Alignment and
Assessment Reviews that occur periodically throughout the system’s life. DHS/TSA technology
systems and projects must be aligned with the DHS/TSA Enterprise Architecture (EA). Current IT
capabilities, planned IT programs, and ongoing projects, need to be understood in terms of how they
relate to the DHS/TSA Architectural principles, DHS/TSA Security Architecture, Target architecture,
Business Security Strategy, and High-level transition strategy.

The EA assessment process is integrated throughout the life cycle to ensure that IT programs and
projects are initiated, planned, and executed consistent with the DHS and TSA target architectures.
A formal assessment of EA alignment is conducted beginning at Program Initiation and throughout
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the SDLC process to ensure that any variances in planned alignment are identified and accounted
for in the TSA transition plan. The Enterprise Architecture Alignment Summary provides the results
of EA alignment assessment reviews, which documents how the initiative aligns with the target
architecture. The Enterprise Architecture (EA) Alignment Summary is under the control of the DHS
EA Office. The TSA Program Alignment (PA) Decision Package consists of all of the documentation
that must be submitted by the Submitter to the TSA EA-PMO for a TSA decision on architectural
alignment of a project. The template and instructions can be found in Appendix F of the TSA EA
Governance Document.

3.3.4 Security Risk Assessment

The purpose of the risk assessment is to analyze threats to and vulnerabilities of a system to
determine the risks (potential for losses throughout the system development lifecycle). This is used
as a basis for identifying appropriate and cost-effective measures. Appendix C-17 provides a
template for the Security Risk Assessment.

3.4 ISSUES FOR CONSIDERATION

In this stage, it is important to state the needs or opportunities in business terms. Avoid identifying a
specific product or vendor as the solution.

3.5 STAGE REVIEW ACTIVITY

At the end of this stage, the Mission Need Statement is approved before proceeding to the next
stage. The Mission Need Statement should convey that this project is a good investment and review
of the Enterprise Architecture Alignment Summary and the Security Risk Assessment should identify
any potential impact on the infrastructure/architecture and any security impact to the enterprise IT
systems.

The stage review should examine project process performance and the application of this SDLC for
lessons learned and opportunities for improvement. Feedback with respect to application of the
SDLC should be submitted to the OCIO P3CO.

3.6 RELATED ENTERPRISE PROCESS ACTIVITIES

The Mission Need Statement work product will be reviewed and approved by the appropriate CPIC
Review/Approval Authority as authorization to commit resources to and commence the System
Concept Development Stage. The proposed business solution will receive preliminary EA review for
business compliance. The EA Review / Validation process is to: Validate strategic alignment to the
target EA, Assess impact of the IT project on processes, data, infrastructure, etc., and Evaluate fit
with the Migration Plan.

3.7 TAILORING GUIDANCE

All projects must begin with a Mission Need Statement and the commitment of resources before
proceeding to System Concept Development. The degree of detail in the Mission Need Statement
may be tailored based on the scope and complexity of the proposed business solution.
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See Section 14 for additional tailoring guidance.
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PROGRAM AUTHORIZATION STAGE

OBJECTIVES OF PROGRAM AUTHORIZATION STAGE

The Program Authorization Stage begins when the Mission Need Statement has been formally
approved and resources have been committed by the Program Sponsor to enter the Program
Authorization Stage. The Program Authorization Stage is depicted in Figure 4-1.

Stage Name:
Program Authorization

Previous Stage: Corrective Action Required

End of phase

0,
or >10% oK

Concept Approval variance
DHS Authorization
KDP .05 ~ to Proceed End of stage
or >10% L .
variance *Program is allgned_ wn_h_
DHS EA, properly justified
4 and authorized, and
Plan | SBD, RMP, PMP Oversee Report Status / EVM OCIO/EA funding is approved.
Process > 10% variance Review « DHS Business Case Review and
Approval
ACTIVITIES *DHS Project Matrix Step 1 Report
«Understand Stage Context Monitor and Review Approval_ )
«Analyze Stage Risks «DHS Business Impact Analysis
«Plan Stage Activities Report Approval

PRODUCTS

* SBD: Stakeholders,
Objectives, Constraints,
Alternatives, Approach

*RMP: Identified Risks,
Analyzed Risks, Risk
Mitigation Plan

*«PMP: WBS, Resources,
Integrated Master

Execute Activities

Develop Products

« Study and Analyze the
Business Need

«Form (or appoint) a Project
Organization
« Form the Project Acquisition

« System Boundary Document (C)
«Risk Management Plan (C)

« Project Management Charter (C)
«User Group Charter (C)

—>| Baseline Established

« Acquisition Program
Baseline (C)

« Cost-Benefit Analysis (C)
Schedul o
chedule Strategy « Feasibility Study (C)
« Study and Analyze the «Business Case (OMB Exhibit) (C)
Risks

«Plan the Project

« Establish the Information
Systems User Group
(ISUG)

« Prepare OMB Exhibit

«Document the Stage Efforts

«Review and Approval to
Proceed

«Revise Previous
Documentation

C=Create, P=Produce, R=Revise, F=Finalize, V=Validate

Figure 4-1. Program Authorization Stage

The review and approval of the Mission Need Statement begins the formal studies and analysis of
the need in the Program Authorization Stage and begins the more detailed business analysis of the

project.

4.1 TASKS AND ACTIVITIES

The following activities are performed as part of the Program Authorization Stage. The results of
these activities are captured in work products that are initiated during this stage as well as updates

to prior stage artifacts.
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4.1.1 Study and Analyze the Business Need

The project team, identified in the Program Management Charter, and supplemented by enterprise
architecture or other technical experts, as required, should analyze all feasible technical, business
process, and commercial alternatives to meeting the business need. These alternatives should then
be analyzed from a life cycle cost perspective. The results of these studies should show a range of
feasible alternatives based on life cycle cost, technical capability, and scheduled availability.
Typically, these studies should narrow the system technical approaches to only a few potential,
desirable solutions that should proceed into the subsequent life cycle stages.

4.1.2 Form (or appoint) a Project Organization

This activity involves the appointment of a Program Manager (if not previously identified) who carries
both the responsibility and accountability for project execution. The Program Manager develops a
Project Management Charter that establishes the scope and responsibilities for the project. For
small efforts, the project organization may only involve assigning a project to a manager within an
existing organization that already has an inherent support structure. For new, major projects, a
completely new organizational element may be formed - requiring the hiring and reassignment of
many technical and business specialists.

Each project shall have an individual designated to lead the effort. The individual selected will have
appropriate skills, experience, credibility, and availability to lead the project. Clearly defined
authority and responsibility must be provided to the Program Manager.

The Program Manager will work with Stakeholders to identify the scope of the proposed program,
participation of the key organizations, and potential individuals who can participate in the formal
reviews of the project. This decision addresses both programmatic and information management-
oriented participation as well as technical interests in the project that may be known at this time.

In view of the nature and scope of the proposed program, the key individuals and oversight
committee members who will become the approval authorities for the project will be identified.

4.1.3 Form the Project Acquisition Strategy

The acquisition strategy should be included in the SBD. The project team should determine the
strategies to be used during the remainder of the project concurrently with the development of the
Cost Benefit Analysis (CBA) and Feasibility Study. Will the work be accomplished with available
staff or do contractors need to be hired? Discuss available and projected technologies, such as
reuse or Commercial Off-the-Shelf and potential contract types.

4.1.4 Study and Analyze the Risks

Identify any security, programmatic or technical risks. The programmatic and technical risks
associated with further development should also be studied. The results of these assessments
should be summarized in the SBD and documented in the Risk Management Plan and CBA. The
strategy for risk mitigation, including options for assumption, avoidance, limitation, transference and
other methods should be documented in the Risk Management Plan. The initial or planned security
controls should be documented in the System Security Plan.
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4.1.5 Plan the Project

The project team should develop high-level (baseline) schedule, cost, security, and performance
measures that are summarized in the System Boundary Document (SBD). These preliminary, high-
level estimates form the basis for more refined project planning that will be performed in the
subsequent System Concept Development Stage if the project is authorized to continue at the end of
this stage. An initial strategy should be included for tailoring this SDLC to the needs of the project
and for describing the life cycle segments that will comprise the project life cycle. Security
categorization, in accordance with the Federal Information Processing Standards Publication 199
(FIPS Pub 199), Standards for Security Categorization of Federal Information and Information
Systems, should be conducted during this stage and documented in the System Security Plan.
Security categories are based on the potential impact on an organization should certain events occur
which jeopardize the information and information systems needed by the organization to accomplish
its assigned mission, protect its assets, fulfill its legal responsibilities, maintain its day-to-day
functions, and protect individuals. The security category of an information system must also consider
the security categories of all information types resident on the information system.

4.1.6 Establish the Information Systems User Group (ISUG)

Draft the charter for the Information Systems User Group that will participate as the primary user
advocates for the project being developed. During this stage, the ISUG provides subject matter
experts in the business processes that are being automated.

4.1.7 Prepare the Business Case (OMB Exhibit)

Each Level of Investment requires a Business Case documented in either on OMB Exhibit 300, a
DHS-defined OMB Exhibit 300 Light2, or OMB Exhibit 53 Information. The appropriate OMB Exhibit
documents the justification for the proposed investment in satisfying the particular business need,
summarizing the need, the alternatives, the proposed solution, resources, schedules, risks, and
other information. The OMB Exhibit, supported by information in SDLC Artifacts provides the basis
on which the investment is approved for inclusion in an investment portfolio via the CPIC Select
process. An example and instructions for each submission are included in the included in the CPIC
Guide.

4.1.8 Document the Stage Efforts

The results of the stage efforts are documented in the System Boundary Document, Cost Benefit
Analysis, Feasibility Study, Risk Management Plan, ISUG Charter, and Exhibit 300.

4.1.9 Review and Approval to Proceed

Once the project team has completed work products, they are submitted for review by
representatives of TSA OCIO organizations, as depicted in Figure 4-1. When all work products have
been judged to be satisfactory, the OMB Exhibit, supported by stage work products are submitted to
the CPIC Select process for screening, scoring, and selection, ultimately by the appropriate IT
investment review/approval authority. The result of the CPIC Select process is a recommendation of
one of the following:

2«OMB Exhibit 300 Light” is defined in DHS Management Directive MD-1400, May 2003.
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e (1) Proceed into the next life-cycle stage, Planning,
¢ (2) Continue additional conceptual stage activities, i.e., improve the business case, or
e (3) Terminate the project.

Review objectives focus on (1) the successful accomplishment of the stage objectives, (2) the plans
for the next life-cycle stage, (3) the risks associated with moving into the next life-cycle stage, and
(4) the availability of resources to execute the subsequent life-cycle stages. The results of the
review are documented reflecting the decision on the recommended action.

4.1.10 Revise Previous Documentation

Review previous stage documents and update if necessary.

Revisions of artifacts developed in prior stages must be reviewed and approved by the same
process as for the original artifacts.

4.2 ROLES AND RESPONSIBILITIES

= Program Sponsor. Via the Program Management Charter, the Program Sponsor provides
direction and sufficient resources to the Program Manager to carry out the Program
Authorization Stage, including carrying out responsibilities within the CPIC Select Phase
processes.

*» Program Manager. The Program manager is charged with leading the efforts to accomplish
the Program Authorization Stage tasks discussed above. The Program Manager is also
responsible for reviewing the work products for accuracy, approving work products and
providing status reports to management.

= OCIO Organizations perform work product reviews as defined in organizational roles and
responsibilities matrix.

» |SSO. Supervise or assist as appropriate in determining the security categorization of the
information and the information system. The ISSO is also responsible for updating the
security risk assessment and developing an initial set of planned security controls to be
included in the System Security Plan. Finally, the ISSO should assist in developing the risk
management plan.

4.3 WORK PRODUCTS
The following work products are initiated or updated during this stage.

4.3.1 System Boundary Document

The System Boundary Document (SBD), if not already begun, is initiated during this stage and
identifies the scope of a system (or capability). It should contain the high-level requirements,
benefits, business assumptions, and program costs and schedules. It shall also contain the
information types, sensitivity, and security categorization. It records management decisions on the
envisioned system early in its development and provides guidance on its achievement. Appendix C-
2 provides a template for the Systems Boundary Document.
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4.3.2 Project Management Charter

The Project Management Charter is the document that formally recognizes the existence of the
program. It includes, directly or by reference to other documents, i.e., the Mission Need Statement,
the business need that the project addresses and the product/service description that the project will
produce/deliver. The charter, issued by the Program Sponsor, provides the Program Manager with
the authority to apply organizational resources to project activities and identifies resources that will
be applied to the project in this and subsequent stages, to the extent that they are known in this
stage. Appendix C-40 provides a template for the Project Management Charter.

4.3.3 Cost-Benefit Analysis

The Cost Benefit Analysis (CBA) is initiated during this stage and provides cost and benefit
information for analyzing and evaluating alternative solutions to a problem and for making decisions
about initiating, as well as continuing, the development of information technology systems. The
analysis should clearly indicate the cost to conform to the security standards in the Technical
Reference Model (TRM) and appropriate Federal guidance. Appendix C-3 provides a template for
the Cost-Benefit Analysis.

4.3.4 Feasibility Study

The Feasibility Study is initiated during this stage and provides an overview of a business
requirement or opportunity and determines if feasible solutions exist before full life-cycle resources
are committed. Appendix C-4 provides a template for the Feasibility Study.

4.3.5 Security Risk Assessment

The purpose of the risk assessment is to analyze threats to and vulnerabilities of a system to
determine the risks (potential for losses throughout the system development lifecycle). This is used
as a basis for identifying appropriate and cost-effective measures. Appendix C-17 provides a
template for the Security Risk Assessment.

4.3.6 Risk Management Plan

The Risk Management Plan, if not already begun, is initiated during this stage and identifies project
risks and specifies the plans to reduce or mitigate the risks. Appendix C-5 provides a template for
the Risk Management Plan.

4.3.7 User Group Charter

The User Group Charter is initiated during this stage and establishes the responsibility and
membership of the Information Systems User Group (ISUG) that will serve as the primary advocate
of the users of the system being developed or enhanced. Supported by the Program Sponsor, the
Program Manager appoints the ISUG. Appendix C-41 provides a template for the User Group
Charter.
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4.3.8 Business Case (OMB Exhibit)

The Business Case, documented as an OMB Exhibit appropriate to the project’s IT investment Level
is initiated during this stage. The format, guidelines, and templates for OMB Exhibit 300, Exhibit 300
Light, and Exhibit 53 are located in the TSA CPIC Guide.

4.4 ISSUES FOR CONSIDERATION

After stage work products are approved and the project has been selected for inclusion in an
investment portfolio, the project may proceed with the System Concept Development Stage as soon
as funding is available. A number of project continuation and project approach decisions are taken
by the Program Manager.

4.4.1 ADP Position Sensitivity Analysis

All projects must ensure that all personnel are cleared to the appropriate level before performing
work on sensitive systems. Automated Data Processing (ADP) position designation analysis applies
to all TSA personnel, including contract support personnel who are nominated to fill an ADP position.
ADP positions are those that require access to TSA ADP systems or require work on management,
design, development, operation, or maintenance of TSA automated information systems. The
sensitivity analysis should be conducted only to determine an individual’s eligibility or continued
eligibility for access to TSA ADP systems or to unclassified sensitive information. Such an analysis
is not to be construed as the sole determination of eligibility.

4.4.2 |dentification of Sensitive Systems

Public Law 100-235, the Computer security Act of 1987, requires Federal agencies to identify
systems that contain sensitive information. All government systems contain information of value to
the government or American citizens, and therefore contain sensitive information. A sensitive
system is a computer system that processes, stores, or transmits sensitive-but-unclassified (SBU)
data. SBU data is any information that the loss, misuse, or unauthorized access to, or modification
of, could adversely affect the national interest, the conduct of TSA programs, or the privacy to which
individuals are entitled under the Privacy Act. Guidelines for the identification of sensitive systems
can be found within the U.S. Code.3 The subsequent categorization of an SBU system’s sensitivity
can be determined by utilizing Federal Information Processing Standard (FIPS) 199. This guidance
will help determine the sensitivity level of the data that will be processed, stored, and transmitted by
the new or changed system, as well as the sensitivity level of the system. The Federal Information
Security Management Act of 2002 (FISMA), Public Law 107-347, holds agencies and program
managers accountable for Certifying and Accrediting SBU systems.

443 Project Continuation Decisions

The feasibility study and CBA confirm that the defined information management concept is
significant enough to warrant an IT project with life-cycle management activities.

® Privacy Act, 5 U.S.C. 552a
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The feasibility study should confirm that the information management need or opportunity is beyond
the capabilities of existing systems and that developing a new system is a promising approach.

The CBA confirms that the projected benefits of the proposed approach justify the projected
resources required. The funding, personnel, and other resources shall be made available to
proceed with the System Concept Development Stage.

4.5 STAGE REVIEW ACTIVITY

The Program Authorization Review shall be performed at the end of this stage. The review ensures
that the goals and objectives of the system are identified and that the feasibility of the system is
established. Products of the Program Authorization Stage are reviewed including the budget, risk,
and user requirements. This review is organized, planned, and led by the Program Manager and/or
representative. Successful completion of the Program Authorization Review establishes the creation
of the Acquisition Program Baseline (APB).

The stage review should examine project process performance and the application of this SDLC for
lessons learned and opportunities for improvement. Feedback with respect to application of the
SDLC should be submitted to the TSA PMD P3CO.

4.6 RELATED ENTERPRISE PROCESS ACTIVITIES

The Program Authorization work products, particularly the OMB Exhibit, will be submitted to the
CPIC Select process for screening, scoring, and selection by the appropriate IT investment review
and approval authority. The proposed business solution will undergo EA review for business
alignment and technical compliance. The EA Review / Validation process is to: Review scope of
system against other existing systems (identify redundancy); Evaluate feasible solutions
(alternatives) for business and technical alignment; Review User Group Charter; and Perform EA
review of submitted business case, in support of the CPIC Select Review. For major projects
(Investment Level 1, 2, or 3), the CPIC review and selection process comprises the DHS Key
Decision Point 1, Initiative Authorization, which establishes the Acquisition Baseline that will be
monitored in terms of financial, schedule, and technical performance throughout the project life cycle

4.7 TAILORING GUIDANCE

See Section 14 for tailoring guidance.

Page 53





Transportation Security Administration

.| TSA System Development Life Cycle Guidance Document

CHAPTER &:

Version 2.0.4, July, 2005

SYSTEM CONCEPT DEVELOPMENT STAGE

5 OBJECTIVES OF SYSTEM CONCEPT DEVELOPMENT STAGE

System Concept Development begins when the Mission Need Statement, Business Case, Project
Management Charter and Governance for the investment have been formally approved and
resources have been committed by the Program Sponsor to enter the System Concept Development
Stage. The System Concept Development Stage is depicted in Figure 5-1.

Stage Name:
System Concept Development | e e mm oo ,
!
1 1
. . . A
E Corrective Action Required >10% o«
Previous Stage: variance],/
Program Authorization < DHS  >---+
Authorization y
to Proceed End of stage

Plan SBD, RMP, PMP

or >10% o v |
variance cPIC * Optional
Review

Oversee OCIO /EA

Process

ACTIVITIES

*Understand Stage Context

« Analyze Stage Risks

«Plan Stage Activities

PRODUCTS

*SBD: Stakeholders,
Objectives, Constraints,
Alternatives, Approach

*RMP: Identified Risks,
Analyzed Risks, Risk
Mitigation Plan

*PMP: WBS, Resources,
Integrated Master
Schedule

Process > 10% variance Review

*Business Capabilities and
Requirements Review and
Approval

Monitor and Review

—>| Baseline Established

« System Boundary Document (F)
« Project Management Charter (F)
«Business Case (OMB Exhibit) (F)

Execute Activities

Develop Products

«Plan the Project

« Establish the Information
Systems User Group
(ISUG) «Privacy Act Notice/Privacy Impact

« Acquisition Program
Baseline (R)

«Study and Analyze the
Business Need

«Form the Project Acquisition
Strategy (SBD)

« Study and Analyze the
Risks

*Prepare OMB Exhibit

+Document the Stage Efforts

«Review and Approval to
Proceed

«Revise Previous
Documentation

Assessment (C)

C=Create, P=Produce, R=Revise, F=Finalize, V=Validate

Figure 56-1. System Concept Development Stage

The review and approval to proceed from the Program Authorization Stage begins the more detailed
formal studies and analysis of the need in the System Concept Development Stage and begins the
life cycle of an identifiable project.

5.1 TASKS AND ACTIVITIES

The following activities are performed as part of the System Concept Development Stage. The
results of these activities are captured in work products that are initiated during this stage as well as
updates to prior stage artifacts.
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5.1.1 Plan the Project

The project team should further develop and refine the high-level (baseline) schedule, cost, security,
and performance measures that are summarized in the System Boundary Document (SBD). These
refined, high-level estimates form the basis for detailed project planning that will be performed in the
subsequent Planning Stage if the project is authorized to continue at the end of this stage. Refine
the strategy previously included for tailoring this SDLC to the needs of the project and for describing
the life cycle segments that will comprise the project life cycle. Review and refine the security
categorization, in accordance with the Federal Information Processing Standards Publication 199
(FIPS Pub 199), Standards for Security Categorization of Federal Information and Information
Systems. Security categories are based on the potential impact on an organization should certain
events occur which jeopardize the information and information systems needed by the organization
to accomplish its assigned mission, protect its assets, fulfill its legal responsibilities, maintain its day-
to-day functions, and protect individuals. The security category of an information system must also
consider the security categories of all information types resident on the information system.

5.1.2 Establish the Information Systems User Group (ISUG)

Revise the charter for the Information Systems User Group that will participate as the primary user
advocates for the project being developed. During this stage, the ISUG provides subject matter
experts in the business processes that are being automated.

5.1.3 Study and Analyze the Business Need

The project team composition is finalized in the Program Management Charter, and supplemented
by enterprise architecture or other technical experts, as required. The project team analyzes in
greater detail all feasible technical, business process, and commercial alternatives for meeting the
business need. These alternatives are then looked at from a life cycle cost perspective. The results
of these studies narrow down the range of feasible alternatives based on life cycle cost, technical
capability, and scheduled availability. Typically, the system technical approaches indicate only a few
potential, desirable solutions that should proceed into the subsequent life cycle stages.

5.1.4 Form the Project Acquisition Strategy

The acquisition strategy is further refined in the SBD. The project team determines the strategies to
be used during the remainder of the project concurrently with the refinement of the Cost Benefit
Analysis (CBA) and Feasibility Study. Readjust as needed, the work to be accomplished with
available staff or contractors that need to be hired. Refine the discussion on available and projected
technologies, such as reuse or Commercial Off-the-Shelf and potential contract types.

5.1.5 Study and Analyze the Risks

Revise the security, programmatic and technical risks. The risks associated with further
development should also be studied. The results of these assessments should be summarized in
the SBD and updated in the Risk Management Plan and CBA. Initial or planned security controls
should be documented in the Risk Management Plan.
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5.1.6 Prepare OMB Exhibit

The OMB is finalized. Each Level of Investment requires either an OMB Exhibit 300, a DHS-defined
OMB Exhibit 300 Light4, or OMB Exhibit 53 Information. The appropriate OMB Exhibit documents
the justification for the proposed investment in satisfying the particular business need, summarizing
the need, the alternatives, the proposed solution, resources, schedules, risks, and other information.
The OMB Exhibit, supported by information in SDLC Artifacts provides the basis on which the
investment is approved for inclusion in an investment portfolio via the CPIC Select process. An
example and instructions for each submission are included in the CPIC Guide.

5.1.7 Document the Stage Efforts

The results of the stage efforts are documented in the System Boundary Document, Cost Benefit
Analysis, Feasibility Study, Risk Management Plan, ISUG Charter, and Exhibit 300.

5.1.8 Review and Approval to Proceed

Once the project team has completed work products, they are submitted for review by
representatives of TSA OCIO organizations, as depicted in Figure 5-1. When all work products have
been judged to be satisfactory, the OMB Exhibit, supported by stage work products are submitted to
the CPIC Select process for screening, scoring, and selection, ultimately by the appropriate IT
investment review/approval authority. The result of the CPIC Select process is a recommendation of
one of the following:

e Proceed into the next life-cycle stage, Planning,
¢ Continue additional conceptual stage activities, i.e., improve the business case, or
o Terminate the project.

Review objectives focus on (1) the successful accomplishment of the stage objectives, (2) the plans
for the next life-cycle stage, (3) the risks associated with moving into the next life-cycle stage, and
the availability of resources to execute the subsequent life-cycle stages. The results of the review
should be documented reflecting the decision on the recommended action.

5.1.9 Revise Previous Documentation

Review previous stage documents and update if necessary.

Revisions of artifacts developed in prior stages must be reviewed and approved by the same
process as for the original artifacts.

5.2 ROLES AND RESPONSIBILITIES

» Program Sponsor. Via the revised Program Management Charter the Program Sponsor
provides direction and sufficient resources to the Program Manager to carry out the System
Concept Development Stage, including carrying out responsibilities within the CPIC Select
Phase processes.

*«“OMB Exhibit 300 Light” is defined in DHS Management Directive MD-1400, May 2003.
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= Program Manager. The Program manager is charged with leading the efforts to accomplish
the System Concept Development Stage tasks discussed above. The Program Manager is
also responsible for reviewing the work products for accuracy, approving work products and
providing status reports to management.

= OCIO Organizations perform work product reviews as defined in organizational roles and
responsibilities matrix.

= |SSO. Supervise or assist as appropriate in determining the security categorization of the
information and the information system. . The ISSO is also responsible for conducting a
preliminary security risk assessment and developing an initial set of planned security
controls. Finally, the ISSO should assist in developing the risk management plan.

5.3 WORK PRODUCTS

The following work products are initiated or updated during this stage.
5.3.1 Program Management Charter

The Program Management Charter, initiated during the Program Authorization Stage, is finalized
during this stage to further identify the project team and reestablish commitment from the Program
Sponsor for project resources and commitment from team members for their participation in the
project. Appendix C-40 provides a template for the Program Management Charter.

5.3.2 User Group Charter

The User Group Charter, initiated during the Program Authorization Stage, is finalized during this
stage and establishes the responsibility and membership of the Information Systems User Group
(ISUG) that will serve as the primary advocate of the users of the system being developed or
enhanced. Supported by the Program Sponsor, the Program Manager appoints the ISUG.
Appendix C-41 provides a template for the User Group Charter.

5.3.3 System Boundary Document

The System Boundary Document (SBD initiated during the Program Authorization Stage, is finalized
during this stage to further identify the scope of the system (or capability). It should contain the high-
level requirements, benefits, business assumptions, and program costs and schedules. It shall also
contain the information types, sensitivity, and security categorization. It records management
decisions on the envisioned system early in its development and provides guidance on its
achievement. Appendix C-2 provides a template for the Systems Boundary Document.

5.3.4 Privacy Act Notice / Privacy impact Assessment

The Privacy Act (PA) mandates the process and procedures for obtaining, safeguarding, and
disposing of information that can be used to identify specific persons. The collection, use,
maintenance, and dissemination of information on individuals by any DHS organizational element
requires a thorough analysis of both legal and privacy policy issues. To ensure that the Department
properly addresses the privacy concerns of individuals as systems are developed, Department policy
mandates that projects develop and utilize the Privacy Act Notice / Privacy impact Assessment.
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5.3.5 Cost-Benefit Analysis

The Cost-Benefit Analysis (CBA), initiated during the Program Authorization Stage, is revised during
this stage to further identify the cost or benefit information for analyzing and evaluating alternative
solutions to a problem and for making decisions about initiating, as well as continuing, the
development of information technology systems. The analysis should clearly indicate the cost to
conform to the security standards in the Technical Reference Model (TRM) and appropriate Federal
guidance. Appendix C-3 provides a template for the Cost-Benefit Analysis.

5.3.6 Feasibility Study

The Feasibility Study, initiated during the Program Authorization Stage, is revised during this stage
to further describe the overview of a business requirement or opportunity and determines if feasible
solutions exist before full life-cycle resources are committed. Appendix C-4 provides a template for
the Feasibility Study.

5.3.7 Risk Management Plan

The Risk Management Plan, initiated during the Program Authorization Stage, is updated during this
stage and identifies project risks and specifies the plans to reduce or mitigate the risks. Appendix C-
5 provides a template for the Risk Management Plan.

5.3.8 Business Case (OMB Exhibit)

The Business Case as defined in the OMB Exhibit, initiated during the Program Authorization Stage,
is finalized during this stage to further define the project’s IT investment Level. The format,
guidelines, and templates for OMB Exhibit 300, Exhibit 300 Light, and Exhibit 53 are located in the
TSA CPIC Guide:

5.4 ISSUES FOR CONSIDERATION

After stage work products are approved and the project has been selected for inclusion in an
investment portfolio, the project may proceed with the Planning Stage as soon as funding is
available. A number of project continuation and project approach decisions are taken by the
Program Manager.

5.4.1 ADP Position Sensitivity Analysis

All projects must ensure that all personnel are cleared to the appropriate level before performing
work on sensitive systems. Automated Data Processing (ADP) position designation analysis applies
to all TSA personnel, including contract support personnel who are nominated to fill an ADP position.
ADP positions are those that require access to TSA ADP systems or require work on management,
design, development, operation, or maintenance of TSA automated information systems. The
sensitivity analysis should be conducted only to determine an individual’s eligibility or continued
eligibility for access to TSA ADP systems or to unclassified sensitive information. Such an analysis
is not to be construed as the sole determination of eligibility.
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5.4.2 Identification of Sensitive Systems

Public Law 100-235, the Computer security Act of 1987, requires Federal agencies to identify
systems that contain sensitive information. All government systems contain information of value to
the government or American citizens, and therefore contain sensitive information. A sensitive
system is a computer system that processes, stores, or transmits sensitive-but-unclassified (SBU)
data. SBU data is any information that the loss, misuse, or unauthorized access to, or modification
of, could adversely affect the national interest, the conduct of TSA programs, or the privacy to which
individuals are entitled under the Privacy Act. Guidelines for the identification of sensitive systems
can be found within the U.S. Code.5 The subsequent categorization of an SBU system’s sensitivity
can be determined by utilizing Federal Information Processing Standard (FIPS) 199. This guidance
will help determine the sensitivity level of the data that will be processed, stored, and transmitted by
the new or changed system, as well as the sensitivity level of the system. The Federal Information
Security Management Act of 2002 (FISMA), Public Law 107-347, holds agencies and program
managers accountable for Certifying and Accrediting SBU systems.

5.4.3 Project Continuation Decisions

The feasibility study and CBA confirm that the defined information management concept is
significant enough to warrant a project with life-cycle management activities.

The feasibility study should confirm that the information management need or opportunity is beyond
the capabilities of existing systems and that developing a new system is a promising approach.

The CBA confirms that the projected benefits of the proposed approach justify the projected
resources required. The funding, personnel, and other resources shall be made available to
proceed with the Planning Stage.

5.5 STAGE REVIEW ACTIVITY

The System Concept Development Review shall be performed at the end of this stage. The review
ensures that the goals and objectives of the system are identified and that the feasibility of the
system is established. Products of the System Concept Development Stage are reviewed including
the budget, risk, and user requirements. This review is organized, planned, and led by the Program
Manager and/or representative. Successful completion of the System Concept Development Review
establishes the Acquisition Program Baseline (APB).

The stage review should examine project process performance and the application of this SDLC for
lessons learned and opportunities for improvement. Feedback with respect to application of the
SDLC should be submitted to the TSA PMD P3CO.

5.6 RELATED ENTERPRISE PROCESS ACTIVITIES

The System Concept Development work products, particularly the OMB Exhibit, will be submitted to
the CPIC Select process for screening, scoring, and selection by the appropriate IT investment
review and approval authority. The proposed business solution will undergo EA review for business

® Privacy Act, 5 U.S.C. 552a
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alignment and technical compliance. The EA Review / Validation process is to: Review scope of
system against other existing systems (identify redundancy); Re-evaluate feasible solutions
(alternatives) for business and technical alignment; Review User Group Charter; and Perform EA
review of submitted business case, in support of the CPIC Business Capabilities and Requirements
Review. For major projects (Investment Level 1, 2, or 3), the CPIC review and selection process
comprises the DHS Key Decision Milestone 1, Initiative Authorization, which establishes the
Acquisition Baseline that will be monitored in terms of financial, schedule, and technical performance
throughout the project life cycle

5.7 TAILORING GUIDANCE

See Section 14 for tailoring guidance.
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CHAPTER 6: PLANNING STAGE

6 OBJECTIVES OF PLANNING STAGE

Many of the plans essential to the success of the entire investment program and individual projects
are created in this stage; the created plans are then reviewed and updated throughout the remaining
SDLC stages. In the Planning Stage, the concept is further developed to describe how the business
will operate once the approved system is implemented and to assess how the system will impact
employee and customer privacy. To ensure the products and/or services provide the required
capability on time and within budget, project resources, activities, schedules, tools, and reviews are
defined. Additionally, security certification and accreditation activities begin with identification of
system security requirements and the completion of a high-level vulnerability assessment. Figure 6-
1 depicts the Planning Stage.
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« Develop the Systems
Engineering Management Plan

« Plan the Solicitation, Selection
and Award

. . . C=Create, P=Produce, R=Revise, F=Finalize, V=Validate
*Revise Previous Documentation

Figure 6-1. Planning Stage

Multiple instances of the Planning Stage may occur in the project life cycle, especially if the project
strategy includes life cycle segments for prototypes, pilots, or incremental builds/releases. In these
cases, each such segment will revisit the project planning documents to incorporate lessons learned
during previous segments.
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6.1 TASKS AND ACTIVITIES

The following tasks are performed as part of the Planning Stage. The results of these activities are
captured in various planning documents and a concept of operations.

6.1.1 Staff Project Office

Staff the project office with needed skills across the broad range of technical and business
disciplines. Select Technical Review Board members and document roles and responsibilities. If
needed, solicit and award support contracts to provide needed non-personal services that are not
available through agency resources.

6.1.2 Develop the Project Management Plan

Plan, articulate and gain approval of the strategy to execute the management aspects of the project
(Project Management Plan). Develop a detailed project work breakdown structure. Include Security
Certification and Accreditation Work Plan (C&A schedule, identified resources, and artifacts) in work
breakdown structure. Include CPIC Control Reviews as specified by the Review/Approval Authority
at the time of project authorization.

6.1.3 Create Internal Processes

Create, gather, adapt, and/or adopt the internal management, engineering, business management,
and contract management internal processes that will be used by the project office for all
subsequent life-cycle stages. This could result in the establishment of teams or working groups for
specific tasks, (e.g., quality assurance, configuration management, change control). Plan, articulate,
and gain approval for the resulting processes. These processes will be a tailored version of this
SDLC, applied to the specific needs of the project. The artifacts required for this project are
determined and appropriate activities are included in project and engineering work break down
structures.

6.1.4 Review Feasibility of System Alternatives

Review and validate the feasibility of the system alternatives developed during the previous stage
(CBA, Feasibility Study). Confirm the continued validity of the need (SBD).

6.1.5 Study and Analyze Security Implications

Review the security risk assessment to determine if the threat environment has changed and revise
as necessary. Study and analyze the security implications of the technical alternatives and ensure
the alternatives address all aspects or constraints imposed by the security requirements contained in
the System Security Plan. Document any changes to the security requirements/controls and the risk
action plan section of the risk management plan. Develop a process for managing change to the
system baseline over the life cycle of the system. Document any disaster recovery and business
continuity requirements.

6.1.6 Develop the Concept of Operations (CONOPS)

Based on the system alternatives and with inputs from the end-user community, develop the
concepts of how the system will be used, operated, maintained and protected.

Page 62





e

H' TSA System Development Life Cycle Guidance Document Version 2.0.4, July, 2005

T

@ﬂ Transportation Security Administration
6.1.7 Refine Acquisition Strategy in System Boundary Document

Refine the role of system development contractors during the subsequent stages. Definition of the
life cycle segments that will comprise the project life cycle and what organizations
(contractor/government) will perform those segments is an important element of process definition
and project scheduling. For example, one strategy option would include active participation of
system contractors in the Requirements Analysis Stage. In this case, the Planning Stage must
include complete planning, solicitation preparation, and source selection of the participating
contractors (awarding the actual contract may be the first activity of the next stage). If contractors
will be used to complete the required documents, up-front acquisition planning is essential.

6.1.8 Analyze Project Schedule and Cost

Analyze and refine the project schedule and cost, taking into account risks and resource availability.
Develop a detailed schedule for the initial life cycle segments, especially for its Requirements
Analysis Stage, as well as for all subsequent segments and stages. Develop a Life Cycle Cost
Estimate using the information in the Acquisition Plan, WBS, and Schedule, plus information from
the prior phase, estimate the life cycle cost and document related assumptions and risks. These
results will be used when the plans are approved to help define the Acquisition Program Baseline
against which future accomplishment will be evaluated.

6.1.9 Establish Agreements with Stakeholders

Establish relationships and agreements with internal and external organizations that will be involved
with the project. These organizations may include agency and TSA oversight offices, agency
personnel offices, agency finance offices, internal and external audit organizations, and agency
resource providers (people, space, office equipment, communications, etc).

6.1.10 Develop the Systems Engineering Management Plan

Plan, articulate, and gain approval of the strategy to execute the technical management aspects of
the project (SEMP). Develop a detailed system work breakdown structure.

6.1.11 Plan the Solicitation, Selection and Award

During this stage or subsequent stages, plan the solicitation, selection and award of contracted
efforts based on the selected strategies in the SBD. Obtain approvals to contract from appropriate
authorities (Acquisition Plan). As appropriate, execute the solicitation and selection of support and
system contractors for the subsequent stages.

6.1.12 Revise Previous Documentation

Review previous stage documents and update if necessary.

Revisions of artifacts developed in prior stages must be reviewed and approved by the same
process as for the original artifacts.
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6.2 ROLES AND RESPONSIBILITIES

Project Manager. The Project Manager is responsible and accountable for the successful
execution of the Planning Stage for a project. The Project Manager is responsible for
leading the team that accomplishes the tasks shown above. The Project Manager is also
responsible for reviewing work products for accuracy, approving work products, and
providing status reports to management.

Project Team. The project team members (regardless of the organization of permanent
assignment) are responsible for accomplishing assigned tasks as directed by the Project
Manager.

Contracting Officer. The contracting officer is responsible and accountable for the
procurement activities and signs contract awards.

ISSO. Ensure all security-related tasks are completed during this stage.

OCIO Organizations perform work product reviews as defined in organizational roles and
responsibilities matrix.

ISUG members participate in the Concept of Operations as subject matter experts and
advocates for the users of the product/service being developed.

Oversight Activities. Agency oversight activities, including the Program Manager and the
CIO office, provide advice and counsel to the Project Manager on the conduct and
requirements of the planning effort. Additionally, oversight activities provide information,
judgments, and recommendations to the agency decision makers during project reviews and
in support of project decision milestones.

Program Sponsor. The Program Sponsor is charged with assessing: (1) the completeness
of the planning stage activities, (2) the robustness of the plans for the next life-cycle stage,
(3) the availability of resources to execute the next stage, and (4) the acceptability of the
acquisition risk of entering the next stage. For applicable projects, this assessment also
includes the readiness to award any major contracting efforts needed to execute the next
stage. During the end of stage review process, the Program Sponsor may (1) direct the
project to move forward into the next life-cycle stage (including awarding contracts), (2) direct
the project to remain in the Planning Stage pending completion of delayed activities or
additional risk reduction efforts, or (3) terminate the project.

6.3 WORK PRODUCTS

6.3.1

Project Management Plan

This plan should be prepared for all projects, regardless of size or scope. It documents the project
scope, tasks, schedule, allocated resources, and interrelationships with other projects. It describes
the SDLC tailoring approach used to apply the SDLC to the project life cycle. If a waiver to SDLC
requirements is needed, the Project Manager must prepare and submit an Exception Request Form.
See Appendix C-39 for the Exception Request Form template.

The plan provides details on the functional units involved, required job tasks, cost and schedule
performance measurement, milestone and review scheduling. Revisions to the Project Management
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Plan occur at the end of each stage and as information becomes available. The Project
Management Plan should address the management oversight activities of the project. See Appendix
C-11 for Project Management Plan Outline.

6.3.2 System Security Plan

The System Security Plan provides a comprehensive overview of the security requirements of the
system and describes the controls in place or planned for meeting those requirements. The security
requirements must consider the type of information being processed, the degree of the sensitivity,
and whether the information includes personal data. The Security Plan also provides a complete
characterization or description of the information system as well as attachments to key documents
supporting the agency’s information systems program. An outline is provided in Appendix C-10
detailing the information that is included in the System Security Plan and additional guidance can be
found in National Information Standards and Technology (NIST) Special Publications 800-18, Guide
for Developing Security Plans for Information Technology Systems, November, 1998.

6.3.3 Concept of Operations

The CONOPS is a high-level requirements document that provides a mechanism for users to
describe their expectations from the system. It's content is based and traceable to the content of the
Mission Need Statement and the System Boundary Document. Information that should be included
in the CONOPS document is shown in Appendix C-9.

6.3.4 Acquisition Plan

This document shows how all government human resources, contractor support services, hardware,
software and telecommunications capabilities are acquired during the life of the project. The plan is
developed to help ensure that needed resources can be obtained and are available when needed.
An outline is provided in Appendix C-6 detailing the types of information that should be included in
the Acquisition Plan.

6.3.5 Acquisition Program Baseline

The Acquisition Program Baseline establishes program threshold and objective values for the cost,
schedule and performance attributes that describe the program over its life cycle. The MNS and
ConOps provide the basis for the performance, with the business and system performance
measures inserted into the APB. Cost and schedule measures will also be included in the APB with
their associated objective and threshold values to assure delivery of the necessary capabilities within
affordably and required time frame constraints.

6.3.6 Systems Engineering Management Plan

The SEMP describes the system engineering process to be applied to the project; assigns specific
organizational responsibilities for the technical effort, and references technical processes to be
applied to the effort. Information that should be included in the SEMP is shown in Appendix C-13.

6.3.7 Validation and Verification Plan

The Validation and Verification Plan describes the testing strategies that will be used throughout the
life-cycle stages. This plan should include descriptions of contractor, government, and appropriate
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independent assessments required by the project. Appendix C-12 provides a template for the
Validation and Verification Plan.

6.3.8 Configuration Management Plan

The Configuration Management Plan describes the process that will be used to identify, manage,
control, and audit the project’s configuration. The plan should also define the configuration
management structure, roles, and responsibilities to be used in executing these processes.
Appendix C-7 provides a template for the Configuration Management Plan.

6.3.9 Quality Assurance Plan

The Quality Assurance Plan documents that the delivered products satisfy contractual agreements,
meet or exceed quality standards, and comply with the project defined processes, which have been
approved as tailored instances of this SDLC. Appendix C-8 provides a template for the Quality
Assurance Plan.

6.3.10 Integrated Logistics Support Plan

The Integrated Logistics Support Plan (ILSP), in support of the PMP, contains the top-level
management direction and decision making, activity and schedule information concerning ILS. ILS
support elements include Maintenance Planning, Supply Support, Training and Training Support,
Support and Test Equipment, Manpower and Personnel, Packaging, Handling, Storage, and
Transportation, Facilities, Computer Resources Support, Technical Data, and Design Interface,
Human Systems Interface, Configuration Management, and Test and Evaluation. See Appendix C-
43 for the Integrated Logistics Support Plan template.

6.3.11 Exception Request Form

If a waiver to compliance with the SDLC requirements is needed, the Project Manager must prepare
and submit an Exception Request Form. See Appendix C-39 for the Exception Request Form
template.

6.4 ISSUES FOR CONSIDERATION

6.4.1  Audit Trails

Audit trails, capable of detecting security violations, performance problems and flaws in applications
should be specified. Include the ability to track activity from the time of logon, by user ID and
location of the equipment, until logoff. Identify any events that are to be maintained regarding the
operating system, application and user activity.

6.4.2 Access Based on “Need to Know”

Prior to an individual being granted access to the system, the program manager’s office should
determine each individual's “Need to Know” and should permit access to only those areas necessary
to allow the individual to adequately perform her/her job.
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6.5 STAGE REVIEW ACTIVITY

Upon completion of all Planning Stage tasks and receipt of resources for the next stage, the Project
Manager, together with the project team should prepare and present a Project Readiness Review for
the Program Manager, Program Sponsor and project stakeholders. The review should address: (1)
Planning Stage activities status, (2) planning status for all subsequent life-cycle stages (with
significant detail on the next stage, to include the status of pending contract actions), (3) resource
availability status, and (4) acquisition risk assessments of subsequent life cycle stages given the
planned acquisition strategy. The Program Sponsor is charged with the decision to proceed to the
next stage, iterate planning tasks, or terminate the project. Successful completion of the Project
Readiness Review establishes the Project Baseline (ProjBL).

The stage review should examine project process performance and the application of this SDLC for
lessons learned and opportunities for improvement. Feedback with respect to application of the
SDLC should be submitted to the TSA PMD PC30.

6.6 RELATED ENTERPRISE PROCESS ACTIVITIES

After the System Concept Development phase and Key Decision Point 1, the Planning Stage for
major projects commences. During the CPIC Control Phase, periodic Control Reviews will be
performed as directed by the Investment Review/Approval Authority. The Project Readiness Review
can serve as a Project Control Review, but for major projects, there may be Control Reviews
conducted during the Planning Stage. Authorization to proceed to the next stage updates the
Acquisition Baseline with the detailed planning approved at the Project Readiness Review, updating
investment expectations.

6.7 TAILORING GUIDANCE

See Section 14 for tailoring guidance.
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CHAPTER 7: REQUIREMENTS ANALYSIS STAGE

7 OBJECTIVES OF REQUIREMENTS ANALYSIS STAGE

The Requirements Analysis Stage will begin when the previous stage documentation has been
approved or by management direction. Work products related to user requirements from the
Planning and previous Stages shall be used as the basis for further user needs analysis and the
development of detailed functional/user requirements. The analysis may reveal new insights into the
overall information systems requirements, and, in such instances, all work products should be
revised to reflect this analysis. Figure 7-1 depicts the Requirements Analysis Stage.
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Figure 7-1. Requirements Analysis Stage

During the Requirements Analysis Stage, the system shall be defined in more detail with regard to
system inputs, processes, outputs, and external interfaces. This definition process occurs at the
functional level. The system shall be described in terms of the functions to be performed, not in
terms of computer programs, files, and data streams. The emphasis in this stage is on determining
what functions must be performed rather than how to perform those functions.

Multiple instances of the Requirements Analysis Stage may occur in the project life cycle, especially
if the project strategy includes life cycle segments for prototypes, pilots, or incremental
builds/releases—each of which is allocated a subset of project requirements. In these cases, each
such segment will revisit the requirements analysis work products developed in prior instances to
update/extend them as appropriate to the requirements that are allocated to the specific segment.
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7.1 TASKS AND ACTIVITIES

The following tasks are performed during the Requirements Analysis Stage. The tasks and activities
actually performed depend on the nature of the project.

7.1.1 Analyze and Document Requirements

First, consolidate and affirm the business needs. Analyze the intended use of the system and
specify the functional and data requirements. Connect the functional requirements to the data
requirements. Define functional and system requirements that are not easily expressed in data and
process models. Refine the high-level architecture and logical design to support the system and
functional requirements

A logical model is constructed that describes the fundamental processes and data needed to support
the desired business functionality. This logical model will show how processes interact and how
processes create and use data. These processes will be derived from the activity descriptions
provided in the System Boundary Document, supplemented by the Concept of Operations.

Functions and entity types contained in the logical model are extended and refined from those
provided in the System Concept Development Stage. End-users and business area experts will
evaluate all identified processes and data structures to ensure accuracy, logical consistency, and
completeness. An analysis of business activities and data structures is performed to produce entity-
relationship diagrams, process hierarchy diagrams, process dependency diagrams, and associated
documentation. An interaction analysis is performed to define the interaction between the business
activities and business data. This analysis produces process logic and action diagrams, definitions
of the business algorithms, entity life-cycle diagrams, and entity state change matrices. A detailed
analysis of the current technical architecture, application software, and data is conducted to ensure
that limitations or unique requirements have not been overlooked.

Include all possible requirements including those for:

» Functional and capability specifications, including performance, physical characteristics, and
environmental conditions under which the software item is to perform;

= Interfaces external to the software item;
» Qualification requirements;

= Safety specifications, including those related to methods of operation and maintenance,
environmental influences, and personnel injury;

»  Security specifications, including those related to compromise of sensitive information, the
system security environment (i.e., enterprise information security policy and enterprise
security architecture), and security functional requirements;

» Human-factors engineering (ergonomics), including those related to manual operations,
human-equipment interactions, constraints on personnel, and areas needing concentrated
human attention, that are sensitive to human errors and training;

= Data definition and database requirements;

= |nstallation and acceptance requirements of the delivered software product at the operation
and maintenance site(s);
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= User documentation;
= User operation and execution requirements;
= User maintenance requirements;

In major projects, when alternative solutions must be examined or risk areas must be explored
before system requirements can be finalized, pilot or prototype mini-projects may be required.
These become life cycle segments in which exploration of the specific solution features or risk issues
become the “requirements”. Once issues are resolved, risks are mitigated, and questions are
answered, then the system requirements can be finalized and the primary SDLC can continue.

7.1.2 Develop Test Criteria and Plans

Establish the test criteria and begin test planning. Include all areas where testing will take place and
who is responsible for the testing. Identify the testing environment, what tests will be performed, test
procedures and traceability back to the requirements.

Describe what will be tested in terms of the data or information. If individual modules are being
tested separately, this needs to be stated in the Test and Evaluation Master Plan. Smaller plans
may be needed for specialized testing, but they should all be referenced in the Master Plan. A
Security Test & Evaluation (ST&E) Plan needs to be developed for Security Certification and
Accreditation during this stage.

7.1.3 Develop an Interface Control Document

The IPT must identify all other systems that their system must interface with. They must identify all
interfaces and all data exchanges. All areas that connect must be documented for both security and
information transfer purposes.

7.1.4 Review and Assess FOIA/PA Requirements

The Freedom of Information Act (FOIA)/Privacy Act (PA) describes the process and procedures for
compliance with personal identifier information. A Records Management representative will
determine if what you plan constitutes a system as a Privacy Act System of Records. A system of
records notice must be published for each new system of records that is established or existing
system of records that is revised. If needed, a Privacy Act Notice for the Federal Register will be
prepared.

The collection, use, maintenance, and dissemination of information on individuals by any Agency
component require a thorough analysis of both legal and privacy policy issues. Whether a system is
automated or manual, privacy protections should be integrated into the development of the system.
To ensure that the Agency properly addresses the privacy concerns of individuals as systems are
developed, Agency policy mandates that components develop and utilize the Privacy Impact
Assessment (PIA) processes.

Federal regulations require that all records no longer needed for the conduct of the regular business
of the agency be disposed of, retired, or preserved in a manner consistent with official Records
Disposition Schedules. The decisions concerning the disposition criteria, including when and how
records are to be disposed, and the coordination with the Records Management representatives to
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prepare the Records Disposition Schedule for the proposed system, shall be the responsibilities of
the Project Manager.

7.1.5 Conduct Functional Review

The System Requirements Review is conducted in the Requirements Analysis Stage by the
technical review board. This is where the functional requirements identified in the FRD/RTM are
reviewed to see if they are sufficiently detailed and are testable. It also provides the Project
Manager with the opportunity to ensure a complete understanding of the requirements and that the
documented requirements can support a detailed design of the proposed system.

Review and revise or update previous stage documentation if necessary before moving to the next
stage. Since the requirements for the systems are much better understood at the end of the stage
than at the beginning, the Project Team must assess the validity of the planning documents,
especially the Project Management Plan, approved at the end of the Planning Stage. If there is
significant change to the Business Case justification for the investment, the Project Sponsor and the
IT investment review and approval authority must be notified. In any case, changes to the planning
documents will require an approved change to the Acquisition Baseline.

Revisions of artifacts developed in prior stages must be reviewed and approved by the same
process as for the original artifacts.

7.2 ROLES AND RESPONSIBILITIES

= Program Sponsor. The Program Sponsor and the Program Manager support the Project
Manager as required in carrying out the activities of the project and is the final approval
authority for the system requirements.

= Project Manager. The Project Manager is responsible and accountable for the successful
execution of the Requirements Analysis Stage. The Project Manager is responsible for
leading the team that accomplishes the tasks shown above. The Project Manager is also
responsible for reviewing work products for accuracy, approving work products and providing
status reports to managers.

» Technical Review Board. A formally established board that examines the functional
requirements documented in the FRD/RTM for accuracy, completeness, clarity, attainability,
and traceability to the high-level requirements identified in the Concept of Operations.

= Project Team. The project team members (regardless of the organization of permanent
assignment) are responsible for accomplishing assigned tasks as directed by the Project
Manager.

= OCIO Organizations perform work product reviews as defined in organizational roles and
responsibilities matrix.

» ISUG members participate in the FRD/RTM as subject matter experts and advocates for the
users of the product/service being developed.

= |SSO. Serves as the point of contact for information and information systems security
requirements.
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» Contracting Officer. The contracting officer is responsible and accountable for the
procurement activities and signs contract awards.

= Oversight Activities. Agency oversight activities, including the Program Manager and the
OCIO, provide advice and counsel to the Project Manager on activities required during the
Requirements Analysis Stage. Additionally, oversight activities provide information,
judgments, and recommendations to the agency decision makers during project reviews and
in support of project decision milestones.

» Records Management Representative. Determine if the system is a System of Records,
according to the criteria in the Privacy Act.

7.3 WORK PRODUCTS

7.3.1 Functional Requirements Document

Serves as the foundation for system design and development; captures functional/user requirements
to be implemented in a new or enhanced system; the systems subject matter experts document
these requirements into the requirements traceability matrix, which shows mapping of each detailed
functional requirement to its source (Concept of Operations, System Boundary Document, Mission
Need Statement, and System Security Plan). This is a complete, user oriented functional and data
requirements for the system which must be defined, analyzed, and documented to ensure that user
and system requirements have been collected and documented.

All requirements must include considerations for capacity and growth. Where feasible, automated
development environments should be used to assist in the analysis, definition, and documentation.
The requirements document should include but is not limited to records and privacy act, electronic
record management, record disposition schedule, and components’ unique requirements.

Consideration must also be given to persons with disabilities as required by the Rehabilitation Act.

Appendix C-14 provides a template for the Functional Requirements Document, and includes the
template for a Requirements Traceability Matrix (RTM). During this stage, the RTM will include
document traceability from source requirements into the FRD and into the Test Plan. As the life
cycle progresses, additional traceability will be added from FRD into high level design elements and
in to detailed design components.

7.3.2 Operational Requirements Document

Operational Requirements Documents are formal documents that provide a bridge between the
operational requirements spelled out in the MNS and the detailed technical requirements found in
the specification that will govern development of the system. The accurate definition of requirements
by the Sponsor is imperative if the major acquisition is to be completed within cost and schedule
constraints and still meet the Sponsor’s mission performance needs. The Sponsor establishes
absolute minimums (thresholds) below which the mission cannot be successfully performed. The
Sponsor also sets goals to define an operationally effective system. The ORD process then
optimizes the various requirements through trade-off analyses.

Serves as the foundation for system operations; captures operational/user requirements to be
implemented in a new or enhanced system; the systems subject matter experts document these
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requirements into the requirements traceability matrix, which shows mapping of each detailed
operational requirement to its source (Concept of Operations, System Boundary Document, Concept
Proposal Mission Need Statement, and System Security Plan). This is a complete, user oriented set
of operational and data requirements for the system which must be defined, analyzed, and
documented during the stage to ensure that operational requirements have been collected and
documented.

7.3.3 Security Requirements Traceability Matrix

The Security Requirements Traceability Matrix provides a method for tracking the security
requirements and their implementation through the development process. For each security
requirement in the matrix, a specific security control is identified that will be used to test the security
requirement and whether the security requirement is satisfied. The matrix can include space for
indicating whether the control is satisfied by test, observation, documentation or some other means.
The Security Requirements Traceability Matrix will be used to perform Security Assurance
Requirements Analysis.

7.3.4 Interface Control Document

The Interface Control Document (ICD) specifies the interface requirements imposed on one or more
systems, subsystems, configuration items, or other system components to achieve one or more
interfaces among these entities. Overall, an ICD can cover requirements for any number of
interfaces between and among any number of systems. Appendix C-16 provides a template for the
Interface Control Document.

7.3.5 Capabilities and Requirements Document

The Capabilities and Requirements Document defines the specific user, functional, system and
quality requirements, including user acceptance criteria. Includes concept of operations. Provides a
business process model and high-level business scenarios or similar process capability descriptions.
Specifies business processes and data, user and system interfaces, operational and system
performance, system capacity, and security requirements. Includes initial process flow model. At the
completion of each phase information is compiled representing the Capabilities and Requirements
from the Business Case, supported by other SDLC work products. The Capabilities and
Requirements Document is updated and submitted to the appropriate investment review authority for
revalidation.

7.3.6 Test and Evaluation Master Plan

Ensures that all aspects of the system are adequately tested and can be implemented; documents
the scope, content, methodology, sequence, management of, and responsibilities for test activities.
Unit, integration, functional qualification independent acceptance testing, and security testing
activities are performed during the Development and Integration and Test stages. Unit, integration,
and functional qualification tests are performed under the direction of the Project Manager. For large
programs consisting of multiple IT projects, final integration and functional qualification testing may
be required at the program level in order to validate the operation of the overall integrated solution.
Acceptance testing is performed independently from the development team, by the ISUG, and is
coordinated with the Quality Assurance (QA) office. Acceptance tests will be performed in a test
environment that duplicates the production environment as much as possible. They will ensure that
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the requirements are defined in a manner that is verifiable. They will support the traceability of the
requirements form the source documentation to the design documentation to the test documentation.
They will also verify the proper implementation of the functional requirements. Appendix C-15
provides a template for the Test and Evaluation Master Plan.

The types of test activities discussed in the subsequent sections are identified more specifically in
the Integration and Test Stage of the life cycle and are included in the test plan and test analysis
report.

= Unit/Module Testing

=  Subsystem Integration Testing
» Independent Security Testing

» Functional Qualification Testing
= User Acceptance Testing

= Beta Testing
7.3.7 Privacy Act Notice/Privacy Impact Assessment

For any system that has been determined to be an official System of Records (in terms of the criteria
established by the Privacy Act (PA)), a special System of Records Notice shall be published in the
Federal Register. This Notice identifies the purpose of the system; describes its routine use and
what types of information and data are contained in its records; describes where and how the
records are located; and identifies who the System Manager is. While the Records Management
Representatives are responsible for determining if a system is a PA System of Records, the Project
Manager is responsible for preparation of the actual Notice for publication in the Federal Register.
As with the Records Disposition Schedule, however, it is the Project Manager’s responsibility to
coordinate with and assist the System Sponsor in preparing the System of Records/Privacy Act
Notice.

The System of Records Notice shall be a required work product for the Requirements Analysis
Stage of system development. The Privacy Impact Assessment is also a work product in this Stage.
This is a written evaluation of the impact that the implementation of the proposed system is
anticipated to have on privacy.

Templates for the Privacy Act Notice and the Privacy Impact Assessment, and directions for their
preparation, are found in the applicable U.S. Code.6 Additional information can be identified by
contacting the TSA Privacy Officer.

7.4 ISSUES FOR CONSIDERATION

In the Requirements Analysis Stage, it is important to get all potential users of the system involved
with the project to discuss and document their requirements; the ISUG is a primary participant in this
effort. When approved at the System Requirements Review, the FRD becomes the functional
baseline for the system, and is the basis for all subsequent SDLC stages, whether development,

® Privacy Act, 5 U.S.C. 552a
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test, or user documentation. Development cannot begin without baselined requirements. The
requirements from the FRD may become part of a solicitation in the Acquisition Plan.

7.5 STAGE REVIEW ACTIVITY

Upon completion of all Requirements Analysis Stage tasks and commitment of resources for the
next stage, the Project Manager, together with the project team should prepare and present a
System Requirements Review for project status review for the Program Manager and the Program
Sponsor and project stakeholders. The review should address: (1) Requirements Analysis Stage
activities status, (2) planning status for all subsequent life cycle stages (with significant detail on the
next stage, to include the status of pending contract actions), (3) resource availability status, and (4)
acquisition risk assessments of subsequent life cycle stages given the Acquisition Plan. The
Program Sponsor is charged with the decision to proceed to the next stage, iterate the requirements
analysis tasks, or to terminate the project. Successful completion of the System Requirements
Review establishes the Functional Baseline (FBL). The stage review should examine project process
performance and the application of this SDLC for lessons learned and opportunities for
improvement. Feedback with respect to application of the SDLC should be submitted to the TSA
PMD P3CO.

7.6 RELATED ENTERPRISE PROCESS ACTIVITIES

The EA Review / Validation process is to:
¢ Review against operations performed by other systems to identify redundancy
o Review against security architecture to verify compliance
o Review business needs, functional requirements, data requirements, refined high level
architecture, and logical model for EA alignment and redundancy
¢ Review System Interface requirements

The Requirements Analysis Stage, for major projects, makes a final determination of the solutions
concept (Discretional Milestone 1A) and Technical Alternative Selection (Key Decision Point 2) for
the project. The System Requirements Review that concludes this stage may also serve as the
foundation for both a CPIC Control Review and DHS Key Decision Point 2, Alternative Selection.
During the CPIC Control Stage, periodic Control Reviews will be performed as directed by the IT
Investment Review/Approval Authority. Authorization to proceed to the next stage updates the
Acquisition Baseline with planning based on approved requirements and establishes the Functional
Baseline, each approved at the System Requirements Review. The system requirements are
subject to an EA review to ensure continued business alignment and technical compliance. The EA
Review / Validation process is to: Review requirements against operations performed by other
systems to identify redundancy; Review requirements against security architecture to verify
compliance; Review business needs, functional requirements, data requirements, refined high level
architecture, and logical model for EA alignment and redundancy; and Review the System Interface
requirements.
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7.7 TAILORING GUIDANCE

Automated tools applied to the analysis and documentation of requirements may dictate the form
and content of the FRD/RTM and other stage work products. The intent of this SDLC is to ensure
that necessary information is developed and appropriate oversight is applied, as efficiently as
possible. If automated tools cannot efficiently populate the templates provided in Appendix C then
alternate formats are allowed within tailoring guidelines as long as information content is not
compromised.

See Section 14 for additional tailoring guidance.

Page 76





y, Transportation Security Administration
| TSA System Development Life Cycle Guidance Document Version 2.0.4, July, 2005

CHAPTER 8: DESIGN STAGE

8 OBJECTIVES OF DESIGN STAGE

The objective of the Design Stage is to transform the requirements documented in the Functional
Requirements Document into comprehensive high level and detailed designs sufficient to guide the
work of the Development Stage. The decisions made in this stage address, in detail, how the
system will meet the defined functional, physical, interface, security, and data requirements. Design
Stage activities may be conducted in an iterative fashion, producing first a general system design
that emphasizes the functional features of the system, then a more detailed system design that
expands the general design by providing all the technical detail. Figure 8-1 depicts the Design
Stage.

Stage Name:
Design

End of phase
Corrective Action Required or >10%

variance

OK

Previous Stage:

Requirements Analysis
Authorization End of stage
to Proceed or >10% « The system design was

variance approved

Plan | SBD, RMP, PMP Report Status / EVM

Process

OCIO/EA

| Oversee
7 Review

> 10% variance

« Preliminary Design Review (PDR)
« Critical Design Review and
Approval (CDR)

ACTIVITIES

*Understand Stage Context

«Analyze Stage Risks

«Plan Stage Activities

PRODUCTS

* SBD: Stakeholders,
Objectives, Constraints,
Alternatives, Approach

*RMP: Identified Risks,

Monitor and Review

Baseline Established

Execute Activities Develop Products

Analyzed Risks, Risk « Define the Application Environment  « Privacy Act Notice/Privacy Impact *Allocated BL
Mitigation Plan « Establish the Development Assessment (F)
«PMP: WBS, Resources, Environment(s) « Acquisition Plan (F)
Integrated Master «Design the System « Functional Requirements Document (F)
Schedule «Update Requirements Traceability ~ «Conversion Plan (C)

Matrix with requirements allocations « System Design Document (C)
« Conduct Preliminary Design Review «Implementation Plan (C)

(PDR) «Maintenance Manual (C)
«Develop Maintenance Manual «Operations Manual (System
«Develop Operations Manual/ System  Administration Manual) (C)

Administration Manual « Training Plan (C)

«Design User Training «User Manual (C)
«Develop Conversion/ Migration/ «|T Contingency Plan (C)
Transition Strategies « Service Level Agreements (C/F)

«Plan Implementation

«Revise the Security Risk Assessment . - .
and System Security Plan C=Create, P=Produce, R=Revise, F=Finalize, V=Validate

«Revise Previous Documentation
« Conduct System Design Review (CDR)

Figure 8-1. Design Stage

8.1 TASKS AND ACTIVITIES

The following tasks are performed during the Design Stage. The tasks and activities actually
performed depend on the nature of the project. Guidelines for selection and inclusion of tasks for
the Design Stage may be found in Chapter 14, Alternate SDLC Work Patterns.
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8.1.1 Define the Application Environment

Identify/specify the Target operating environment. How and where will the application reside. Assign
responsibility for this activity.

8.1.2 Establish the Development Environment(s)

Identify/specify the Development environments for design, development, testing, and
implementation. How and where will the application be developed, tested, and implemented. Assign
responsibility for this activity.

8.1.3 Design the System

In the system design, first the general system characteristics are defined. The data storage and
access for the database layer need to be designed. The user interface at the desktop layer needs to
be designed. The business rules layer or the application logic needs to be designed.

Establish a top-level architecture of the system and document it. The architecture shall identify
items of hardware, software, and manual-operations. All the system requirements should be
allocated among the hardware configuration items, software configuration items, and manual
operations. In major systems, the Project Manager should convene a Preliminary Design Review to
assess the high level design before proceeding to detailed design.

For each software configuration item, transform the allocated requirements into an architecture that
describes its top-level structure and identifies its software components. Ensure that all the
requirements for the software configuration item are allocated to its software components and further
refined to facilitate detailed design of each component.

Develop and document a top-level design for the interfaces external to the software item and
between the software components of the software item.

8.1.4 Update the Requirements Traceability Matrix

During system design, the allocations of requirements to configuration items and then to
components of the configuration items is documented in the RTM by adding columns containing
references to configuration items and components. In this way, a clear relationship between
components and requirements is established for use during subsequent verification/validation
activities and during life cycle maintenance.

8.1.5 Conduct Preliminary Design Review

This is an ongoing interim review of the system design as it evolves through the Design Stage. This
review determines whether the initial design concept is consistent with the overall architecture and
satisfies the functional, security, and technical requirements in the Functional Requirements
Document.

8.1.6 Develop Maintenance Manual

Develop the maintenance manual to ensure continued operation of the system once it is completed.
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8.1.7 Develop Operations Manual/System Administration Manual

Develop the Operations Manual and/or the System Administration Manual, as determined during the
Planning Stage. Identify required security operational procedures. These procedures will become
the Rules of Behavior to be included in the System Security Plan.

8.1.8 Design User Training

Identify the users and how they will be trained on the new system. Be sure to address the
Americans with Disabilities Act (ADA) requirements to ensure equal access to all individuals as well
as information system security requirements.

8.1.9 Design Conversion/Migration/Transition Strategies

If current information needs to be converted/migrated/transitioned to the new system, plans need to
be designed for those purposes, especially if converting means re-engineering existing processes.

8.1.10 Plan the Implementation

Describe how the information system will be deployed and installed into an operational system.
Identify the major tasks involved in the implementation and the overall resources needed to support
the implementation effort (such as hardware, software, facilities, materials, and personnel).

8.1.11 Revise the Security Risk Assessment and System Security Plan

Review the security risk assessment to ensure that threats, vulnerabilities, likelihood, consequences
or impact, countermeasures and safeguards have all been addressed and properly documented.
Evaluate the compliance with baseline security requirements, refine the identification of threats,
vulnerabilities and impacts, and assess alternatives for risks including modifications to planned or in-
place security controls.

Review the system security plan to ensure that the system identification, system environment,
system interconnections and system categorization are adequately documented, considering the
additional information made available during the design stage. Update the system security plan to
reflect any changes including revisions to the management, operational and technical controls
resulting from the review of the risk assessment.

8.1.12 Revise Previous Documentation

Review documents from the previous stages and assess the need to revise them during the Design
Stage. Performance of design activities involves continued analysis of the system requirements; if
the requirements are impacted then changes to those documents must be effected. If either the
design or impact to the requirements resulting from the design activity significantly impact the
cost/schedule/technical aspects of the Acquisition Baseline, then planning documents must be
updated. If the planning updates cause the Business Case to be rendered invalid, then the Program
Sponsor and Review/Approval Authority must be notified. In any case, changes to the planning
documents will required an approved change to the Acquisition Baseline.

The RTM (whether integrated with the FRD or a stand-alone document) must be updated to
incorporate traceability to configuration items and then to their components.
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Revisions of artifacts developed in prior stages must be reviewed and approved by the same
process as for the original artifacts.

8.1.13 Conduct System Design Review

The Project Manager and Program Sponsor conduct the critical design review and
approve/disapprove the project into the Development Stage. This review is conducted at the end of
the Design Stage and verifies that the final system design adequately addresses all functional,
security, and technical requirements and is consistent with the overall architecture.

8.2 ROLES AND RESPONSIBILITIES

= Program Sponsor. The Program Sponsor supports the Program Manager and Project
Manager as required in carrying out the activities of the project and is the final approval
authority for the system design;

» Project Manager. The Project Manager is responsible and accountable for the successful
execution of the Design Stage. The Project Manager is responsible for leading the team that
accomplishes the tasks shown above. The Project Manager is also responsible for reviewing
work products for accuracy, approving work products and providing status reports to
management;

= |SSO. The ISSO should review all design documents and work products to ensure adequate
protection of the information system and the information it processes, stores, or transmits;

= Technical Review Board. Formally established board that examines changes to the
functional requirements that arise during the Design Stage and ensures that the integrity of
the FRD/RTM is maintained;

= OCIO Organizations perform work product reviews as defined in organizational roles and
responsibilities matrix;

» |SUG members participate during the Design stage as subject matter experts and advocates
for the users of the product/service being developed;

» Project Team. The project team members (regardless of the organization of permanent
assignment) are responsible for accomplishing assigned tasks as directed by the Project
Manager;

» Contracting Officer. The contracting officer is responsible and accountable for procurement
activities and signs contract awards; and

= Oversight Activities. Agency oversight activities, including the Program Manager and the
CIO office, provide advice and counsel to the Project Manager on the conduct and
requirements of the Design Stage. Additionally, oversight activities provide information,
judgments, and recommendations to the agency decision makers during project reviews and
in support of project decision milestones.
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8.3 WORK PRODUCTS

The content of these work products may be expanded or abbreviated depending on the size, scope,
and complexity of the corresponding systems development effort.

8.3.1 System Design Document

Describes the system requirements, operating environment, system and subsystem architecture,
files and database design, input formats, output layouts, human-machine interface, detailed design,
processing logic, and external interfaces. It is used in conjunction with the Functional Requirements
Document (FRD), which is finalized in this stage, to provide a complete system specification of all
user requirements for the system and reflects the user’s perspective of the system design. Includes
all information required for the review and approval of the project development. The sections and
subsections of the design document may be organized, rearranged, or repeated as necessary to
reflect the best organization for a particular project. Appendix C-19 provides a template for the
System Design Document.

8.3.2 Implementation Plan

The Implementation Plan describes how the information system will be deployed and installed into
an operational system. The plan contains an overview of the system, a brief description of the major
tasks involved in the implementation, the overall resources needed to support the implementation
effort (such as hardware, software, facilities, materials, and personnel), and any site-specific
implementation requirements. This plan is updated during the Development Stage; the final version
is provided in the Integration and Test Stage and used for guidance during the Implementation
Stage. Appendix C-20 provides a template for the Implementation Plan.

8.3.3 Maintenance Manual

The Maintenance Manual provides maintenance personnel with the information necessary to
maintain the system effectively. The manual provides the definition of the software support
environment, the roles and responsibilities of maintenance personnel, and the regular activities
essential to the support and maintenance of program modules, job streams, and database
structures. In addition to the items identified for inclusion in the Maintenance Manual, additional
information may be provided to facilitate the maintenance and modification of the system.
Appendices to document various maintenance procedures, standards, or other essential information
may be added to this document as needed. Appendix C-21 provides a template for the Maintenance
Manual.

8.3.4 Operations Manual or Systems Administration Manual

The Operations Manual provides computer control personnel and computer operators with a detailed
operational description of the information system and its associated environments, such as machine
room operations and procedures. The Systems Administration Manual serves the purpose of an
Operations Manual in distributed (client/server) applications. Appendix C-22 provides a template for
the Operations Manual and Appendix C-23 provides a template for the Systems Administration
Manual. The Project Manager must determine, based on consultation with user and operations
stakeholders, which of these documents or other such documents is required.
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8.3.5 Training Plan

The Training Plan outlines the objectives, needs, strategy, and curriculum to be addressed when
training users on the new or enhanced information system. The plan presents the activities needed
to support the development of training materials, coordination of training schedules, reservation of
personnel and facilities, planning for training needs, and other training-related tasks. Training
activities are developed to teach user personnel the use of the system as specified in the training
criteria. Includes the target audience and topics on which training must be conducted on the list of
training needs. Itincludes, in the training strategy, how the topics will be addressed and the format
of the training program, the list of topics to be covered, materials, time, space requirements, and
proposed schedules. Appendix C-24 provides a template for the Training Plan.

8.3.6 User Manual

The User Manual contains all essential information for the user to make full use of the information
system. This manual includes a description of the system functions and capabilities, contingencies
and alternate modes of operation, and step-by-step procedures for system access and use.
Appendix C-25 provides a template for the User Manual.

8.3.7 Conversion Plan

The Conversion Plan describes the strategies involved in converting data from an existing system to
another hardware or software environment. It is appropriate to re-examine the original system’s
functional requirements for the condition of the system before conversion to determine if the original
requirements are still valid. Appendix C-18 provides a template for the Conversion Plan.

8.3.8 IT Contingency Plan

The Contingency Plan provides a comprehensive overview of the contingency management
requirements of the system and describes activities, notifications, roles and responsibilities. The
Contingency Plan includes descriptions of the required activities for business continuity, business
resumption, disaster recovery, continuity of operations, cyber incident response, and other planning
areas for responding to emergency event. Contingency planning is essential to ensure that TSA
systems are able to recover from processing disruptions in the event of localized emergencies or
large-scale disasters. Contingency plans shall be routinely reviewed, updated, and tested to enable
vital operations and resources to be restored as quickly as possible and to keep system downtime to
an absolute minimum. A Contingency Plan includes, directly or by reference, the following plans:
disaster, recovery, continuity of support, business continuity, business recovery, continuity of
operations, incident response, and occupant emergency plan. If the system/subsystem is to be
located within a facility with an acceptable contingency plan, system-unique contingency
requirements should be added as an annex to the existing facility contingency plan. Appendix C-26
provides a template for the Contingency Plan.

8.3.9 Service Level Agreements (SLAs)

Service Level Agreements are formal agreements with organizational components that will
contribute and/or share resources to make the project a success. In this case, the term “resources”
refers to existing Department infrastructure assets, personnel, and funding. These formal
agreements, or Service Level Agreements (SLA), may or may not require a monetary exchange, but
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will always involve some type of exchange transaction. Thus, these agreements should be in the
form of a Memorandum of Agreement, whereby both parties are aware of and formally agree to the
terms and conditions prior to project initiation.

8.4 ISSUES FOR CONSIDERATION

8.4.1 Project Decision Issues

The decisions of this stage re-examine in greater detail many of the parameters addressed in
previous stages. The design prepared in this stage will be the basis for the activities of the
Development Stage. The overall objective is to establish a complete design for the system. The
primary pre-requisites for this stage are the Project Management Plan, Functional Requirements
Document, and Test and Evaluation Master Plan. A number of decisions regarding project
approach, project execution, and project continuation are made in this stage.

Project approach decisions include

= Identifying existing or COTS components that can be used, or economically modified, to
satisfy validated functional requirements.

» Using appropriate prototyping to refine requirements and enhance user and developer
understanding and interpretation of requirements.

» Selecting specific methodologies and tools to be used in the later life cycle stages, especially
the Development and Implementation Stages.

= Determining how user support will be provided, how the remaining life cycle stages will be
integrated, and newly identified risks and issues handled.

Project execution decisions include
= Modifications that must be made to the initial information system need
» Modifications that will be made to current procedures

» Modifications that will be made to current systems/databases or to other systems/databases
under development

= How conversion of existing data will occur
Project continuation decisions include
= The continued need of the information system to exist
= The continued development activities based on the needs addressed by the design

»  Availability of sufficient funding and other required resources for the remainder of the
systems life cycle

The system user community shall be included in the Design Stage actions as needed, with that
participation led by the ISUG. It is also in the Design Stage that new or further requirements might
be discovered that are necessary to accommodate individuals with disabilities. If so, these
requirements shall be added to the FRD.
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8.4.2 Security Issues

The developer shall obtain security requirements from the applicable security policies governing the
system, including Federal laws, Executive Orders, Directives, Policies, Instructions, Regulations,
Statutes and organizational governance. These security requirements will be associated with the
minimum set of security controls from the National Institute of Standards and Technology’s Special
Publication 800-53, Recommended Security Controls for Federal Information Systems. As part of
the design effort, specific modules will be identified to satisfy the requirements or implement the
controls. For example, if a requirement exists to audit a specific set of user actions, the developer
may have to add a workflow module into the design to accomplish the auditing. Security
requirements should address all applicable computer and telecommunications security
requirements, including: access control, awareness and training, audit and accountability, C&A and
security assessments, configuration management, contingency planning, identification and
authentication, incident response maintenance, media protection, physical and environmental
protection, planning, personnel security, risk assessment, system and services acquisition, and
systems and communication protection. Security operating procedures should be added as sections
or appendices to the User and Operations Manuals.

8.5 STAGE REVIEW ACTIVITY

Upon completion of all Design Stage tasks and commitment of resources for the next stage, the
Project Manager, together with the project team should prepare and present a System Design
Review for the decision maker and project stakeholders. The review should address: (1) Design
Stage activities status, (2) planning status for all subsequent life cycle stages (with significant detail
on the next stage, to include the status of pending contract actions), (3) resource availability status,
and (4) acquisition risk assessments of subsequent life cycle stages given the planned acquisition
strategy. The Program Sponsor is charged with the decision to accept the design and proceed to
the next stage, to iterate the design activities, or to terminate the project. Successful completion of
the Design Review establishes the Allocated Baseline (ABL).

The stage review should examine project process performance and the application of this SDLC for
lessons learned and opportunities for improvement. Feedback with respect to application of the
SDLC should be submitted to the TSA PMD P3CO.

Completion of the Design Stage coincides with KDP 2.5 as part of the Investment Review Process.

8.6 RELATED ENTERPRISE PROCESS ACTIVITIES

The Design Stage, for major projects, makes a final determination of the design approach (Key
Decision Point 2.5) for the project. The System Design Review that concludes this stage may also
serve as the foundation for a CPIC Control Review. During the CPIC Control Phase, periodic
Control Reviews will be performed as directed by the IT Investment Review/Approval Authority.
Authorization to proceed to the next stage updates the Acquisition Program Baseline with planning
based on approved requirements and establishes the Allocated Baseline, each approved at the
System Design Review. The system requirements and design are subject to an EA review to ensure
continued business alignment and technical compliance. The EA Review/Validation process is to:
Check the operating environment and architecture against the oneDHS Technical Reference

Page 84





"‘ﬁﬂ Transportation Security Administration

;@5 TSA System Development Life Cycle Guidance Document Version 2.0.4, July, 2005
Model (TRM) & Standards Profile, the data model against the DHS Data Reference Model (DRM),
interfaces, and business alignment; and assess the system’s security risks with the ISSO against the

Security Architecture.
TAILORING GUIDANCE

Automated tools applied to the analysis and documentation of requirements may dictate the form
and content of the Design Stage artifacts. The intent of this SDLC is to ensure that necessary
information is developed and appropriate oversight is applied, as efficiently as possible. If
automated tools cannot efficiently populate the templates provided in Appendix C then alternate
formats are allowed within tailoring guidelines as long as information content is not compromised.

See Section 14 for additional tailoring guidance.
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CHAPTER 9: DEVELOPMENT STAGE

9 OBJECTIVES OF DEVELOPMENT STAGE

The objective of the Development Stage will be to convert the work products of the Design Stage
into tested components of a complete information system. Although much of the activity in the
Development Stage addresses the elements of software that make up the system, this stage also
puts in place a development environment sufficient to perform the tests and verification activities of
the software components developed. Figure 9-1 depicts the Development Stage.

Stage Name:
Development | = o o e,
1 1
i Corrective Action Required Jl
. i >10%
Previous Stage: variance .« . OK
Design

DHS »---»
Authorization to Proceed End of stage -
or >10%

variance

-Opfibnal
A 4
Plan SBD, RMP, PMP Oversee Report Status / EVM

Process

. OCIO /EA
Process > 10% variance Review

«Independent Test Readiness
Review and Approval

ACTIVITIES

«Understand Stage Context

«Analyze Stage Risks

«Plan Stage Activities

PRODUCTS

«SBD: Stakeholders,
Objectives, Constraints,
Alternatives, Approach

*RMP: Identified Risks,

Monitor and Review

Execute Activities Develop Products

—>| Baseline Established

Analyzed Risks, Risk «Establish the Test « Interface Control Document (F) + Product BL
Mitigation Plan Environment » System Design Document (F)
«PMP: WBS, Resources, «Code and Test Software « Software Development
Integrated Master «Integrate Software Document/Folder (C)
Schedule «Conduct Software * System Software (C)
Configuration Item *Test Files/Data (C)
Qualification Testing «Integration Document (C)

«Perform Audits

«Install Software

«Document Software
Acceptance Support

*Revise Previous C=Create, P=Produce, R=Revise, F=Finalize, V=Validate
Documentation

Figure 9-1. The Development Stage

The activities of this stage translate the system design produced in the Design Stage into a set of
validated configuration items representing all information system requirements. The development
stage contains activities for building, testing, and qualifying individual configuration items against
their allocated requirements. For a complex system design, with multiple configuration items, there
may be several instances of the Development Stage in the project life cycle, each deal with an
individual configuration item. Development Stage integration and test activities are performed in a
Development environment, which may not be as robust as the Integration & Test or Implementation
environments. When all instances of the Development Stage have been completed to the extent
possible, all configuration items that comprise the system will be ready for the Integration and Test
Stage.

If a development organization is assigned responsibility for multiple configuration items, then a single
instance of the Development Stage may include the development, integration, and qualification
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testing of the set of such items. Both the acquisition plan and the system design impact the number
of development threads that are created and which must be integrated into a single Integration and
Test activity.

9.1 TASKS AND ACTIVITIES

9.1.1 Establish the Test Environment

Establish the various development teams and ensure the development environment(s) is (are)
ready.

9.1.2 Code and Test Software

For the software configuration item, code each software component in accordance with the System
Design Document and established standards. Perform unit testing of each software component in
accordance with established test plans and procedures.

9.1.3 Integrate Software

Successively integrate and test the software components until the software configuration item has
been integrated and tested in accordance with the integration plan and satisfies its allocated
requirements.

9.1.4 Conduct Software Configuration Item Qualification Testing

To the extent possible at the level of an individual configuration item in the Development
environment, conduct functional qualification testing of the software configuration item to ensure that
it satisfies allocated requirements. Ensure that the implementation of each software requirement is
tested for compliance.

9.1.5 Perform Audits

After completion of Software Qualification Testing, support audit(s) should be conducted and
documented to ensure that:

= As-coded software products (such as software item) reflect the design documentation

= The acceptance review and testing requirements prescribed by the documentation are
adequate for the acceptance of the software products

» Test data comply with the specification
= Security measures adequately mitigate previously identified risks
= Software products were successfully tested and meet their specifications

= Test reports are correct and discrepancies between actual and expected results have been
resolved

» User documentation complies with standards as specified

Upon successful completion of the audits, update and place the software configuration item under
configuration control, for subsequent integration into the Integration and Test environment.
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9.1.6 Install Software

Demonstrate that the software configuration item can be installed in the Integration and Test
environment. The resources and information necessary to install the software product shall be
determined and be available. The developer of the software configuration item shall assist the
Integration and Test organization with the installation activities and provide support for the
Integration and Test of the software configuration item during System Integration and Test. This
support shall include correction of any deficiencies found in the software configuration item, including
in prior stage work products, during conduct of Integration and Test. Development support shall
continue through Integration & Test and Implementation stages and into Operations & Maintenance,
until established acceptance criteria have been satisfied.

9.1.7 Document Software Acceptance Support

Acceptance review and testing shall consider the results of the reviews, audits, and qualification
tests conducted during the Development stage. Actual acceptance will be defined by contract or
other agreement. The results of the acceptance review and testing shall be documented.

The developer shall complete and deliver the software product as specified. The developer shall
provide initial and continuing training and support to TSA project as specified.

9.1.8 Revise Previous Documentation

Review documents from the previous stages and assess the need to revise them during the
Development Stage. Performance of development activities involves continued analysis of the
system design and system requirements; if the design or the requirements are impacted then
changes to those documents must be effected. If changes to the design or the requirements
resulting from the development activity significantly impact the cost/schedule/technical aspects of the
Acquisition Baseline, then planning documents must be updated. If the planning updates cause the
Business Case to be rendered invalid, then the Program Sponsor and Review/Approval Authority
must be notified. In any case, changes to the planning documents will required an approved change
to the Acquisition Baseline.

The RTM (whether integrated with the FRD or a stand-alone document) must be kept current with
any changes to requirements, design, or test documentation.

Revisions of artifacts developed in prior stages must be reviewed and approved by the same
process as for the original artifacts.

9.2 ROLES AND RESPONSIBILITIES

» Program Sponsor. The Program Sponsor supports the Project Manager as required in
carrying out the activities of the project

= Project Manager. The Project Manager is responsible and accountable for the successful
execution of the Development Stage. The Project Manager is responsible for leading the
team that accomplishes the tasks shown above. The Project Manager is also responsible for
reviewing work products for accuracy, approving work products and providing status reports
to management.
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= |SSO is responsible for reviewing and ensuring all security requirements and controls are
addressed and in place.

= Technical Review Board. Formally established board that examines changes to the
functional requirements that arise during the Development Stage, and ensures that the
integrity of the FRD/RTM is maintained.

= OCIO Organizations perform work product reviews as defined in organizational roles and
responsibilities matrix.

= |SUG members participate during the Development stage as subject matter experts and
advocates for the users of the product/service being developed.

» Project Team. The project team members (regardless of the organization of permanent
assignment) are responsible for accomplishing assigned tasks as directed by the Project
Manager.

» Contracting Officer. The contracting officer is responsible and accountable for the
procurement activities and signs contract awards.

= Oversight Activities. Agency oversight activities, including the Program Manager and the
CIO office, provide advice and counsel to the Project Manager on the conduct and
requirements of the Development Stage. Additionally, oversight activities provide
information, judgments, and recommendations to the agency decision makers during project
reviews and in support of project decision milestones.

= Developer. The developer is responsible for the development activities to include coding,
testing, documenting and delivering the tested and functionally qualified software
configuration items in accordance with contract or other agreement.

9.3 WORK PRODUCTS

The content of these work products may be expanded or abbreviated depending on the size, scope,
and complexity of the corresponding systems development effort. The following work products shall
be initiated during the Development Stage:

9.3.1 Software Development Document

Contains documentation pertaining to the development of each component or configuration item,
including the test cases, software, test results, approvals, and any other items that will help explain
the functionality of the software. Appendix C-27 provides a template for the Software Development
Document.

9.3.2 System Software

This is the actual software developed for the software configuration item. It is used for the
Integration and Test Stage and finalized before implementation of the system. Include all the disks
(or other medium) used to store the information. The system software format must be digital, under
configuration control, and established for the specific project.
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9.3.3 Test Files/Data

All the information used for software testing should be provided at the end of this stage. Provide the
actual test data and files used. The test files and data format must be digital, under configuration
control, and established for the specific project.

9.3.4 Integration Document

The Integration Document explains how the software components, hardware components, or both
are combined and the interaction between them. Appendix C-28 provides a template for the
Integration Document.

9.4 ISSUES FOR CONSIDERATION

There are three stage prerequisites that should be completed before beginning this stage.

*= Project management plan and schedule indicating target date for completion of each
component and configuration item and target date for completion of software testing.

= System design document, containing program logic flow, identifying any existing code to be
used, and the subsystems/configuration items with their inputs and outputs.

= Component and integration test plans, containing testing requirements, schedules, and test
case specifications for component and integration testing.

9.5 STAGE REVIEW ACTIVITY

Upon completion of all Development Stage tasks and receipt of resources for the next stage, the
Project Manager, together with the project team should prepare and present a Test Readiness
Review for the Program Sponsor and project stakeholders. For a complex system, there may be
multiple Test Readiness Reviews, one for each Development Stage instance in the project life cycle,
to assess individual configuration item readiness, and one to assess overall readiness to initiate
Integration and Test across the entire system. The number and focus of the Test Readiness
Reviews will be a function of the project life cycle and integration/test strategy. Each review should
address: (1) Development Stage activities status, (2) planning status for all subsequent life cycle
stages (with significant detail on the next stage, to include the status of pending contract actions), (3)
resource availability status, and (4) acquisition risk assessments of subsequent life cycle stages
given the planned acquisition strategy.

The stage review should examine project process performance and the application of this SDLC for
lessons learned and opportunities for improvement. Feedback with respect to application of the
SDLC should be submitted to the TSA PMD P3CO.

9.6 RELATED ENTERPRISE PROCESS ACTIVITIES

The Test Readiness Review that concludes this stage, when all required configuration items are
have completed development, may also serve as the foundation for an CPIC Control Review.
During the CPIC Control Phase, periodic Control Reviews will be performed as directed by the IT
Investment Review/Approval Authority. Authorization to proceed to the next stage updates the
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Acquisition Baseline if required. The system requirements and design, if revised, are subject to an
EA review to ensure continued business alignment and technical compliance. The EA Review /
Validation process is to: Validate that the developed system/software matches EA alignment of the
design; and Review any system changes in business process or technologies against the EA.

9.7 TAILORING GUIDANCE

Automated tools applied to the analysis and documentation of requirements may dictate the form
and content of the Development Stage artifacts. The intent of this SDLC is to ensure that necessary
information is developed and appropriate oversight is applied, as efficiently as possible. If
automated tools cannot efficiently populate the templates provided in Appendix C then alternate
formats are allowed within tailoring guidelines as long as information content is not compromised.

See Section 14 for additional tailoring guidance.
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CHAPTER 10: INTEGRATION AND TEST STAGE

10 OBJECTIVES OF INTEGRATION AND TEST STAGE

The objective of this stage is to prove that the developed system satisfies the requirements defined
in the FRD. The Integration and Test environment is sufficiently robust to integrate and perform
required test and verification activities against the entire system. The hardware, software, and
communications elements of the entire system are assembled or simulated in order to provide a test
bed for system requirements. Figure 10-1 depicts the Integration and Test Stage.
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I

Plan | SBD.RMP,PMP Oversee | ReportStatus/EVM
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OCIO/EA
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Review and Approval

< Contingency Plan Review
and Approval

«Contingency Plan Test

Results Review and Approval
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*Understand Stage Context

*Analyze Stage Risks
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Alternatives, Approach
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. « Project Management Plan (F)
*PMP: WBS, Resources, « Conduct Integration Tests « Integrated Logistics Support Plan (F)
Integrated Master « Conduct « Configuration Management Plan (F)

Schedule Subsystem/System Testing * Quality Assurance Plan (F)
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« User Manual (F)

« IT Contingency Plan (F)
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» Test Analysis Approval Determination (C/F)
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C=Create, P=Produce, R=Revise, F=Finalize, V=Validate

Figure 10-1. The Integration and Test Stage

The purpose of this stage is to complete the integration of configuration items that have been
readied during the Development Stage. For complex systems, the Integration and Test Stage may
be planned to integrate configuration items incrementally rather than all at once, allowing a
staggered development schedule. Nevertheless, this stage results in a fully integrated and qualified
system, to the extent that it can be verified in an Integration and Test environment, which may
simulate some characteristics of the target operating environment. Several types of tests will be
conducted in this stage.

o First, the ability to build and integrate components into delivered configuration items will be
verified with the support of developers, within the Integration and Test environment.
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e Then, the configuration items will be integrated into the target system. Integration tests shall
be executed and evaluated by the development team to prove that the subsystems integrate
properly into the target system.

o Next, the testing team conducts and evaluates system tests to ensure the target system
meets all technical requirements, including performance requirements.

e Then, the testing team and the Security Program Manager conduct security tests to validate
that the access and data security requirements are met.

e Then, users participate in acceptance testing to confirm that the developed system meets all
user requirements as stated in the FRD. Acceptance testing shall be done in a simulated
“real” user environment with the users using simulated or real target platforms and
infrastructures.

o Finally, verify system compliance with system design

To the extent that the Integration and Test environment simulates the target operating environment,
this stage readies the system for Implementation. The Implementation stage that follows will further
verify system performance in an Implementation environment that is closer to the target operating
environment.

10.1 TASKS AND ACTIVITIES

The tasks and activities actually performed depend on the nature of the project. The following tasks
should be completed during the Integration and Test stage.

10.1.1 Establish the Test Environment
Establish the various test teams and ensure the test system(s) are ready.
10.1.2 Conduct Integration Tests

The test and evaluation team is responsible for creating/loading the test database(s) and executing
the integration test(s). This is to ensure that program components integrate properly into the
configuration items, which then integrate properly into a target system.

10.1.3 Conduct Subsystem/System Testing

The test and evaluation team is responsible for creating/loading the test database(s) and executing
the system test(s). All results should be documented on the Test Analysis Report (Appendix C-28),
Test Problem Report (TPR) (Appendix C-30) and on the Test Analysis Approval Determination
(Appendix C-29). Any failed components should be returned to the development stage for rework,
and the passed components should be migrated ahead for security testing.

10.1.4 Conduct Security Testing

The test and evaluation team will again create or load the test database(s) and execute security
(penetration) test(s) that will verify the confidentiality, integrity, and availability objectives of the
information system and the data it stores, processes, and transmits. Depending on the security
categorization of the information and/or the information system, the security test and evaluation may
need to be conducted by an independent test and evaluation team. All tests will be documented,
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similar to those above. Failed components will be migrated back to the development stage for
rework, and passed components will be migrated ahead for acceptance testing.

10.1.5 Conduct Acceptance Testing

The test and evaluation team will create/load the test database(s) and execute the acceptance
test(s). All tests will be documented, similar to those above. Failed components will be migrated
back to the development stage for rework, and passed components will migrate ahead for
implementation.

10.1.6 Revise previous documentation

During this stage, the Systems Technical Manager or the Developers will finalize the Software
Development Document from the Development Stage. He/They will also finalize the Operations or
Systems Administration Manual, User Manual, Training Plan, Maintenance Manual, Conversion
Plan, Implementation Plan, Contingency Plan and Update the Interface Control Document from the
Design Stage. The Project Manager and ISSO should finalize the System Security Plan and the
Security Risk Assessment from the Requirements Analysis Stage and the Project Management Plan
from the Planning Stage. The Configuration Manager should finalize the Configuration Management
Plan from the Planning Stage. The Quality Assurance office/person should finalize the Quality
Assurance Plan from the Planning Stage. And finally, the Project Manager should assist the
Program Manager in finalizing the Cost Benefit Analysis and the Risk Management Plan from the
System Concept Development Stage.

Revisions of artifacts developed in prior stages must be reviewed and approved by the same
process as for the original artifacts.

10.2ROLES AND RESPONSIBILITIES

= Program Sponsor. The Program Sponsor supports the Project Manager as required in
carrying out the activities of the project and is responsible for approving readiness for the
system to proceed to Implementation.

= Project Manager. The Project Manager is responsible and accountable for the successful
execution of the Integration and Test Stage. The Project Manager is responsible for leading
the team that accomplishes the tasks shown above. The Project Manager is also
responsible for reviewing work products for accuracy, approving work products and providing
status reports to management.

= |SSO. The ISSO is responsible for ensuring that security testing is conducted in accordance
with the security test and evaluation plan. The ISSO will also assist as necessary with
revisions and finalizing all security-related plans and documents.

= Technical Review Board. Formally established board that examines changes to the
functional requirements that arise during the Integration and Test Stage, and ensures that
the integrity of the FRD/RTM is maintained.

= OCIO Organizations perform work product reviews as defined in organizational roles and
responsibilities matrix.
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» |ISUG members participate during the Integration and Test stage as subject matter experts
and advocates for the users of the product/service being developed. During this stage, the
ISUG participates in System Acceptance Testing.

» Project Team. The project team members (regardless of the organization of permanent
assignment) are responsible for accomplishing assigned tasks as directed by the Project
Manager. This includes establishing the test environment.

= Contracting Officer. The contracting officer is responsible and accountable for the
procurement activities and signs contract awards.

» Independent Test and Evaluation Team. Depending on the criticality of the information
and/or the information system, the security test and evaluation may need to be conducted by
an independent test and evaluation team.

= Security Program Manager. The Security Program Manager is responsible for conducting
security tests according to the Systems Security Plan.

= Oversight Activities. Agency oversight activities, including the Program Manager and the
CIO office, provide advice and counsel for the Project Manager on the conduct and
requirements of the Integration and Test Stage. Additionally, oversight activities provide
information, judgments, and recommendations to the agency decision makers during project
reviews and in support of project decision milestones.

» User. Users participate in acceptance testing to ensure systems perform as expected,
represented by the ISUG.
10.3WORK PRODUCTS
The following work products shall be initiated during the Integration and Test Stage:
10.3.1 Test Analysis Report

This report documents each test - unit/module, subsystem integration, system, user acceptance and
security. Appendix C-29 provides a template for the Test Analysis Report.

10.3.2 Test Analysis Approval Determination (TAAD)

Attached to the test analysis report as a final result of the test reviews and testing levels above the
integration test, the TAAD briefly summarizes the perceived readiness for migration of the system
into Implementation. Appendix C-30 provides a template for the Test Analysis Approval
Determination.

10.3.3 Problem Report

Document problems encountered during testing; the form is attached to the test analysis reports.
Appendix C-31 provides a template for a Test Problem Report.

10.3.4 IT Systems Security Certification & Accreditation

The documents and artifacts of the security certification package need to be assembled to obtain
certification and accreditation of an information system before it becomes operational. They include:
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e System Security Plan, Appendix C-10, prepared during the Planning Stage and finalized as
the result of Integration and Test;

e Rules of Behavior, Section 3.3 of the System Security Plan, Appendix C-10;

e Configuration Management Plan, Appendix C-7, prepared during the Planning Stage and
finalized during Integration and Test;

e Security Risk Assessment, Appendix C-17, prepared during the Concept Approval Stage and
finalized during the Planning Stage;

e Security Test & Evaluation, performed as a component of System Testing, which includes
the Test and Evaluation Master Plan, Appendix C-15, in Software Development Document,
Appendix C-27, Test Files/Data, in project determined format, and the Test Analysis Report,
Appendix C-29;

o IT Contingency Plan, Appendix C-26, prepared during the Design Stage and finalized during
the Integration and Test Stage;

e Privacy Impact Assessments, prepared in accordance with the U.S. Code?, during the
System Concept Development Stage and finalized during the Design Stage; and the

o IT Systems Security Certification and Accreditation Memoranda, in accordance with
guidance contained in Policy and Handbook within DHS Management Directive 4300.1,
Information Technology Systems Security.

Other supporting documents that security may require include:
e User Manuals with security related functional guidance;
e Interconnection Security Agreements;
e Memorandums of Agreement;
o Federal Register System of Record Notice;
e Plan of Action and Milestones (POA&M)

During the continuous monitoring phase of C&A, selected controls will be monitored and the status
reported as required by DHS directives. The Systems Security Plan and certification/accreditation

package should be approved prior to implementation. The system shall be re-created every three

years, when there is a significant change, or when there has been a serious security incident.

10.4ISSUES FOR CONSIDERATION

Security controls shall be tested before the Implementation Stage to uncover all design and
implementation flaws that would violate security policy. Security Test and Evaluation (ST&E)
involves determining a system’s security mechanisms adequacy for completeness and correctness,
and the degree of consistency between system documentation and actual implementation. This
shall be accomplished through a variety of assurance methods such as analysis of system design
documentation, inspection of test documentation, and independent execution of function testing and

"Privacy Act, 5 U.S.C. 552a

Page 96





“‘-*“E*ﬂ Transportation Security Administration
@_ﬁj TSA System Development Life Cycle Guidance Document Version 2.0.4, July, 2005

=
e

penetration testing. Results of the ST&E effect security activities developed earlier in the life cycle
such as security risk assessment, sensitive system security plan, and contingency plan. Each of
these activities will be updated in this stage based on the results of the ST&E. Build on the security
testing recorded in the software development documents, unit testing, integration testing, and
system testing.

10.5STAGE REVIEW ACTIVITY

Upon completion of all Integration and Test Stage tasks and commitment of resources for the next
stage, the Project Manager, together with the project team should prepare an Implementation
Readiness Review for the Program Sponsor and project stakeholders. The review should address:
(1) Integration and Test Stage activities status, (2) planning status for all subsequent life cycle
stages (with significant detail on the next stage, to include the status of pending contract actions), (3)
resource availability status, (4) system security risk status, and (5) acquisition risk assessments of
subsequent life cycle stages given the planned acquisition strategy. Successful completion of the
Implementation Readiness Review establishes the Product Baseline (PBL).

The stage review should examine project process performance and the application of this SDLC for
lessons learned and opportunities for improvement. Feedback with respect to application of the
SDLC should be submitted to the TSA PMD P3CO.

10.6 RELATED ENTERPRISE PROCESS ACTIVITIES

The EA Review / Validation process is to:
o Validate that integrated system/software matches EA alignment of the design
o Review any system changes in business process or technologies against the EA

The Integration and Test Stage provides the information required to make the Initial Project Decision
to implement the system (Key Decision Point 3). The Implementation Readiness Review that
concludes this stage may also serve as the foundation for both a CPIC Control Review and DHS
Key Decision Point 3, Initial Project Decision. During the CPIC Control Phase, periodic Control
Reviews will be performed as directed by the IT Investment Review/Approval Authority.
Authorization to proceed to the next stage updates the Acquisition Baseline if necessary and
establishes the Product Baseline, as approved at the Implementation Readiness Review.
Conclusion of System Testing performs an EA validation of business alignment and technical
compliance. The EA Review / Validation process is to: Validate that integrated system/software
matches EA alignment of the design; and Review any system changes in business process or
technologies against the EA.

10.7 TAILORING GUIDANCE

Automated tools applied to the analysis and documentation of requirements may dictate the form
and content of the FRD/RTM and other stage work products. The intent of this SDLC is to ensure
that necessary information is developed and appropriate oversight is applied, as efficiently as
possible. If automated tools cannot efficiently populate the templates provided in Appendix C then
alternate formats are allowed within tailoring guidelines as long as information content is not
compromised.
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See Section 14 for additional tailoring guidance.
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CHAPTER 11: IMPLEMENTATION STAGE

11

OBJECTIVES OF IMPLEMENTATION STAGE

The Implementation Stage commences when the system receives user acceptance in the Integration
and Test environment and implementation is authorized.

Figure 11-1 depicts the Implementation Stage.

Stage Name:
Implementation

Previous Stage:
Integration & Test
Authorization to Proceed

Plan

SBD, RMP, PMP

Corrective Action Required

End of phase
or >10%

: OK
variance

End of stage

.| Oversee

Process

ACTIVITIES

*Understand Stage Context

* Analyze Stage Risks

*Plan Stage Activities

PRODUCTS

*SBD: Stakeholders,
Objectives, Constraints,
Alternatives, Approach

*RMP: Identified Risks,
Analyzed Risks, Risk
Mitigation Plan

«PMP: WBS, Resources,
Integrated Master
Schedule

Report Status / EVM

or >10%
variance

«Post-
Implementation
Review

OCIO/EA

> 10% variance

Monitor and Review

Review . I
« Security Certification and

Accreditation
« Operational Readiness
Review and Approval

Execute Activities

« Notify users of new
implementation

« Execute training plan

< Perform data entry or
conversion

« Establish the System-specific
Implementation Environment

«Install/Test the System
Software in the Implementation
Environment

«Conduct Baseline Security Self-
Assessment

« Transition and Evaluate the
System in the Production
Environment

« Conduct Post-Implementation
Review

*Revise previous documentation

Develop Products

« Project Termination Plan (C/F)
« Concept of Operations (F)
« Software Development Document/Folder

«DHS Project Matrix Step 1
Report Update and
Approval

Baseline Established

«Production BL

)

«Delivered System (C/F)

«Version Description Document (C/F)

» Change Implementation Notice (C/F)
»Change Control Board Decision Document

(CIF)

« Security Self-Assessment (C)
« Post-Implementation Review (C/F)

C=Create, P=Produce, R=Revise, F=Finalize, V=Validate

Figure 11-1. The Implementation Stage

The system is installed in the Implementation environment and then in the Production environment in
order for its operation to be verified by executing selected system and user acceptance tests, as
defined in the Implementation Plan. The Implementation environment may be more robust than the
Integration and Test environment but still not identical to the target operational environment. The
target operational environment, including infrastructure, personnel, and procedures, is prepared for
system deployment. Once the system has received user acceptance and both Program Sponsor
and review/approval authority give approval to deploy, the system is promoted into full operation.
The Implementation Stage continues until the system is operating in production in accordance with
the defined user requirements. This stage in concluded by a Post-Implementation Review, which
concludes both the Implementation Stage and the development project when the system transitions
into the Operations and Maintenance stage.
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There is limited Implementation Stage capacity within the TSA infrastructure. It may be necessary
and operationally effective for multiple systems to be implemented simultaneously, both to optimize
use of implementation bandwidth and also to ensure that systems operate effectively together before
each is deployed. If systems are closely coupled, project planning should address performance of
detailed system and acceptance testing on them together during a combined Integration and Test
activity before Implementation.

Tasks and activities in the implementation stage are associated with certain work products described
in section 10.3. The tasks and activities actually performed depend on the nature of the project.

11.1 TASKS AND ACTIVITIES

11.1.1 Notify Users of New Implementation

The implementation notice should be sent to all users and organizations affected by the
implementation. Additionally, it is good policy to make internal organizations not directly affected by
the implementation aware of the schedule so that allowances can be made for a disruption in the
normal activities of that section. Some notification methods are email, internal memo to heads of
Agency components, and voice tree messages. The notice should include:

o The schedule of the implementation;

o A brief synopsis of the benefits of the new system;

e The difference between the old and new system;

o Responsibilities of end user affected by the implementation during this stage; and

e The process to obtain system support, including contact names and phone numbers.
11.1.2 Execute Training Plan

It is always a good business practice to provide training before the end user uses the new system.

Because there has been a previously designed training plan established, complete with the system
user manual, the execution of the plan should be relatively simple. Typically what prevents a plan

from being implemented is lack of funding. Good budgeting should prevent this from happening.

11.1.3 Perform Data Entry or Conversion

With the implementation of any system, typically there is old data which is to be included in the new
system. This data can be in a manual or an automated form. Regardless of the format of the data,
the tasks in this section are two fold, data input and data verification. When replacing a manual
system, hard copy data will need to be entered into the automated system. Some sort of verification
that the data is being entered correctly should be conducted throughout this process. This is also
the case in data transfer, where data fields in the old system may have been entered inconsistently
and therefore affect the integrity of the new database. Verification of the old data becomes
imperative to a useful computer system.

One of the ways verification of both system operation and data integrity can be accomplished is
through parallel operations. Parallel operation consists of running the old process or system and the
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new system simultaneously until the new system is certified. If the new system fails in any way, the
operation can proceed on the old system while the issue is corrected.

11.1.4 Establish the System-specific Implementation Environment

Ensure that the Implementation Environment is ready for system installation and implementation
testing.

11.1.5 Install/Test the System Software in the Implementation Environment

With developer support as required, install the system software and conduct System Tests and User
Acceptance Tests as prescribed in the Implementation Plan. Test results and any deficiencies
discovered will be documented as in the Integration and Test Stage, using Test Analysis Reports
and Problem Reports, with deficiencies going back to the Development stage for correction. Upon
successful completion of the implementation tests and user acceptance, the CCB will decide if the
system is safe to transfer into the Operational Environment and issue a preliminary Decision
Document authorizing the transition.

11.1.6 Conduct Baseline Security Self-Assessment

Conduct a Security Self-Assessment as defined by NIST Special Publication 800-26, Security Self-
Assessment Guide for Information Technology Systems. Using an extensive questionnaire covering
seventeen areas of information security, the Self-Assessment determines the status of a system or
application’s information assurance level, and where necessary, establishes targets for
improvement. This self-assessment must be completed annually as required by OMB M-02-09 and
DHS 4300.

11.1.7 Transition and Evaluate the System in the Production Environment

Install the system software in the production environment for limited-use evaluation. As described in
the Implementation Plan, evaluate and initiate its operation incrementally across an appropriate
subset of users and infrastructure to demonstrate readiness for full operation. When the criteria for
full implementation are satisfied and user acceptance has been achieved, the Project Manager will
submit a request to the CCB for approval to promote the system into full operation. The CCB will
evaluate the request and issue a final Decision Document, establishing the Production Baseline, and
authorizing full implementation, in accordance with the Implementation Plan. Observation of system
performance in full operation and attendant user acceptance, in accordance with criteria established
in the Implementation Plan, establish the basis for holding a Post-Implementation Review to formally
conclude the Implementation Stage.

11.1.8 Conduct Post-Implementation Review

After the system has satisfied Implementation criteria, a post-implementation review is conducted to
determine the success of the project through its Implementation Stage. The Post-Implementation
Review, in support of KDP4, Sustainment Requirements Approval, concludes the Implementation
Stage and formally commences Operations and Maintenance. Conclusion of Implementation ends
the development project and responsibility for the system moves to the Operations organization.
The Post-Implementation Review documents implementation experiences and lessons learned as a
basis from which to recommend system enhancements and provide guidance for future projects.
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Subsequent Post-Implementation Reviews initiated during the CPIC Evaluate Phase will be
conducted throughout the operational life of the system.

In addition, change implementation notices will be utilized to document user requests for changes to
the system that may have been recognized during this stage. It is important to document any user
request for a change to a system to limit misunderstandings between the end user and the system
programmers.

11.1.9 Revise previous documentation

During this stage, the ICD is revised from the Requirements Analysis Stage. The CONOPS, System
Security Plan, Security Risk Assessment, Software Development Document, System Software and
the Integration Document are also revised and finalized during the Implementation Stage.

Revisions of artifacts developed in prior stages must be reviewed and approved by the same
process as for the original artifacts.

11.2ROLES AND RESPONSIBILITIES

» Program Sponsor. The Program Sponsor supports the Project Manager as required in
carrying out the activities of the project and is responsible for approving readiness for the
system to proceed into Operation.

» Project Manager. The Project Manager is responsible and accountable for the successful
execution of the Implementation Stage. The Project Manager is responsible for leading the
team that accomplishes the tasks shown above. The Project Manager is also responsible for
reviewing work products for accuracy, approving work products and providing status reports
to management.

= OCIO Organizations perform work product reviews as defined in organizational roles and
responsibilities matrix.

= |SSO. Ensure systems security controls are adequately implemented.

= ISUG members participate during the Implementation stage as subject matter experts and
advocates for the users of the product/service being developed. During this stage, the ISUG
participates in Implementation Testing activities and may be a source of changes that are
required before entering Operations and Maintenance or for future consideration.

= CCB. The CCB reviews readiness for promotion into full operation and formally establishes
the Production Baseline when Implementation is successfully completed.

= Project Team. The project team members (regardless of the organization of permanent
assignment) are responsible for accomplishing assigned tasks as directed by the Project
Manager.

= Contracting Officer. The contracting officer is responsible and accountable for the
procurement activities and signs contract awards.

= Oversight Activities. Agency oversight activities, including the Program Manager and the
CIO office, provide advice and counsel for the Project Manager on the conduct and
requirements of the Implementation Stage. Additionally, oversight activities provide
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information, judgments, and recommendations to the agency decision makers during project
reviews and in support of project decision milestones.

11.3WORK PRODUCTS

The following work products are initiated during the Implementation Stage:
11.3.1 Change Implementation Notice

A formal request and approval document for changes made during the Implementation Stage.
Appendix C-32 provides a template for a Change Implementation Notice.

11.3.2 Version Description Document

The primary configuration control document used to track and control versions of software released
to the operational environment. It is a summary of the features and content of the software build,
identifying and describing the version of the software being delivered. Appendix C-33 provides a
template for a Version Description Document.

11.3.3 Delivered System

After the Implementation Stage Review and Approval Certification is signed by the Project Manager
and the System Sponsor, the system, including the production version of the data repository, is
formally delivered to the Operations Organization to commence the Operations and Maintenance
Stage. The delivery format must be digital, under configuration control and established for the
specific project.

11.3.4 Security Self-Assessment

The Security Self-Assessment is the result of analyzing the threats and vulnerabilities of the system
to determine the potential for losses or compromise. It is used as a basis for identifying appropriate
security controls for reducing risk. It defines the extent to which the system, application, and the
data it processes are or will be at risk and lists potential threats and system vulnerabilities and
recommends reasonable safeguards and controls to bring risk to acceptable level.

11.3.5 Change Control Board Decision Document.

The CCB Decision Document is a formal ratification of the readiness of the system to enter full
operation and signals that all system artifacts have been identified as the Production Baseline. The
guidelines for the CCB Decision Document are established in the project Configuration Management
Plan, Appendix C-7.

11.3.6 Project Termination Plan

The PTP may be invoked in any stage after Program Authorization should it become necessary to
cancel the project. The PTP provides the basis for direction and control of the technical and
business aspects for completing project closeout. It provides the approval to finish any remaining
project tasks and coordinates the activities with the involved Operational and Support Organizations
to accomplish successful project closure. The PTP may be created as needed at any time after
project authorization.
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11.3.7 Post-Implementation Review

The review is conducted at the end of the Implementation Stage. A post-implementation review
shall be conducted to ensure that the system functions as planned and expected; to verify that the
system cost is within the estimated amount; and to verify that the intended benefits are derived as
projected. Normally, this shall be a one-time review, and it occurs after a major implementation; it
may also occur after a major enhancement to the system. The results of an unacceptable review
are submitted to the Program Sponsor for its review and follow-up actions. The Program Sponsor
may decide it will be necessary to return the deficient system to the responsible system development
Project Manager for correction of deficiencies. Appendix C-34 provides a template for a Post-
Implementation Review.

11.4ISSUES FOR CONSIDERATION

Once a system has been developed, tested and deployed it will enter the operations and
maintenance stage. All development resources and documentation should be transferred to a
repository managed by the operations and maintenance staff.

11.56STAGE REVIEW ACTIVITY

During the Post-Implementation Review, recommendations may be made to correct errors, improve
user satisfaction or improve system performance. For contractor development, analysis shall be
performed to determine if additional activity is within the scope of the statement of work or within the
original contract. An Implementation Stage Review and Approval Certification should be signed off
by the Program Sponsor to verify the acceptance of the delivered system by the system
users/owner. Successful completion of the initial Post-Implementation Review establishes the
Production Baseline (ProdBL).

The stage review should examine project process performance and the application of this SDLC for
lessons learned and opportunities for improvement. Feedback with respect to application of the
SDLC should be submitted to the TSA PMD P3CO.

11.6 RELATED ENTERPRISE PROCESS ACTIVITIES

The Post-Implementation Review that concludes this stage may also serve as the foundation for a
CPIC Control Review that concludes the CPIC Control Phase. During the CPIC Control Phase,
periodic Control Reviews have been performed as directed by the IT Investment Review/Approval
Authority. Transition of the system into production is the formal conclusion of the development
project, and system responsibility moves to an Operations organization. EA processes must be
cognizant of system implementation so that the TSA Enterprise Architecture can be updated. The
EA Review / Validation process is to: Validate that production software matches EA alignment of the
design; and Review any system changes in business process or technologies against the EA

11.7 TAILORING GUIDANCE

The extent of actual testing during the Implementation stage is based on the extent to which the
Integration and Testing Stage activities verify system operation in an environment that is sufficiently
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production-like. It is the Program Sponsor’s decision as to when sufficient testing has been
performed to adequately limit the risk associated with system deployment.

See Section 14 for additional tailoring guidance.
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CHAPTER 12: OPERATIONS AND MAINTENANCE STAGE

12 OBJECTIVES OF OPERATIONS AND MAINTENANCE STAGE

Typically, more than half of the life cycle costs are attributed to the operations and maintenance of
systems. Figure 12-1 depicts the Operations and Maintenance Stage.

Stage Name:
Operations & Maintenance =~ | ------------------o oo ooooooooooo .

> 10%
variance

Previous Stage:

DHS Implementation -->
KDP 4 Authorization End of stage
To Proceed or >10%
variance CPIC
Review
Plan SBD, RMP, PMP | Oversee Report Status / EVM OCIO / EA
Process > 10% variance " Review «In Process Review(s)

«User Satisfaction Surveys and Evaluations

« Security Re-certification and Re-accreditation

«DHS Project Matrix Step 2 Report Review
and Approval

< Contingency Plan Review and Approval

« Contingency Plan Test Review and Approval

ACTIVITIES

«Understand Stage Context

« Analyze Stage Risks

«Plan Stage Activities

PRODUCTS

« SBD: Stakeholders,
Objectives, Constraints,
Alternatives, Approach

*RMP: Identified Risks,
Analyzed Risks, Risk
Mitigation Plan

«PMP: WBS, Resources,
Integrated Master
Schedule

Monitor and Review

Baseline Established

Execute Activities Develop Products

«|dentify Systems Operations «Change Implementation Notice (C/F) « Production BL Maintained
«Maintain Data / Software « Security Self-Assessment (F)
Administration
«ldentify Problem and
Modification Process
«Maintain System / Software
«Conduct Annual Security
Self-Assessment
*Revise Previous

; C=Create, P=Produce, R=Revise, F=Finalize, V=Validate
Documentation

Figure 12-1. The Operations and Maintenance Stage

In this stage, it is essential that all facets of operations and maintenance be performed. The system
is being used and scrutinized to ensure that it meets the needs initially stated in the planning stage.
Problems are detected and new needs arise. This may require modification to existing code, new
code to be developed and/or hardware configuration changes. Providing user support is an ongoing
activity. New users will require training and others will require training as well. The emphasis of this
stage will be to ensure that the users needs are met and the system continues to perform as
specified in the operational environment. Additionally, as operations and maintenance personnel
monitor the current system they may become aware of better ways to improve the system and
therefore make recommendations. Changes will be required to fix problems, possibly add features
and make improvements to the system. This stage will continue as long as the system is in use.

12.1 TASKS AND ACTIVITIES

12.1.1 Identify Systems Operations

Operations support is an integral part of the day-to-day operations of a system. In small systems,
the same person may do all or part of each task. But in large systems, separate individuals or even
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groups may do each function. The Operations Manual is developed in previous SDLC stages. This
documents defines tasks, activities and responsible parties and will need to be updated as changes
occur. Systems operations activities and tasks need to be scheduled, on a recurring basis, to
ensure that the production environment is fully functional and is performing as specified. The
following is a checklist of systems operations key tasks and activities:

= Ensure that systems and networks are running and available during the defined hours of
Operations;

» Implement non-emergency requests during scheduled Outages, as prescribed in the
Operations Manual;

= Ensure all processes, manual and automated, are documented in the operating procedures.
These processes should comply with the system documentation;

= Acquisition and storage of supplies (i.e. paper, toner, tapes, removable disk);
» Perform backups (day-to-day protection, contingency);

» Perform the physical security functions including ensuring adequate UPS, Personnel have
proper security clearances and proper access privileges etc.;

» Ensure contingency planning for disaster recovery is current and tested;
= Ensure users are trained on current processes and new processes;
= Ensure that service level objectives are kept accurate and are monitored;

» Maintain performance measurements, statistics, and system logs. Examples of performance
measures include volume and frequency of data to be processed in each mode, order and
type of operations;

» Monitor the performance statistics, report the results and escalate problems when they
occeur.

= Monitor implemented security controls effectiveness and adequacy.
12.1.2 Maintain Data / Software Administration

Data / Software Administration is needed to ensure that input data, output data, and databases are
correct and continually checked for accuracy and completeness. This includes insuring that any
regularly scheduled jobs are submitted and completed correctly. Software and databases should be
maintained at (or near) the current maintenance level. The backup and recovery processes for
databases are normally different than the day-to-day DASD volume backups. The backup and
recovery process of the databases should be done as a Data / Software Administration task by a
data administrator. A checklist of Data / Software Administration tasks and activities are:

» Performing a periodic Verification / Validation of data, correct data related problems;

= Performing production control and quality control functions (Job submission, checking and
corrections);

» Interfacing with other functional areas for Day-to-day checking / corrections;
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» Installing, configuring, upgrading and maintaining data base(s). This includes updating
processes, data flows, and objects (usually shown in diagrams);

= Developing and performing data / data base backup and recovery routines for data integrity
and recoverability. Ensure documented properly in the Operations Manual,

» Developing and maintaining a performance and tuning plan for online process and data
bases;

» Performing configuration/design audits to ensure software, system, and parameter
configuration are correct.

12.1.3 Identify Problem and Modification Process

One fact of life with any system is that change is inevitable. Users need an avenue to suggest
change and identify problems. A User Satisfaction Report (Appendix C-36), which can include a
Customer Satisfaction Survey, can be designed and distributed to obtain feedback on operational
systems to help determine if the systems are accurate and reliable. Systems administrators and
operators need to be able to make recommendations for upgrade of hardware, architecture and
streamlining processes. For small in-house systems, an in-house process may handle modification
requests. For large integrated systems, modification requests may be addressed in the
Requirements document and may take the form of a change package or a formal Change
Implementation Notice (Appendix C-32) and may require justification and cost benefits analysis for
approval by a review board. The Requirements document for the project may call for a modification
cut-off and rollout of the system as a first version and all subsequent changes addressed as a new
or enhanced version of the system. A request for modifications to a system may also generate a
new project and require a new project initiation plan.

12.1.4 Maintain System / Software

Daily operations of the system /software may necessitate that maintenance personnel identify
potential modifications needed to ensure that the system continues to operate as intended and
produces quality data. Daily maintenance activities for the system, takes place to ensure that any
previously undetected errors are fixed. Maintenance personnel may determine that modifications to
the system and databases are needed to resolve errors or performance problems. Also
modifications may be needed to provide new capabilities or to take advantage of hardware upgrades
or new releases of system software and application software used to operate the system. New
capabilities may take the form of routine maintenance or may constitute enhancements to the
system or database as a response to user requests for new/improved capabilities. New capabilities
needs may begin a new problem modification process described above. Generally, all but the most
incidental changes to the system must be performed utilizing the SDLC. Any change that requires
additional funding authorization must go through the SDLC/CPIC processes to validate the change
as of high enough priority to itself be incorporated into an investment portfolio. Alterations to
business processes or technical solutions must be validated by EA processes the same as for new
projects.

12.1.5 Conduct Annual Security Self-Assessment

A Security Self-Assessment as explained in NIST Special Publication 800-26, Security Self-
Assessment Guide for Information Technology Systems, is to be conducted. A Self-Assessment
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determines the status of a system/application’s information assurance level and where necessary,
establishes targets for improvement, also known as Plans of Action and Milestones (POA&Ms). A
Security Self-Assessment, as required by OMB M-02-09 and DHS 4300, must be completed
annually.

12.1.6 Revise Previous Documentation

At this stage of the SDLC all security activities have been completed. An update must be made to
the System Security plan; an update and test of the contingency plan should be completed.
Continuous vigilance should be given to virus and intruder detection. The Project Manager must be
sure that security operating procedures are kept updated accordingly. Review and update
documentation from the previous stages. In particular, the Operations Manual, SBD and
Contingency Plan need to be updated and finalized during the Operations and Maintenance Stage.

Revisions of artifacts developed in prior stages must be reviewed and approved by the same
process as for the original artifacts.

12.2ROLES AND RESPONSIBILITIES

This list briefly outlines some of the roles and responsibilities for key maintenance personnel. Some
roles may be combined or eliminated depending upon the size of the system to be maintained. Each
system will dictate the necessity for the roles listed below.

= Systems Manager. The Systems Manager develops, documents, and executes plans and
procedures for conducting activities and tasks of the Maintenance Process. To provide for
an avenue of problem reporting and customer satisfaction, the Systems Manager should
create and discuss communications instructions with the systems customers.

= Technical Support. Personnel, which provide technical support to the program. This support
may involve granting access rights to the program. Setup of workstations or terminals to
access the system. Maintaining the operating system for both server and workstation.
Technical support personnel may be involved with issuing user ids or login names and
passwords. In a Client server environment technical support may perform systems
scheduled backups and operating system maintenance during downtime.

= Operations or Operators (turn on/off systems, start tasks, backup etc). For many mainframe
systems, an operator provides technical support for a program. The operator performs
scheduled backup, performs maintenance during downtime and is responsible to ensure the
system is online and available for users. Operators may be involved with issuing user ids or
login names and passwords for the system.

= Customers. The customer needs to be able to share with the systems manager the need for
improvements or the existence of problems. Some users live with a situation or problem
because they feel they must. Customers may feel that change will be slow or disruptive.
Some feel the need to create workarounds. A customer has the responsibility to report
problems or make recommendations for changes to a system.

= Program Analysts or Programmer. For incidental changes to the system, interprets user
requirements, designs and writes the code for specialized programs. Non-incidental
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changes must utilize adhere to the appropriate stages of this SDLC, treating the change as
an Enhancement Project.

= Process Improvement Review Board. A board of individuals may be convened to approve
recommendations for changes and improvements to the system. This group may be
chartered. The charter should outline what should be brought before the group for
consideration and approval. The board may issue a Change Directive.

= Users Group or Team. A group of computer users who share knowledge they have gained
concerning a program or system. They usually meet to exchange information, share
programs and can provide expert knowledge for a system under consideration for change.

= OCIO Organizations perform work product reviews as defined in organizational roles and
responsibilities matrix.

= Contracting Officer. The contracting officer is responsible and accountable for the
procurement activities and signs contract award.

» Data Administrator. Performs tasks, which ensure that accurate and valid data are entered
into the system. Sometimes this person creates the information systems database,
maintains the databases security and develops plans for disaster recovery. The data
administrator may be called upon to create queries and reports for a variety of user requests.
The data administrator responsibilities include maintaining the databases data dictionary.
The data dictionary provides a description of each field in the database, the field
characteristics and what data is maintained with the field.

= Telecommunications Analyst and Network System Analyst. Plans, installs, configures,
upgrades and maintains networks as needed. If required, they ensure that external
communications and connectivity are available.

= Information Systems Security Officer (ISSO). The ISSO has a requirement to review system
change requests, review and in some cases coordinate the Change Impact Assessments,
participate in the Configuration Control Board process, and conduct and report changes that
may be made that affect the security posture of the system.

12.3WORK PRODUCTS

12.3.1 In-Process Review Report

The In-Process Review (IPR) occurs at predetermined milestones usually quarterly, but at least once
a year. The performance measures should be reviewed along with the health of the system.
Performance measures should be measured against the baseline measures. Ad hoc reviews should
be called when deemed necessary by either party. Document the results of this review in the IPR
Report. Appendix C-35 provides a template for the IPR Report.

12.3.2 User Satisfaction Review Report

User Satisfaction Reviews can be used as a tool to determine the current user satisfaction with the
performance capabilities of an existing application or initiate a proposal for a new system. This
review can be used as input to the IPR Report. Appendix C-36 provides a template for the User
Satisfaction Report.
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12.3.3 Security Self-Assessment Guide

The NIST Security Self-Assessment Guide is an extensive questionnaire containing specific control
(management, operational and technical) objectives and suggested techniques against which the
security of a system or group of interconnected systems can be measured. Appendix C-42 contains
the template applicable to the Security Self-Assessment. This assessment must be completed
annually.

12.4ISSUES FOR CONSIDERATION

12.4.1 Documentation

It cannot be stressed enough, that proper documentation for the duties performed by each individual
responsible for system maintenance and operation should be up-to-date. For smooth day-to-day
operations of any system, as well as disaster recovery, each individual role, duties and
responsibilities should be outlined in detail. A systems administrator’s journal or log of changes
performed to the system software or hardware is invaluable in times of emergencies. Operations
manuals, journals or logs should be readily accessible by maintenance personnel.

12.4.2 Guidelines in determining New Development from Maintenance

Generally, all but the most incidental changes to the system must be performed utilizing the SDLC.
Any change that requires additional funding authorization must go through the SDLC/CPIC
processes to validate the change as of high enough priority to itself be incorporated into an
investment portfolio.

12.4.3 Security Certification and Accreditation

Federal IT security policy requires all IT systems to be certified and accredited prior to being placed
into operation, following a security compromise, and at least every three years thereafter, or prior to
implementation of a significant change.

12.5STAGE REVIEW ACTIVITY

Review activities occur several times throughout this stage. Each time the system is reviewed, one
of three of the following decisions will be made:

» The system is operating as intended and meeting performance expectations.
» The system is not operating as intended and needs corrections or modifications.
= The users are/are not satisfied with the operation and performance of the system.

The In-Process Review shall be performed to evaluate system performance, user satisfaction with
the system, adaptability to changing business needs, and new technologies that might improve the
system. This review is diagnostic in nature and can trigger a project to re-enter a previous SDLC
stage. Any major system modifications needed after the system has been implemented will follow
the SDLC process from Concept Approval through Implementation and back into Operations and
Maintenance.
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The stage review should examine project process performance and the application of this SDLC for
lessons learned and opportunities for improvement. Feedback with respect to application of the
SDLC should be submitted to the TSA PMD P3CO.

12.6 RELATED ENTERPRISE PROCESS ACTIVITIES

The In-Process Reviews that are performed periodically during the Operations and Maintenance
Stage may also serve as the foundation for both a DHS Key Decision Point 4 (Post-Implementation
Review) and/or a CPIC Post-Implementation Review that are performed periodically during the CPIC
Evaluate Phase. The Post-Implementation Review (PIR) reviews system performance against
expectation and, ultimately, will determine that the system, or major parts of it, must be retired, either
by eliminating business processes or by developing a new system. Additionally the CPIC PIR
evaluates the effectiveness of CPIC processes during system development and operations to
identify opportunities to improve those processes. After the PIR recommends system retirement, a
DHS Key Decision Point 5 governance review must be performed to ensure management
agreement with the system retirement decision plus help determine the impact of system retirement.
A decision to retire the system initiates the Disposition stage, during which the system will continue
to operate until a Disposition plan can be developed and carried out. EA processes must be
cognizant of a decision to retire a system so that the TSA To-Be and Transition Enterprise
Architectures can be updated. The EA Review / Validation process is to review any system changes
in business process or technologies against the EA

12.7 TAILORING GUIDANCE

See Section 14 for tailoring guidance.
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CHAPTER 13: DISPOSITION STAGE

13 OBJECTIVES OF DISPOSITION STAGE

The Disposition Stage will be implemented to eliminate all, or in some cases major parts of, a
system. This stage ends the life cycle process for the system. Figure 13-1 depicts the Disposition
Stage.

Stage Name:
Disposition

>10% N
variance ,-* ‘\OK
< DHS >>----»
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Operations & Maintenance
Authorization

End of stage
or >10%

« Optional

to Proceed variance
y
Plan SBD, RMP, PMP Oversee Report Status / EVM 0OCIO / EA
Process " > Review
> 10% variance < Decision is made to retire the
ACTIVITIES system and required disposal

activities are completed.
« Conduct Post-Termination
Review
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«Plan Stage Activities

PRODUCTS

«SBD: Stakeholders,
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Mitigation Plan

Monitor and Review
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« Prepare Disposition Plan
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« Conduct Post-Termination

Review Report C=Create, P=Produce, R=Revise, F=Finalize, V=Validate

Figure 13-1. The Disposition Stage

The system in this stage has been declared surplus and/or obsolete and will be scheduled for
shutdown. The emphasis of this stage will be to ensure that data, procedures, and documentation
are packaged and archived in an orderly fashion, making it possible to reinstall and bring the system
back to an operational status, if necessary, and to retain all data records in accordance with TSA
and Federal policies regarding retention of electronic records. The Disposition Stage represents the
end of the systems life cycle. A Disposition Plan (Appendix C-37) shall be prepared to address all
facets of archiving, transferring, and disposing of the system and data. Particular emphasis shall be
given to proper preservation of the data processed by the system so that it is effectively migrated to
another system or archived in accordance with applicable records management regulations and
policies for potential future access. The system disposition activities preserve information not only
about the current production system but also about the evolution of the system through its life cycle.
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13.1 TASKS AND ACTIVITIES

The objectives for all tasks identified in this stage are to retire the system, software, hardware and
data. The tasks and activities actually performed are dependent on the nature of the project. The
disposition activities are performed at the end of the systems life cycle. The disposition activities
ensure the orderly termination of the system and preserve vital information about the system so that
some or all of it may be reactivated in the future if necessary. Particular emphasis shall be given to
proper preservation of the data processed by the system, so that the data are effectively migrated to
another system or disposed of in accordance with applicable records management and program
area regulations and policies for potential future access. These activities may be expanded,
combined or deleted, depending on the size of the system.

13.1.1 Prepare Disposition Plan

The Disposition Plan must be developed and implemented. The Disposition Plan will identify how
the termination of the system/data will be conducted, and when, as well as the system termination
date, software components to be preserved, data to be preserved, disposition of remaining
equipment, and archiving of life-cycle products.

13.1.2 Archive or Transfer Data

The data from the old system will have to be transferred into the new system or if it is obsolete,
archived.

13.1.3 Archive or Transfer Software Components

Similar to the data that is archived or transferred, the software components will need to be
transferred to the new system, or if that is not feasible, disposed of.

13.1.4 Archive Life Cycle Deliverables

A lot of documentation went into developing the application or system. This documentation needs to
be archived, where it can be referenced if needed at a later date.

13.1.5 End the System in an Orderly Manner

Follow the Disposition Plan for the orderly breakdown of the system, its components and the data
within.

13.1.6 Dispose of Equipment

If the equipment can be used elsewhere in the organization, recycle. If it is obsolete, notify the
property management office to excess all hardware components. Ensure all information systems
media is properly disposed of in accordance with the Disposition Plan. Disposition Plan will ensure
that media is sanitized (i.e., data is deleted, erased, and written over as necessary) and that
hardware and software is disposed of as directed.

13.1.7 Conduct Post-Termination Review Report

The Project Manager will conduct this review at the end of the Disposition Stage and again within 6
months after disposition of the system.
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13.2ROLES AND RESPONSIBILITIES

» Project Manager. The Project Manager is responsible and accountable for the successful
execution of the Disposition Stage activities.

= OCIO Organizations perform work product reviews as defined in organizational roles and
responsibilities matrix.

= Data Administrator. The Disposition Plan may direct that only certain systems data be
archived. The Data Administrator would identify the data and assist technical personnel with
the actual archive process. The Data Administrator may be involved with identifying data
that, due to its sensitive nature, must be destroyed. They would also be involved with
identifying and migrating data to a new or replacement system.

= [SSOs. The ISSOs will need to make sure that all access authority has been eliminated for
the users. Users requiring access to other applications on the system will retain access while
users only requiring access to the system for the application undergoing disposal shall be
removed from the entire system.

13.3WORK PRODUCTS

The following work products are initiated and finalized during the Disposition Stage
13.3.1 Disposition Plan

The objectives of the plan are to end the operation of the system in a planned, orderly manner and
to ensure that system components and data are properly archived or incorporated into other
systems. This will include removing the active support by the operations and maintenance
organizations. The users will need to play an active role in the transition. All concerned groups will
need to be kept informed of the progress and target dates. The decision to proceed with Disposition
will be based on recommendations and approvals from an In-Process Review or based on a date (or
time period) specified in the System Boundary Document (SBD). Appendix C-37 provides a
template for the Disposition Plan.

This plan will include a statement of why the application is no longer supported, a description of
replacement / upgrade, list of tasks/activities (transition plan) with estimated dates of completion and
the notification strategy. Additionally, it will include the responsibilities for future residual support
issues such as identifying media alternatives if technology changes; new software product transition
plans and alternative support issues (once the application is removed); parallel operations of retiring
and the new software product; archiving of the software product, associated documentation,
movement of logs, code; and accessibility of archive, data protection identification, and audit
applicability.

13.3.2 Post-Termination Review Report

This report details the findings of the Disposition Stage review. It includes details of where to find all
products and documentation that has been archived. Appendix C-38 provides a template for the
Post-Termination Review Report.
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13.3.3 Archived System

The packaged set of data and documentation containing the archived application. The packaged set
format must be digital, under configuration control, and established for the specific project.

13.4ISSUES FOR CONSIDERATION

Update of Security plans for archiving and the contingency plans to reestablish the system should be
in place.

All documentation about the application, system logs and configuration will be archived along with
the data and a copy of the Disposition Plan.

13.56STAGE REVIEW ACTIVITY

The Post-Termination Review shall be performed after the end of all other stage activities and within
6 months after disposition of the system. The Post-Termination Review Report documents the
lessons learned from the shutdown and archiving of the terminated system.

The stage review should examine project process performance and the application of this SDLC for
lessons learned and opportunities for improvement. Feedback with respect to application of the
SDLC should be submitted to the TSA PMD P3CO.

13.6 RELATED ENTERPRISE PROCESS ACTIVITIES

The Post Termination Reviews that are performed during the Disposition Stage may also serve as
the foundation for a CPIC Evaluate Phase Post-Implementation Review that is performed
periodically during the CPIC Evaluate Phase. This CPIC Post-Implementation Review (PIR) reviews
completeness of system disposition and evaluates business process performance for opportunities
to improve future disposition activities. EA processes must be cognizant of system retirement so
that the TSA Current Enterprise Architecture can be updated. The EA Review / Validation process is
to: Validate the decision to terminate, from an EA perspective (e.g., examine what other elements in
the EA are affected by removal of the system); Participate in decision to retire system through
eliminating business processes or replacing the system; provide input to CPIC Evaluate.

13.7 TAILORING GUIDANCE

See Section 14 for tailoring guidance.
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CHAPTER 14: SDLC TAILORING FOR INDIVIDUAL PROJECTS

The SDLC is a framework, not a project life cycle. It does not prescribe a sequential project life
cycle, though such a project life cycle would be compliant with the SDLC if it were also appropriate
to the needs of the project. The process of defining the project life cycle in terms of SDLC
framework components is Tailoring. This Section provides guidance to the Project Manager in the
performance of the Tailoring process.

14.1 INTRODUCTION TO SDLC TAILORING

The SDLC supports the TSA Capital Planning and Investment Control (CPIC) processes from
Business Need through to its fulfillment as an Operating Capability. During the CPIC Select Phase,
the SDLC supports the development of the Business Need into an Investment Program that is both
aligned with TSA mission objectives and demonstrates sufficient benefit cost ratio to be funded and
authorized to proceed. Development of the Business Case during the SDLC System Concept
Development stage involves significant program planning to understand the context of the program
and the IT projects composing it, including identification of milestones, artifacts, and governance
checkpoints from a project life cycle approach perspective. During the CPIC Control Phase, the
SDLC provides the framework to facilitate the transformation of Business Requirements allocated to
individual IT projects into an integrated operational capability that delivers on the expectations of the
Business Case. The SDLC Planning stage that initiates the CPIC Control Phase completes detailed
project planning and establishes the project life cycle that defines how the remaining Control stage
activities will deliver operational capability commensurate with all Business Requirements. Finally,
during the CPIC Evaluate Phase, the SDLC provides the mechanism for ensuring that operational
systems continue to support assigned mission objectives.

The program planning started in the System Concept Development Stage is further refined into
detailed Project plans in the Planning stage after program authorization and launch of individual IT
projects. The detailed project planning involves tailoring the SDLC framework into a project life cycle
that addresses the specific needs of the project. The SDLC stages that support the CPIC Control
Phase, namely,

= System Concept Development
* Planning,

= Requirements Analysis,

= Design,

= Development,

* Integration & Test, and

* [Implementation,

represent building blocks from which the Project Manager will construct the project life cycle, based
on project characteristics, including risks, and requirements.

The combination of the TSA Project Management Plan and the Acquisition Plan completed during
the Planning stage collectively define the project life cycle and identify how and by whom each
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activity of the project life cycle will be performed. Participants in the project life cycle will include the
Project Manager and supporting TSA staff as well as selected vendors. The Acquisition Plan
formalizes the assignment of project responsibilities to each vendor in support of the project life
cycle milestones, artifacts, and governance. Terms of resultant contracts must establish
mechanisms by which the Project Manager's SDLC/CPIC support requirements will be satisfied,
e.g., which SDLC/project life cycle artifacts are contract work products and which are supported by
less formal information flows. The project life cycle must be constructed to accommodate
development methodologies to be applied by participating vendors as well as to adhere to the SDLC.
Within the stage/governance structure of the project life cycle, vendor development life cycles may
apply a wide variety of methodologies. Vendor participation aside, though, the Project Manager
retains the responsibility to programmatically integrate all project activities, as does the Program
Manager across the IT projects which must be integrated to satisfy the business needs assigned to
the Investment Program.

14.2 REQUIREMENTS VERSUS GUIDELINES

The imperative of the SDLC is that transformation of Business Need into Operational Capability be
accomplished in a disciplined manner. Each investment Program and the IT Project(s) that fulfill it
must be accomplished in accordance with CPIC process requirements—to achieve initial Business
Case approval/project authorization and then to regularly revalidate the Business Case to ensure
continuity of funding through development and into operations.

Any project life cycle that satisfies the information requirements represented by SDLC life cycle
artifacts and incorporates stage reviews satisfying both technical and investment governance
expectations may be an acceptable tailored rendering of SDLC requirements. This SDLC document
provides the framework elements from which a project life cycle must be tailored. The life cycle
stage and artifacts contained in this document represent guidelines within which life cycle activities
and information may be packaged in a standard, predictable way, supporting both the PgM and PM
in program/project interaction with CPIC processes.

Across the core set of stage and artifacts, the SDLC provides a set of Project Types that represent
tailored interpretations of the SDLC. Each project type is an intermediate step between the core
SDLC and a project life cycle, used for individual projects that conform to project type criteria.

The bottom line is that the TSA Project Manager is responsible for defining a project life cycle that
satisfies core SDLC mandates on information flow and stage review-based governance, satisfies
CPIC requirements, and provides a foundation for establishing management oversight of vendor
work plans and development methodology.

The requirements of the project types embodied in the respective artifact matrices represent the
SDLC mandate on individual projects. TSA OCIO must approve project level tailoring plans
describing adaptation of this SDLC mandate. If a project proposes to take exception to fundamental
SDLC disciplines relative to information/artifacts, CPIC, or life cycle governance, then the Exception
Process must be utilized to solicit approval for those exceptions. TSA OCIO will be responsible for
evaluating and transitioning commonly used tailoring and/or exceptions into the SDLC as additional
“standards”, providing a means of keeping the SDLC current with TSA practice, eliminating the
requirement to describe tailoring and/or exceptions for common work patterns.
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A limited set of project types and project life cycle templates used across TSA projects is desirable
because such an approach facilitates standard project planning, management, and control
processes. Review and approval of tailored project life cycles is an integral component of OCIO
project governance because of the need to balance project needs for flexibility with enterprise need
for predictability and repeatability.

14.3 DEFINITIONS

SDLC. The Systems Development Life Cycle (SDLC) is a systems engineering management
framework that establishes information flow and governance requirements. SDLC framework
components are the elemental building block of an individual project life cycle. The SDLC does not
prescribe use of specific project life cycles or life cycle models, but selected project life cycles must
adhere to SDLC information flow and governance requirements.

Tailoring. This management process defines an individual project life cycle in terms of SDLC
framework components that addresses the specific needs of the project. Tailoring decisions that
result in variances between project practices and the project plan must be approved by TSA OCIO
P3CO.

Project Life Cycle Model. The Project Life Cycle Model is an abstract representation of a project life
cycle that represents a specific development approach. The SDLC is not a Life Cycle Model, but
rather is an engineering management framework from which components may be selected to build
life cycle models that may be applied to manage specific systems development projects. Within
TSA, application of traditional life cycle models requires that the artifacts and governance
represented in the life cycle model and its project specific instances are aligned with SDLC
requirements for information flow and governance. Each individual life cycle model has specific
strengths and weaknesses and should be selected based on individual project needs. Elements of
different life cycle models may be applied to the life cycle segments of an individual project.
Examples of Life Cycle Models include:

= Sequential/waterfall

* Incremental Build/Release
= Evolutionary Spiral

= |terative/Prototype

Project Life Cycle. A series of one or more life cycle segments comprised of SDLC framework
components that collectively transform a project’s business requirements into a deployed operational
capability. Each instance of a SDLC framework component (e.g., a stage such as Requirements
Analysis) inherits all the SDLC discipline defined in the SDLC for the respective stage. The life cycle
segments may be performed sequentially or concurrently based on project requirements.

Life Cycle Segment. One increment of a project life cycle that is comprised of a logical sequence of
SDLC framework components, constructed to satisfy a project objective, such as to explore design
alternatives or to produce a deployment-ready increment of capability.

= Prototype. A life cycle segment that produces a model designed to address project
alternatives, supports major decision-making, and/or supports mitigation of risk. A prototype
segment is assigned specific objectives and typically includes elements of Planning,
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Requirements, Design, Development, and Integration and Test, but is not intended to be
implemented for evaluation purposes into the operational environment. A prototype may be
“quick and dirty” in which the model built is not intended to be production-ready.
Alternatively, a prototype may be “production-quality” and intended within the project life
cycle to contribute to satisfying SDLC-based artifact requirements. In this latter sense, the
prototype satisfies both a decision-making objective as a prototype and a development
objective as a build/release increment.

Pilot. For the purpose of this discussion, a pilot is a prototype that includes elements of
Implementation as well, deploying the pilot capability into a production-like environment in
order to get operational feedback. The pilot is not a formal deployment and the segment
does not transition into the SDLC Operations and Maintenance stage. When the pilot has
served its purpose, it is withdrawn from the operational environment.

Build. A life cycle segment assigned a subset of project requirements that are developed
through Planning, Requirements Analysis, Design, Development, and Integration and Test.
A sequence of builds incrementally results in full system capability ready for Implementation
and promotion into the operational environment. Distinguishing a build from a Release is a
decision not to move the incremental capability sets through to Operations, typically because
the increment of capability does not represent a beneficial operational capability.

Release. A Build that represents a useful segment of operational capability that moves a
Build additionally through Implementation and into Operations, incrementally delivering
operational capability into the operational environment.

Tailoring. The project planning process of defining an individual project life cycle in terms of SDLC
framework components, based on project characteristics.

Tailoring Drivers. Project characteristics that influence tailoring decisions, including, for example:

TSA CPIC Investment Review and Approval Level, which is a function of

= Cost (Acquisition, Development, Life Cycle)
= Cross-agency impact

» Infrastructure impact

= Risks

= Complexity

= Size/Scope

Requirements uncertainties
Alternatives (e.g., competing concepts, architectures, design approaches)
Deployment schedule requirements

Parsing of project activities across multiple project participants

Tailoring Envelope. Projects, which propose tailoring outside the Tailoring Envelope, must submit
an Exception Request.
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14.4 TYPE OF PROJECT

There are three types of standard IT projects within the TSA SDLC and an Exception Process.
Based on the type of project, the Program Manager and/or IT Project Manager(s) can determine the
required stage and artifacts that are typically required. The SDLC tailoring embodied by each
Project Type represents an intermediate tailoring step between core SDLC and project life cycle.
The three types of IT projects are:

* New System Development. Projects that require the creation of an information system
through the use of software application programming, or hardware and equipment
configurations.

» Existing Modification/Enhancement. Projects that require the modification or enhancement
of an information system through the use of software application programming, or hardware
and equipment configurations. Artifacts for this project type are similar in number and name
to those for New System Development. Product related artifacts will be revisions or
extensions of those in existence for the system being modified, regardless of the scope of
the modification, in order to maintain the integrity of the document set. Planning documents
are generally new, fully developed plans, appropriate in form and detail for the scope of the
change.

» COTS Acquisition. Projects that involve activities and resources supporting the use of IT,
which do not require hardware or software development, modification, or enhancement. This
project type may include a wide variety of non-developmental products that must be
functionally specified, acquired, integrated, and deployed, including COTS and GOTS.

An Investment Program may comprise multiple IT projects, each of a particular project type, the
products of which must be integrated into the full Program solution. Similarly, an individual IT
Project may allocate requirements that may best be satisfied by a hybrid approach that integrates
new, enhanced, or acquisition elements, all within the single project. Whatever the case, the
Program Manager and/or the IT Project Manager(s) are responsible for planning the appropriate
project life cycle to achieve assigned objectives.

The Exception Process is for projects that are proposed with non-standard project type/investment
level determinations, SDLC stage, milestone review-approval processes, or SDLC artifacts. The
Exception Process requires approval through OCIO P3CO.

As the SDLC evolves, if the Exception Process is utilized regularly for a particular type of project not
aligned with a recognized Project Type, then an additional Project Type may be incorporated into the
SDLC to make the new Project Type a standard SDLC option.

14.5 INVESTMENT LEVEL

The TSA CPIC process has identified 5 levels or “thresholds” to categorize Investment Programs by
cost, as described in Table 1-3 of this document. Level 1 projects receive a higher level of
Investment Review and Approval scrutiny and thereby require greater detail in their documentation
sets. The converse is true also; projects categorized at lower levels may receive less scrutiny and
may tailor life cycle stage and/or artifacts to a lesser formality. Less formality does not mean that
artifact contents or other SDLC requirements are eliminated; rather, at lower categorization levels

Page 121





N#y-. Transportation Security Administration

P o= S o
;@ﬁ TSA System Development Life Cycle Guidance Document
Rt e

Version 2.0.4, July, 2005

artifacts may be combined, levels of detail may be reduced, and life cycle stage review governance
may be achieved by individuals rather than boards.

Level designation is not solely based on cost. Investments of lower cost may be assigned to
categories requiring higher levels of investment review and approval based upon OMB or TSA non-
financial criteria, including the following:

Cross-agency impact
Infrastructure impact
Risks

Complexity
Size/Scope

Governmental visibility

Based on the Investment Level associated with an Investment Program, IT projects are categorized
as Small, Medium, or Large based on Table 14-1.

Investment Level Project Category
1 Large
2
3 Medium
4A
4B Small

Table 14-1. Project Category Determination

14.6 Tailoring Styles and Matrices

Based on the three Project Types defined in paragraph 14.4 and three Project Categories defined in
paragraph 14.5, TSA has defined nine distinct Tailoring Styles, as identified in Table 14-2. The
following paragraphs describe the tailoring associated with each of these Tailoring alternatives.

Project Type
New Development Enhancement Acgl?i;—iﬁon
(Table 14-3) (Table 14-7) (Table 14-11)
Large New Large Large
Large Development Enhancement Acquisition
(Table 14-4) (Table 14-8) (Table 14-12)
Project . Medium New Medium Meqil:lr.n
Category Medium Development Enhancement Acquisition
(Table 14-5) (Table 14-9) (Table 14-13)
Small New Small Small
Small Development Enhancement Acquisition
(Table 14-6) (Table 14-10) (Table 14-14)
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It is important to remember that tailoring is not about eliminating what must be done during the life
cycle represented by SDLC stage. Tailoring is about repackaging information (artifact tailoring),
rearranging activities (stage tailoring), and altering the formality and/or level of detail of activities
and/or artifacts. The tailoring tables that are presented in the sections, which follow, characterize
the repackaging of information (into fewer artifacts) and stage (into fewer stages with fewer end-of-
stage reviews) but do not represent elimination of activities or information.

14.6.1 New Development Projects

The New Development Project Type is assigned to IT projects in which new systems and/or
applications are developed and for which there is no legacy product to use as a precedent. Virtually
all SDLC artifacts must be developed from scratch. Table 14-3 defines the SDLC stage/artifact
requirements for New Development projects and the tailoring that is appropriate for Large, Medium,
and Small New Development projects. The full set of SDLC requirements applies to Large projects
with Medium and Small project requirements being tailored down from the Large style. The Tailoring
matrices for Large, Medium, and Small New Development projects are provided in Tables 14-4, 14-
5, and 14-6, respectively.
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Configuration Management Plan TSA SDLC C-7 ® ® € R R i X PMP PMP X PMP PMP PMP PMP PMP PMP
Quality Assurance Plan TSA SDLC C-8 c ® & R R i X PMP PMP X PMP PMP X PMP PMP PMP
*System Security Plan TSA SDLC C-10 c C C R R * X X X X X X X X X X
and Validation Plan (V&Vplan) TSA SDLC C-12 € ® C R R X P P RS P P RS P P PMP
System Engineering Management Plan TSA SDLC C-13 S EE * * X x ] x Flll PMP | PMP  PMP | PMP | PMP
Functional Requirements Document (FRD) TSA SDLC C-14 ® © F X X X X X X X X X B
Interface Control Document TSA SDLC C-16 c C R * X X RD X X RD X X RD B
Test and Evaluation Master Plan TSA SDLC C-15 C c c C R * X X X X X X X X X
Conversion Plan TSA SDLC C-18 C X PMP  PMP X PMP  PMP X PMP  PMP  PMP
*System Design Document (SDD) TSA SDLC C-19 C * X X X X X X X X X X
Plan (IMP) TSA SDLC C-20 C X PMP PMP X PMP PMP X PMP PMP  PMP
Manual TSA SDLC C-21 C * X X X X X o o) o) o o)
*Operations Manual (OM TSA SDLC
|(S¥pstem Administratifan l\:anual) C-22/23 ¢ y X X X X X X X X X X
Training Plan (TP) TSA SDLC C-24 C * X PMP PMP X PMP PMP X P P PMP
User Manual (UM) TSA SDLC C-25 C * X X X X X ] X X X o}
*IT Conti Plan TSA SDLC C-26 C * X O o] X X ¢} X o o] o}
*Service Level Agreements (SLAs) DHS SDLC E CIF \ X X X X X X X X X B
* DD
*
*
* P P P P P P P
* P
) P
*
2 DD
CIF DD DD DD DD
* DD DD DD DD DD DD DD
E RMP RMP RMP  RMP RMP  RMP P
& o}
In-Process Review Report (IPR) TSA SDLC C-35 P X X X X X X X X o
User Satisfaction Report TSA SDLC C-36 P X PR PR X PR PR X PR PR o}
o o) o o}
o o o o}
SDLC C-n Artifact Template in SDLC Appendix eate ecute e 0 e, R=Re a
External  Artifact Template defined external to SDLC eede e e=0
Project  Artifact Template defined by the project Required, comp emplate
* DHS Core Systems Development Life Cycle Deliverable ayed "AB Artifa onte erged into Artifa AB

Table 14-3. New Development Summary Artifacts
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Acquisition | Pre-Acquisition
CPIC Phases Select Q
D o
Concept & 82
o <
Large New Development SII;S:S F',ﬁaps;s Program Technolgoy o~
: . Intiation Development o
TSA SDLC Alignment with @) D)
Acquisition, CPIC, & IRP Phases S
TSA SDLC _ =
Stages g £ | = I
g s | 2|8 0 5%
s | £ ]g¢ 2 2 @ Efal
Q > @ S o - =
< < Q [ 0 e n O
N R (S Y R -0 £5 $3
& g |ES|l £ |83 ¢ =8 c
i Q > || E S > =) S = =
Artifact < 2o 3 g ] 2 g %
Life Cycle Work Products Source o i |8l = || & o=
*Mission Need Statement (MNS) Tsaspccl | cF [+ * * * * ER X
*Enterprise Architecture (EA) Alignment Summary DHS EA Office CIF - X
*Security Risk Assessment TSA SDLC C-17 R R * * - X
System Boundary Document (SBD) TSA SDLC C-2 ® © F * * * X
Risk Management Plan TSA SDLC C-5 c C R R R R — X
Project Management Charter TSA SDLC C-40 C B * * * X
User Group Charter TSA SDLC C-41 C R = * * — X
Cost-Benefit Analysis (CBA) TSA SDLC C-3 C R | R R R | X
Feasibility Study TSA SDLC C-4 c R | R F | X
“Business Case (OMB Exhibit) DHS PA&E Office c | F * * * ER X
Privacy Act Notice/Privacy Impact Assessment External C R R = - X
Project Termination Plan (PTP) TSA SDLC C-44 cff | et | ot clf El X
Concept of Operations TSA SDLC C-9 c c C R R — X
*Project Management Plan (PMP) TSA SDLC C-11 c c c C R R - X
Exception Request Form TSA SDLC C-39 c c CIF - X
*Acquisition Plan TSA SDLC C-6 c c © - X
*Acquisition Program Baseline DHS PA&E Office c CIF * * — X
Integrated Logistics Support Plan TSA SDLC C-43 c c € R R — X
Configuration Management Plan TSA SDLC C-7 c c € R R — X
Quiality Assurance Plan TSA SDLC C-8 c © © R R X
y
*System Security Plan TSA SDLC C-10 c [c[c R R EN X
Verification and Validation Plan (V&Vplan) TSA SDLC C-12 c c ] R R - X
System Engineering Management Plan TSA SDLC C-13 CIF * * — X
Functional Requirements Document (FRD) TSA SDLC C-14 c € F - X
Interface Control Document TSA SDLC C-16 © C R — X
Test and Evaluation Master Plan TSA SDLC C-15 ® € © C R — X
Conversion Plan TSA SDLC C-18 C - X
*System Design Document (SDD) TSA SDLC C-19 C — X
Implementation Plan (IMP) TSA SDLC C-20 € [ ] X
*Maintenance Manual TSA SDLC C-21 C — X
*Operations Manual (OM) TSA SDLC c - 2
(System Administration Manual) C-22/23
Training Plan (TP) TSA SDLC C-24 € EN X
User Manual (UM) TSA SDLC C-25 € EN X
#IT Contingency Plan TSA SDLC C-26 € ER X
*Service Level Agreements (SLAS) DHS SDLC E CIF X
CIF
In-Process Review Report (IPR) TSA SDLC C-35 P
User Satisfaction Report TSA SDLC C-36 P

SDLC C-n Artifact Template in SDLC Appendix KEY: C=Create, E=Execute, F=Finalize, M=Monitor, P=Produce, R=Revise, V=Validate,
External  Artifact Template defined external to SDLC *=Update if needed, lower case=optional

Project  Artifact Template defined by the project X = Artifact Required, compliant with Template;

* DHS Core Systems Development Life Cycle Deliverable Grayed "ABC" = Artifact Content Merged into Artifact "ABC"

Table 14-4. Large New Development Artifacts
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Acquisition | Pre-Acquisition
CPIC Phases Select lg c
. ? 3
Medium New Development EYBERS Cancene g 3
TSA SDLC Alignment with SDLC Phases | Program Technolgoy g =
Acquisition, CPIC, & IRP N oo
Phases 5
TSA SDLC = E
Stages § é ‘% § g
s[5 |2¢ 2 2 @ E o
g [2|5¢g g @ 2 23
= |25 2|5e 5¢ g3
: g Sl5¢| £ (58] & £g| 8|5
Artifact = Slozl 5 |g® 7 g5
Life Cycle Work Products Source S | & [#8|a |e&| & =
*Mission Need Statement (MNS) TSASDLCC-1 CIF * * * * *
*Enterprise Architecture (EA) Alignment Summary DHS EA Office CIF
*Security Risk Assessment TSASDLCC-T7 (o} R R @ @
System Boundary Document (SBD) TSASDLCC-2 c C F * * *
Risk Management Plan TSA SDLCC-5 c € R R R
Project Management Charter TSA SDLC C-40 € F * * *
User Group Charter TSA SDLC C-41 C R F * *
Cost-Benefit Analysis (CBA) TSASDLCC-3 C R R R R
Feasibility Study TSA SDLC C-4 c R | R F
*Business Case (OMB Exhibit) DHS PA&E Office € F * * *
Privacy Act Notice/Privacy Impact Assessment External C R R F
Project Termination Plan (PTP) TSA SDLC C-44 clf c/f clf cl/f
Concept of Operations TSA SDLCC-9 ® ® © R R
*Project Management Plan (PMP) TSASDLCC-1L c c @ C R R
Exception Request Form TSA SDLC C-39 c © CIF
*Acquisition Plan TSA SDLC C-6 c © C R
*Acquisition Program Baseline DHS PA&E Office c CIF * *
Integrated Logistics Support Plan TSA SDLC C-43 ® ® G R R
Configuration Management Plan TSA SDLCC-7 c © C R R
Quality Assurance Plan TSASDLCC-8 c c C R R
*System Security Plan TSASDLCC-D c c C R R
Verification and Validation Plan (V&Vplan) TSA SDLCC-2 ® ® © R R
System Engineering Management Plan TSASDLCC-B CIF * *
Functional Requirements Document (FRD) TSASDLCC-4 C F
Interface Control Document TSA SDLCC-B c C R
Test and Evaluation Master Plan TSA SDLCC-B © © c C R
Conversion Plan TSASDLCC-B C
*System Design Document (SDD) TSASDLCC-B ©
Implementation Plan (IMP) TSA SDLC C-20 c
*Maintenance Manual TSASDLC C-21 ©
*Operations Manual (OM) TSA SDLC -
(System Administration Manual) C-22123
Training Plan (TP) TSA SDLC C-24 c
User Manual (UM) TSA SDLC C-25 C
*T Contingency Plan TSA SDLC C-26 C
*Service Level Agreements (SLAs) DHSSDLC E

In-Process ReviewReport (IPR) TSA SDLC C-35
User Satisfaction Report TSA SDLC C-36

SDLC C-n Artifact Template in SDLC Appendix KEY: C=Create, E=Execute, F=Finalize, M=Monitor, P=Produce, R=Revise,
External  Artifact Template defined external to SDLC V=Validate, *=Update if needed, lower case=optional

Project Artifact Template defined by the project X = Artifact Required, compliant with Template;

* DHS Core Systems Development Life Cycle Deliverable Grayed "ABC" = Artifact Content Merged into Artifact "ABC"

Table 14-5. Medium New Development Artifacts
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Acquisition | Pre-Acquisition
CPIC Phases Select @
D3
Small New Development BB g &
TSA SDLC Alignment with SDLC Phases [  Program Technolgoy g
Acquisition, CPIC, & IRP N oo e
Phases 5
TSA SDLC = .“E
Stages E é ;._ g ’i?
g |3 |58 g ] Eg
S|1EI°E o [E a ] 83
e | s |Ec| € |8a| g B8 g-
. Q = 9 o| S S > (=} == =
Artifact = Slozl 5 |g® 7 g5
Life Cycle Work Products Source S | & [#8|a |e&| & ]
*Mission Need Statement (MNS) TSASDLCC-1 CIF * * * * *
*Enterprise Architecture (EA) Alignment Summary DHS EA Office CIF
*Security Risk Assessment TSASDLCC-T7 C R R * *
System Boundary Document (SBD) TSASDLCC-2 c C F * * *
Risk Management Plan TSA SDLCC-5 c € R R R
Project Management Charter TSA SDLC C-40 < F * * *
User Group Charter TSA SDLC C-41 C R F * *
Cost-Benefit Analysis (CBA) TSASDLCC-3 (e R R R R BC
Feasibility Study TSASDLCC-4 c R R F BC
*Business Case (OMB Exhibit) DHS PAGE Office SRR E * El
Privacy Act Notice/Privacy Impact Assessment External C R R F -
Project Termination Plan (PTP) TSA SDLC C-44 of | of | of [ et Jet [en [ cF | x|+ [N
Concept of Operations TSA SDLCC-9 ® ® © R R — X
*Project Management Plan (PMP) TSASDLCC-1L c c @ C R R X
Exception Request Form TSA SDLC C-39 c © CIF X
*Acquisition Plan TSA SDLCC-6 c c C R
*Acquisition Program Baseline DHS PA&E Office ® CIF * * * * * * SBD
Integrated Logistics Support Plan TSA SDLC C-43 ® ® © R R * PMP
Configuration Management Plan TSA SDLCC-7 c © C R R PMP
Quality Assurance Plan TSASDLCC-8 c c C R R PMP
*System Security Plan TSASDLCC-D c c C R R X
Verification and Validation Plan (V&Vplan) TSA SDLCC-2 ® ® © R R TEMP
System Engineering Management Plan TSASDLCC-B CIF * *
Functional Requirements Document (FRD) TSASDLCC-4 C F
Interface Control Document TSA SDLCC-B c C R
Test and Evaluation Master Plan TSA SDLCC-B © © c C R
Conversion Plan TSASDLCC-B C MP
*System Design Document (SDD) TSA SDLC C-B [
Implementation Plan (MP) TSA SDLC C-20 c [rITF[ | [ B0
*Maintenance Manual TSA SDLCC-2L c EN
*Operations Manual (OM) TSA SDLC - -
(System Ac n Manual) C-22/23
Training Plan (TP) TSA SDLCC-24 c [ r ] = =1 BB
User Manual (UM) TSA SDLC C-25 c
“IT Contingency Plan TSA SDLC C-26 c |[rRIF[ =~ | =1 [Eu
*Service Level Agreements (SLAS) DHSSDLCE CIF

| - |
1 [ | [ [ Jel]rel - -] Rig

m

In-Process ReviewReport (IPR) TSASDLCC-35
User Satisfaction Report TSA SDLC C-36

|- |
P
P

SDLC C-n Artifact Template in SDLC Appendix KEY: C=Create, E=Execute, F=Finalize, M=Monitor, P=Produce, R=Revise,
External  Artifact Template defined external to SDLC V=Validate, *=Update if needed, lower case=optional

Project Artifact Template defined by the project X = Artifact Required, compliant with Template;
* DHS Core Systems Development Life Cycle Deliverable Grayed "ABC" = Artifact Content Merged into Artifact "ABC"

Table 14-6. Small New Development Artifacts
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T

Wt

14.6.2 Enhancement Projects

The Enhancement Project Type is assigned to IT projects in which modifications are required for
existing, legacy systems. If the system being modified was developed using the SDLC and has an
appropriate set of life cycle artifacts representing the current system, then those existing artifacts are
the basis for the Enhancement project. System-related documents, including those for
requirements, design, test, user, training, administration, and maintenance, are updated, revised, or
extended to reflect the required enhancement. Management documents, primarily planning
documents, must be created for this project. The content of management documents used during
prior system development or update is not applicable to the current enhancement project. Table 14-
7 defines the SDLC stage/artifact requirements for Enhancement projects and the tailoring that is
appropriate for Large, Medium, and Small Enhancement projects. The full set of SDLC
requirements applies to Large projects with Medium and Small project requirements being tailored
down from the Large style. The Tailoring matrices for Large, Medium, and Small Enhancement
projects are provided in Tables 14-8, 14-9, and 14-10, respectively.
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Acquisition [Pre-Acquisition
CPIC Phases Select _g _g _g
232505
DHS IRP / Concept& 25|88(865
Enhancement Summary SDLC Phases [ Program Technolgoy < o =9
TSA SDLC Alignment with intation Development R
g9 Pl (CTD)
Acquisition, CPIC, & IRP Phases s
TSA SDLC _ =
sees | S 5 |E R
5 | £ |g¢ 2 < @ ET|Ew|EY
= F |eg ¢ o Q S gleZ|eT
RO I = £ 25 2312983
5 |5 [c8l2|2gl s H  BEE
f (3] 5 |@ ©| € S (=) i) = = =
Artifact < 2 |o > S |8 ® 7 153 %
Type Life Cycle Work Products Source S | & |#d8]|2 |ek| & o=
New |*Mission Need Statement (MNS) TSASDLCC-1 CIF * * * * * X
Updated | *Enterprise Architecture (EA) Alignment Summary DHS EA COffice CIF X
New [*Security Risk Assessment TSASDLCC-T [ C R | R * *
Updated | System Boundary Document (SBD) TSASDLCC-2 c c F * * X
New |Risk Management Plan TSA SDLCC-5 ® © R R R R X
New | Project Management Charter TSA SDLC C-40 C F * * * X
New |User Group Charter TSA SDLC C-41 c | r F * * X
New |Cost-Benefit Analysis (CBA) TSA SDLC C-3 c R [ R R R
New |Feasibility Study TSA SDLC C-4 C R [ R F
New |[*Business Case (OMB Exhibit) DHS PASE Office cF[ -1+ 5
New |Privacy Act Notice/Privacy Impact Assessment External G R R F
New |Project Termination Plan (PTP) TSA SDLC C-44 of | o | o | cif
Updated | Concept of Operations TSA SDLCC-9 c ® © R R X
New |*Project Management Plan (PMP) TSASDLCC-11 c c c © R R X
New |Exception Request Form TSA SDLC C-39 c c CIF X
New |*Acquisition Plan TSA SDLC C-6 c c © R X
New |*Acquisition Program Baseline DHS PA&E Office c CIF * * X
Updated | Integrated Logistics Support Plan TSA SDLC C-43 c ® © R R X
Updated | Configuration Management Plan TSA SDLC C-7 c | c|c|Rr R
New | Quality Assurance Plan TSASDLCC8 c [ c]c|Rr R
Undated | *System Security Plan TSA SDLC C-D c c | c R R
New | Verification and Validation Plan (V&Vplan) TSA SDLC C-2 c c | c R R
New | System Engineering Management Plan TSASDLCC-B CIF * * X
Updated | Functional Reguirements Document (FRD) TSA SDLCC-4 [ F X
Updated | Interface Control Document TSA SDLCC-16 ® C R X
New | Test and Evaluation Master Plan TSASDLCC-15 c c c © R X
New [ConversionPlan TSA SDLCC-B € PMP  PMP
Updated | *System Design Document (SDD) TSA SDLCC-B €
New |Implementation Plan (IMP) TSA SDLC C-20 C PMP PMP
Updated [*Maintenance Manual TSA SDLC C-21 [§ X ' om
pated| O neminstaton Manue) e c x| x
New |Training Plan (TP) TSA SDLC C-24 C PMP PMP
Updated [ User Manual (UM) TSA SDLC C-25 c X 3 om
Undated [T Contingency Plan TSA SDLC C-26 © X ' om
New |*Service Level Agreements (SLAS) DHSSDLCE CIF X X X

TEMP TEMP

VDD
VDD VDD
RMP RMP

In-Process ReviewReport (IPR) TSA SDLC C-35
New | User Satisfaction Report TSA SDLC C-36

oM

SDLC C-n Artifact Template in SDLC Appendix KEY: C=Create, E=Execute, F=Finalize, M=Monitor, P=Produce, R=Revise, V=Validate,
External  Artifact Template defined external to SDLC *=Update if needed, lower case=optional
Project  Artifact Template defined by the project X = Artifact Required, compliant with Template;

*DHS Core Systems Development Life Cycle Deliverable Grayed "ABC" = Artifact Content Merged into Artifact "ABC"

Table 14-7. Enhancement Summary Artifacts
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Acquisition | Pre-Acquisition
CPIC Phases Select @
23
DHS IRP / Concept & .?_’. E
Large Enhancement SDLC Phases | Program Technolgoy &
TSA SDLC Alignment with e oo
Acquisition, CPIC, & IRP Phases 5
TSA SDLC - '45
Stages § -é ‘;.)_ g ~
T ENER 2 < @ EZ
< |1 28¢ 2 g e
glE8lc8|l2|eg| < 88 g4
Artifact 2 ) 2e é 2= 2 g % -
Type Life Cycle Work Products [  source S | & |#8|a |e&| & ]
New |*Mission Need Statement (MNS) TSASDLCC-1 CIF * * * * * X
Updated | *Enterprise Architecture (EA) Alignment Summary DHS EA Office CIF X
New [*Security Risk Assessment TSASDLCC-7 C R R * * X
Updated | System Boundary Document (SBD) TSASDLCC-2 c C F * * * X
New |Risk Management Plan TSA SDLCC-5 c © R R R R X
New |Project Management Charter TSA SDLC C-40 C F * * * X
New |User Group Charter TSA SDLC C-41 C R F * * X
New | Cost-Benefit Analysis (CBA) TSASDLCC-3 C R R R R X
New | Feasibility Study TSASDLCC-4 C R R F X
New |*Business Case (OMB Exhibit) DHS PA&E Office C F * * * X
New | PrivacyAct Notice/Privacy Impact Assessment External C R R F X
New |Project Termination Plan (PTP) TSA SDLC C-44 c/f c/f cff clf X
Updated | Concept of Operations TSA SDLCC-9 © © © R R X
New |*Project Management Plan (PMP) TSASDLCC-1L c © c C R R X
New | Exception Request Form TSA SDLC C-39 © c CIF X
New |*Acquisition Plan TSA SDLC C-6 © c C R F X
New |*Acquisition Program Baseline DHS PA&E Office c CIF * * X
Updated | Integrated Logistics Support Plan TSA SDLC C-43 ® © © R R X
Updated | Configuration Management Plan TSA SDLCC-7 © c < R R X
New | Quality Assurance Plan TSASDLCC-8 © c C R R X
Updated | *System Security Plan TSASDLCC-D c c c R R X
New | Verification and Validation Plan (V&Vplan) TSA SDLCC-2 ® c © R R X
New | System Engineering Management Plan TSASDLCC-B CIF * * X
Updated | Functional Requirements Document (FRD) TSASDLCC-4 C F X
Updated | Interface Control Document TSASDLCC-B c (o] R X
New [Test and Evaluation Master Plan TSASDLCC-B C c c C R X
New [Conversion Plan TSASDLCC-B C X
Updated | *System Design Document (SDD) TSASDLCC-B © X
New |Implementation Plan (IMP) TSA SDLC C-20 © X
Updated | *Maintenance Manual TSA SDLC C-21 © X
Uten e mintraion s o c : x
New |Training Plan (TP) TSA SDLC C-24 c X
Updated | User Manual (UM) TSA SDLC C-25 [ X
Updated | 4T Contingency Plan TSA SDLC C-26 [$ X
*Service Level Agreements (SLAS) DHSSDLC E CIF X

New |In-Process ReviewReport (IPR)
New | User Satisfaction Report

KEY: C=Create, E=Execute, F=Finalize, M=Monitor, P=Produce, R=Revise,

SDLC C-n Artifact Template in SDLC Appendix V=Validate, *=Update if needed, lower case=optional
External  Artifact Template defined external to SDLC L T P ——
Project Artifact Template defined by the project S . . . . -
* DHS Core Systems Development Life Cycle Deliverable Grayed "ABC" = Artifact Content Merged into Artifact "ABC

Table 14-8. Large Enhancement Artifacts
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Acquisition | Pre-Acquisition
CPIC Phases Select @
25
DHS IRP / Concept & .&)_’. g
Medium Enhancement SDLC Phases |  Progam Technolgoy £ =
TSA SDLC Alignment with e oo
Acquisition, CPIC, & IRP Phases 5
TSA SDLC - 'E
Stages § -é *g_ § g
s [ £ |ee £ & @ £ o
S I0E o |B eel 8|5z
glE8lc8|l2|eg| < 88 z g
Artifact 2 ) 2ol E |22 2 o] % -
Type Life Cycle Work Products [  source S | & |s8| % |25| & 52
New |*Mission Need Statement (MNS) TSASDLCC-1 CIF * * * * *
Updated | *Enterprise Architecture (EA) Alignment Summary DHS EA Office CIF
New |*Security Risk Assessment TSASDLCC-T7 (o] R R * @
Updated | System Boundary Document (SBD) TSASDLCC-2 c C F * * *
New |Risk Management Plan TSA SDLCC-5 c © R R R R
New |Project Management Charter TSA SDLC C-40 C F * * *
New |User Group Charter TSA SDLC C-41 C R F * *
New | Cost-Benefit Analysis (CBA) TSASDLCC-3 C R R R R
New |Feasibility Study TSASDLCC-4 C R R F
New [*Business Case (OMB Exhibit) DHS PA&E Office C F * * *
New | Privacy Act Notice/Privacy Impact Assessment External C R R F
New |Project Termination Plan (PTP) TSA SDLC C-44 c/f c/f cff clf
Updated | Concept of Operations TSA SDLCC-9 © ® G R R
New |*Project Management Plan (PMP) TSASDLCC-11 c © c C R R
New | Exception Request Form TSA SDLC C-39 © c CIF
New |*Acquisition Plan TSA SDLC C-6 © c C R F
New |*Acquisition Program Baseline DHS PA&E Office c CIF * *
Updated | Integrated Logistics Support Plan TSA SDLC C-43 © ® © R R
Updated | Configuration Management Plan TSA SDLCC-7 © c < R R
New | Quality Assurance Plan TSASDLCC-8 c c C R R
Updated | *System Security Plan TSASDLCC-D c c c R R
New | Verification and Validation Plan (V&Vplan) TSA SDLCC-2 ® ® © R R
New | System Engineering Management Plan TSASDLCC-B CIF * *
Updated | Functional Requirements Document (FRD) TSASDLCC-14 C F
Updated | Interface Control Document TSASDLCC-B c C R
New [Test and Evaluation Master Plan TSASDLCC-B © c C R
New [Conversion Plan TSASDLCC-B C
Updated | *System Design Document (SDD) TSASDLCC-B ©
New |Implementation Plan (IMP) TSA SDLC C-20 ©
Updated | *Maintenance Manual TSA SDLC C-21 ©
e e mistraion s o c
New |Training Plan (TP) TSA SDLC C-24 c
Updated | User Manual (UM) TSA SDLC C-25 [$
Updated | 4T Contingency Plan TSA SDLC C-26 [
*Service Level Agreements (SLAS) DHSSDLC E CIF

1 [ | | [ Jec]rel - -] R0g

New |In-Process ReviewReport (IPR)
New | User Satisfaction Report

KEY: C=Create, E=Execute, F=Finalize, M=Monitor, P=Produce, R=Revise,

SDLC C-n Artifact Template in SDLC Appendix V=Validate, *=Update if needed, lower case=optional
External  Artifact Template defined external to SDLC L T P ——
Project Artifact Template defined by the project ST ) . . . -
* DHS Core Systems Development Life Cycle Deliverable Grayed "ABC" = Artifact Content Merged into Artifact "ABC

Table 14-9. Medium Enhancement Artifacts
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Acquisition | Pre-Acquisition
CPIC Phases Select Q
2
DHS IRP / Concept & i
Small Enhancement SDLC Phases |  Program Technolgoy 8
TSA SDLC Alignment with e By
Acquisition, CPIC, & IRP Phases 5
TSA SDLC - 'E
sme= | 2 EE ||, .
g [35 |55 = 5 b Es
< |2 8E g £ g5 g s
5 lEls5/ 228 5 |8 g5 i
. o 5 |2 o] € 5 > > [ = B =
Artifact = 8loz|l 5 |58 @ > g5
Type Life Cycle Work Products Source S |& |#8|la |2&| & | & ]
New |*Mission Need Statement (MNS) TSASDLCC-1 CIF * * * * * *
Updated | *Enterprise Architecture (EA) Alignment Summary DHS EA Office CIF
New |*Security Risk Assessment TSASDLCC-7 C R R * * *
Updated | System Boundary Document (SBD) TSA SDLC C-2 c c F * * * El
New |Risk Management Plan TsAsDLCC5 | ¢ c [rR]TR]R R [ R EN
New | Project Management Charter TSA SDLC C-40 C F * * * * *
New |User Group Charter TSA SDLC C-41 C R F * * * * * * SBD
New | Cost-Benefit Analysis (CBA) TSASDLCC-3 C R R R R R F BC
New | Feasibility Study TSASDLC C-4 C R R IF BC
New |*Business Case (OMB Exhibit) DHS PAGE Office c [ F ]+ * * * El
New | PrivacyAct Notice/Privacy Impact Assessment External C R R F -
New | Project Termination Plan (PTP) TSASDLC C-44 c/f clf c/f c/f clf c/f CIF * W PMP
Updated | Concept of Operations TSA SDLCC-9 ® c © R R R R [F * * FRD
New_|*Project Management Plan (PMP) Tsaspiccn| ¢ c | c[c]Rr R | R [
New | Exception Reguest Form TSA SDLC C-39 c [ cJoF [
New [*Acquisition Plan TSASDLCC-6 c c (¢} * PMP
New |*Acquisition Program Baseline DHS PA&E Office c CIF * * * * * * *
Updated | Integrated Logistics Support Plan TSA SDLC C-43 ® c © R R R *
Updated | Configuration Management Plan TSASDLCC-7 © c C R R R *
New | Quality Assurance Plan TSASDLCC-8 c c (¢} R R R *
Undated | *System Security Plan TSA SDLC C-D c c | c R R R EN
New | Verification and Validation Plan (V&Vplan) TSA SDLCC-12 ® c © R R R
New | System Engineering Management Plan TSASDLCC-B CIF * * * *
Undated | Functional Reguirements Document (FRD) TSA SDLCC-4 [¢] F ||
Updated | Interface Control Document TSASDLCC-B c c R F
New [Test and Evaluation Master Plan TSASDLCC-B c c © C R R
New [Conversion Plan TSASDLCC-B C R
Updated | *System Design Document (SDD) TSASDLCC-B C F
New |Implementation Plan (IMP) TSA SDLC C-20 (o] R
Updated | *Maintenance Manual TSASDLC C-21 C R
Uten e it anue) ey c |®
New |Training Plan (TP) TSA SDLC C-24 C R
Updated | User Manual (UM) TSA SDLC C-25 [$ R
Updated [ 4T Contingency Plan TSA SDLC C-26 [¢ [
New |*Service Level Agreements (SLAS) DHSSDLCE CIF
Updated | Software Development Document/Folder (SDF) TSA SDLC C-27 ]
Updated | System Software Project ©
Updated | Test Files/Data Project ©
Updated | Integration Document TSA SDLC C-28 C

m

New |In-Process ReviewReport (IPR) TSA SDLC C-35
New | User Satisfaction Report TSA SDLC C-36

C/F |Fel
P oM

-U-UI

KEY: C=Create, E=Execute, F=Finalize, M=Monitor, P=Produce, R=Revise,

SDLC C-n Artifact Template in SDLC Appendix
V=Validate, *=Update if needed, lower case=optional

External  Artifact Template defined external to SDLC
Project Artifact Template defined by the project
* DHS Core Systems Development Life Cycle Deliverable

X = Artifact Required, compliant with Template;
Grayed "ABC" = Artifact Content Merged into Artifact "ABC"

Table 14-10. Small Enhancement Artifacts
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14.6.3 COTS Acquisition Projects

The COTS Acquisition Project Type is assigned to IT projects in which COTS (or other non-
developmental, such as GOTS) products are specified, acquired, integrated, and deployed. The
SDLC applies to such projects because their requirements must be established and the resulting
products must be verified/validated, integrated into larger solutions when necessary, and deployed.
Between Requirements Analysis and Integration & Test stage, the COTS Acquisition Project Type
utilizes procurement processes instead of designing and developing a new/enhanced product.
Table 14-11 defines the SDLC stage/artifact requirements for COTS Acquisition projects and the
tailoring that is appropriate for Large, Medium, and Small COTS Acquisition projects. The full set of
SDLC requirements applies to Large projects with Medium and Small project requirements being
tailored down from the Large style. The Tailoring matrices for Large, Medium, and Small COTS
Acquisition projects are provided in Tables 14-12, 14-13, and 14-14, respectively. Notice in this set
of charts, in addition to the tailoring of the artifacts, the stages have been combined. The stages for
Planning and Requirements Analysis have been combined, and the stages for Design and
Development have been combined.
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Acquisition | Pre-Acquisition
CPIC Phases Select @ @ ]
D g0 5105
COTS Summary BB 315 .§§ i%
TSA SDLC Alignment with SDLC Phases Pr(?gram g E = E
Acquisition, CPIC, & IRP N
Phases 5
Tsasbc | _ | = "
5555, 2 28l o [E3lEo|Es
T |t ICERa €5 23/8¢|83
=3 c gl2E S c > 91z 0> 2
) 2 S |z g|c E s 2 ET|E-]E
Artifact = 8 la 2|58 g 5
Life Cycle Work Products Source S | & |#8la o=
*Mission Need Statement (VMNS) Tsaspicct | oF |« [+ [« El
*Enterprise Architecture (EA) Alignment Summary DHS EA Office CIF
*Security Risk Assessment TSASDICC-7 | C R [ R F [
System Boundary Document (SBD) TSA SDLC C-2 c [¢ F * El
Risk Management Plan TsasDLCC5 | ¢ c [rR]R EN
Project Management Charter TSA SDLC C-40 c [F [~ El
User Group Charter TSA SDLC C-41 c[r[F [ ]
Cost-Benefit Analysis (CBA) TSA SDLC C-3 [$ [ R [
Feasibility Study TSA SDLC C-4 c | R F [
*Business Case (OMB Extibit) DHS PAGE Office c [ [+ El
Privacy Act Notice/Privacy Impact Assessment External © R -
Project Termination Plan (PTP) TSA SDLC C-44 cf | i EN
Concept of Operations TSA SDLC C-9 c [ c]c EN
*Project Management Plan (PMP) TsAsblcci | ¢ c | c | c [
Exception Reguest Form TSA SDLC C-39 c | c |cF ]
*Acquisition Plan TSA SDLCC-6 c | c]c ]
*Acquisition Program Baseline DHS PA&E Office c | cF EN
Integrated Logistics Support Plan TSA SDLC C-43 ® c © —
Configuration Management Plan TSASDLCC-7 c | c]c El PMP PMP |PMP
Quality Assurance Plan TSASDLCC-8 c | c]c El PMP  PMP
*System Security Plan TSA SDLCC-D c [ c]c EN
Verification and Validation Plan (V&Vplan) TSA SDLC C-2 c | c | c [ F8ll TEmP TEMP
System Engineering Management Plan TSA SDLC C-B CIF El PMP PMP PMP
Functional Requirements Document (FRD) TSASDLCC-# € ] x | x
Interface Control Document TSASDLCC-b € EN X | x G
Test and Evaluation Master Plan TSA SDLC C-5 c c C — X X
ConversionPlan TSASDLCC-B [ ] PMP PMP
*System Design Document (SDD) TSA SDLC C-B EN
Implementation Plan (IMP) TSA SDLC C-20 [ Yl PMP  PMP
“Maintenance Manual TSA SDLCC-21 EN oM OM oM
*Operations Manual (OM) TSA SDLC -
(System Administration Manual) C-22/23
Training Plan (TP) TSA SDLC C-24 EN IMP | IMP
User Manual (UM) TSA SDLCC-25 EN X
“IT Contingency Plan TSA SDLC C-26 El oM oM
*Service Level Agreements (SLAS) DHSSDLCE X
- |
I
-]
EN TEMP TEMP
I
P ]
]
]
I
]
]
I

In-Process ReviewReport (IPR) TSA SDLC C-35
User Satisfaction Report TSA SDLC C-36

SDLC C-n Artifact Template in SDLC Appendix KEY: C=Create, E=Execute, F=Finalize, M=Monitor, P=Produce, R=Revise,
External  Artifact Template defined external to SDLC V=Validate, *=Update if needed, lower case=optional

Project Artifact Template defined by the project X = Artifact Required, compliant with Template;
* DHS Core Systems Development Life Cycle Deliverable Grayed "ABC" = Artifact Content Merged into Artifact "ABC"

Table 14-11. COTS Summary Artifacts
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Acquisition | Pre-Acquisition
CPIC Phases Select Q
7 g
byl (20T DHS IRP / Concept& 85
TSA SDLC Alignment with SDLC Phases Program Technolgoy E
A Intiation Devel
Acquisition, CPIC, & IRP ol el
Phases 5
TSA SDLC _ 2 °
Sees | S |5 (3 | 5 R
s [s |2l = 3 g -
2 | 2|8 &= 2 2 g9
g | § (5|28 g5 25
Artifact g 5 (3¢ = & o= a
Life Cycle Work Products Source S | & |#d8l2 & o=
“Mission Need Statement (MNS) Tsaspiccl | oF | ¢+ | - * El X
*Enterprise Architecture (EA) Alignment Summary DHS EA Office CIF X
*Security Risk Assessment TsAsbicc- | R | R F [ X
System Boundary Document (SBD) TSA SDLC C-2 c [ F * X
Risk Management Plan TsAsDLCCS | ¢ c [ rR[R EN X
Project Management Charter TSA SDLC C-40 c [ F] El X
User Group Charter TSA SDLC C-41 c|rR[]F [ ] X
Cost-Benefit Analysis (CBA) TSA SDLCC-3 c R [ [ X
Feasibility Study TSA SDLC C-4 C R F [ X
“Business Case (OMB Exhibit) DHS PAGE Office c|[ ]+ El X
Privacy Act Notice/Privacy Impact Assessment External C R - X
Project Termination Plan (PTP) TSA SDLC C-44 of | o El X
Concept of Operations TSASDLCC-9 c c © — X
*Project Management Plan (PMP) TSAsDLCC-L [ ¢ c [ c|c [ X
Exception Reguest Form TSA SDLCC-39 c | c |cF ] X
*Acquisition Plan TSASDLCC-6 c|lc|c ] X
*Acquisition Program Baseline DHS PA&E Office c | cF EN X
Integrated Logistics Support Plan TSA SDLC C-43 c c c El X
Configuration Management Plan TSASDLCC-7 c | c]c El PMP
Quality Assurance Plan TSASDLCC-8 c|lc]c El X
*System Security Plan TSA SDLC C-D c c [ EN X
Verification and Validation Plan (V&Vplan) TSA SDLC C-2 c [ c|]c [ X
System Engineering Management Plan TSA SDLC C-B CIF El PMP
Functional Requirements Document (FRD) TSASDLCC-4 c [ X
Interface Control Document TSASDLCC-B © EN X
Test and Evaluation Master Plan TSASDLCC-B c | c]c EN X
Conversion Plan TSA SDLCC-B [ ] X
*System Design Document (SDD) TSA SDLC C-B EN X
Implementation Plan (IMP) TSA SDLC C-20 [ X
*Maintenance Manual TSASDLCC-2L EN oM
*Operations Manual (OM) TSA SDLC - 5
(System Administration Manual) C-22/23
Training Plan (TP) TSA SDLC C-24 EN X
User Manual (UM) TSA SDLC C-25 EN X
T Contingency Plan TSA SDLC C-26 El X
*Service Level Agreements (SLAs) DHSSDLCE X
I
.
I
N
N
| P |
|
]
N
.
| CFF |
N
I
In-Process ReviewReport (IPR) TSA SDLC C-35 [P
User Satisfaction Report TSA SDLC C-36 P

SDLC C-n Artifact Template in SDLC Appendix KEY: C=Create, E=Execute, F=Finalize, M=Monitor, P=Produce,
External  Artifact Template defined external to SDLC R=Revise, V=Validate, *=Update if needed, lower case=optional

Project Artifact Template defined by the project X = Artifact Required, compliant with Template;
* DHS Core Systems Development Life Cycle Deliverable Grayed "ABC" = Artifact Content Merged into Artifact "ABC"

Table 14-12. Large COTS Artifacts
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In-Process ReviewReport (IPR) TSA SDLC C-35

Acquisition | Pre-Acquisition
CPIC Phases Select
Medium COTS BESIERY e
TSA SDLC Alignment with SDLC Phases | Program Technolgoy
A Intiation Devel
Acquisition, CPIC, & IRP ol el
Phases 5
TSA SDLC _ ] n
Stages g -g = i
5 |5 |ez| 2
< 2 (8 g« "
& |Eleelee
Artifact g 5 (3¢ = &
Life Cycle Work Products Source S | & |#d8l2 &
*Mission Need Statement (MNS) TSASDLCC-1 CIF * * *
*Enterprise Architecture (EA) Alignment Summary DHS EA Office CIF
*Security Risk Assessment TSASDLCC-T7 c R R F
System Boundary Document (SBD) TSASDLCC-2 ® C F *
Risk Management Plan TSA SDLCC-5 ® € R R
Project Management Charter TSA SDLC C-40 € F *
User Group Charter TSA SDLCC-41 C R F
Cost-Benefit Analysis (CBA) TSASDLCC-3 C R R
Feasibility Study TSA SDLC C-4 c R F
*Business Case (OMB Exhibit) DHS PA&E Office € F *
Privacy Act Notice/Privacy Impact Assessment External C R
Project Termination Plan (PTP) TSASDLCC-44 c/f cl/f
Concept of Operations TSASDLCC-9 © c ©
*Project Management Plan (PMP) TSASDLCC-11 c c c ]
Exception Request Form TSA SDLC C-39 c c CIF
*Acquisition Plan TSA SDLCC-6 c c (¢}
*Acquisition Program Baseline DHS PA&E Office c CIF
Integrated Logistics Support Plan TSA SDLC C-43 ® ® ©
Configuration Management Plan TSASDLCC-7 c c C
Quality Assurance Plan TSASDLCC-8 c c (¢}
*System Security Plan TSASDLCC-D c € (e
Verification and Validation Plan (V&Vplan) TSASDLCC-2 ® c ©
System Engineering Management Plan TSASDLCC-B CIF
Functional Requirements Document (FRD) TSASDLCC-4 ©
Interface Control Document TSA SDLC C-B C
Test and Evaluation Master Plan TSASDLCC-B © © C
Conversion Plan TSASDLCC-B
*System Design Document (SDD) TSASDLCC-B
Implementation Plan (IMP) TSA SDLC C-20
*Maintenance Manual TSA SDLCC-21
*Operations Manual (OM) TSA SDLC
(System Administration Manual) C-22123
Training Plan (TP) TSA SDLC C-24
User Manual (UM) TSA SDLC C-25
*T Contingency Plan TSA SDLC C-26
*Service Level Agreements (SLAS) DHSSDLCE

Version 2.0.4, July, 2005

Project Size
Medium

Investment
Level 3, 4A

Operations &
Maintenance

User Satisfaction Report TSA SDLC C-36

SDLC C-n Artifact Template in SDLC Appendix
External  Artifact Template defined external to SDLC
Project Artifact Template defined by the project
*DHS Core Systems Development Life Cycle Deliverable
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KEY: C=Create, E=Execute, F=Finalize, M=Monitor, P=Produce,
R=Revise, V=Validate, *=Update if needed, lower case=optional

X = Artifact Required, compliant with Template;

Grayed "ABC" = Artifact Content Merged into Artifact "ABC"

Table 14-13. Medium COTS Artifacts
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In-Process ReviewReport (IPR) TSA SDLC C-35

Acquisition | Pre-Acquisition
CPIC Phases Select
Small COTS BESIERY e
TSA SDLC Alignment with SDLC Phases Program Technolgoy
A Intiation D
Acquisition, CPIC, & IRP o e
Phases 5
TSA SDLC _ ] n
Stages g -g = i
5 |5 |ez| 2
< 2 (8 g« "
& |Eleelee
Artifact g 5 (3¢ = &
Life Cycle Work Products Source S | & |#d8l2 &
*Mission Need Statement (MNS) TSASDLCC-1 CIF * * *
*Enterprise Architecture (EA) Alignment Summary DHS EA Office CIF
*Security Risk Assessment TSASDLCC-T7 c R R F
System Boundary Document (SBD) TSASDLCC-2 ® C F *
Risk Management Plan TSA SDLCC-5 ® € R R
Project Management Charter TSA SDLC C-40 € F *
User Group Charter TSA SDLCC-41 C R F
Cost-Benefit Analysis (CBA) TSASDLCC-3 C R R
Feasibility Study TSA SDLC C-4 c R F
*Business Case (OMB Exhibit) DHS PA&E Office € F *
Privacy Act Notice/Privacy Impact Assessment External C R
Project Termination Plan (PTP) TSASDLCC-44 c/f cl/f
Concept of Operations TSASDLCC-9 © c ©
*Project Management Plan (PMP) TSASDLCC-11 c c c ]
Exception Request Form TSA SDLC C-39 c c CIF
*Acquisition Plan TSA SDLCC-6 c c (¢}
*Acquisition Program Baseline DHS PA&E Office c CIF
Integrated Logistics Support Plan TSA SDLC C-43 ® ® ©
Configuration Management Plan TSASDLCC-7 c c C
Quality Assurance Plan TSASDLCC-8 c c (¢}
*System Security Plan TSASDLCC-D c € (e
Verification and Validation Plan (V&Vplan) TSASDLCC-2 ® c ©
System Engineering Management Plan TSASDLCC-B CIF
Functional Requirements Document (FRD) TSASDLCC-4 ©
Interface Control Document TSA SDLC C-B C
Test and Evaluation Master Plan TSASDLCC-B © © C
Conversion Plan TSASDLCC-B
*System Design Document (SDD) TSASDLCC-B
Implementation Plan (IMP) TSA SDLC C-20
*Maintenance Manual TSA SDLCC-21
*Operations Manual (OM) TSA SDLC
(System Administration Manual) C-22123
Training Plan (TP) TSA SDLC C-24
User Manual (UM) TSA SDLC C-25
*T Contingency Plan TSA SDLC C-26
*Service Level Agreements (SLAS) DHSSDLCE

Version 2.0.4, July, 2005

Project Size
Small

Investment
Level 4B

Operations &
Maintenance

User Satisfaction Report TSA SDLC C-36

SDLC C-n Artifact Template in SDLC Appendix
External  Artifact Template defined external to SDLC
Project Artifact Template defined by the project
*DHS Core Systems Development Life Cycle Deliverable
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KEY: C=Create, E=Execute, F=Finalize, M=Monitor, P=Produce,
R=Revise, V=Validate, *=Update if needed, lower case=optional

X = Artifact Required, compliant with Template;

Grayed "ABC" = Artifact Content Merged into Artifact "ABC"

Table 14-14. Small COTS Artifacts
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14.6.4 Small Internal to OCIO Projects

The Small Internal to OCIO Project Type/Size is assigned to IT projects in which systems and/or
applications are developed for which there is no requirement for management oversight external to
OCIO. Table 14-15 defines the SDLC phase/artifact requirements for Internal to OCIO projects and
the tailoring that is appropriate. The Tailoring is designed to provide a minimal set of documents that
contain all the required information appropriate to enable the success of the project. The Tailoring
matrix for Projects Internal to OCIO is provided in Table 14-15. See Appendix C-45 OCIO Internal
Composite Outlines, for an example of the 6 integrated document outlines with references to the
source document for the section or paragraph contained in the outline.
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Acquisition | Pre-Acquisition Acquisition Sustainment
CPIC Phases Select Control Evaluate [
C t & Capabilit) oy g g
once apabili i
Small Internal to OCIO (Express) SIELHCSP"f?aPSIes Program TechnoFI)goy Develgpmext& Dt:;:;- Operations & % L
. . Intiation Development i ment o
TSA SDLC Alignment with s e Dem‘é";gjmm o) Sl(‘gg‘)’”
Acquisition, CPIC, & IRP Phases s
TSA SDLC _ 2 @
Stages [ 2 lg ~0
<) s} ) = ()
g |5 |g8 g H - B EE
< | 2|8¢ 2 Els | 5 [25] §|5¢E
B £ sl 2 o 2 S |= o ecl = o=
) I £ o| £ =) c o |8y = B9 @ [T
Artifact g ozl 5|38 & e 28] 2 [55| 2 |25
Life Cycle Work Products Source S | x|a8|la || &8 | 8 |==| E |[62] &
*Mission Need Statement (MNS) TSA SDLC C-1 CIF * * * * * * * * *
*Enterprise Architecture (EA) Alignment Summary DHS EA Office CIF
*Security Risk Assessment TSA SDLC C-17 (¢ R R F * * * * *
System Boundary Document (SBD) TSA SDLC C-2 ® C F * * * * * * * * X
Risk Management Plan TSA SDLC C-5 c © R R R R R F * *
Project Management Charter TSA SDLC C-40 © F * * * * * * *
User Group Charter TSA SDLC C-41 C R F * * * * * *
Cost-Benefit Analysis (CBA) TSA SDLC C-3 (5 R R R R R F
Feasibility Study TSA SDLC C-4 © R R F
*Business Case (OMB Exhibit) DHS PA&E Office| C F * * * * * * * *
Privacy Act Notice/Privacy Impact Assessment External C R R F \4
Project Termination Plan (PTP) TSA SDLC C-44 c/f c/f c/f cff clf clf CIF * *
Concept of Operations TSA SDLC C-9 c c C R R R R F * *
*Project Management Plan (PMP) TSA SDLC C-11 c c ® G R R R F * X
Exception Request Form TSA SDLC C-39 c © CIF
*Acquisition Plan TSA SDLC C-6 © © C F *
*Acquisition Program Baseline DHS PA&E Office| c CIF * * * * * * *
Integrated Logistics Support Plan TSA SDLC C-43 ® ® C R R R F * *
Configuration Management Plan TSA SDLC C-7 C C C R R R F * *
Quality Assurance Plan TSA SDLC C-8 c ® © R R R F * *
*System Security Plan TSA SDLC C-10 c c C R R R F * * X
Verification and Validation Plan (V&Vplan) TSA SDLC C-12 c c C R R R F
System Engineering Management Plan TSA SDLC C-13 CIF * * * * * * *
Functional Requirements Document (FRD) TSA SDLC C-14 (¢} F
Interface Control Document TSA SDLC C-16 © C R F * * *
Test and Evaluation Master Plan TSA SDLC C-15 c ® ® C R R 15 * * X
Conversion Plan TSA SDLC C-18 c R F *
*System Design Document (SDD) TSA SDLC C-19 C F o X
Implementation Plan (IMP) TSA SDLC C-20 C R F
*Maintenance Manual TSA SDLC C-21 C R F * *
*Operations Mgnual ,(OM) TSA SDLC c R £ . . X
(System Administration Manual) C-22/23
Training Plan (TP) TSA SDLC C-24 C R F * *
User Manual (UM) TSA SDLC C-25 C R F * *
*|IT Contingency Plan TSA SDLC C-26 C R F * *
*Service Level Agreements (SLAs) DHS SDLC E CIF \ \
Software Development Document/Folder (SDF) TSA SDLC C-27 C R F i
System Software Project C F * * X
Test Files/Data Project < F * X
Integration Document TSA SDLC C-28 c E * *
Test Analysis Report TSA SDLC C-29 P * *
Test Problem Report TSA SDLC C-31 P P P
Test Analysis Approval Determination (TAAD) TSA SDLC C-30 CIF
*IT Systems Security Certification & Accreditation Office of CISO CIF
Delivered System Project CIF e X
Version Description Document TSA SDLC C-33 CIF *
Change Implementation Notice (CIN) TSA SDLC C-32 CIF CIF | CIF
Change Control Board Decision Document TSA SDLC C-7 CIF * i
Security Self-Assessment TSA SDLC C-42 C F
Post-Implementation Review TSA SDLC C-34 CIF *
In-Process Review Report (IPR) TSA SDLC C-35 P
User Satisfaction Report TSA SDLC C-36 P
*Disposition Plan TSA SDLC C-37 CIF
Post-termination Review Report TSA SDLC C-38 P
Archived System Project CIF X
SDLC C-n Artifact Template in SDLC Appendix eate ecute alize onitor, P=Produce, R=Revise alidate
External  Artifact Template defined external to SDLC pdate eeded, lower case=optiona

Project  Artifact Template defined by the project
* DHS Core Systems Development Life Cycle Deliverable

Table 14-15. Small Internal to OCIO Artifacts (Express)
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14.7 LIFE CYCLE SEGMENTS

Independent of project type and investment categorization, definition of the life cycle segments of a
project life cycle provides the basic skeleton of the project work plan. Individual segments are
focused on accomplishing successive project objectives, until, incrementally, major decisions are
facilitated, risks are mitigated, and capability is delivered. Life cycle segmentation is a tool that
facilitates parsing and then programmatically integrating the elements of a large project, including
when the project has multiple contributors.

Figure 14-1 illustrates representative project life cycles constructed of diverse life cycle segments.

-

Sys Con Dev —wv

A Design —wv
A Development

3

o

§ A Planning ——

A - :

5 Requirements Analysis v
3

f=

o

(&)

| Program Authorization

SDLC Framework Requirements Implementation

Sequential |
| Sys Con Dev | Planning |Requirements Analysis| Design Development Implementation

Incremental Development|
Sys Concept Dev

| Planning eq An| Des | Dev
Planheq An| Des | Dev
Prototype/Pilot/Incremental Release Planheq An| Des | Dev - Imp
Sys Concept Dev

| Planning eq An| Des | Dev Prototype
Pilot |PlanReq An| Des | Dev - Imp |

Release 1 (I0C) |Planheq An| Des | Dev - Imp |
Incremental Development
Sys Concept Dev | + COTS Acquisition Release 2 (FOC)|P|anFeq An| Des | Dev - Imp

| Planning eq An| Des | Dev

Operations & Maintenance
Disposition

Construct Tailored Project Life Cycle
using SDLC Framework Components

Build 1

Acq

Planheq An| Des | Dev
Build 2 Acq

PlanReq An| Des | Dev
Build 3 Imp
Acq

Figure 14-1. Representative Project Life Cycles

The life cycle examples presume a project characterized as major new development, applying the
SDLC framework components exactly as described in this document, without tailoring of stage,
artifacts, or governance/stage reviews. In the context of real projects, the SDLC framework
components would typically be tailored.

Individual life cycle segments have specific objectives. Pilots and prototypes may assist in the
selection from among competing solution concepts, in the elaboration of requirements, in the
mitigation of specific risks, or in the choice of design alternatives. They can be thought of as tools
that assist the completion of a life cycle stage, e.g., Requirements Analysis or Design, through
clarification, decision support, or risk mitigation. Build or Release life cycle segments transform sets
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of project requirements into incremental capability, ultimately resulting in deployment-ready
capability satisfying all project requirements. The actual project development path moves from
Planning through a combination of Builds and Releases to full operational capability.

The degree to which life cycle segments are sequential or parallel is based on the interdependence
of the projects segments.

If the project life cycle incorporates multiple Builds or Increments, the scope of activity in each
instance of a particular SDLC stage, e.g., Planning, depends the objectives assigned to the
incremental Build or Release. The particular scope may range from a complete set of activities for
the Build or Release (e.g., a comprehensive planning cycle for the details of the segment) or
validation of the results of a previous segment.

COTS Purchase. The last two representative project life cycles incorporate a tailoring of SDLC
stage for the COTS Project Type. Note that for this Project Type, the Design and Development
Stages are collapsed into a single Acquisition Stage. The tailoring of the stage and associated
artifacts are represented in a description of the Project Type.

Cooperative Development. If the overall project life cycle is parsed across multiple vendors, other
types of segments may be evident in the work plan. Pilots, Prototypes, Builds, and Releases, as
discussed above, may be spread across multiple vendors, with one of the Vendors responsible for a
final Validation Test of developer contributions and subsequent Implementation activities leading to
Operation. In theory, the variations on this theme are limited only by the imagination, but, practically,
the larger the number of independent participants in a project life cycle, the more communication
and programmatic integration is required on the part of TSA to ensure that all parties stay
synchronized. However project activities are assigned, the PM must ensure that all SDLC
requirements are satisfied (i.e., assigned to a vendor or reserved to TSA) and that sufficient
programmatic and technical integration is planned to ensure project success.

14.8 EXCEPTION PROCESS

The Office of Chief Information Officer (OCIO) is responsible for SDLC oversight regarding the
development of IT projects and their compliance within the SDLC framework. If a project proposes a
project life cycle outside the tailoring guidelines presented in this document, an exception request
needs to be approved by OCIO. TSA OCIO staff should be included in the project life cycle planning
process; Program Sponsors, Program Managers, and Project Managers will need to coordinate with
TSA OCIO staff to discuss the applicability of the exception process during development of tailoring
plans, initially during System Concept Development stage and, subsequently, during the Planning
stage. Official exception request submissions require the use of an SDLC Exception Request Form
for ClO approval. Exception requests will be handled on a case-by-case basis, taking into
consideration the complexity of the project and the applicability of the specific request. Please
complete and return exception forms to TSA’s OCIO office for consideration. Both P3CO and CPIC
staffs initially review exception requests, providing endorsements, prior to CIO final review and
endorsement.

Appendix C-39 provides a template for an Exception Request Form.
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14.9 SPIRAL / PLANNING CYCLE MANAGEMENT

The objectives of project management are to establish reasonable plans for performing the
development and for managing the project and to provide adequate visibility into actual progress so
that management can take effective actions when the performance deviates significantly from the
plans.

Each project usually has needs or situations that require a specifically designed approach.
Therefore, tailoring of the SDLC framework is not only expected but also encouraged. The goal of
tailoring is to leverage the SDLC in the creation of a specific project life cycle that is BARELY
ESSENTIAL (meets the specific business need, quality, cost, and schedule success factors of the
project).

The key to successful project management is the “Apply Intelligence” Principle.

The SDLC should be interpreted in the context of the business needs of the organization. Do not do
something foolish just to conform to the process. Apply your Intelligence in creating an appropriate
project life cycle.

In order to tailor the SDLC to define an appropriate project life cycle it is important to:

e Develop the project strategy
e Tailor the SDLC framework for the project
e Plan manageable segments of work as cycles

Candidate life cycle strategies to be considered are:

Sequential/Waterfall - The "sequential/waterfall" strategy is essentially a "once-through," do each
step once strategy:

Initiate

Project Authorization

Develop the concept

Plan

Analyze requirements

Design the system

Develop the system

Integrate & Test

Implement

Operate & Maintain

Dispose
Incremental:

The "incremental” strategy determines user needs and defines the system requirements
up front, then performs the rest of the development in a sequence of builds.

The first build incorporates part of the planned capabilities; the next build adds more
capabilities, and so on, until the system is complete.

Evolutionary:

The “evolutionary” strategy also develops a system in builds, but differs from the
incremental strategy in acknowledging that the user need is not fully understood and all
requirements cannot be defined up front.
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In this strategy, user needs and system requirements are partially defined up front, and
then are refined in each succeeding build.

The project’s executable process is described in the planning documents as the project life cycle.
Performance of the SDLC Planning Stage involves tailoring the SDLC and establishing a project life
cycle view of the SDLC for the project, system, subsystem, component, or configuration item. The
project determines how best to segment the work into manageable efforts with specific tasks,
products, or WBS activities to be performed. The resulting segments of work are managed as
planning cycles. Two or more related cycles are defined as a spiral. Spirals may also be nested (e.g.
projects with subprojects). Figure 14-2 shows nominal ways of segmenting the work and providing a
spiral / cycle approach to project management, in the context of Project Life Cycle segmentation
discussed earlier.

>| SysConDev —y

A Planning

v
A Requirements Analysis —
A Design S 4
A Development —wv

A integration & Test———
A Implementation

mrO<0O

[EEN

SDLC Framework Requirements

o

CYCLE?2 CYCLE3 |CYCLE4|CYCLES5| CYCLEG |CYCLE7Y

Incremental Development

CYCLE 2 CYCLE 3 |

mrO<0O
mr O<0

CYCLE 4
Prototvoe/Pilot/Incremental Release CYCLE 5

CYCLE?2

CYCLE 3 | Prototvne

P cvepea | |
Rerease I (1UC] CYCIlL E R

as——isition Release 2 (FOC) CYCLE®
CYCLE2  qveLe cYCLE 4

CYCLES

(o0}
©

Incremental Development

Construct Tailored Project Life Cycle
using SDLC Framework Components

Build 1

Build 3 CYCLE 7

Figure 14-2. Representative Project Life Cycles Managed as Spiral / Cycles
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APPENDIX A: GLOSSARY
A-

Acceptance Test - Formal testing conducted to determine whether or not a system, subsystem, or
configuration item satisfies its acceptance criteria and to enable the customer to determine whether or not to
accept. See User Acceptance Test.

Accreditation - Formal declaration by an accrediting authority that a computer system is approved to operate
in a particular security mode using a prescribed set of safeguards.

Acquisition Plan - A formal document showing how all hardware, software, and telecommunications
capabilities, along with resources, are to be obtained during the life of the project.

Activity - A unit of work to be completed in order to achieve the objectives of a work breakdown structure. See
Work Breakdown Structure. In process modeling, an activity requires inputs and produces outputs. See
Input/Output.

Adaptability - The ease with which software satisfies differing system constraints and user needs.

Adaptive Maintenance - Maintenance performed to change a system in order to keep it usable in a changed
environment.

Alias - A name of a data entity or data attribute that is different from its official name.

Allocated Baseline - The approved documentation that describes the design of the functional and interface
characteristics that are allocated from a higher-level configuration item. See Baseline.

Alternative Work Patterns - Work pattern that permits tailoring a project plan to meet the specific needs of the
project and still conform to SDLC standards.

Application - A system providing a set of services to solve some specific user problem.

Application Model - A model used to graphically and textually represent the required data and processes
within the scope of the application development project.

Application Software - Software specifically developed to perform a specific type of work; for example, a word
processor. Compare to System Software.

Architecture - The structure of a computer system, either a part or the entire system; can be hardware,
software, or both.

Audit - A formal review of a project (or project activity) for the purpose of assessing compliance with
contractual obligations.

Availability - The degree to which a system (or system component) is operational and accessible when
required for use.

-B-

Backup - v. To copy software files onto a different media that can be sorted separately from the original files
and used to restore the original files, if needed. The act of creating these files. n. The set of copied files.

Baseline - A work product (such as software or documentation) that has been formally reviewed, approved,
and delivered and can only be changed through formal change control procedures. See Allocated Baseline,
Functional Baseline, Operational Baseline, Product Baseline.

Benchmark - A standard against which measurements or comparisons can be made.
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Bottom-up - The process of designing a system by designing the low-level components first; then integrating
them into large subsystems until the complete system is designed; bottom-up testing tests these low-level
components first, using software drivers to simulate the higher level components. See Top-down.

Build - An operational version of a software product incorporating a specified subset of the complete system
functionality. See Version.

Business Process Reengineering - The redesign of an organization, culture, and business processes to
achieve significant improvements in costs, time, service, and quality.

Business Management Council - The Business Management Council (BMC) is a senior level decision forum
that ensures all IT and non-IT programs within the Transportation Security Administration (TSA) are prepared
to present before the Investment Review Board (IRB).

-C-
Capability - A measure of the expected use of a system.

Capacity - A measure of the amount of input a system could process and/or amount of work a system can
perform; for example, number of users, number of reports to be generated.

Certification - Comprehensive analysis of the technical and non-technical security features and other
safeguards of a system to establish the extent to which a particular system meets a set of specified security
requirements.

Change - In Configuration Management, a formally recognized revision to a specified and documented
requirement. See Change Control, Change Directive, Change Impact Assessment, Change Implementation
Nofice.

Change Control - In Configuration Management, the process by which a change is proposed, evaluated,
approved (or disapproved), scheduled, and tracked. See Change, Change Directive, Change Impact
Assessment, Change Implementation Notice.

Change Control Documents - Formal documents used in the configuration management process to track,
control, and manage the change of configuration items over the systems development or maintenance life
cycle. See Sysftem Change Request, Change Impact Assessment, Change Directive, and Change
Implementation Notice.

Change Directive - The formal Change Control Document used to implement an approved change. See
Change Control Documents.

Change Impact Assessment - The formal Change Control Document used to determine the effect of a
proposed change before a decision is made to implement it. See Change Control Documents.

Change Implementation Notice - The formal Change Control Document used to report the actual
implementation of a change in a system. See Change Confrol Documents.

Client/Server - A network application in which the end-user interaction with the system (server) is through a
workstation (client) that executes some portion of the application.

Code - v. To transform the system logic and data from design specifications into a programming language. 7.
The computer program itself; pseudo-code is code written in an English-like logical representation, source
code is code written in a programming language, object code is code written in machine language.

Compatibility - A measure of the ability of two or more systems (or system components) to exchange
information and use the information that has been exchanged. Same as /nteroperability.

Component - General term for a part of a software system (hardware or software). See Product.
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Computer-aided Software Engineering - An electronic tool that is used to assist in the design, development,
and coding of software. See 700/s.

Computer System Security Officer - The person who ensures that all Computer and Telecommunications
Security (C&TS) activities are undertaken at the user site. Includes security activities for planning; awareness
training; risk management; configuration management; certification and accreditation; compliance assurance;
incident reporting; and guidance and procedures.

Concept of Operations - A formal document that describes the user's environment and process relative to a
new or modified system; defines the users, if not already known. Called a CONOPS.

Configuration - The functional and/or physical collection of hardware and software components as set forth in
formal documentation. Also, the requirements, design, and implementation that define a particular version of
a system (or system component). See Configuration Control, Configuration ltem, Configuration Management,
Configuration Management Plan, Configuration Status Accounting.

Configuration Audit - Formal review of a project for the purpose of assessing compliance with the
Configuration Management Plan.

Configuration Control - The process of evaluating, approving or (disapproving), and coordinating changes to
hardware/software configuration items.

Configuration Control Board - The formal entity charged with the responsibility of evaluating, approving (or
disapproving), and coordinating changes to hardware/software configuration items.

Configuration ltem - An aggregation of hardware and/or software that satisfy an end-use function and is
designated by the customer for configuration management; treated as a single entity in the configuration
management process. A component of a system requiring control over its development throughout the life
cycle of the system.

Configuration Management - The discipline of identifying the configuration of a hardware/software system at
each life cycle stage for the purpose of controlling changes to the configuration and maintaining the integrity
and traceability of the configuration through the entire life cycle.

Configuration Management Plan - A formal document that establishes formal configuration management
practices in a systems development/maintenance project. See Configuration Management.

Configuration Status Accounting - The recording and reporting of the information that is needed to effectively
manage a configuration; including a listing of the approved configuration identification, status of proposed
changes to the configuration, and the implementation status of approved changes. See Configuration.

Contingency Plan - A formal document that establishes continuity of operations processes in case of a
disaster. Includes names of responsible parties to be contacted, data to be restored, and location of such
data.

Conversion - The process of converting (or exchanging) data from an existing system to another hardware or
software environment.

Conversion Plan - A formal document that describes the strategies involved in converting data from an
existing system to another hardware or software environment.

Corrective Maintenance - Maintenance performed to correct faults in hardware or software.

Correctness - The degree to which a system or component is free from faults in its specification, design, and
implementation.

Cost Analysis - Presents the costs for design, development, installation, operation and maintenance, and
consumables for the system to be developed.
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Cost-Benefit Analysis - The comparison of alternative courses of action, or alternative technical solutions, for
the purpose of determining which alternative would realize the greatest cost benefit; cost-benefit analysis is
also used to determine if the system development or maintenance costs still yield a benefit or if the effort
should stop.

Cost Estimate - the process of determining the total cost associated with a software development or
maintenance project, to include the effort, time, and labor required.

Criteria - A standard on which a decision or judgment may be based; for example, acceptance criteria to
determine whether or not to accept a system.

Critical Path - Used in project planning; the sequence of activities (or tasks) that must be completed on time to
keep the entire project on schedule; therefore, the time to complete a project is the sum of the time to
complete the activities on the critical path.

Critical Review Board - A formal board that guides and monitors the development of requirements that affect
current and future TSA systems.

Customer - An individual or organization that specifies the requirements for and formally accepts delivery of a
new or modified system; one who pays for the system. The customer may or may not be the user; see User.

-D-

Data Dictionary - A repository of information about data, such as its meaning, relationships to other data,
origin, usage and format. A data dictionary manages data categories such as aliases, data elements, data
records, data structure, data store, data models, data flows, data relationships, processes, functions,
dynamics, size, frequency, resource consumption and other user-defined attributes.

Database Administrator - The person responsible for managing data at a logical level, namely data definitions,
data policies and data security.

Database - A collection of logically related data stored together in one or more computerized files; an
electronic repository of information accessible via a query language interface.

Database Management System - A software system that controls storing, combining, updating, retrieving, and
displaying data records.

Data Store - A repository of data; a file.
Demonstration - A procedure to verify system requirements that cannot be tested otherwise.

Deliverable - A formal product that must be delivered to (and approved by) the customer; called out in the
Task Order.

Delivered System Documentation - Includes the Software Development Document, User Manual,
Maintenance Manual, and Operations Manual.

Design Stage - The period of time in the systems development life cycle during which the designs for
architecture, software components, interfaces, and data are created, documented, and verified to satisfy
system requirements.

Development Stage - The period of time in the systems development life cycle to convert the work products of
the Design Stage into a complete system.

Disposition Stage - The time when a system has been declared surplus and/or obsolete and the task
performed is either eliminated or transferred to other systems.

Disposition Plan - A formal plan providing the full set of procedures necessary to end the operation or the
system in a planned, orderly manner and to ensure that system components and data are properly archived or
incorporated into other systems.
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Document - Written and/or graphical information describing, defining, specifying, reporting, or certifying
activities, requirements, procedures, reviews, or results. See Product.

-E-
Effectiveness - The degree to which a system's features and capabilities meet the user's needs.

Efficiency - The degree to which a system or component performs its designated functions with minimum
consumption of resources.

Element - A subsystem, component, or unit; either software or hardware, as defined by the project.
Enhancement - Maintenance performed to provide additional functional or performance requirements.

Entity - Represents persons, places, events, things, or abstractions that are relevant to the TSA and about
which data are collected and maintained.

-F-

Fault Tolerance - The ability of a system (or system component) to continue normal operation despite the
presence of hardware or software faults.

Feasibility - The extent to which the benefits of a new or enhanced system will exceed the total costs and also
satisfies the business requirements.

Feasibility Study - A formal study to determine the feasibility of a proposed system (new or enhanced) in order
to make a recommendation to proceed or to propose alternative solutions.

Field Test - Testing that is performed at the user site.
Fielded System - An operational system that is installed at the user site.

Full Sequential - The systems development work pattern defined by the nine life cycle stage described in the
SDLC Guidance Document.

Functionality - The relative usefulness of a functional requirement as it satisfies a business need.

Functional Baseline - The approved documentation that describes the functional characteristics of the system,
subsystem, or component. See Baseline.

Functional Configuration Audit - An audit to ensure that the delivered configuration item has met the functional
requirements. See Audit.

Functional Requirement - A requirement that specifies a function (activity or behavior, based on a business
requirement) that the system (or system component) must be capable of performing.

Functional Requirements Document - A formal document of the business (functional) requirements of a
system; the baseline for system validation.

Functional Test - Testing that ignores the internal mechanism of a system (or system component) and focuses
solely on the outputs generated in response to selected inputs and execution conditions. Same as black box
testing.

-G-

Gantt Chart - A list of activities plotted against time, showing start time, duration, and end time; also known as
a bar chart.

-H-

Hardware - The physical portion of a system (or subsystem), including the electrical components. Compare to
Software.
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Host - The computer that controls communications in a network that administers a database; the computer on
which a program or file is installed; a computer used to develop software intended for another computer. See
Target.

I-Case — A set of management and technical tools to support development, usually integrated in a coherent
framework, equivalent to a Software Engineering environment.

Implementation - Installing and testing the final system, usually at the user (field) site; the process of installing
the system.

Implementation Stage - The period of time in the systems development life cycle when the system is installed,
made operational, and turned over to the user (for the beginning of the Operations and Maintenance Stage).

Implementation Plan - A formal document that describes how the system will be installed and made
operational.

Information Technology - The application of engineering solutions in order to develop computer systems that
process data.

In-Process Review - Formal review conducted (usually annually) during the Operations and Maintenance
Stage to evaluate system performance, user satisfaction with the system, adaptability to changing business
needs, and new technologies that might improve the system.

In-Process Review Report - A formal document detailing the findings of the In-Process Review. See /n-
Process Review.

Input/Output - The process of entering information into a system (input) and its subsequent results (output). A
hardware device that enables input (for example, a keyboard or card reader) and output (for example, a
monitor or printer). Collectively known as 1/O.

Inspection - A semiformal-to-formal technique in which software requirements, design, or code are examined
in detail by a person or group other than the originator to detect errors. See Peer Review, Walk-through.

Integrated Product Team - A multidisciplinary group of people who support the Project Manager in the
planning, execution, delivery and implementation of life cycle decisions for the project.

Integration Document - A formal document that describes how the software components, hardware
components, or both are combined and the interaction between them.

Integration and Test Stage - Life cycle stage during which subsystem integration, system, security, and user
acceptance testing are conducted; done prior to the Implementation Stage.

Integration Test - Testing in which software components, hardware components, or both are combined and
tested to evaluate the interaction between them.

Integrity - The degree to which a system (or system component) prevents unauthorized access to, or
modification of, computer programs or data.

Iterative - A procedure in which repetition of a sequence of activities yields results successively close to the
desired state; for example, an iterative life cycle in which two or more stage are repeated until the desired
product is developed.

Interface - To interact or communicate with another system (or system component). An interface can be
software and/or hardware. See User Inferface.

Interface Control Document - Specifies the interface between a system and an external system(s).

Interoperability - A measure of the ability of two or more systems (or system components) to exchange
information and use the information that has been exchanged. Same as Compatibility.
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Information Technology Systems Security Certification and Accreditation - A formal set of documents showing
that the installed security safeguards for a system are adequate and work effectively.

-L-

Lessons Learned - A formal or informal set of examples collected from experience (for example, experience in
system development) to be used as input for future projects to know what went well and what did not;
collected to assist other projects.

Library - A configuration controlled repository for system components (for example, documents and software).

Life Cycle - All the steps or stage a project passes through during its system life, from Concept Approval
through Disposition. There are eleven life cycle stages in the SDLC.

-M-

Maintainability - The ease with which a software system (or system component) can be modified to correct
faults, improve performance or other attributes, or adapt to a changed environment.

Maintenance - In software engineering, the activities required to keep a software system operational after
implementation. See Adaptive Maintenance, Corrective Maintenance, Enhancement, Perfective Maintenance.

Maintenance Manual - A formal document that provides systems maintenance personnel with the information
necessary to maintain the system effectively.

Maintenance Review - A formal review of both the completed and pending changes to a system with respect
to the benefits achieved by completing the recommended changes; also provides information about the
amount of maintenance required based on activity to date. Part of the Post-Implementation Review Report.

Measurement - In project management, the process of collecting, analyzing and reporting metrics data.

Methodology - A set of methods, procedures, and standards that define the approach for completing a system
development or maintenance project.

Metrics - A quantitative measure of the degree to which a system, component, or process possesses a given
attribute.

Migration - Porting a system, subsystem, or system component to a different hardware platform.

Milestone - In project management, a scheduled event that is used to measure progress against a project
schedule and budget.

Mission - The goals or objectives of an organization or activity.

Model - A simplified representation or abstraction (for example, of a process, activity, or system) intended to
explain its behavior.

Module - In system design, a software unit that is a logically separate part of the entire program. See Unit.
-N-

Non-technical - Relating to agreements, conditions, and/or requirements affecting the management activities
of a project. Compare to 7echnical.

-0-

Operational Baseline - Identifies the system accepted by the users in the operational environment after a
period of onsite test using production data. See Baseline.

Operations Manual - A formal document that provides a detailed operational description of the system and its
interfaces.
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Operations and Maintenance (O&M) Stage - The period of time in the systems development life cycle during
which a software product is employed in its operational environment, monitored for satisfactory performance,
and modified as necessary to correct problems or to respond to changing requirements.

-P-

Peer Review - A formal review where a person or group other than the originator examines a product in detail.
See Inspection, Walk-through.

Perfective Maintenance - Software maintenance performed to improve the performance, maintainability, or
other attributes of a computer program.

Performance Measures - A category of quality measures that address how well a system functions.

Performance Measurement and Capacity Planning - A set of procedures to measure and manage the capacity
and performance of information systems equipment and software.

Performance Review - Formal review conducted to evaluate the compliance of a system or component with
specified performance requirements.

Stage - A defined stage in the systems development life cycle; there are eleven stage in the full, sequential life
cycle.

Stage Review - A formal review conducted during a life cycle stage; usually at the end of the stage or at the
completion of a significant activity.

Physical Configuration Audit - An audit to ensure that the configuration item has met all physical attributes
listed in the design requirements being delivered.

Pilot - An alternative work pattern to develop a system to demonstrate that the concept is feasible in an
operational environment. Pilots are used to provide feedback to refine the final version of the product and are
fielded for a preset, limited period of time. Compare to a Profotype.

Planning Stage - The period of time in the systems development life cycle in which a comprehensive plan for
the recommended approach to the systems development or maintenance project is created. Follows the
Systems Concept Development Stage, in which the recommended approach is selected.

Post-Implementation Review - A formal review to evaluate the effectiveness of the systems development
effort after the system is operational (usually for at least six months).

Post-Implementation Review Report - A formal document detailing the findings of the Post-Implementation
Review. See Post-Implementation Review.

Post-Termination Review - A formal review to evaluate the effectiveness of a system disposition.

Post-Termination Review Report - A formal document detailing the findings of the Post-Termination Review.
See Post-Termination Review.

Privacy Act Notice - For any system that has been determined to be an official System of Records (in terms of
the criteria established by the Privacy Act), a special notice must be published in the Federal Register that
identifies the purpose of the system; describes its routine use and what types of information and data are
contained in its records; describes where and how the records are located; and identifies who the System
Manager is.

Procedure - A series of steps (or instructions) required to perform an activity. Defines "how" to perform an
activity. Compare to Process.

Process - A finite series of activities as defined by its inputs, outputs, controls (for example, policy and
standards), and resources needed to complete the activity. Defines "what" needs to be done. Compare to
Procedure.
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Process Model - A graphical representation of a process.
Process Review - A formal review of the effectiveness of a process.

Product - General term for an item produced as the result of a process; can be a system, subsystem, software
component, or a document.

Product Baseline - The set of completed and accepted system components and the corresponding
documentation that identifies these products. See Baseline.

Production - A fully documented system, built according to the SDLC, fully tested, with full functionality,
accompanied by training and training materials, and with no restrictions on its distribution or duration of use.

Product Review - A formal review of a product software (or document) to determine if it meets its
requirements. Can be conducted as a peer review.

Program Specification - A description of the design logic in a software component, generally using pseudo-
code. See Code.

Project - The complete set of activities associated with all life cycle stage needed to complete a systems
development or maintenance effort from start to finish (may include hardware, software, and other
components); the collective name for this set of activities. Typically a project has its own funding, cost
accounting, and delivery schedule.

Project Management - The process of planning, organizing, staffing, directing, and controlling the
development and/or maintenance of a system.

Project Management Plan - A formal document detailing the project scope, activities, schedule, resources,
and security issues. The Project Management Plan is created during the Planning Stage and updated
through the Disposition Stage.

Project Manger - The person with the overall responsibility and authority for the day-to-day activities
associated with a project.

Prototype - A system development methodology to evaluate the design, performance, and production
potential of a system concept (it is not required to exhibit all the properties of the final system). Prototypes are
installed in a laboratory setting and not in the field, nor are they available for operational use. Prototypes are
maintained only long enough to establish feasibility. Compare to a Pilot.

-Q-
Quality - The degree to which a system, component, product, or process meets specified requirements.

Quality Assurance - A discipline used by project management to objectively monitor, control, and gain visibility
into the development or maintenance process.

Quality Assurance Plan - A formal plan to ensure that delivered products satisfy contractual agreements, meet
or exceed quality standards, and comply with approved systems development or maintenance processes.

Quality Assurance Review - A formal review to ensure that the appropriate Quality Assurance activities have
been successfully completed, held when a system is ready for implementation.

-R-

Rapid Application Development (RAD) - In a RAD work pattern, the Requirements Definition and Design stage
are iteratively conducted; in this process, a rough set of requirements is used to create an initial version of the
system, giving users visibility into the look, feel, and system capabilities. User evaluation and feedback
provide revisions to the requirements, and the process is repeated until the requirements are considered to be
complete.
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Records Disposition Schedule - Federal regulations require that all records no longer needed for the conduct
of the regular business of the agency be disposed of, retired, or preserved in a manner consistent with official
Records Disposition Schedules.

Records Management - The formal set of system records (for example, files, data) that must be retained
during the Disposition Stage; the plan for collecting and storing these records.

Recoverability - The ability of a software system to continue operating despite the presence of errors.
Reengineering - Rebuilding a process to suit some new purpose; for example, a new business process.

Regression Test - In software maintenance, the rerunning of test cases that previously executed correctly in
order to detect errors introduced by the maintenance activity.

Release - A configuration management activity wherein a specific version of software is made available for
use.

Reliability - The ability of a system (or system component) to perform its required functions under stated
conditions for a specified period of time.

Requirement - A capability needed by a user; a condition or capability that must be met or possessed by a
system (or system component) to satisfy a contract, standard, specification, or other formally imposed
documents.

Requirements Analysis Stage - The period of time in the systems development life cycle during which the
requirements for a software product are formally defined, documented and analyzed.

Requirements Management - Establishes and controls the scope of system development efforts and facilitates
a common understanding of system capabilities between the System Proponent, developers, and future
users.

Requirements Traceability Matrix - Provides a method for tracking the functional requirements and their
implementation through the development process.

Resource - In management, the time, staff, capital and money available to perform a service or build a
product; also, an asset needed by a process step to be performed.

Reverse Engineering - A software engineering approach that derives the design and requirements of a system
from its code; often used during the maintenance stage of a system with no formal documentation.

Review - A formal process at which an activity or product (for example, code, document) is presented for
comment and approval; reviews are conducted for different purposes, such as peer reviews, user reviews,
management reviews (usually for approval) or done at a specific milestone, such as stage reviews (usually to
report progress).

Review Report - A formal document that records the results of a review.

Risk - A potential occurrence that would be detrimental to the project; risk is both the likelihood of the
occurrence and the consequence of the occurrence.

Risk Assessment - The process of identifying areas of risk; the probability of the risk occurring, and the
seriousness of its occurrence; also called risk analysis.

Risk Management - The integration of risk assessment and risk reduction in order to optimize the probability
of success (that is, minimize the risk).

Risk Management Plan - A formal document that identifies project risks and specifies the plans to reduce
these risks.

Role - A defined responsibility (usually task) to be carried out by one or more individuals.
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Scope - The established boundary (or extent) of what must be accomplished; during planning, this defines
what the project will consist of (and just as important, what the project will not consist of).

Security - The establishment and application of safeguards to protect data, software, and hardware from
accidental or malicious modification, destruction, or disclosure.

Security Risk Assessment - Tool that permits developers to make informed decisions relating to the
acceptance of identified risk exposure levels or implementation of cost-effective measures to reduce those
risks. See Requirements Analysis Stage.

Security Test - A formal test performed on an operational system, based on the results of the security risk
assessment in order to evaluate compliance with security and data integrity guidelines, and address security
backup, recovery, and audit trails. Also called Security Testing and Evaluation (ST&E).

Segment - A major part of a larger system or subsystem; in software, a self-contained portion of a computer
program.

Sensitive System - A system or subsystem that requires an IT Systems Security Certification and
Accreditation; contains data requiring security safeguards.

Sensitivity Analysis - Assesses the potential effect on inputs (costs) and outcomes (benefits) that depends on
the relative magnitude of change in certain factors or assumptions.

Software - Computer programs (code), procedures, documentation, and data pertaining to the operation of a
computer system. Compare to Hardware.

Software Development Document - Contains all of the information pertaining to the development of each unit
or module, including the test cases, software, test results, approvals, and any other items that will help explain
the functionality of the software.

Standard - Mandatory requirements to prescribe a disciplined uniform approach to software development and
maintenance activities.

Subsystem - A collection of components that meets the definition of a system, but is considered part of a
larger system. See System.

Survivability - A measure of the ability of a system to continue to function, especially in the presence of errors.

System - A collection of components (hardware, software, interfaces) organized to accomplish a specific
function or set of functions; generally considered to be a self-sufficient item in its intended operational use.

System Administrator - The person responsible for planning a system installation and use of the system by
other users.

System Boundary Document - A formal document created during the System Concept Development Stage,
which lists the business case for initiating the system or project. It contains responsible persons, projected
costs associated with the investment, risks, assumptions, scope, schedule, milestones, etc.

System Component - Any of the discrete items that comprise a system or subsystem. See Subsystem,
System.

System Change Request - The formal Change Control Document procedure used to request a change to a
system baseline, provide information concerning the requested change, and act as the documented approval
mechanism for the change. See Change Control Documents.

System Concept Development Stage - Stage that begins after the need or opportunity has been identified in
the Concept Approval Stage. The approaches for meeting this need are reviewed for feasibility and
appropriateness (for example, cost-benefit analysis) and documented in the SBD.
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System Design Document - A formal document that describes the system architecture, file and database
design, interfaces, and detailed hardware/software design; used as the baseline for system development.

Systems of Records Notice - Notice that is required to be published for any system that has been determined
to be an official System of Records (in terms of the criteria established by the Privacy Act).

System Proponent - The organization benefiting from or requesting the project; frequently thought of as the
"customer" for that project.

Systems Administration Manual - A manual that serves the purpose of an Operations Manual in a distributed
(client/server) application. See Operations Manual, Client/Server.

Systems Analysis - In systems development, the process of studying and understanding the requirements
(customer needs) for a system in order to develop a feasible design.

Systems Development Life Cycle - A formal model of a hardware/software project that depicts the relationship
among activities, products, reviews, approvals, and resources. Also, the period of time that begins when a
need is identified (Concept Approval) and ends when the system is no longer available for use (disposition).

Systems Manager - The individual, or group, responsible for post-implementation system maintenance,
configuration management, change control, and release control. This may or may not include members of the
development team.

System Security Plan - A formal document that establishes the processes and procedures for identifying all
areas where security could be compromised within the system (or subsystem).

System Software - Software designed to facilitate the operation of a computer system and associated
computer programs (for example, operating systems, code compilers, utilities). Compare to Application
Software.

System Test - The process of testing an integrated hardware/software system to verify that the system meets
its documented requirements.

-T-

Tailor - A formal procedure to modify a process, standard, procedure, or work pattern to fit a specific use or
business need.

Target - The computer that is the destination for a host communication; See Host. In programming, a
language into which another language is to be translated.

Task - In project management, the smallest unit of work subject to management accountability; a work
assignment for one or more project members fulfilling a role, as defined in a work breakdown structure.

Technical - Relating to agreements, conditions, and/or requirements affecting the functionality and operation
of a system. Compare to non-technical.

Test - The process of exercising the product to identify differences between expected and actual results and
performance. Typically testing is bottom-up: unit test, integration test, system test, and acceptance test.

Test Case - A specific set of test data and associated procedures developed for a particular test.

Test Files/Data - Files/data developed for the purpose of executing a test; becomes part of a test case. See
Test Case.

Testability - A metric used to measure the characteristics of a requirement that enable it to be verified during a
test.

Test Analysis Approval Determination - The form attached to the Test Analysis Report as a final result of the
test reviews for all testing levels above the Integration test. See 7est Analysis Report.

Test Analysis Report - Formal documentation of the software testing as defined in the Test Plan.
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Test and Evaluation (T&E) - T&E occurs during all major stages of the development life cycle, beginning with
system planning and continuing through the operations and maintenance stage, ensures standardized
identification, refinement, and traceability of the requirements as such requirements are allocated to the
system components.

Test and Evaluation Master Plan - The formal document that identifies the tasks and activities so the entire
system can be adequately tested to assure a successful implementation.

Test Problem Report - Formal documentation of problems encountered during testing; the form is attached to
the Test Analysis Report. See Test Analysis Report.

Test Readiness Review - A formal stage review to determine that the test procedures are complete and to
ensure that the system is ready for formal testing.

Tools - Software application products that assist in the design, development, and coding of software. Also
called CASE tools; see Computer-aided Software Engineering.

Top-down - An approach that takes the highest level of a hierarchy and proceeds through progressively lower
levels; compare to Boffom-up.

Traceability - In requirements management, the identification and documentation of the derivation path
(upward) and allocation path (downward) of requirements in the hierarchy.

Training - The formal process of depicting, simulating, or portraying the operational characteristics of a system
or system component in order to make someone proficient in its use.

Training Plan - A formal document that outlines the objectives, needs, strategy, and curriculum to be
addressed for training users of the new or enhanced system.

TSA Enterprise Systems Review Board - It is a Director CIO forum authorized to approve all technical
aspects of programs/projects, enforce standards, and ensure TSA’s strategic objects for Information
Technology (IT) are met.

-U-
Unit - the smallest logical entity specified in the design of a software system; must be of sufficient detail to
allow the code to be developed and tested independent of other units. See Module.

Unit Test - In testing, the process of ensuring that the software unit executes as intended; usually performed
by the developer.

Upgrade - A new release of a software system for the purpose of including a new version of one or more
system components.

Usability - The capability of the software product to be understood, learned, used and be of value to the user,
when used under specified conditions.

User - An individual or organization that operates or interacts directly with the system; one who uses the
services of a system. The user may or may not be the customer. See Customer.

User Acceptance Test - Formal testing conducted to determine whether or not a system satisfies its
acceptance criteria and to enable the user to determine whether or not to accept the system. See Acceptance
Test.

User Interface - The software, input/output (1/0) devices, screens, procedures, and dialogue between the user
of the system (people) and the system (or system component) itself. See /nferface.

User Manual - A formal document that contains all essential information for the user to make full use of the
new or upgraded system.
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User Satisfaction Review - A formal survey used to gather the data needed to analyze current user
satisfaction with the performance capabilities of an existing system or application; administered annually, or
as needed.

V-

Validation - The process of determining the correctness of the final product, system, or system component
with respect to the user's requirements. Answers the question, "Am | building the right product?" Compare to
Verification.

Verifiability - A measure of the relative effort to verify a requirement; a requirement is verifiable only if there is
a finite cost-effective process to determine that the software product or system meets the requirement.

Verification - The process of determining whether the products of a life cycle stage fulfill the requirements
established during the previous stage; answers the question, "Am | building the product right?" Compare to
Validation.

Verification and Validation Plan - A formal document that describes the process to verify and validate the
requirements. Created during the Planning Stage and updated throughout the SDLC.

Version - An initial release or re-release of a computer software configuration item, associated with a
complete compilation or recompilation of the computer software configuration item; sometimes called a build.
See Build.

Version Description Document - A formal document that describes the exact version of a configuration item
and its interim changes. It is used to identify the current version; provides a "packing list" of what is included
in the release.

Volatility - In requirements management, the degree to which requirements are expected to change
throughout the systems development life cycle; opposite of stability.

-W-

Walk-through - A software inspection process, conducted by peers of the software developer, to evaluate a
software component. See /nspection, Peer Review.

Work Breakdown Structure - In project management, a hierarchical representation of the activities associated
with developing a product or executing a process; a list of tasks; often used to develop a Gantt chart.

Work Pattern - The complete set of life cycle stages, activities, work products, and reviews required to
develop or maintain a software product or system; a formal approach to systems development.

Page 157





R,

Transportation Security Administration

i,
@A System Development Life Cycle Guidance Document

R

APPENDIX B: ACRONYMS

ABL
ACSN
ADA
ADP
AIS
APB

BMC
BPR

C&A
CASE
CBA
CCB
CD-ROM
Cl

ClO
CISO

CM

CMM
COCOMO
CONOPS
COR
COTR
COTS
CPIC
CRUD
CSA
CSCl
CWBS

Allocated Baseline

Advanced Change Study Notice
Americans with Disabilities Act
Automated Data Processing
Automated Information System

Acquisition Program Baseline
-B-

Business Management Council

Business Process Reengineering
-C-

Certification & Accreditation
Computer-Aided Software Engineering
Cost-Benefit Analysis

Change Control Board

Compact Disk-Read Only Memory
Configuration Item

Chief Information Officer

Chief Information Security Officer
Configuration Management

Capability Maturity Model

Constructive Cost Model

Concept of Operations

Contracting Officer's Representative
Contracting Officer's Technical Representative
Commercial Off-The-Shelf

Capital Planning and Investment Control
Create, Read, Update, Delete
Configuration Status Accounting
Computer Software Configuration Items
Contract Work Breakdown Structure
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DASD
DBA
DBMS
DHS
DHS-IRB
DHS-MRC
DRM

EA
EAB
ECP
ENG'G
EPMO
ERB

FAR
FASA
FBL
FCA
FIPS
FOIA/PA
FRD

GAO
GPRA
GUI

HCI

ICD
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-D-

Direct Access Storage Device
Database Administrator

Database Management System
Department of Homeland Security
DHS Investment Review Board
DHS Management Review Council

Data Reference Model
-E-

Enterprise Architecture

Enterprise Architecture Board
Engineering Change Proposal
Engineering

Enterprise Program Management Office

Engineering Review Board
-F-

Federal Acquisition Regulations

Federal Acquisition Streamlining Act
Functional Baseline

Functional Configuration Audit

Federal Information Processing Standards
Freedom of Information Act/Privacy Act

Functional Requirements Document
-G-

General Accounting Office
Government Performance and Results Act

Graphical User Interface
-H-
Hardware Configuration ltems
-

Interface Control Document
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IEEE/EIA Institute of Electrical and Electronics Engineers/Electronic Industries Assoc.

ILS Integrated Logistics Support

ILSP Integrated Logistics Support Plan

IMSS Information Management and Security Staff

IPR In-Process Review

IPT Integrated Product Team

IRB Investment Review Board

IRM Information Resources Management

ISUG Information Systems User Group

ITA Information Technology Architecture

ITM&P IT Management & Policy

ISO International Standard Organization

IT Information Technology

ITA Information Technology Architecture

ITIB Information Technology Investment Board
-J-

JCL Job Control Language

JRC Joint Requirements Council
K-

KDP Key Decision Point
-L-

LAN Local Area Network

LoB Line of Business

LoB VERT Line of Business Vertical-facing TSA OCIO Organization
-N-

NIST National Institute for Standards and Technology
-O-

OBDB Offices, Boards, Divisions and Bureaus

OCIO Office of Chief Information Officer

oM Operations Manual

OMB Office of Management and Budget

OPS Operations
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PBL Product Baseline
ProdBL Production Baseline
ProjBL Project Baseline
PC Program or Project Control
PCA Physical Configuration Audit
PERT Program Evaluation Review Technique
PDR Preliminary Design Review
PgM Program Manager
PIA Privacy Impact Assessment
PIR Post-Implementation Review
PM Project Manager
PMO Project or Program Management Office
PRB Program Review Board
PRRA Paperwork Reduction Reauthorization Act
PS Program Sponsor
PTP Project Termination Plan
Q-
QA Quality Assurance
QAR Quality Action Report
-R-
RM Risk Management
RTM Requirements Traceability Matrix
-S-
SAM Systems Administration Manual
SBD System Boundary Document
SBU Sensitive-but-Unclassified
SCR System Change Request
SCI Software Configuration ltem
SDLC Systems Development Life Cycle
SEI Software Engineering Institute
SEMP Systems Engineering Management Plan
SOwW Statement of Work
SPC PROJ Special Projects
SPM Systems Program Manager
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TAAD
T&E
TEMP
TESRB
TIM
TIRB
TPM
TPR
TRM
TSA

VDD
V&V

WBS

=g SA System Development Life Cycle Guidance Document

Security Test and Evaluation
-T-

Test Analysis Approval Determination
Test and Evaluation

Test and Evaluation Master Plan

TSA Enterprise Systems Review Board
Technical Interchange Meetings

TSA Investment Review Board
Technical Performance Measurement
Test Problem Report

Technical Reference Model

Transportation Security Administration
V-

Version Description Document
Verification and Validation

-W-

Work Breakdown Structure
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APPENDIX C: TEMPLATES

Appendix C is a compilation of the following individually stored templates:

C-1
C-2
Cc-3
C-4
C-5
C-6
c-7
c-7

Mission Need Statement (CP)

System Boundary Document (SBD)
Cost-Benefit Analysis (CBA)

Feasibility Study

Risk Management Plan

Acquisition Plan

Configuration Management Plan

Change Control Board Decision Document
Quality Assurance Plan

Concept of Operations

System Security Plan

Project Management Plan (PMP)
Verification and Validation Plan (V&V Plan)
System Engineering Management Plan
Functional Requirements Document (FRD)
Test and Evaluation Master Plan

Interface Control Document

Security Risk Assessment

Conversion Plan

System Design Document

Implementation Plan

Maintenance Manual

Operations Manual

System Administration Manual

Training Plan

User Manual

Contingency Plan

Software Development Document
Integration Document

Test Analysis Report

Test Analysis Approval Determination (TAAD)
Test Problem Report

Change Implementation Notice
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C-33
C-34
C-35
C-36
C-37
C-38
C-39
C-40
C-41
C-42
C-43
C-44
C-45
External
External
External
Project
Project
Project

Project
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@ﬁA System Development Life Cycle Guidance Document

Version Description Document
Post-Implementation Review

In-Process Review Report

User Satisfaction Report

Disposition Plan

Post-termination Review Report

Exception Request Form

Project Management Charter

User Group Charter

Security Self-Assessment

Integrated Logistics Support Plan

Project Termination Plan (PTP)

OCIO Internal Composite Outlines

OMB Exhibit(s) as defined by the OMB
Privacy Act Notice/Privacy Impact Assessment
IT Systems Security Certification & Accreditation
System Software as designated by the project
Test Files/Data as designated by the project
Delivered System as designated by the project

Archived System as designated by the project
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1. SCOPE

1.1 Scope. This standard establishes uniform procedures for the preparation of Data ltem
Descriptions (DIDs).

1.2 Applicability. The provisions of this standard apply to al DoD components and contractors
who are responsible for the preparation of new and revised DIDs intended for use in defense
contracts.
1.3 Classfication. This standard covers the following types of DIDs:

DIDs approved for repetitive acquisition use.

One-Time DIDs - DIDs approved for one-time acquisition use which is associated with a

unique data requirement applicable to a single contract, or to multiple contracts associated with a
single acquisition program.
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2. REFERENCED DOCUMENTS

2.1 Government documents. The following Government documents, drawings, and publications
form a part of this standard to the extent specified herein.

GOVERNMENT PRINTING OFFICE (GPO)
Government Printing Office Style Manua

(Application for copies should be addressed to the Superintendent of Documents, Government
Printing Office, Washington, DC 20402).

PUBLICATIONS

DEPARTMENT OF DEFENSE

DODISS - Department of Defense Index of
Specification and Standards

DoD 5010.12-L - DoD Acquisition Management Systems
and Data Requirements Control Lists
(AMSDL)

DoDI 5000.21 - Forms Management Program

DoD 5200.1-R - Information Security Program
Regulation

SD-1 - Standardization Directory

(Copies of specifications, standards, handbooks, and publications required by contractorsin
connection with specific acquisition functions should be obtained from the contracting activity or
as directed by the contracting officer.)

2.2 Order of precedence. Inthe event of a conflict between the text of this standard and the
references cited herein, the text of this standard shall take precedence.
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3. DEFINITIONS

Acquisition. The acquiring by contract, with appropriated funds, of supplies or services by and
for the use of the Government that are already in existence or must be created, developed,
demonstrated, and evaluated.

Acquisition Management Systems and Data Requirements Control List (AMSDL). A listing of
Source Documents and Data Item Descriptions (DIDs) which have been approved for repetitive
contractual application in DoD acquisitions and those that have been canceled or superseded. The
AMSDL isidentified as DoD 5010.12-L.

Acquisition Management Systems Control (AMSC) Number. A control number assigned by the
Director, DUSD(L)CALSto DIDs and Military Specifications and Standards that cite DIDs.

Content. The desired subject(s), topic(s), or element (s) which constitutes the data product
described in the DID (for example, a string of defined data elements for entry into a Government
database, alisting of paragraph titles or topics for inclusion in a data deliverable) under general
topics or subject matter which may be further defined into sub-topics.

Contract. A mutualy binding lega relationship obligating the seller to furnish the supplies or
services and the buyer to pay for them. It includes all types of commitments that obligate the
Government to an expenditure of appropriated funds and that, except as otherwise authorized, are
inwriting. In addition to bilatera instruments, contracts include (but are not limited to) awards
and notices of awards; job orders or task letters issued under basic ordering agreements; |etter
contracts; orders, such as purchase orders, under which the contract becomes effective by written
acceptance or performance; and bilateral contract modifications.

Contract Data Requirements List (CDRL), DD Form 1423. The standard format for identifying
potential data requirements in a solicitation, and deliverable dataitems in a contract.

Contractor. Anindividual or organization outside the Government which has accepted any type
of agreement or order for providing research, supplies, or services to a Government Agency.

Contractual data requirement. A data requirement which applies by virtue of the terms of a
contract.

Data. Recorded information, regardless of form or characteristics.

Data Functional Area. An areawhich has a defined scope based on the functional use of the data.
The Data Functional Area designations and scopes are defined in the AMSDL.

Data Item Description (DID). A completed document that defines the data required of a
contractor. The document specifically defines the data content, format, and intended use (see
Figures 1, 2 and 3).
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Data product. Information which isinherently generated as the result of work tasks cited in a
Statement of Work (SOW) or in a Source Document invoked in the contract. Such information is
treated as a separate entity (for example, drawing, specification, manual, report, records, or parts
list).

Defense Technical Information Center (DTIC). DTIC isamajor component of the DoD
Scientific and Technical Information Program (STIP). DTIC contributes to the management and
conduct of Defense research, development, and acquisition efforts by providing access to and
transfer of scientific and technical information for DoD personnel, DoD contractors and potential
contractors, and other Government agency personnel and their contractors.

Ddlivery. Physical delivery of datato the Controlling DoD Office in any media, or official
notification of access to the data via contractor information services, in satisfaction of a data
requirement.

DoD Scientific and Technical Information Program (STIP). The DoD STIP is the umbrella under
which all scientific and technical information programs within DoD Components operate. The
overall objective of the STIP is to increase the effectiveness of the scientific and technical effort in
the DoD community.

Director, DUSD(L)CALS. (For purposes of this standard) The individual representing the
Secretary of Defense who has been assigned the DoD-wide responsibility for developing and
implementing DoD policy for controlling and approving data requirements applied in defense
contracts. Approval authority for DIDs may be delegated at the discretion of the Director.

DoD component. The Office of the Secretary of Defense, a military department, or a defense
agency.

DoD Index of Specifications and Standards (DODISS). The publication that lists federa and
military specifications, standards and related standardization documents and non-Government
documents that are used by the military departments and agencies.

Form. Any document printed or otherwise reproduced with space for filling in information.

Format. The desired organization, structure, or arrangement of the content of the data product
described by the DID. Thisterm relates to the shape, size, makeup, style, physical organization,
or arrangement of the data product described in the DID.

Government/Industry Data Exchange Program (GIDEP). A cooperative data interchange among
Government and industry participants seeking to reduce or eliminate expenditures of time and
money by making maximum use of existing knowledge. GIDEP provides a means to exchange
certain types of data essentia during the life cycle of systems and equipment.

Office of Primary Responsihility (OPR). The DoD component activity having the responsibility
for the preparation and coordination of DIDs and other standardization documents. An OPR may
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also be a Preparing Activity.

Preparing Activity (PA). The DoD activity or the civilian Agency responsible for preparation,
coordination, issuance, and maintenance of standardization documents.

Source document. A document listed in the AMSDL and DODISS that is applied in a solicitation
or contract and establishes a data requirement which requires a DID to define the format, content,
and intended use of the data.

Talloring of data requirements. The deletion of the applicability of a portion of the data
requirements from an approved DID that are unnecessary to meet the needs of a specific contract.
Thetailoring is specified in Block 16 of the CDRL (DD Form 1423).

Technical data. Recorded information, regardless of form or characteristics, of a scientific or
technical nature. It may, for example, document research, experimental, developmental or
engineering work; or be useable or used to define a design or process or to acquire, support,
maintain or operate materiel. Technical data does not include computer software or financial,
administrative, cost and pricing, and management data, or other information incidental to contract
administration.
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4. GENERAL REQUIREMENTS

4.1 Preparation of DIDs. DIDs (see Figure 1) shall identify the content and format requirements
for data to be prepared for use by the Government under the terms of a contract only when there
isnot an existing DID listed in the AMSDL that is adequate, asis or with tailoring, to define the
required data product. A DID shall cover asingle deliverable data product. If asingle work task
generates more than one deliverable data product, a separate DID shall be selected or prepared
for each.

4.2 DID structure. Two methods are authorized as follows:

4.2.1 Sdf-contained. A self-contained DID is a complete description of the data content, format,
and intended use without reference to other documents. A self-contained DID is preferred
because it reduces the number of referenced documents.

4.2.2 Abstract-reference. An abstract-reference DID describes the data by referencing other
documents which contain additional content, format and intended use information. This may be
necessary when the volume of content, format, and intended use information makes inclusion in
the DID impractical. (See4.9.1)

4.3 DID content and format. Each DID shall delineate the data content and format requirements
applicable to a single data product.

4.3.1 Work tasks. The DID shall not contain any requirements to perform work tasks (for
example, inspection or test), or otherwise direct or constrain the data preparation activity. Work
tasks associated with the generation of data will be identified in the contract. The DID shall not
contain any instructions or provisions to modify or alter any task provisions.

4.3.2 Classified materiad. DIDs should avoid unnecessary restrictions in their dissemination. In
the unlikely event that a DID must contain classified material, the DID shall be appropriately
marked and handled in accordance with DoD 5200.1-R. Thetitle of the DID shall not be
classified. A classified DID shall be a one-time DID.

4.3.3 Packaging instructions. DIDs shall not contain packaging instructions for the delivery of
data.

4.3.4 Tailoring. DIDs shall be structured to facilitate the tailoring (deletion) of requirements not
applicable to a specific acquisition. Each paragraph containing format and content instructions
shall be identified by number or letter to permit tailoring by reference. Thisis normally done by
referencing appropriate paragraph identifiersin Block 16 of the CDRL for deletion or application.

4.4 Language style. The format, content, and intended use information of a DID shall be
presented in language which is simple and direct. Sentence structure shall be short. The rules of
grammar and punctuation shall be followed. The use of standard technical and military terms shall
be limited to those essential for the preparation of the data product.
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4.4.1 Abbreviations and acronyms. The use of abbreviations and acronymsin aDID shall be
limited to those that are commonly required, specifically known, and accepted. If aDID
references a document, acronyms in the DID shall be the same as those in the reference document.
The first time an abbreviation or acronym is used in the text of aDID, it shall be in parentheses
and be preceded by afull spelling. Abbreviations and acronyms used in tables or figures shall be
explained by appropriate footnotes when not identified in the DID text. Acronyms shall not be
used if atermisused only onceinaDID.

4.4.2 Style Guide. The United States Government Printing Office Style Manual shall be used as
aguide.

4.4.3 Signsand symbols. Any signs or symbols used in the DID shall be explained.

4.4.4 Useof “shal,” “will,” “should,” and “may”. Use“shal” when an instruction is mandatory.
“Will” may be used to indicate the Government will do something. Avoid the use of “should” and
“may” since DIDs normally contain only mandatory instructions.

4.4.5 Prohibited terms. The following words and phrases shall not be used in DIDs:

@ “Unless otherwise specified in the contract.” This term indicates an alternative
condition to that specified in the approved DID. Since all DIDs are approved to reflect maximum
allowable requirements, the only alternative to using the DID as approved is the tailoring out of
requirements in block 16 of the DD Form 1423.

(b) The following phrases task the contractor to perform work; work tasks should be
in the SOW or contract, not in the DID.

(D) "The contractor shal ..."

2 “. . . recordsshall be maintained. . .”
(©)) “. . . datashal beprepared. . .”

4 “. . . datashall be submitted . . ."

(5) “. . . datashal bereviewed. . ”

(6) “. . . datashal beapproved by . . .V

(c) The following phrases imply that additional requirements can be added by tailoring
the DID in the CDRL. Requirements may be tailored out, but additional requirements shall not be
added by tailoring.

(D) “. . . shdl include but not be limitedto. . .”
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2 “. . . shdl includeasaminimum. . .
(d) The term "and/or" shall not be used.
4.5 Tablesand figures. Tables and figures may be used when it improves the clarity of the

format, content, and intended use information. Tables and figures shall be referenced by
applicable paragraphs and shall be placed as close to the reference as possible.

4.6 Forms. Referenceto formsinaDID shal be limited to those cases where aform is required
to be completed by a contractor in compliance with a specific task. Forms used as part of the
DID requirement to obtain data require prior approval of the appropriate Forms Control Officer,
in accordance with the Forms Control and Management requirements specified in DoD
Instruction 5000.21, Forms Management Program, and must display the office of Management
and Budget (OMB) Control number 0704-0188.

4.7 External documentation. No external documentation (e.g., attachment, amendments,
enclosures, exhibits) shal be physicaly included as part of a DID.

4.8 References.

4.8.1 Document references. References to a document within the DID shall be governed by the
following provisions.

€) Referenced documents shall be limited to those essential to the preparation
or clarification of the data product.

(b) References to DODISS documents which contain requirements for
preparation of adata product shall be identified.

(©) When the entire contents of a referenced document are not applicable to
the data product, the specific applicable paragraph, section, chapter, etc.,
shall be identified.

(d) When a non-DODISS document is referenced, identify where
copies of the referenced document are available. Complete address, point
of contact, and any conditions on availability shall be identified.

4.8.2 DID references. Referencesto DIDs within a DID shall be governed by the following
provisions.

@ DID numbers may be referenced under “Use/relationship” to identify
any other DIDs which should, or should not, be used in conjunction with
the DID.
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(b) DIDs being canceled or superseded by the DID shall be identified under
“Uselrelationship”.

(c) Other DIDs containing information on the data format or content may be
referenced under "Requirements’ for guidance only.

(d) One-time DID numbers (OT prefix) shal not be referenced.

4.8.3 Cross reference. Within any datafield of the DID, references to other paragraphs within
that same field may be made for the purpose of clarifying or tailoring format, content, and
intended use information. Such reference shall state the specific paragraph (for example, “see 2.4
above’ or “see 4.7 below”). Theword “paragraph” shall not be used.

4.9 Definitionsin aDID. When the meaning of aword or term is necessary for clarification, a
definition shall be included immediately following the word or term. Such definitions should be
kept to an absolute minimum.

4.10 Continuation pages. The DID number shall be centered at the top of each continuation
page. Pages shall be numbered sequentially at the bottom of each page. The last paragraph under
“Requirements’ shall state: “End of (DID number).” (See Figure 2)
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5. DETAILED REQUIREMENTS

5.1 Preparation of DIDs. Thefirst page of each DID shall identify the document type “Data Item
Description” at the top of the page (Figure 1).

5.2 Proposed DIDs.

5.2.1 Drafts. Draftsof proposed DIDs shall carry the word “Draft” in the “ Approval Date”’ data
fied.

5.2.2 Criteria. Principal criteriafor approval of draft DIDs are that they: (1) not substantially
overlap/duplicate existing approved DIDs, (2)not represent “excessive oversight” of a
contractor’s internal business practices, and (3) are compliant with the requirements of this
standard. Upon approval, the digital “origina” of the DID will have the word “Draft” replaced
with an approval date as specified below.

5.3 Contents. The following information shall be provided in the sequence presented herein.

5.3.1 Title. The Title entry shall provide a meaningful name for the data product using keywords
which specificaly identify its nature. Abbreviations and acronyms shall be limited to those used
parenthetically to suffix the spelled-out terminology. Thetitle shall be constructed using the
direct reading method and shall employ modifiers necessary for distinctive identification, for
example:

“Packaging Design Report”
“Radar Performance Test Data”

5.3.2 Number. Leave blank on new DIDs. The Identification Number will be assigned by the
Director, DUSD(L)CALS, or other delegated DID approva authority (see 6.5). Identification
Numbers for DIDs to be approved for use for repetitive acquisition will be obtained by the DID
approval authority from the Defense Automated Printing Service, Bldg. 4D (DPM-DODSSP),
700 Robbins Avenue, Philadelphia, PA 19111-5094, Phone: 215-697-5164, email:
rick_rodemer@ddas.mil. Identification Numbers for One-Time DIDs will be assigned by the
Service or Agency Data Management Focal Point for One-Time DIDs. If the DID isarevision,
see the example and explanation below:

€) DIDs intended for use for repetitive acquisition:
DI-CMAN-80013B
DI - Data Item

CMAN - Four character data functional area assignment (see AMSDL for area
assignment designations and definitions)

10





MIL-STD-963B

80013 - Number assigned as described above

B - Sequentia apharevisionlevel (1, O, Q, S, X and Z not used)
(b) One-Time DIDs

OT-1997-12068

OT - One-Time

1997 - Current fiscal year

12068 - One-Time DIDs will be assigned a number from the proponent Service or
Agency’s block of assigned numbers

5.3.3 Approval date. The Director, DUSD(L)CALS, or other delegated DID approval authority
(see 6.5), will assign the approval date for DIDs to be approved for use for repetitive acquisition.
This date will be the date the Identification Number and the AMSC Number are received from the
Defense Automated Printing Service (see 5.3.2 and 5.3.4). The approval date for One-Time
DIDs will be assigned by the Service or Agency Data Management Foca Point for One-Time
DIDs. For example:

19880701
1988 - Year
07 - Month
01 - Day

5.3.4 AMSC Number. The AMSC Number will be assigned by the Director, DUSD(L)CALS, or
other delegated DID approval authority (see 6.5). AMSC Numbersfor DIDs to be approved for
use for repetitive acquisition will be obtained by the DID approva authority from the Defense
Automated Printing Service (see 5.3.2). An AMSC number will not be assigned to One-Time
DIDs.

5.3.5 Limitation. The Director, DUSD(L)CALS, or other delegated authority, will specify any
approval limitations on DIDs to be approved for use for repetitive acquisition. For One-Time
DIDs, provide the solicitation or contract number.

5.3.6 DTIC applicable. If a Government organization or a contractor is required to submit
copies of the datato DTIC, providea“Yes’ and include the DTIC address. DTIC Regiond
Offices are listed on the Internet at http://www.dtic.dla.mil/dtic/dticb/dticbln/regional of cs.html.

5.3.7 GIDEP applicable. When copies of the data are required to be submitted by a Government
organization or the contractor to GIDEP enter a“Yes” and include the GIDEP address. GIDEP
Operations Center, Naval Warfare Assessment Center, PO Box 8000, Corona, CA 91718-8000.

11
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5.3.8 Office of Primary Responsibility (OPR). The OPR having responsibility for preparing the
DID shal beidentified as follows:

€) If the originator of the DID is the Preparing Activity (PA) of aDODISS
specification or standard citing the DID, the PA Code as identified in the SD-1, Standardization
Directory, shall be provided.

(b) If the originator of the DID is not the PA, or the DID does not cite a DODISS
specification or standard, the Component and Organizational Code shall be provided in
accordance with the following:

Component Sample of
Component Code Organizationa Codes
U.S. Army A AMCRDA-TE
U.S. Navy N AIR-1.3.3A
U.S. Air Force F AFMC-ENS
U.S. Marine Corps M PSE-D
Defense Logistics Agency S MMLXC
National Security Agency G Jr21
Defense Information Systems Agency K (Not required)
Defense Intelligence Agency L (Not required)
Nationa Imagery and Mapping Agency B (Not required)
Defense Specia Weapons Agency H (Not required)
Office of the Secretary of Defense D DUSD(L)CALS

5.3.9 Applicable forms. Identify, by number, al forms required to be completed by the
contractor in the preparation of the data product. All forms must include the OMB control
number 0704-0188 and an Agency Disclosure Notice (ADN) with a burden estimate of the time
required for reviewing sources, gathering and maintaining data, and compiling and reviewing the
information placed on the form.

5.3.10 Uselrelationship. Include a description of the purpose of the data and how it is to be used.
For DIDs having a DODISS-listed source document, include a statement that the DID contains
the format, content, and intended use information for the data deliverable resulting from the work
task described in paragraph (number) of (document identifier; e.g., MIL-PRF-12345). For DIDs
not having a source document, include a statement that the DID contains the format, content, and
intended use information for the data deliverable resulting from the work task described in the
solicitation. Include references to any DODISS specifications or standards' paragraphs cited by
the DID which contain further instructions on the purpose or use of the data. Also list any DIDs
being superseded or canceled by the DID or other DIDs that are recommended for use, or non-
use, when the DID isused. For One-Time DIDs, include a statement that the DID isfor use only
on the single solicitation or acquisition program; and enter the solicitation or contract number, or
acquisition program identifier respectively.

12
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5.3.11 Requirements. Dataformat and content requirements shall be clearly stated. Whenever
possible, allow contractor format. Mandatory formats should only be required when a specific
format is required to meet interface requirements (e.g., datawill be put into a database system).
If non DODISS documents are referenced, include the applicable issue of the documents,
including their approval dates and dates of any applicable amendments, notices, and revisions.
Also include addresses where the documents can be obtained. 1f no single distribution point is
available include a statement that the documents will be available in a bidder’ s library or some
other means.

(a) DIDswhich identify reference documents shall have the following first paragraph
under “ Requirements’:

1. Reference documents. The applicable issue of the documents cited herein, including
their approval dates and dates of any applicable amendments, notices, and revisions, shall
be as cited in the current issue of the DODISS at the time of the solicitation; or, for non
DODISS-listed documents, as stated herein.

(b) When necessary to optimize data format, content, and intended use information,
phrases necessary to identify the specific requirements of a DoD Component, Agency, or
organizationa element (e.g., “For AFMC Only”) may be utilized.

13
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6. NOTES

(This section contains information of a genera or explanatory nature that might be helpful, but is
not mandatory.)

6.1 Intended use. DIDs conforming to the requirements of this standard are intended for use as
military standardization documents and are listed in the AMSDL.

6.2 Associated Data Item Descriptions (DIDs). This standard is cited in DoD 5010.12-L,
Acquisition Management Systems and Data Requirements Control List (AMSDL), as the source
document for the following DID. When it is necessary to obtain the data, the DID must be listed
on the Contract Data Requirements List (DD Form 1423), except where the DoD Federal
Acquisition Regulation Supplement exempts the requirement for a DD Form 1423..

DID Number DID Title
DI-MISC-80000B Data Item Descriptions (DIDs)
6.3 DID guidance for contractual application. For those solicitations under which preparation of

DIDsisto be performed by contractors, the solicitation documentation should specify the
following:

@ The Type of DID(s) to be prepared (Repetitive use or One-Time).
(b) The OPR of the DID(s).
(©) The DTIC/GIDEP application of the DID(s).

6.4 Changes from previousissue. Marginal notations are not used in this revision to identify
changes with respect to the previous issue due to the extent of the changes.

6.5 DID delegated approval authorities.

Navy: Commander
Naval Inventory Control Point - Philadelphia
Code-0713.12, 700 Robbins Avenue
Philadelphia, PA 19111-5098
Phone: 215-697-3231 DSN: 442-3231

Army: Headquarters, U.S. Army Materiel Command
Office of the Deputy Chief of Staff for Research, Development and Acquisition
ATTN: AMCRDA-TE
5001 Eisenhower Avenue
Alexandria, VA 22333-0001
Phone: 703-617-5136 DSN: 767-5136

14





Air Force:

Marine Corps.

DISA:

DLA:

NIMA:

NSA:

MIL-STD-963B

Headquarters, AF Materiel Command
AFMC/ENPD

4027 Col. Glenn Highway, Suite 300
Beavercreek, OH 45431-5001

Phone:  513-257-3085 DSN: 787-3085

Commander

Marine Corps Systems Command

Program Support Directorate, Code: PSE-D
2033 Barnett Avenue, Suite 315

Quantico, VA 22134-5010

Phone: 703-784-4583 DSN: 278-4583

Director, Defense Information Systems Agency
CIO/IRM Division

3701 Fairfax Drive, Rm 426N

Arlington, VA 22203-1713

Phone: 703-696-1891 DSN: 426-1891

Defense Logistics Agency

ATTN: MMLXC

Suite 2533

8725 John J. Kingman Road

Ft. Belvoir, VA 27060-6221

Phone: 703-767-2625 DSN: 427-2625

Nationa Imagery and Mapping Agency

ATTN: RPS

4600 Sangamore Road, Mail Stop D-83
Bethesda, MD 20816-5003

Phone: 301-227-3249 DSN: 287-3249

Director

National Security Agency/Central Security Service
ATTN: J721

9800 Savage Road, Suite 6456

Ft. George G. Meade, MD 20755-6456

All other activities:

Director, DUSD(L)CALS

5203 Leesburg Pike, Suite 1609

Falls Church, VA 22041

Phone: 703-681-8475 DSN: 761-8475

15
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6.5.1 Initial Data ltems Record. For each DID approved for use for repetitive acquisition, the
DID approva authority will complete the Initial Data Items Record, DPSDO-PHILA 4120/2
(available from the Defense Automated Printing Service — see 5.3.2). In addition to the
information requested on this form, the following information is to be included, as applicable, in
the “Remarks’ block: DID approval date, OPR, Source Document, AMSC Number, and
supersession information (list al DIDs being superseded by this new or revised DID).

6.5.2 Submittal to Defense Automated Printing Service. Within 30 days of receipt of the
Identification and AMSC Numbers, DID approval authorities are to submit the approved DID
(one hard copy and a PDF File), along with the completed Initial Data Items Record, to the
Defense Automated Printing Service. (see5.3.2)

16
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DATA ITEM DESCRIPTION

Title:

Number: Approval Date:
AMSC Number: Limitation:

DTIC Applicable: GIDEP Applicable:

Office of Primary Responsibility:
Applicable Forms:
Use/r elationship:

Requirements:

Figure 1. Sample DID Data Fields

17
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DATA ITEM DESCRIPTION
Title: TECHNICAL MANUAL RESEARCH AND ANALY SIS SOURCE DATA

Number: DI-TMSS-8XXX4 Approval Date: 19930720
AMSC Number: N6946 Limitation:

DTIC Applicable: Yes GIDEP Applicable: Yes

DTIC Northwestern Regional Office at GIDEP Operations Center
Boston, ATTN: DTIC_BRNB Naval Warfare Assessment Center
Building1103, 5 Wright Street PO Box 8000

Hanscom AFB, MA 01731-3012 Corona, CA 91718-8000

Office of Primary Responsibility: SH

Applicable Forms:

Uselrelationship: The Technical Manual Research and Analysis Source Data will be used to
obtain essentia information from contractors for accomplishing required technical manual
changes by Government publications personnel or through contractor technical writing
concerns.

a. Information to be acquired through these data will include engineering change records,
hardware modification records, engineering judgement records (EJRS), service experience
records, and other related data.

b. This DID contains the format, content, and intended use information for the data product
resulting from the work task described by 3.2.3.1 of MIL-PRF-XXXXXA, and is applicable to
the acquisition of military systems, equipment, and facilities.

Requirements:

1. Reference documents. The applicable issue of the documents cited herein, including their
approval dates and dates of any applicable amendments, notices, and revisions, shall be as cited in
the current issue of the DODISS at the time of the solicitation.

2. Format. The Research and Analysis Source Data shall be in contractor’s format.

3. Content. The Research and Analysis Source Data shall be presented in the style of the technical
manual for which the changes are recommended specified in the contract. Pages shall be
typewritten and double-spaced. Illustration changes shall be presented in textual descriptive form,
marked-up illustrations, or by free-hand sketches that illustrate the required changes.

3.1 Introduction Section. This section shall contain a brief description of the changes, reason for

changes, and a recapitulation of the requirements; also alisting of the technical manuals affected
and any relevant information pertaining to related changes.

1
Figure 2. Sample DID approved for use for repetitive acquisition
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DI-TMSS-8XXX4

3.2 Required Change Section. This section shall contain a separate section for each technical
manual for which changes are required. The sections shall be titled “ Changes Required in
Technical Manual Number , Book Dated , Changes Dated

a. Each page of each section shall be identified with the applicable technical manua number, An
introductory statement in each section shall identify any modifications for technical manuals that are
incorporated in accordance with MIL-DTL-2XXX4.

b. The source data shall contain essential information that will enable publications personnel to
accomplish al required technical manual changes. When an illustration which is used in more than
one technical manual has been changed, the change shall be referenced in the other applicable
Required Change Sections.

3.3 Research and Analysis. Engineering change records, modification records, service experience
records, and all change information not yet incorporated in the technical manual(s) shall be included
from past publication records.

3.4 Text Changes. Each recommended technical manual text change shall be identified by the
paragraph number listed in the outstanding issue of the technical manual to be changed. New
paragraphs to be added shall be identified by paragraph numbers in accordance with MIL-DTL-
2XXX4.

3.5 Illustration Changes. Illustration changes shall be identified by figure numbersin the
outstanding issue of the technical manual to be changed. New illustrations to be added shall be
identified by new figure numbers in accordance with MIL-DTL-2XXX4. When illustration
changes consist of only nomenclature changes, these changes may be identified by a textual
description of the change(s) to be made.

3.6 ChangeListings. Change listings shall include only part numbers to be added, part numbers to
be changed, and part numbers to be deleted, as applicable.

4. End of DI-TMSS-8XXX4

2
Figure 2. Sample DID approved for use for repetitive acquisition
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DATA ITEM DESCRIPTION
Title: GENERIC CODING SCHEME REPORT

Number: OT-5XXXX Approval Date: 19880701
AMSC Number: Limitation: DLAG00-95-C-XXXX
DTIC Applicable: GIDEP Applicable:

Office of Primary Responsibility: DO

Applicable Forms:

Uselrelationship: The report on generic coding scheme for MIL-STD-961 describes the
tagging structure (generic tags), the hierarchy or relationship of the tags, basic generic
processing instructions, and error checking procedure which will be used for an in-process
review of the coding scheme being developed to ensure that the scheme will meet the
requirements of the contract.

This DID contains the format, content, and intended use information for the data product

resulting from the work task described in the contract SOW. This DID isfor one-time use for
solicitation DLAG600-95-C-X XX X.

Requirements:

1. Reference documents. The applicable issue of the documents cited herein, including their approval
dates and dates of any applicable amendments, notices, and revisions, shall be as cited in the current
issue of the DODISS at the time of the solicitation.

2. Format. The plan shall bein contractor’s format.

3. Content. The report shall contain the following:

3.1. Names of elements developed from analysis of MIL-STD-961 and conforming documents.
3.2. Tagnames.

3.3.  Reationship or place in document hierarchy of tag; example could be the (DOCTY PE) element
name and it is the highest element on the document tree.

3.4. Basic generic processing instructions: for example, the text associated with the (DOCTITLE)
element is used to generate the running head on all left hand pages throughout the document.

3.5.  Error checking procedures; for example, the (SCOPE) element is required in all specification
documents and if it is not found an error is generated.

4. End of OT-5XXXX

1
Figure 3. Sample One-Time DID
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Custodians.
Army - Ml
Navy - SH
Air Force- 10
DLA - DH

Review Activities;

MIL-STD-963B

Preparing Activity:
OSD - DO
(Project M1SC-0241)

Army - AM, AR, AT, AV, CR, EA, GL, SM, TM
Navy - AS, EC, MC, NM, OM, OS, SA, TD, YD

Air Force- 01, 16
DLA -GS, IS
DSWA - DS
NSA - NS

NIMA

DIA
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INSTRUCTIONS

1. The preparing activity must complete blocks 1, 2, 3, and 8. In block 1, both the document number and revision letter should be
given.

2. The submitter of this form must complete blocks 4, 5, 6, and 7.
3. The preparing activity must provide a reply within 30 days from receipt of the form.

NOTE: This form may not be used to request copies of documents, nor to request waivers, or clarification of requirements on
current contracts. Comments submitted on this form do not constitute or imply authorization to waive any portion of the referenced
documents(s) or to amend contractual requirements.

1. DOCUMENT NUMBER 2. DOCUMENT DATE (YYMMDD)
MIL-STD-963B 970831

| RECOMMEND A CHANGE:

3. DOCUMENT TITLE

Data Item Descriptions (DIDs)
4. NATURE OF CHANGE (ldentify paragraph number and include proposed rewrite, if possible. Attach extra sheets as
needed.)

5. REASON FOR RECOMMENDATION

6. SUBMITTER

a. NAME (Lagt, First, Middle Initial) b. ORGANIZATION

c. ADDRESS (Include Zip Code) d. TELEPHONE (Include Area 7. DATE
Code) SUBMITTED
(2) Commercial (YYMMDD)
(2 AUTOVON

(if applicable)

8. PREPARING ACTIVITY

a. NAME b. TELEPHONE (Include Area Code)
(1) Commercid (2) DSN

DUSD(L)CALS (703) 681-8475 761-8475

c. ADDRESS (Include Zip Code) IF YOU DO NOT RECEIVE A REPLY WITHIN 45 DAYS,

CONTACT:

5203 L eesburg Pike, Suite 1609

Falls Church, VA 22041-3346 Defense Quality and Standardization Office

5203 Leesburg Pike, Suite 1403, Falls Church, VA
22041-3466
Telephone (703) 756-2340  DSN: 289-2340

DD Form 1426, OCT 89 Previous editions are obsolete 198-290
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0. Introduction

0.1. Overview

Figure 1: The Six SLiC Stages
Some of the delivery challenges that TSA faces involve
understanding and delivering the right amount of functionality within
a fixed amount of time. Most application-centric lifecycles try to build
as much functionality as possible into any given release, in order to
minimize certain risks (e.g., security, privacy, operations). IT projects
that try to avoid sacrifices in quality or security may tend to have
longer development and deployment timelines as a result.

Identify
Business
Process
(1B)

Service
Modeling
(SM)

The goal of this document is to describe an execution method that
delivers shorter implementation times without sacrificing quality or
security. This method is tailored for Service Oriented Architectures
(SOA) and accommodates a wide range of functionalities. It is based
on references and input from combined project practices and
planning guides, commercial technology vendors, and commercial
and government working groups implementing SOA solutions.

Build &
Compose
(BC)

Deploy
(DE)

Provision
(PP)

The Services Life Cycle (SLiC) Execution Guide is meant to help
TSA’s IT practitioners identify, build, reuse, and manage TSA service components as part of a Service Oriented
Architecture (SOA). TSA must integrate operations management, security, and production hosting operations
before SLiC is operational. The SLiC approach creates and coordinates services in a consistent and repeatable
manner through a set of defined principles, practices, and procedures. Progression through the lifecycle moves a
service from business language (i.e., descriptions of business processes) to machine language (i.e., programming
code), with the final goal being service deployment. The lifecycle is divided into six distinct stages, with associated
specifications to guide users through the SLiC process. Table 1, below, briefly describes the six SLiC stages.

Table 1: SLiC Stage Descriptions

Stage Name Description

1 Identify Business Business scenario identification, documentation of as-is business processes and
Process improvement opportunities, and related actions.

2 Service Modeling Decomposition of selected business scenarios into service(s).

3 Build & Compose Design, build, and test of service(s) and process orchestration.

4 Provision Service deployment preparation.

5 Deploy Release of services for use.

6 Manage & Service management and capture of KPIs to facilitate business and infrastructure
Evaluate optimization.

0.1.1. Stage 1 - Identify Business Processes

SLiC encourages coordination between IT architects, business owners, IT mechanics, and process analysts in
order to define business needs and to reflect those business needs in delivered solutions. Stage 1 builds on
metadata management and reuse as a fundamental activity, thereby reducing the need for duplicative
documentation. The SLiC approach leverages a common repository for all design and runtime artifacts and
encourages common, consistent communication among teams.

Stage 1 of SLiC begins with identifying the appropriate business scope and defining process granularity. In this
exercise, the business analyst models the process, its activities, and the roles of technology and people to
maintain perspective for each group. Analysts use a set of scenarios to describe any changes to the process as a
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basis for service enablement. If no changes involving technology are warranted (meaning change management or
process change is needed instead), then other management actions may need to be considered.

0.1.2. Stage 2 — Service Modeling

Once the business analyst identifies change scenarios in Stage 1, service modeling activities can focus on either
using existing services or organizing design activities to create new services that address business needs. During
Stage 2, architects and service engineers work closely with business analysts to describe services, including
activity and individual process step details.

Stage 2 drives the alignment of service design with business intent. TSA will perform functional and alignment
reviews to address acceptance criteria. It may be practical in some cases to define new technology components
and to develop prototype functional solutions to validate scenarios with end-users. Service architects may also
identify high-level service designs for further development in subsequent phases.

0.1.3. Stage 3 — Build & Compose

The Build & Compose stage includes engineering activities related to design, code, test of services, and
orchestrations. Service designers must continue to coordinate with existing asset owners to promote effective
service. Coordination activities might include: definitions of new messaging; integration of existing assets; and,
when required, introduction of new, vetted technology components.

IT Security and Operations may become more involved in Stage 3 in order to coordinate operational practices.
Security reviews and preparation activities can also begin in this stage in order to prepare for any accreditation
adaptations.

0.1.4. Stage 4 — Provision

During Stage 4, IT security personnel and select end users review engineered services to validate service
objectives. This stage is intended to be relatively short, allowing for review and limited service guarantees,
orchestrations, exception management, and reporting. Upon security review and deployment scheduling, the
service architect may promote validated services to Stage 5 for production runtime management.

0.1.5. Stage 5 — Deploy

Before Stage 5, the service architects and designers must have already validated target services for functionality,
interoperability with other existing services and systems, performance, and business intent. The Deploy stage is,
therefore, limited to: knowledge transfer for service runtime management; definition of service exception
processes for Level 1, 2, and 3 support services; and performance analysis plan development.

0.1.6. Stage 6 — Manage and Evaluate

During the final stage of the SLiC approach, the IT support staff evaluates service performance and utilization
against business objectives. The evaluation is intended to measure process improvement, to identify new
opportunities for improvement, and to identify areas for technology simplification.

SLiC is intended to be a flexible approach that can change as an organization matures. An initial SOA
implementation may have little to no production services available for reuse. The Build & Compose stage will,
therefore, require more work, involving both development and orchestration activities. In a more mature
organization, with a number of existing services, the same stage would require little development activity and
would consist primarily of re-orchestrating existing services. In another example, business process identification
would be much shorter for an organization with existing, documented processes than for an organization that
must create or document processes from scratch.
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0.2. Scope

An effort can be as wide or narrow as desired. The input to Stage 1 can span an enterprise domain, or a part of a
single business process.

e Although the SLiC entry scope is unlimited, the solutions that continue through to Stage 2 are only those
that the SOA infrastructure can support. All others (people or process changes) are referred to
management outside SLiC.

e One-time stand-up activities, such as governance policy creation, identity management strategy, security
strategy, infrastructure deployment, and standards definition are considered outside SLiC.

e Once a service has met entry criteria, service developers should use SLiC to manage the identification,
creation, and introduction of services into the technical environment (beginning with Stage 1).

0.3. Adoption Considerations

Changes in organizational alignments and technology alternatives will be considered during the adoption. TSA
should institute a feedback loop to enable people to comment on what does and does not work in practice. TSA
should incorporate feedback into future releases of the SLiC Execution Guide, where appropriate. Feedback is
important to the validity and relevance of SLiC. Input and guidance from impacted stakeholders will help build
consensus that the overall process is helping to further the organization’s strategic goals and objectives.

SLiC is an execution guide, not a procedure. Practitioners should evaluate and tailor SLiC for specific needs and
requirements.

Tailoring does not imply that stages can be skipped. It means that practitioners should review and evaluate the
steps in each stage as part of the work-planning process. The amount of time or effort dedicated to each stage
will vary by service or project.

SLiC is not intended to be a waterfall approach.

Certain activities can and should be performed in parallel (e.g., modeling and service identification might begin
before all business processes are defined and documented). Depending on service design, practitioners might
enter some stages of SLiC multiple times. For instance, in the case of multiple package deployment, a service
might go through multiple instances of the Provision and Deploy stages.

Artifacts are not the goal of the process, they are a byproduct. Not all parts of all artifacts are intended to be
completed.

Activities and artifacts that do not directly support the creation of the orchestration or service are considered
intermediate and are not explicitly required.

The act of modeling is sometimes more important than the model.

Practitioners only conduct modeling activities to the degree required.

Supporting process areas of infrastructure, security identity management, and project governance are critical to
the successful implementation of a SOA.
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The separation of SOAs and the SLiC approach allows these threads to evolve in parallel.
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1. Stage 1 — Identify Business Process

Stage 1 activities are designed to give a thorough understanding of the business (e.g., domains, organization,
processes, technology) in order to identify opportunities for improvement and appropriate technology applications.
Although the lifecycle presented in SLiC is service oriented, business analysts can and should identify alternate
solutions, where appropriate.

The first step in Stage 1 is to review all existing information. The applicability of that information determines the
plan for the completion of Stage 1 activities.

If business process documentation is available, practitioners should verify processes rather than start from
scratch. Due to varying degrees of process knowledge, the amount of effort required in Stage 1 can vary
significantly from enterprise to enterprise or from effort to effort.

1.1. Objectives

Stage 1 objectives are to:

Gain a thorough understanding of the business (people, process, technology);
e Document and update as-is business processes;

o |dentify opportunities for improvement; and

e Recommend appropriate actions for prioritized improvement opportunities.

1.2. Scope

The scope for Stage 1 in a new SOA might cover the entire enterprise. This does not mean that the entire
business should be service oriented or that all services should be built or deployed as a big bang (though it may
be possible). The enterprise view is needed to get an understanding of the business as one unit and to create a
roadmap for SOA. Once a plan is in place, focused areas with priority, such as a business domain, can be defined
as the scope of Stage 1 SLiC.

1.3. Assumptions

The service developer should validate the following assumptions before conducting Stage 1 activities:
¢ Any non-SOA dependencies (such as training, non-SOA technology solutions, etc.) of recommended
approaches will be managed outside of the SLiC Execution Guide.

1.4. Key Roles

Key roles for process participants in Stage 1 include:
e Business Analyst;
e Specialist Analyst;
e Architect;
e Stakeholders;
- Service Sponsors;
- Business Owners; and
- Business Users.
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1.5. Questions Answered

Some of the questions to resolve during the Identify Business Process stage include:
Who are the stakeholders? What are the roles & responsibilities?

What does the organization look like (reporting structure and business domains)?
What are the as-is business processes and what are the interactions between them?
What pain points does the business currently experience?

Are there new opportunities?

What are the business rules?

What is the information flow in the process (sources and sinks)?

What data or data sources are accessed in these processes,?

Is the data directly from source? What are the related applications?

Is any of the information restricted (security or privacy concerns)?

Who owns the data or system?

What tools, technologies, or systems are in place?

What are the prioritized opportunity scenarios and associated actions (pain points, new functionality, reuse
and cost reduction)?

1.6. Process Flow
Figure 3, below, illustrates the Stage 1 process flow.

Figure 2: Stage 1 process flow diagram

SLiC Process Flow

Stage 1 - Identify Business Process

>
3 i
e IB1 IB2 IB2 B4 IBE IBE IB7 E
4 )y ) R Identify Document Capture i '
& Initial  [* Identify Decompose | *| candidate | | Business | | Business | | !dentify :
_g Assessment Domains Domain Scenarios Process Rules Actior !
: :
Table 2: Stage 1 process description
Step # Name Description
1B1 Initial Assessment Consists of broad-stroke data gathering and more focused definition of people,
processes, and technology, where appropriate. Practitioners validate initial
assumptions about the business (process, systems, and stakeholders).
1B2 Identify Domains Beginning at the highest business level in scope, business analysts validate
understanding of the business and divide work into more manageable
components.
IB3 Decompose Division of domains or business levels into smaller functional units.
Domain
1B4 Identify Candidate Continual identification and ranking of scenarios according to benefit
Scenarios opportunities.
IB5 Document As-Is Definition of baseline, as-is business processes.
Business Process
IB6 Capture Business Capture of business rules associated with previously documented processes
Rules and their interdependencies.
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Step # Name Description

IB7 Identify Action Recommendation of scenarios determined to be leading candidates for
improvement through technology, process, people, or some combination. Only
technology solutions with an SOA aspect continue through SLiC. Other
scenarios/solutions are referred elsewhere for proper management attention.

1.7. Process Activity
1.7.1. IB1 - Initial Assessment

The business analyst conducts the initial assessment predominantly through business user and owner interviews
or questionnaires and according to customized interview guidelines. Business analysts should write the interview
guidelines with a base understanding of the business and should use them to validate assumptions and fill in
knowledge gaps.

In an effort to get a thorough understanding of the business, the business analyst provides key stakeholders with
questions targeted to acquire strategic information about the organization’s processes, systems, data, and people
(within the confines of the service scope). The analyst then typically aggregates this information into a field
portfolio and deposits it into an appropriate repository for later analysis.

Business analysts should pay attention to differences in business process designs and execution. Issues with a
particular process may arise from misunderstanding. Analysts may also need to collect and document differing
viewpoints. For example, a manager or executive may have a different understanding of how a process works or
how well it works as compared to a person acting as part of the process. The business analyst should review
existing information, such as process documentation, with the appropriate stakeholder and verify that it is current.

1.7.2. IB2 - Identify Domains

The goal of this step is twofold: to validate understanding of the business before detailing business process; and
to break the work into more manageable portions. The term “domain,” in the context of the SLiC Execution Guide,
is defined as a subdivision of the business, often synonymous with lines of business (LOBs). A few examples of
domains in this context may include Human Resources, Asset Management, Purchasing, or Warehouse. Region
or geography may also be useful divisions, depending on the type of business. An LOB may spread across
multiple regions, or each individual region could have its own LOB that operates independently. Even if the project
has a narrow focus, it is good practice to complete this exercise: an analyst might capture future needs and
opportunities when identifying relevant domains.

As an example, service scope could span an entire lumber company with multiple domains. For simplicity’s sake,
however, only five domains are identified: Customer, Retail, Warehouse, Wholesale, and Logging. It is important
to note that the business has direct control of some of the domains, while others also have other influences. This
can create some natural boundaries in domain definition. In this example, the company may only conduct lumber
sales and may rely on another business or businesses for product supply.
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Figure 3: Enterprise domains
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1.7.3. IB3 - Decompose Domain

The next step in the process is to identify interactions (scenarios or use cases) between and within domains. The
goal of domain decomposition is to identify boundaries and to define the level of process detail necessary to
identify services that can solve current issues. The business analyst further decomposes these high-level services
into smaller service components, thereby creating a layering of services.

This activity is the heart of Stage 1 and consists primarily of top-down domain decomposition techniques. In the
domain decomposition, a blueprint of business use cases and processes provides the foundation for identification
of business services and component boundaries. The business analyst should also complete additional bottom-up
analysis on existing assets in Stage 2. Goal-service modeling is another part of the analysis. The top-down
decomposition activity follows steps outlined below.

Figure 4: Domain decomposition model
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To continue with the example above, using the Warehouse domain, an analyst might identify “Supply Goods” as
the business use case. Figure 5, below, identifies additional scenarios.

Figure 5: Scenarios mapped to domains
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1.7.4. IB4 - Prioritize Candidate Scenarios

This activity is intended to provide additional scoping and prioritization if required. If analysts have narrowly
defined service scope, this step may be unnecessary.

Certain scenarios are likely to be bigger pain points or hold the greatest potential for improvement. These will
most likely be at the top of the prioritized list. Business analysts should review all scenarios within the scope of
the project to gain an appropriate level of understanding for creation of a prioritized list of candidates. As analysts
identify scenarios, they should also give thought to possible solutions/approaches. The selected scenarios and
accompanying solutions are the key outputs of SLiC Stage 1.

1.7.5. IB5 — Document Business Process

A business process is defined, in the context of the SLiC Execution Guide, as the operations and activities
(performed by humans, machines or both linked together) that are required to perform an action or create some
output. Inputs and outputs can be artifacts, information, or events.

If possible, the business analyst should identify and document each and every process and sub-process within
service scope, not just those seen as “pain points”.

In addition to the business process, the business analyst should capture supporting sub-processes down to the
activity level.

As a continuation of the proceeding example, a few of the identified business processes for the Supply Goods
scenario are as follows:

e Process Order;
e Package Goods; and
e  Ship Order.

Figure 7, below provides an example of what the “Process Order” business process might look like.

Figure 6: Business Process Map (refer to specifications for process map standards)
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Each of the items in the business process map is an activity or a sub-process. In this example, each of the items
would be considered a sub-process. The goal is to document more detailed activities. Therefore, the business
analyst would also need to decompose and document each sub-process.

Analysts should refer to the Process Template for established documentation standards. Though some process
map design and documentation elements may depend on choice of mapping tool, practitioners should follow the
general standards contained in the template for elements such as layout, symbols, notation and naming
conventions.

Business analysts should store business process maps in the appropriate organization repository.

When developing process maps, business analysts should consider the following:
Business processes should have a unique identifier.

Sub-processes should be linked to parent processes.

Maps should contain sub-processes and/or activities for actions.

Business processes should have clear start and end points.

Maps should have the same look and feel across processes and activities.
Maps can distinguish automated, manual, and semi-automated steps.
Process maps can display orchestration decision points (while business rules are to be captured outside the
map).

Swim lanes should represent similar entities (e.g., roles, individuals, domains).
e Symbols should not cross multiple swim lanes.

If business analysts do not use a standard modeling tool to create business processes directly, then they should
create the business processes in a way that allows for export to a standard format that can be used by standard
tools if later desired.

1.7.6. IB6 — Capture Business Rules

Business rules govern the operation of business processes and can be seen as requirements implemented at
different levels within the business process and supporting architecture. Some rules may be part of a set of larger
identity management policies. For example, a rule may be necessary to govern who can access a process or
service and what time of day that person or role can perform an operation.

Rules may be more specific to a particular decision-making business process. The decision of whether to grant a
loan may be based on a credit rating and the amount requested. A policy might be in place that enforces different
rules based on inputs for those criteria. If a request is over $1,000,000, it may need manager approval no matter
what the credit rating. If a request is below $100,000 and the credit rating is greater than 800, the loan might be
auto-processed.

A class of business rules might make good candidates for externalization to a rules engine. Rules that are
universally applied and/or change frequently should be evaluated for this treatment.

1.7.7. IB7 - Identify Action

Business analysts should prioritize scenarios according to greatest opportunity for improvement (whether
originally identified as a pain point or not). The service-based solutions or service-enabling opportunities identified
during this stage should feed into Stage 2 of the SLiC approach. However, analysts should also capture non-
service solutions and raise them to the appropriate stakeholders. Non-service-based solutions can include
process changes, training, organizational change, and non-service-oriented technology (e.g., Data Warehousing,
Extraction Transformation and Loading, or Enterprise Resource Planning systems).
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A business analyst may also identify multiple actions for a single scenario (e.g., service enablement and training).
These situations require appropriate management and stakeholder involvement to coordinate multiple action
threads.

The recommendation of a service-based (or other technology) solution should have review and buy-in from the
architect to ensure feasibility.

1.8. Exit Criteria

The following list outlines Stage 1 exit criteria:

o Prioritized list of scenarios identified for service enablement created.

Scenario list approved by stakeholders (optional).

Stage questions answered or open with an acceptable risk and risk mitigation strategy.

Specifications accurately complete and deposited in appropriate repositories.

Business process and sub-process models documented and detailed enough to create models and to
simulate (activity level).
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2. Stage 2 — Service Modeling

In Stage 2, service architects create a blueprint of the solution through strategic domain decomposition. The
logical world of business process begins transition to the machine world of physical services.

In a new SOA, an organization may develop or purchase many new services. In a more mature SOA, few
services might be introduced as an organization could reconfigure and orchestrate existing services to meet
business needs.

21. Objectives

Stage 2 objectives are to:

¢ Identify all service components;

o Define the service interaction model (choreography/orchestration); and

o Determine development scope (build, buy, reuse, modify, orchestrate, none).

2.2. Scope

One of the key outputs from Stage 1 is a prioritized list of scenarios. Prior to conducting Stage 2 activities, a
service architect might conduct additional filtering of scenarios depending on organizational resource constraints
and priorities. One instance might be where more opportunities have been generated than can be addressed in
the allotted time for project completion.

2.3. Assumptions

The service architect should validate the following assumptions before conducting Stage 2 activities:

¢ A modeling/simulation tool is available to perform the process modeling.

e An appropriate Enterprise Information Management (EIM) strategy is in place (e.g., logical and physical
enterprise data models, data access/layering, and metadata management).

2.4. Key Roles

Key roles for process participants in Stage 2 include:
Architect;

e Service Portfolio Manager;

o Data/Application/System Owner(s); and

e Service Owner/Steward.

2.5. Questions Answered

Some of the questions to resolve during the Service Modeling stage include:
What service components will be built, bought, modified or reused?
What is the service classification and granularity?

Who owns the service component? Who owns the data/systems?
What are the high-level design/requirements for a service component?
What is contained in the Service Development package and priority?
How will the service components be orchestrated?

What are the functional test requirements for the scenario?
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2.6.

Process Flow

Figure 9, below, illustrates the Stage 2 process flow.

Figure 7: Stage 2 process flow diagram
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Table 3: Stage 2 process description
Step # Name Description
SM1 Model Scenario To-be business process modeling and identification of Key Performance
Indicators (KPIs) to test process changes.
SM2 User Buy-in Pre-test of model with business users.
SM3 Identify Logical Identification of logical services and model service boundaries/layering.
Service(s)
SM4 Categorize Definition of service needs and comparison to portfolio of existing services. A
Service(s) service architect decides whether to build or reuse based on service
classification.
SM5 Model Involves re-composition of services back into overarching business processes
Orchestration and definition of interactions and dependencies. Rules that govern service
operation within the process will be part of the orchestration.
SM6 Service High Level | Service specification focused on service functionality and requirements rather
Design than the technical implementation of the service. The architect identifies service
inputs and outputs.
SM7 Design Review Review of design from business and IT perspectives. An architect also reviews
the design to ensure that the infrastructure can support the design.
2.7. Process Activity

2.7.1. SM1 - Model Scenario

Scenario modeling serves several purposes and is typically done by a business analyst. An appropriate tool may
provide additional functionality, such as simulation and reporting, to compare the results of changes to the
process model.

As part of service modeling, service architects should conduct the following steps:

abrwh =

Identify bottlenecks in baseline, as-is process (direct/identify a solution).

Model, simulate, and choose most effective to-be process, relative to the baseline process.
Gain buy-in from business users early in the lifecycle.

Identify KPIs and establish test conditions.

Identify services and drive development.
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The modeling phase can begin before Stage 1 (Identify Business) is completed. It can begin as soon as the
business analyst has documented and captured the baseline processes and rules.

Service architects can use early modeling simulations to identify bottlenecks and other process issues. In some
cases, model simulations can uncover issues in processes thought to be performing well. Too few service
representatives in a call center or slow performance of a supporting system or service are examples of some
issues that architects might find. Modeling can help identify a solution or corrective action.

Once service architects has identified and designed (modeled) solutions or changes, they can simulate and
compare them based on report results. Architects can also use report results in KPIs for measuring the success of
the production business process. Service architects could compare a reduction in processing time in the model to
the production process cycle time. Meeting or exceeding this reduction could be considered criteria for success.

Modeling also helps identify candidate services. The business-driven nature of the modeling and service
identification carries through to the development portion of the lifecycle and keeps the solution in alignment with
the business problem. Depending on the modeling tool and notation, the service architects may be able to export
or use the design-time business process model in run-time.

2.7.2. SM2 - User Buy-in

Service architects can “pre-test” selected solutions with business users for early approval. Continued engagement
of businesses users helps a solution meet user expectations. Upfront user involvement and approval should result
in less user testing, typically found at the end of a development cycle.

While running simulations it can be a good time to identify KPIs and related metrics to track process performance.
Service developers should incorporate KPls into the testing scenarios and should use them for measuring the
success of the eventual production deployment. Architects should incorporate and verify the business rules and
derived requirements as part of the modeling process.

2.7.3. SM3 - Identify Logical Service(s)

In order to recommend a services-based solution, practitioners would have already given some thought to the
identification of high-level services (Stage 1). The objective of this activity is to establish logical service
boundaries and layering. Identifying logical services involves breaking the business process into more
manageable pieces. The final goal of this activity is to decompose the logical pieces to a point where a developer
can create a physical service to meet a particular need. Boundary identification and layering differentiates
enterprise-class services and establishes service ownership, which are two key concepts for SOA success.

The initial boundaries defined during the initial domain decomposition are a typical starting point. In the earlier
example of the lumber company (Section 1.6.2) the domains were: Customer, Retail, Warehouse, Wholesale, and

Logging.

Using “Customer” as the initial boundary for the logical service, the layering process can then take place. Layering
creates different levels of detail, from the most general at the top (Customer), to the finest detail at the bottom.
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Figure 8: Logical service layering
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Practitioners may find that services within a boundary have commonality and natural reuse. For the “Customer
History Service” to retrieve customer history information, for instance, the “Customer Details Service” may need to
be called to retrieve customer account information. In addition to the customer account, the “Customer Credit
Service” might need to know if a customer has had delinquent payments. This information would be retrieved
using the “Customer History Service”

At this point, there is no notion of systems or physical implementation. The physical services may or may not align
perfectly to the modeling done during this activity. In the physical world, customer details and credit information
might be in two separate systems with two different domain owners.

During decomposition of the Retail domain, it is likely that the fulfillment of an order requires customer
information. One might assume that a retail order is made and that the method of payment is via line of credit.
This business process will also need customer account information and credit information, at the least. Past
purchases might be of interest for use in strategic advertising. By establishing the need to reuse this information
in another domain, the “Customer Service” may now be an enterprise-level service that spans multiple domains.

This exercise is repeated for each domain. During the process, the boundaries are likely to shift and the layers in
which the logical services are initially defined might move. Depending on the scope of the service, the process
might also be affected. If the service scope spans an entire enterprise, the boundaries and layers may not require
much change, but more time will be required up front to properly define them. In a narrowly focused solution
objective, service developers can deploy services quicker, but service re-usability might be underestimated and,
therefore, insufficiently defined for other domains to use.

2.7.4. SM4 — Categorize Service(s)

Classification helps manage a service inventory, and the notation of service dependencies can aid in change
impact analysis. Service architects and developers should update service categorization as a service moves from
design to development and may also change categorization after initial deployment.

The following list provides an example set of service classification descriptors:
e Service name

e Service owner and contact information

e Business domain

e Business function
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Release information/status, such as "Version" or "Status: test | production | maintenance"

Type of service (“Order Entry”) or LOB (“Accounting”)

Usage patterns/recommandations (e.g., "transactional/sub-transactional," "synchronous/asynchronous")
Expected error messages, useful in re-use of an existing service

Service dependencies, which may include related policies, XSL transformations and XML schemas
Preconditions

Post conditions

Guarantees

Service sensitivity (e.g., restricted use, general use, controlled use)

Organizations should design and maintain a service portfolio as part of a larger services governance function.

Architects and developers can also categorize services according to function. The following sample categorization
also implies granularity.

Data Services

e Access — data information and repository access

e Operational — mapping, transformation, routing

e Canonical — authoritative representation of domain objects
¢ Maintenance — maintain data quality and metadata

Business Services (both vertical/LOB and horizontal/enterprise)
e Component — perform a specific function (component and “service” can be synonymous)
e Composite — multiple components acting in a specific fashion through choreography

Core Services (can be leveraged horizontally or vertically)
o  Utility — audit, logging, exception

e Security — authorization, authentication, encryption

e Presentation

During initial domain decomposition, the majority of services identified are likely to be composite services. Those
services identified with the bottom-up approach will naturally be more likely to be data services or function-based
services. Although data services and functional services are categorized, they are not typically part of the service
portfolio. The composite services typically make up the portfolio that is published to the business community.

2.7.5. SM5 — Model Orchestration

At this stage, the architect arranges identified logical services to support the to-be business process. The
business process acts as the conductor of the constituent services. Orchestration may also include conditions or
business rules that govern if or when service components are executed. Practitioners should note that the
orchestration may be either a long- or short-running process with the ability to maintain state whereas the
services do not maintain state. In addition, the service components do not track state and are unaware that they
are part of any orchestrated business process.

2.7.6. SM6 - High-Level Design of Service(s)

Process orchestration testing will rely heavily on the high-level design. This design specifies the business rules
that govern service interactions. If using a Business Process Modeling (BPM) tool, service architects may run a
simulation to estimate the performance of as-is or to-be processes. For example, a BPM can also help validate
that a to-be process runs as expected before it is built.
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Service specification is meant to capture the high-level requirements and to demonstrate service inputs and
outputs. Any service design should follow standard patterns. Service architects complete this design, and
developers use it in the next stage, during detailed design.

Some key aspects of the service specification include:

Service component name;

Description of service functionality/operations provided in business terms;

Use case, illustrating the intended use of the service and boundaries;

Conceptual model showing interaction between service producer and service consumer;
Data inputs/outputs and related systems;

Functional and non-functional requirements;

Dependencies;

Testing scenarios and results; and

Pre/post conditions and guarantees.

Implementation and the run-time interface are separate. Interface design is discussed later in the lifecycle.

2.7.7. SM7 - Design Review

The level of formality in the design review depends on the organization and specific documentation requirements.
Service stakeholders conduct design review at this stage to validate that the service components designed or
selected are in line with the IT/SOA strategy and established standards. The business user buy-in should be seen
as a review to validate that the to-be process meets business needs and that the test plan incorporates business
rules.

2.7.8. Exit Criteria

The following list outlines Stage 2 exit criteria:

e Stage questions answered or open with an acceptable risk and risk mitigation strategy.

e Senior Architect, Mission Manager and Development leads in agreement on the scope and delivery of service
components.

e Service and orchestration specifications are completed accurately and deposited in appropriate repositories.

Document Version 1.0 - DRAFT 17 01 TSA ISE SLiC Execution Guide.doc





SLiC Execution Guide GSRARTIS

. SEwe Transportation
April 4, 2007 2 750 P
> %@: Security
Stage 3 - Build & Compose %/ Administration

3. Stage 3 — Build & Compose

In Stage 3, developers build and test the service components. Testing includes unit, integration, and performance
testing.

3.1. Objectives

Stage 3 objectives are to:

e Create service component and composite service detailed designs and to validate assumptions;
Develop/modify service components and composite services;

Develop/modify orchestration;

Test service component and composite services; and

Validate integration with standard data capturing services, such as exception, audit, or other Service Level
Agreement (SLA) management tools.

3.2. Scope

The scope of Stage 3 should include all of the service components and composite services recommended
development and/or modification in Stage 2. The service developer should create this list with input from
development leads, project managers, and infrastructure leads in order to validate that the proper resources are
in place to support the development effort.

3.3. Assumptions

The service developer should validate the following assumptions before conducting Stage 3 activities:
e Service Component Developers have appropriate skill and training on toolset;

e Testing tools and methods are in place; and

e Appropriate environments are available.

3.4. Key Roles

Key roles for process participants in Stage 3 include:
o Architect;
e Developers;

- Development Lead;

- Service Component Developer;

- Service Orchestration Developer;
o Testers;

- Testing Lead;

- Service Integration Tester;

- Service Performance Tester; and

- Business User.

3.5. Questions Answered

Some of the questions to resolve during the Build & Compose stage include:
e What is the detailed design of the services?

e Do services function as designed?

o Do services integrate/play well with others?
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3.6.

Process Flow

What load can services handle?

Do services generate appropriate audits, logs, events, and exceptions?

What is the detailed design of the process orchestration?

Do process orchestrations function as designed?

What load can process orchestrations handle?

Do process orchestrations generate appropriate audits, logs, events, exceptions, etc?

Figure 12, below, illustrates the Stage 3 process flow.

Figure 9: Stage 3 process flow diagram

SLiC Process Flow
Stage 2 - Builc & Compose >
2 ace |
5 | Business |3
jc§ Acceptance | !
2 :
5 BCz E
@ BC1 . :
= Design H
E Design @ Orchestration E
< Service(s) !
BC3 ;
i ~—*  Build BCE BC7 '
o A
3 Orchestration Test N Load/ | E
© Integratior/ Performance :
= BC4 BCE Orch Test :
Build  [*  Test '
Service(s) Service(s) !
Table 4: Stage 3 process description
Step # Name Description
BC1 Design Detailed design description focusing on low level details and tool-specific
Service(s) aspects of service development.
BC2 Design Technical specification of the business process, including detailed service
Orchestration interactions.
BC3 Build Build orchestration including run time component similar to individual services.
Orchestration Service developers can build the orchestration in parallel to constituent services
and can stub services until they are available for integrated testing.
BC4 Build Service(s) | Development of service components according to design.
BC5 Test Service(s) Unit and integration testing of services in a non auto-orchestrated fashion.
BC6 Test Integration | Includes testing of orchestration with fully functional services, both technical and
/ Orchestration functional.
BC7 Load / Validation that services can meet performance requirements and estimation of
Performance how they will handle load at present and in the future.
Test
BC8 Business Practical business use testing and acceptance of service functionalities.
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3.7. Process Activity
3.7.1. BC1 - Design Service(s)

The service component design includes low-level details and technical aspects describing how the service
component is to be built. The service component design may also include tool specific design requirements. In the
previous stage (Stage 2, Service Modeling) the service architect identified services and specified their external
behavior. The service component design goes beyond this by describing the services’ internal implementation
approach along with any requisite tools and dependencies.

3.7.2. BC2 - Design Orchestration

Dependent on how closely the logical service model matches the physical services, the service architect may use
the existing orchestration model for the orchestration design. The orchestration design specifies the functional
interaction and composure of the services as well as the technical information required to access them. Architects
can, to some degree, design orchestration in parallel with service component design. The orchestration design,
however, will require some inputs from the previously created service designs.

The orchestration design should also include business rules and guidance on incorporation into the technical
solution.

3.7.3. BC3 - Build Orchestration

The build orchestration will have a run time component similar to the individual services. The service developer
builds the orchestration in parallel to supporting services and can stub out the services until they are available for
integrated testing. The Orchestration Design created in the previous stage (Stage 2, Service Modeling) provides
detailed guidance on how to develop the orchestration’s run time component.

3.7.4. BC4 — Build Service(s)

Developers will build each Service Component in accordance with the guidance provided in its Service
Component Design (described above). Service developers may build Service Components in parallel with other
service components and with the associated orchestration build. Composite Services can stub out component
services until they are available for integrated testing.

3.7.5. BC6 — Test Service(s)

All services need to be unit tested prior to proceeding with the Orchestration Test. The service developer can stub
any dependent services until they are available.

3.7.6. BC7 — Test Integration/Orchestration

After developers have completed orchestration and testing of all of the individual service components, they can
proceed with full integration testing. Integration testing will proceed with fully functional services.

3.7.7. BC8 - Load/Performance Test

After passing the Orchestration/Integration test, service developers should conduct load and performance testing
for both orchestration and individual component services. Performance testing validates, within the limits of the
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build environment, that Orchestration and Service SLAs are met. Testers should note any limitations in the build
environment, in order to document the limits and to provide the basis for risk mitigation in later stages.

3.7.8. BC9 - Business Acceptance

After load/performance testing is complete, business users should test and accept service functionality to the
extent practical. Obtaining business acceptance, at this point, is critical. Business acceptance can prevent the
service developer from proceeding to the following stages with a solution that will not be ready to introduce to end
users.

3.8. Exit Criteria

The following list outlines Stage 3 exit criteria:

e Stage questions answered or open with an acceptable risk and risk mitigation strategy.
o All test scenarios are completed successfully, unless risk is deemed acceptable.

e Code is properly managed in version control tool.

o Testresults are properly deposited into appropriate repository.
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4. Stage 4 — Provision
In Stage 4, service architects prepare services for release and communication to business (end) users.
4.1. Objectives

Stage 4 objectives are to:

¢ Define run-time service interface;

¢ Review run-time service requirements; and
e Publish service according to discovery rules.

4.2. Scope

All service components and composite services identified and approved in Stage 3 are to go through Stage 4
activities. This includes all services (component and composite).

4.3. Assumptions

The service architect should validate the following assumptions before conducting Stage 4 activities:
e Security/access policies and rules defined;

Services are classified with a proper security designation;

User/role-based identity management solution in place;

Service discovery rules defined; and

Services are classified with a proper discovery designation.

44. KeyRoles

Key roles for process participants in Stage 4 include:
e |T Support Staff;

Architect;

Process Orchestrator;

Service Portfolio Manager; and

Service Owner/Steward.

4.5. Questions Answered

Some of the questions to resolve during the Provision stage include:
¢ What rules govern service access?
- What is the service interface?
- Who can access the service (what, when, how)?
- How is the service to be discovered? Does it have a discovery designation?
¢ Are there any service/orchestration dependencies?
¢ What are the expected run-time requirements/resources?
- Are there any impacts that need to be addressed?
o Does the service have the proper security classification/flag?
¢ What is the impact to the inventory of services/orchestrations?
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4.6.

Process Flow

Figure 14, below, illustrates the Stage 4 process flow.

Figure 10: Stage 4 process flow diagram
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Table 5: Stage 4 process description
Step # Name Description
PP1 Define Run-Time | Definition of standard access to services (e.g., logic granularity, messaging
Service Interface | protocol, data representation, and naming convention).
PP2 Review Run- Review of dependencies, hardware/software, and other resources expected for
Time service/orchestration at run-time.
Requirements
PP3 Communicate Service availability communication according to discovery designation. .
Availability
4.7. Process Activity

4.7.1. PP1 - Define Service Interface

The service interface defines the standard for service communication, also known as a contract. It defines a
concrete endpoint but includes an abstracted message and operation definition that allows the service consumer
to operate independently of the technical details. Only standardized requirements are communicated to potential
consumers as a contract. It is possible to view the interface in two parts: abstract and concrete. The abstract
portion promotes service transparency, as the description remains intact in the event of changes to the supporting
technology (concrete). The interface defines things such as available operations, data formats, data types,
messaging protocol, and service policies.

A single service can have multiple contracts.

4.7.2. PP2 - Review Run-Time Requirements

The following list outlines service and orchestration review dependencies expected at run-time:

Message Brokering;
Endpoint Management;
High Availability/Instances (Load Balancing or Failover);
Service Virtualization;

Service Versioning; and
Policies.

The Deploy stage (Section 5) reviews infrastructure requirements.
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4.7.3. PP3 - Communicate Availability

An important part of service portfolio management is service discovery and communication of service availability.
Organizations should maintain a record of services (or service registry) and should communicate service
existence and functionalities. This information can help create an environment that promotes and encourages
reuse.

Service discovery strategy can vary significantly for each business. Nevertheless, organizations should give each
service a discovery designation for appropriate publication. The list below includes some considerations for
defining discovery designations.

Service Granularity

Not all services are created for public consumption. Service components are often meant to serve as building
blocks for orchestrating as composite services. Organizations may choose to include only the composite services
as published, discoverable services.

Service Description
The service description, including functionality, is critical for proper identification. It is also necessary to have a
standard method of description for all services.

Security
As mentioned earlier, security concerns may dictate how or if the service is published.

Design-time vs. run-time
Organizations may want to differentiate between design-time and run-time service discovery. An organization
might want services to be more widely discoverable during design but locked down in run-time.

Tools
A variety of tools, such as UDDI registries, are available to aid in communicating service availability. As tool
features constantly evolve, an organization should evaluate tools for the best fit.

Audience

The audience to whom the service is communicated may differ based on service functionality. For example,
certain technical services may be of interest to IT staff. Such services may also be described in a way that is more
IT focused.

At this point, the service description might be entered into a service registry. The registry should be designed as
part of the SOA standup. It should enable service discovery and should allow for a domain/layering service
strategy.

4.8. Exit Criteria

The following list outlines Stage 4 exit criteria:

e Stage questions answered or open with an acceptable and risk mitigation strategy.

No security/privacy concerns are identified.

No inappropriate users/roles have access to the service.

Service interface is defined.

Run-time requirements defined or open with an acceptable risk and risk mitigation strategy.

Document Version 1.0 - DRAFT 24 01 TSA ISE SLiC Execution Guide.doc






SLiC Execution Guide S .
April 4, 2007 €9 Iransportation

%@ ) Security
Stage 5 — Deploy %/ Administration

5. Stage 5 — Deploy

In Stage 5, the IT operations staff releases the service components, composite services and orchestrated
business processes to business users.

5.1. Objectives

Stage 5 objectives are to:

e Allocate infrastructure resources and analyze impacts;
e Deploy run-time service components/composites;

e Deploy run-time process orchestration; and

e Transition to support.

5.2. Scope

All service components and composite services that pass the Provision Stage (PP4) are in scope for deployment.
5.3. Assumptions

The IT operations staff should validate the following assumptions before conducting Stage 5 activities:
e Appropriate environments available and configured properly for deployment.

o Required utility services such as logging and exception handling are available in environment.

e |T Operations is separate from IT Support necessitating transition of the deployed services.

5.4. Key Roles

Key roles for process participants in Stage 5 include:
e IT Operations Staff;
- Network Administrator;
- Database Administrator (DBA);
- Application Administrator (Services/Orchestration); and
- System Administrator.

5.5. Questions Answered

Some of the questions to resolve during the Deploy stage include:
o What impacts will the new service have on the infrastructure?
o Where is the service physically deployed?
e How many instances are deployed?
- What is the availability of the service (high availability, fault tolerance, load balance, disaster recovery)?

Document Version 1.0 - DRAFT 25 01 TSA ISE SLiC Execution Guide.doc





SLiC Execution Guide GEARTI .

April 4, 2007 2 140 Transportation
’ A =g} Security

Stage 5 — Deploy %/ Administration

5.6. Process Flow
Figure 16, below, illustrates the Stage 5 process flow.

Figure 11: Stage 5 process flow diagram
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Table 6: Stage 5 process description
Step # Name Description
DE1 Analyze Impact Includes identification and evaluation impacts on the existing environment as
well as deployment strategy risk mitigation.
DE2 Allocate Physical | Hardware and software resource allocation for service use.
Resources
DE3 Deploy Deployment of provisioned services to production environment.
Service(s)
DE4 Deploy Deployment of run-time business process orchestration.
Orchestration
DE5 Transition Transition of services to IT Operations Staff.

5.7. Process Activity
5.7.1. DE1 - Analyze Impact

Prior to production deployment, the IT operations staff must identify impacts to existing environments and ensure
that a risk mitigation strategy exists. For example, the operations staff would need to determine whether the newly
deployed orchestration and service components will share physical IT resources (e.g. servers, network
bandwidth) with pre-existing solutions? If so, practitioners would need to validate that they have analyzed the
impact on both the new and pre-existing solutions and that adequate resources exist that can meet the needs of
all solutions concurrently?

The operations staff would also need to determine whether the new solution will leverage existing services,
databases, application servers, etc. If so, the operations staff would need to validate completion of an impact
analysis for these items with respect to network/system performance, and security concerns.

5.7.2. DE2 - Allocate Physical Resources

In order to allow for deployment, it is critical that all prerequisite hardware and software resources are properly
allocated. Depending on the organizations involved and the nature of the resources to be allocated, lead times
could either be short or long.

Both the project and the data center environment dictate data center resource requirements. For example, the
project might require a cluster of servers with a certain performance capacity to meet expected demand. Data
Center policies, for certain classes of applications, might require replication of the entire environment in multiple
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geographic locations in order to provide maximum robustness and fail over contingencies to protect against a
wide range of potential production environment threats (traditional hardware failure, local climate/labor/power
concerns, threat of potential sabotage, etc.).

5.7.3. DE3 - Deploy Service(s)

In this step, the IT operations staff should make previously provisioned services available in the production
environment. Thereafter, the IT support staff will manage the services as part of the Manage and Evaluate stage
(described in Section 6).

5.7.4. DE4 -Deploy Orchestration

In this step, the IT operations staff should make previously provisioned orchestration run times available in the
production environment. Thereafter, the IT support staff will mange the orchestrations as part of the Manage and
Evaluate stage (described in Section 6).

5.7.5. DE5 - Transition

The deploy phase (specifically steps 5.6.3 and 5.6.4 above) marks a fundamental transition of services to IT
Operations Staff. From this point forward, the IT Operations Staff, interacting as needed with the Service
Stewards and Orchestration Stewards, will manage and evaluate the deployed solution. Other roles may again
come into play if the Manage and Evaluate stage recommends changes that could cause another iteration of the
SLiC process.

5.8. Exit Criteria

The following list outlines Stage 5 exit criteria:

¢ Physical resources are assigned and available to meet deployment requirements/timeframes;
e Stage questions answered or open with an acceptable risk and risk mitigation strategy; and

e Atransition plan is in place to ensure proper knowledge transfer to IT Support Staff.
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6. Stage 6 — Manage & Evaluate

Much of the Stage 6 activities focus on management and monitoring of deployed service components. The IT
support staff captures and evaluates the performance of the newly service-enabled business processes. Issues
identified in Stage 6 can initiate new service development and execution of the service lifecycle.

6.1. Objectives

Stage 6 objectives are to:

e Manage business processes as well as service versioning and usage;

e Capture and evaluate business and infrastructure events; and

o Use findings to improve the business process and service performance and to influence future service
selection and design.

6.2. Scope

All service components and composite services that TSA owns or accesses are in scope for management. TSA
will monitor, manage and version all of its owned services. TSA will also monitor externally owned services, to the
extent possible, and will escalate events to the appropriate parties.

6.3. Assumptions

This section defines Stage 6 activities under the following assumption:
e The IT Operations Staff is separate or differentiated from the IT Support Staff.

6.4. Key Roles

Key roles for process participants in Stage 6 include:
e |T Support Staff; and
e Stakeholder — Service Sponsor, Business Owner/User.

6.5. Questions Answered

Some of the questions to resolve during the Manage & Evaluate stage include:

What business process and service version(s) are in production?

What is the plan to get consumers on the same production version?

What KPls, SLAs are monitored?

What actions should be taken when KPIs bars are met or SLAs are violated?

What are the actions to resolve issues?

What are the notification/escalation procedures for each service/business process event?
How do you trace a transaction audit?
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6.6. Process Flow
The figure below illustrates the Stage 6 process flow.

Figure 12: Stage 6 process flow diagram
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Table 7: Stage 6 process description
Step # Name Description
ME1 Manage Service(s) | Orchestration management in production environments.
& Orchestration
ME2 Capture Event Capture and analysis of any event that may impact the solution (business
Information process/service). IT support staff manages both business and infrastructure
events.
ME3 Evaluate Evaluation of infrastructure events, such as system performance or security,
Infrastructure for possible corrective action.
Events
ME4 Take Appropriate Corrective action to remedy captured infrastructure events.
Action
ME5 Evaluate Business | Evaluation of business process performance through metrics and KPIs to
Events determine if a process requires attention.
MEG6 Initiate Optimization | Systematic business process improvement through iterations of SLiC process
approach (closing loop).

6.7. Process Activity
6.7.1. ME1 — Manage Service(s) & Orchestration

It is important to know what service components are in production and available to users. Consequently, tracking,
managing, and retiring service component versions in production are important functions of the Evaluate and
Manage stage. As new versions of services supplement older versions, it is probable that different segments of
the user population may be using different versions of what was once, basically, the same service. This is
sometimes appropriate, as one user group may prefer stability and backward compatibility, while another user
group requires fundamental changes to meet technical and business requirements. It is important to manage to a
known inventory of all business orchestrations and services, to plan to deprecate old versions as business needs
allow, and to remove deprecated versions of services from production once the grace period (or other agreement)
has passed. This internal housekeeping is essential to maintaining the agility and organization of an SOA
environment.
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A significant portion of the management activities will involve tracking of service use and reuse, service
performance/events, and service modifications or versions.

Although services are typically initially deployed with a known set of consumers and an expected usage pattern,
the reality is that services may be used more heavily than anticipated or in a fashion for which it was not
designed. The level of usefulness and reuse of the service shows the benefit of SOA. However, the additional
usage might compromise the performance of the service and may violate established SLAs with prior service
consumers. Part of the service portfolio management responsibility is to foresee or recognize such situations and
take appropriate preventative or corrective actions. It may be necessary to revisit the service classification based
on how service use has changed.

Some service consumers may have different SLAs with the same service.

Monitoring is another aspect of any implementation management. Without it, there is no way to proactively identify
and rectify problem or to validate that services are running as designed and planned. Persistent monitoring and
events generation, especially to identify unforeseen problems, is required for troubleshooting and record keeping.
An understanding of aggregate demand and related analysis allows an organization to better govern and manage
service usage behavior in a production environment.

6.7.2. ME2 - Capture Event Information

The IT support staff must fist capture an event, either in real time or after the fact, in order to take any action. The
event capture approach should be standard and repeatable. The three parts of event capture used in SLiC are:
Event Definition, Event Generation, and Event Capture.

Event Definition
Definition of the captured event is the first part of event monitoring. Just as event capture should be standard, the
IT support staff should also follow a standard method for event definition.

Events are grouped into two main categories: Business and Infrastructure events.

Business events can include business performance, business rule evaluation results, a successful transaction,
and other events. For example, one might want to know how a business process is performing compared to the
same time the previous day. The main KPI may be the length of time a customer service representative (CSR)
takes to resolve a call. The IT support staff may compare this business event to other business events as part of a
more elaborate business event processing and correlation effort (described further below). Identification of
business events that require capture is predominantly the responsibility of the business owners and users.

Infrastructure events can be divided into two types: audit and exception. Audit events are often recorded to track
the path or completion of transactions. Exception events usually relate an issue or violation. Exceptions can be
further divided into expected and unexpected exceptions. Though still undesirable, expected exceptions can be
handled as part of normal exception handling routines. Unexpected exceptions require more inspection and often
require human intervention.

An infrastructure issue may have a direct impact on a business process. In such a case, an infrastructure
exception event message may be generated along with a business exception event message. The IT support staff
handles business and infrastructure events differently, once captured.

Audit messages play a significant role in monitoring and management. Besides the fact that audit events may be
required as part of internal operational controls, they can help trace any transactional discrepancies that may

occur in support of business processes in an SOA. The flow of information in and out of a Service and across an
SOA can be traced as well as any changes made to payload data along the way. Audit events may also capture
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inappropriate, repeated, or attempted access to a specific service, such as a user who does not have appropriate
authorization or a Denial of Service (DoS) attack. In this instance, auditing may be used to directly and proactively
impact the health of the system.

Performance metrics are a measure of system health and a common source for infrastructure events. Consumers
often expect services to perform in a certain way through agreed-upon SLAs on key performance indicators
(KPIs) such as:

Basic availability or uptime;

Performance or response times;

Throughput; and

Quality of service.

An SLA might call for service availability of 8x5, meaning that the service can never go down during normal
business hours. The KPI would be “uptime” with a threshold of 8x5. The IT support staff would capture all outages
but would only monitor and create alerts for those inside the 8x5. Any outages outside that window might be
viewed manually to link a downtime issue observed during the SLA-agreed uptime.

Once SLAs have been defined, the IT support staff must make operations staff aware of the related KPIs and
thresholds so they can be captured for proper action. Service design standards should make metrics available to
the monitoring system or service.

Multiple SLAs could possibly be associated with one service, depending on consumer requirements.

Although the service performance is critical, additional events are required to promote the health of the system as
a whole. The IT support staff should include server, database, system, and network performance as part of
infrastructure monitoring. Additional events, such as security breaches or attacks, may be handled in a similar
fashion or by a security team working closely with the operations staff.

Event Generation

The IT support staff should define a standard event format before events can be generated. The standard format
should capture all necessary information. In the case of an exception event, for instance, the format should
capture enough information to troubleshoot the issue. Typical event information can include unique tracking ID,
time stamp, service name, and event message. The event message may not contain all pertinent data, but it
should point to it at a minimum. An example would be a truncated error description in the message with a pointer
to the specific log file containing the entire message. Any development activities should embrace the enterprise
standards. The support staff should reformat events that are not in the enterprise format (possibly as part of the
common event handling service or using an autonomous transformation service).

In the distributed SOA landscape, many sources may generate events, including, but not limited to, fine-grained
services, composite services, and business processes. The challenge is correlating an event to a specific process
or transaction that may span many distributed components.

The ideal model is to raise exceptions through layers to the overarching business process, especially in the case
of a business exception. This is not to say that individual services should not produce exception information;
practitioners should design services that allows for different composition methods. It may be that the service is
called directly and not as part of a larger process. It should, therefore, have the ability to produce proper events in
that scenario. In the larger picture, multiple services are orchestrated to support a business process. It is at the
business process level where state is maintained and business events should be raised.

Event Capture

Before practitioners can take action on an event, they must first capture and possibly reformat the event
Capturing events in a distributed system is a challenging task. Required information could come from a myriad of
sources, and messages might be tucked away in different formats and databases. This can make evaluation next
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to impossible. A central capture facility can alleviate location issues and can assist in reformatting non-standard
event messages for easier evaluation. In a SOA, this is likely to be a service in its own right.

For business events, capture tools, such as real-time dashboards provided by Business Activity Monitoring (BAM)
tools, are standard. The IT support staff may incorporate other tools for correlation of business events. Tools in
this space are referred to as Business Event Management (BEM) or Complex Event Processing (CEP) tools.

Business-specific event information is directed to stakeholders or business users. IT infrastructure or system
events related to the business process or service are directed to the IT Support Staff for resolution. Security
measures are typically in place to ensure that only certain people or roles can access certain information. For
example, an organization may want only the sales team to be able to see the sales figures reported as business
events. For critical infrastructure events, business exception events may also be raised.

6.7.3. ME3 - Evaluate Infrastructure Events

Once the support staff has captured events (typically in a common location), it can then evaluate, prioritize, and
correlate the events. The IT support staff should define standard methods for handling infrastructure events based
on event type. The support staff should also maintain SLA policies in place for handling infrastructure events.

6.7.4. ME4 — Take Appropriate Action

During the Manage and Evaluate stage, the IT Operations Staff (and others as needed) must be prepared to take
corrective action on events received. It is important to note that not all events require action. The specific actions
to be taken can be wide ranging, but the IT support staff should predetermine the action and its timing before the
release of the service into the production environment.

Regardless of the corrective action, practitioners should take care to disrupt the production environment as little
as possible. As service developers update a service, they should regression-test it to ensure that none of its
consumers will fail post update. However, this does not ensure that all consumers will be ready for the change.
The support staff should expect that certain mission-critical services will remain on the current version, even
though a consumer needs the updated functionality. Both versions will have to reside in production and will
require appropriate management for some time, until the support staff can properly migrate the mission-critical
consumer to the updated version.

In some cases, event information will be escalated and forwarded to owning or interested parties. For example,
the catastrophic failure of a mission-critical service is likely to be escalated immediately so that it receives prompt
attention. In contrast, a non-critical system briefly failing to meet one of its generic KPIs might simply be noted in a
periodic email report that is sent to key technical and managerial staff.

6.7.5. ME5 - Evaluate Business Events

While infrastructure event monitoring is more tactical in nature, business event monitoring is typically more
strategic. Within an SOA, BAM tools can give real-time visibility into the business operations at enterprise,
domain, and business process levels. Typically displayed in a dashboard, stakeholders can track business or
industry-specific KPIs of interest.

Dashboard displays can report KPIs customized for different users or user groups, displaying only pertinent
information or restricting certain information to authorized parties. For example, if a key business process, such
as issuing security badges to new employees, substantially fails to meet a key KPI goal (e.g., providing a new
badge within 3 days of submission of a valid request), appropriate parties should receive this information so they
can conduct appropriate review and investigation (even if the related services/orchestrations are in fact
meeting/exceeding their SLAs). The IT support staff can also compare events against a baseline or against
historical data in order to gain a sense of business health and performance.
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In the event of an exception condition for a transactional process, the support staff must decide how to handle
events from a processing perspective. Options might include:

e Drop transaction and roll-back;

e Continue processing; or

e Stop processing altogether.

In the case of a roll-back decision, the support staff must also consider the roll-back of atomic events at the
service level. The support staff would also need to roll back each service performed as part of the orchestrated
process.

For complex events and event correlation, rules are created to look for patterns in events that may seem
unrelated to the casual observer. These correlations may occur at a specific point in time or may occur over time.

6.7.6. MEG - Initiate Optimization

Service architects and developers may be able to use a design tool to simulate problem processes at the
business process level, if issues are identified. The optimization process should have a baseline. The two most
likely groups of baselines are those created during the Service Modeling stage of SLiC and those created after
initial deployment into the production environment.

Using the SM model, earlier stages of SLiC can answer the question of whether or not the business process
performs as originally designed or whether it yields the desired business benefit. Architects and developers can
use modeling validation as a determinant of project implementation success. If a baseline is taken at initial
deployment, the support staff can use it to identify any process degradation over time.

At this point, the service developer has identified and modeled the business process. This is also a key activity in
the first stages of SLiC. This is by design, as SLiC is intended to be used as part of a continuous lifecycle for both
new development and long term optimization and improvement.

If a business process is entering SLiC for a subsequent cycle, it is expected to use the same SLiC stages but in
an expedited manner (assuming little to no service development).

If the services in an SOA do not require development, service developers can quickly implement service re-
composition underneath the business process to support the new model.

6.8. Exit Criteria

There really is no exit from the Manage & Evaluate stage. The management of services and business processes
will continue for their lifetime. Kickoff of a new SLiC cycle may occur when a business process or service is
identified for optimization, improvement, or modification.

Services should meet the following criteria as part of a successful operations program:

e Stage questions answered or open with an acceptable risk and risk mitigation strategy;
e KPIs and SLAs have been appropriately defined and communicated;

o KPIs and SLAs are being tracked and monitored; and

e There is a notification and escalation process for business and infrastructure events.
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