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1.0 SCOPE

1.1 Identification

This Interface Requirements Specification defines the requirements for the Universal Communications Interface (UCI) for the centralized truck tracking system for the Department of Homeland Security/Transportation Security Administration (DHS/TSA).
1.2 Document Overview

This document specifies the requirements for implementing a centralized truck tracking center and for creating a non-proprietary UCI set of protocols to enable the transmission of data from all commercially available tracking systems to the centralized truck tracking center.

Section 2 defines the requirements for the UCI.

Section 3 identifies the qualification provisions that will assure each requirement from section 3 is met. 

Section 4 specifies the requirements traceability.

Section 5 contains a listing of all acronyms and abbreviations used, and their meanings.
2.0 REQUIREMENTS

2.1 Transportation Security Incidents

Per 46 USC 701 a Transportation Security Incident (TSI) is defined as a security incident resulting in significant loss of life, environmental damage, transportation system disruption, or economic disruption in a particular area.  For the Trucking Security Program, that definition is constrained to TSI’s involving hazardous materials and the trucking industry.  

The UCI is responsible for defining the message protocol to enable the transmission of TSI data from commercial truck tracking systems to the national truck tracking center.  The following table shows the expected TSI’s and the possible triggers that may cause them. 

	TSI
	Triggers

	Driver Activated Alarm
	· Hi-jack

· Other

	System Operator Activated Alarm 
	· Reported Hijack by Driver or Good Samaritan

· Reported Accident by Driver or Good Samaritan
· Reported Spill by Driver or Good Samaritan
· Reported Other by Driver or Good Samaritan



	Unexpected change in cargo status
	· Weight change

· Pressure change

· Temperature change

	Unexpected change in cargo security status 
	· Electronic lock by-passed

· Cargo door opened

	Tractor disabled 
	· Truck throttled down by system operator

· Truck ignition disabled by system operator

	Unexpected separation of a tractor from trailer
	· Trailer unexpected separated from tractor

	Unauthorized disabling of truck detection  and AVL system
	· GPS signal attenuated



	Failure of a shipment to arrive within a specific period around the estimated time of arrival
	· Shipment overdue by predefined minutes

	Unauthorized use of tractor
	· Unauthorized use of tractor

	Deviation of a shipment from its expected route
	· Shipment off route by predefined miles

	Special Truck Tracking event
	· Extreme HAZMAT Shipment

· TSA tracking request



	Geo-Fence Violation
	· Truck enters/exits Unclassified Geo-Fence

· Truck enters/exits Classified Geo-Fence 

	Accident
	· Auto-detection of Crash

· Auto-detection of Rollover


2‑1 : List of TSI's and the Events that Trigger Them
The UCI message protocol shall define messages to enable commercial truck tracking systems to transmit TSI alerts to the centralized truck tracking center for the following types of TSI alerts:

1. Driver activated alarm

2. System operator activated alarm

3. Unexpected change in cargo status

4. Unexpected change in cargo security status

5. Tractor disabling

6. Unexpected separation of a tractor from its trailer

7. Unauthorized disabling of truck tracking and AVL system

8. Failure of a shipment to arrive within a specific period around the estimated time of arrival

9. Unauthorized use of a tractor 

10. Deviation of a shipment from its expected route 

11. Special Truck Tracking event 

12. Geo-Fence Violation 

13. Accident 
2.2 UCI Functionality Requirements

Systems connecting to the centralized truck tracking center need to implement the UCI.  Implementing the UCI requires meeting functional and data requirements.  This section defines the functional requirements for the UCI as per the National Transportation Communication for ITS Protocol (NTCIP) Application Profile for XML Message Encoding and Transport in ITS Center to Center Communications (NTCIP-C2CXML).  

NTCIP-C2CXML defines the solution to C2CXML by three profiles: Web Services Description Language (WSDL) requirements, Message Encoding and Message Transport.  NTCIP-C2CXML further defines sub profiles that allow WSDL requirements to be developed covering combinations of message encoding and message transport.  The centralized truck tracking center will implement the Simple Object Access Protocol (SOAP) over Hyper Text Transfer Protocol over Secure Socket Layers (HTTPS) sub profile.

The WSDL resides at the central truck tracking center and it defines the messages that the center is capable of receiving.  This definition provides a method name and its parameters.  The parameters are XML objects.  An XML schema will define the format of the XML objects.

The centralized truck tracking center will implement basic authentication to verify the identity of a sending system and mutual authentication for message encryption.  Basic authentication is based on the Internet Engineering Task Force (IETF) specification and requires the sending center to provide a username and password to access the receiving system.  Mutual authentication is also based on an IETF specification and requires a sending center to send a digital certificate to the centralized truck tracking center before it can transmit a message.  The centralized truck tracking center verifies that certificate and sends an acknowledgement back to the sending center.  The sending center then encrypts its message based on information provided by the digital certificate.  

2.2.1 Centralized Truck Tracking Center UCI Functional Requirements

The developer of the centralized truck tracking center shall:
1. Provide a WSDL to define the interface to the truck tracking system

2. Provide an XML schema to define the objects made available by the WSDL

3. Provide a username and password for each system that it can receive data from

4. Provide a digital certificate to be used by sending centers to encrypt the messages

2.3 UCI Data Requirements

The UCI provides the means for commercial truck tracking centers to transmit TSI data to the national truck tracking system.  Any system implementing the UCI must be capable of transmitting a core set of critical data for each type of TSI.

The UCI also provides the ability to communicate with a risk assessment system or with a Government intelligence system.  Any system that would like to communicate intellgence/risk information will need to implement the messages defined by the UCI.

2.3.1 Centralized Truck Tracking Center UCI Data Requirements

For each type of TSI alert received by the centralized truck tracking center, the UCI shall define messages that provide for:
1. An incident identifier

2. -deleted-
3. The location of the truck in latitude/longitude format

4. Cargo manifest data as per 49 CFR Part 172

5. An indicator as to whether a TSI is a test or not

6. An indication of the current status of a TSI

7. An indicator that an incident is closed
2.3.2 Centralized Truck Tracking Center UCI Risk Assessment/Intelligence Data Requriements

For the exchange of alerting information, the UCI shall define messages that provide:
1. An incident identifier
2. The threat level being reported
3. The type of threat being reported
4. Recommendations on how to deal with the threat

5. The ability to indicate the threat has been addressed

3.0 QUALIFICATION PROVISIONS

This section defines the qualification method to be used to ensure that the requirement in section 3 has been met.  Qualification methods may include:

a. Demonstration: The operation of interfacing entities that relies on observable functional operation not requiring the use of instrumentation, special test equipment, or subsequent analysis.

b. Test: The operation of interfacing entities using instrumentation or special test equipment to collect data for later analysis.

c. Analysis: The processing of accumulated data obtained from other qualification methods. Examples are reduction, interpretation, or extrapolation of test results.

d. Inspection: The visual examination of interfacing entities, documentation, etc.

e. Special qualification methods: Any special qualification methods for the interfacing entities, such as special tools, techniques, procedures, facilities, and acceptance limits.]

	Requirement No.
	Requirement
	Qualification Method

	UCI-3.1.1
	Transmission of alert for a driver activated alarm
	Demonstration, Test

	UCI-3.1.2
	Transmission of alert for a system operator activated alarm
	Demonstration, Test

	UCI-3.1.3
	Transmission of alert for an unexpected change in cargo status
	Demonstration, Test

	UCI-3.1.4
	Transmission of alert for the disabling of a tractor
	Demonstration, Test

	UCI-3.1.5
	Transmission of alert for detection of truck off route
	Demonstration, Test

	UCI-3.1.6
	Transmission of alert for the unexpected separation of a tractor from its trailer
	Demonstration, Test

	UCI-3.1.7
	Transmission of alert for the unauthorized disabling of a truck tracking and AVL system
	Demonstration, Test

	UCI-3.1.8
	Transmission of alert for the failure of a shipment to arrive within a specific period around the estimated time of arrival
	Demonstration, Test

	UCI-3.1.9
	Transmission of alert for the unauthorized use of a tractor
	Demonstration, Test

	UCI-3.1.10
	Transmission of alert for the deviation of a shipment from its expected route
	Demonstration, Test

	UCI-3.1.11
	Transmission of an alert for a special truck tracking event
	Demonstration, Test

	UCI-3.1.12
	Transmission of an alert for a Geo-fence violation
	Demonstration, Test

	UCI-3.1.13
	Transmission of an alert for an accident
	Demonstration, Test

	UCI-3.2.1.1
	Central truck tracking center provides a WSDL
	Inspection, Test

	UCI-3.2.1.2
	Central truck tracking center provides an XML schema
	Inspection, Test

	UCI-3.2.1.3
	Central truck tracking center provides a username and password for each connecting system
	Inspection

	UCI-3.2.1.4
	Central truck tracking center provides a digital certificate for each connecting system
	Test

	UCI-3.3.1.1
	Interface accepts an incident identifier
	Demonstration, Test

	UCI-3.3.1.2
	-deleted-
	

	UCI-3.3.1.3
	Interface accepts truck location
	Demonstration, Test

	UCI-3.3.1.4
	Interface accepts cargo manifest data
	Demonstration, Test

	UCI-3.3.1.5
	Interface accepts test message indicator
	Demonstration, Test

	UCI-3.3.1.6
	Interface accepts incident status
	Demonstration, Test

	UCI-3.3.1.7
	Interface accepts closing of incident
	Demonstration, Test

	UCI-3.3.2.1
	Interface accepts an incident identifier
	Demonstration, Test

	UCI-3.3.2.2
	Interface accepts the threat level being reported
	Demonstration, Test

	UCI-3.3.2.3
	Interface accepts the type of threat being reported
	Demonstration, Test

	UCI-3.3.2.4
	Interface accepts recommendations on how to deal with the threat
	Demonstration, Test

	UCI-3.3.2.5
	Interface provides the ability to indicate the threat has been addressed
	Demonstration, Test


3‑1 : Requirement Qualification Table

4.0 REQUIREMENTS TRACEABILITY

The following table shows the traceability between the System/Subsystem Specification (SSS) and this IRS document.
	Requirement No.
	Requirement
	SSS Requirement No.

	UCI-3.1.1
	Transmission of alert for a driver activated alarm
	SSS-3.2.3.1.1

	UCI-3.1.2
	Transmission of alert for a system operator activated alarm
	SSS-3.2.3.1.1

	UCI-3.1.3
	Transmission of alert for an unexpected change in cargo status
	SSS-3.2.3.1.1

	UCI-3.1.4
	Transmission of alert for the disabling of a tractor
	SSS-3.2.3.1.1

	UCI-3.1.5
	Transmission of alert for detection of truck off route
	SSS-3.2.3.1.1

	UCI-3.1.6
	Transmission of alert for the unexpected separation of a tractor from its trailer
	SSS-3.2.3.1.1

	UCI-3.1.7
	Transmission of alert for the unauthorized disabling of a truck tracking and AVL system
	SSS-3.2.3.1.1

	UCI-3.1.8
	Transmission of alert for the failure of a shipment to arrive within a specific period around the estimated time of arrival
	SSS-3.2.3.1.1

	UCI-3.1.9
	Transmission of alert for the unauthorized use of a tractor
	SSS-3.2.3.1.1

	UCI-3.1.10
	Transmission of alert for the deviation of a shipment from its expected route
	SSS-3.2.3.1.1

	UCI-3.1.11
	Transmission of an alert for a special truck tracking event
	SSS-3.2.3.1.1

	UCI-3.1.12
	Transmission of an alert for a Geo-fence violation
	SSS-3.2.3.1.1

	UCI-3.1.13
	Transmission of an alert for an accident
	SSS-3.2.3.1.1

	UCI-3.2.1.1
	Central truck tracking center provides a WSDL
	SSS-3.2.3.1.7

	UCI-3.2.1.2
	Central truck tracking center provides an XML schema
	SSS-3.2.3.1.7

	UCI-3.2.1.3
	Central truck tracking center provides a username and password for each connecting system
	SSS-3.2.3.1.8

	UCI-3.2.1.4
	Central truck tracking center provides a digital certificate for each connecting system
	SSS-3.2.3.1.8

	UCI-3.3.1.1
	Interface accepts an incident identifier
	SSS-3.2.3.1.9

	UCI-3.3.1.2
	-deleted
	

	UCI-3.3.1.3
	Interface accepts truck location
	SSS-3.2.3.1.9

	UCI-3.3.1.4
	Interface accepts cargo manifest data
	SSS-3.2.3.1.9

	UCI-3.3.1.5
	Interface accepts test message indicator
	SSS-3.2.3.1.10

	UCI-3.3.1.6
	Interface accepts incident status
	SSS-3.2.3.1.12

	UCI-3.3.1.7
	Interface accepts closing of incident
	SSS-3.2.3.1.12

	UCI-3.3.2.1
	Interface accepts an incident identifier
	SSS-3.2.3.1.12

	UCI-3.3.2.2
	Interface accepts the threat level being reported
	SSS-3.2.3.1.12

	UCI-3.3.2.3
	Interface accepts the type of threat being reported
	SSS-3.2.3.1.12

	UCI-3.3.2.4
	Interface accepts recommendations on how to deal with the threat
	SSS-3.2.3.1.12

	UCI-3.3.2.5
	Interface provides the ability to indicate the threat has been addressed
	SSS-3.2.3.1.13


4‑1 : IRS to SSS Requirements Traceability Table
5.0 NOTES

5.1 Acronyms

The following table contains all of the acronyms used in this document.

	Acronym
	Meaning

	AVL
	Automatic Vehicle Location

	C2CXML
	Center-to-Center XML

	CFR
	Code of Federal Regulations

	DHS
	Department of Homeland Security

	GPS
	Global Positioning System

	HAZMAT
	Hazardous Materials

	HTTPS
	Hyper Text Transfer Protocol over SSL

	IEEE
	Institute of Electrical and Electronics Engineers

	IETF
	Internet Engineering Task Force

	ITS
	Intelligent Transportation Systems

	NTCIP
	National Transportation Communications for ITS Protocol

	SOAP
	Simple Object Access Protocol

	SSL
	Secure Socket Layers

	SSS
	System/Subsystem Specification

	TSA
	Transportation Security Administration

	TSI
	Transportation Security Incident

	UCI
	Universal Communication Interface

	WDSL
	Web Service Description Language

	XML
	eXtensible Markup Language


5‑1 : List of Acronyms
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