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Outline

Instructor’s Guide
Since the terrorist attacks of September 11, 2001, there have 

been a number of security-related laws issued for motor carriers by 

the federal government, including:

Credentialing and Threat Assessments - 49 Code of Federal 	
	 Regulation (CFR), Part 1570 and 1572 issued by the 		
	 Department of Homeland Security’s Transportation Security 	
	 Administration.

49 CFR, Part 172, and Subpart I - Security Plans 		
	 issued by the Department of Transportation’s Pipeline      		
	 and Hazardous Materials Safety Administration.

In the wrong hands, hazardous materials (HAZMAT) pose a 

significant security threat, particularly those that could be used 

as weapons of mass destruction. Motor carriers, who transport 

placarded amounts of hazardous materials, are required to develop 

a plan to address the security risks related to the transportation 

of HAZMAT in accordance with 49 CFR Part 172.802. To do 

so, motor carriers should begin with a security assessment of their 

operation. The security assessment will analyze potential security 

threats and identify security risk control points. Risk control points 

are places in the transportation process where action can be taken 

to improve procedures or to better secure the operation. The TSA’s 

Security Action Items (SAIs) address these risks with suggested 

countermeasures that companies can implement to improve security 

throughout the HAZMAT transportation process.

Review the applicable regulations by clicking on the Hazardous 

Material Regulations icon found in the lower left-hand corner of the 

“TSA Security Action Item Training” CD-ROM.
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overview
This course will teach you about these Security Action Items (SAIs) 

and how you can implement them into your daily operations. 

Adoption of these measures is voluntary, but is suggested by the 

TSA. The efficient operation of our critical interstate and intrastate 

highway system requires a uniform nationwide approach to highway 

motor carrier security. The voluntary security practices in this course 

have been developed with the help of private sector industry partners 

and federal agencies to create a more secure transportation network 

in the United States. Through its process of gathering security 

information, the TSA identified common security practices within the 

hazardous material motor carrier industry. While there are mandatory 

security regulations in place for hazardous material motor carriers, 

the TSA developed these SAIs as an added security measure. The 

SAIs are designed to give highway motor carriers the ability to 

adopt measures best suited to their particular circumstances. The 

TSA recommends that motor carriers that adopt these SAIs include 

them in their pre-existing security programs and practices, as long 

as those programs are consistent with existing regulations, laws and 

directives.

Who is this Course designed for?
Security has always been an important issue for motor carriers 

who transport HAZMAT.  Attention to security efforts will protect 

company employees, the community, and keep the transportation 

of HAZMAT operational.  This course is designed for HAZMAT 

manufacturers, shippers, and motor carriers.

Outline
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Who is this Guide designed for?
This guide is designed for users who will be leading the “TSA 

Security Action Item Training” program.  The training program 

leader will be able to use this guide to:

Present the technical content

Facilitate discussions

Answer questions or provide referrals to other HAZMAT 		
	 professionals or references

What Does the Guide Include?
The guide provides an approach to delivering the “TSA Security 

Action Item Training” program.  The course can be delivered as 

a self-study training program or a traditional training program. 

A self-study training option is available for situations in which 

instruction by a program leader is not feasible. A traditional training 

option allows the participants to discuss the course content and 

share ideas that will help them integrate and apply concepts with 

the training program leader. In addition, they will benefit from the 

leader’s expertise and experience.
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Overview

Planning and Preparation 
Planning and preparing are essential components of successful 

training. As a training program leader, you should provide an 

effective learning climate (i.e., relationships, context, structure, and 

process).  This means you are responsible for playing a central role 

in the process of cultivating and maintaining a climate in which 

colleagues are working, learning, and accomplishing together.  

Planning
Planning involves identifying all the tasks and sub tasks that must 

be accomplished prior to conducting the training in order for it to 

be successful.  In addition, planning involves producing a detailed 

list of all the elements that affect the training session and then 

addressing all those items. This ensures that focus will be placed on 

the training.

Preparation
As the training program leader, you are responsible for preparing 

all the materials prior to the training program start-up. To prepare 

for the training, you must focus on the facility, the audience, and 

yourself.
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Facility

Facility preparation entails establishing a point-of-contact with 

the appropriate facilities personnel to determine accessibility, 

hours, parking, restrooms, phones and faxes, thermostat locations, 

availability of equipment, and information technology support.  

On the day of the training, ensure that the room is set up to 

maximize involvement and comfort.  Make sure to seat participants 

so that eye contact among them is automatic.  In addition, ensure 

that there is plenty of table space for all the equipment and 

materials.  Finally, check the temperature, lighting, and ensure that 

any aids are in the appropriate sequence and easily accessible to you 

during the training.  Be sure to facilitate the participants’ work to 

ensure the best possible learning experience by doing the following:

Ensure that you have enough copies of the course materials 	
	 and resources such as a computer and projector. During the 	
	 training, help the participants get started by providing a 		
	 short overview of the course content.

Monitor each participant’s involvement throughout the course.  	
	 Be available as a resource to answer questions and to provide 	
	 more information as needed.

Ensure that all the participants get involved in the group 		
	 exercise at the end of the lecture. This exercise will help 		
	 the participants apply what they have learned on the job
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Organizing

Audience
In preparing your audience, you should choose a time and location 

for the training. Consider the participants’ work schedules, as 

well as a location that offers an adequate training facility.  Notify 

participants in writing about the training at least two weeks ahead of 

time. In addition, send them a brief overview of the training and the 

learning objectives.  

training program Leader

As the training program leader, you must prepare yourself.  If you 
are presenting this training for the first time, it is a good idea to:

Familiarize yourself with the content and flow of the course by 	
	 reviewing the Training Program Leader’s Guide.

Familiarize yourself with the self-study program by viewing 		
	 the interactive course on the CD-ROM entitled “HAZMAT 		
	 Motor Carrier Security Action Item Training.”

Familiarize yourself with the student materials by reviewing 		
	 the Student Manual on the “HAZMAT Motor Carrier Security 	
	 Action Item Training” CD-ROM.

Prepare yourself for the training by reviewing the checklist 		
	 in Appendix A. Be aware that checklists may include some 		
	 tasks which may not apply to your specific situation.  In 		
	 that case, disregard the tasks that do not apply.  In addition, 	
	 you may want to practice your delivery and allow a colleague 	
	 to observe you and give you feedback.  Thorough preparation 	
	 will help your training session to run smoothly and will 		
	 contribute greatly to a good learning experience for everyone.
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Teaching Tips

As a training program leader, your role is to set the stage for 
learning and creating an interactive environment.  

Demonstrate a sincere desire to help the participants achieve 	
	 their potential.

Be a role-model. Project the attitudes and behaviors you want 	
	 the participants to adopt.

Encourage questions and open discussion.

Draw on the group’s experience to solve problems and     		
	 answer questions.

Offer to find information resources for any questions you can	
	 not answer yourself.

Share personal experiences and best practices to stimulate 		
	 discussion and illustrate key points.

Maintain eye contact with the group during discussions

You will find with any training classes you deliver, the personality 

of the individual audience members will add a challenge to your 

delivery.  Here are some of the more common personality types you 

will encounter and how you can best deal with them.

The “Over-Participator” or “Know-It-All”
These people may dominate the discussion and/or try to give advice 

to other participants.  These individuals comment too frequently 

and tend to dominate the discussion. They tend to comment first 

on each issue and can sometimes comment again after someone 

else has offered a comment.  You do not want to discourage their 

enthusiasm or passion; however, you want to allow for others to be 

able to comment freely.

Use nonverbal signals such as avoiding direct eye contact, directing 

questions toward others, and moving away from that person and 

toward someone else who has not contributed.
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The “Needy”
These people have more concerns than can be accommodated 

in the time permitted.  Their needs may be too extensive or 

complicated.  While empathizing and addressing the concerns that 

you can, you may need to gently remind the person that you have 

limited time to cover all of the material and allow for others to share 

their stories and questions.

The “Rambler”
These individuals have a need to be heard and are unaware that 

they repeat their points. They also have a tendency to digress 

from the main content points being discussed.  They can be very 

passionate about their specific circumstance and can become 

emotional.

As with the needy, you many need to gently remind the rambler 

that you have limited time to cover all of the material and allow for 

others to share their stories and questions.

The “Antagonist”
These individuals tend to be argumentative or hostile throughout 

the session.  It is important that their behavior or comments do not 

diminish others’ willingness or opportunity to be heard.  Also, some 

people can be viewed as hostile by the tone of their voice or body 

language, but may be very open to the content and to participating 

in the group.

It is important not to be brought down by the antagonist; use an 

open tone of voice and body language when commenting to the 

antagonist. Consider redirecting the comment or question to the 

larger group so that more people can be involved in keeping the 

discussion positive.

Organizing

The Training Program [continued] 
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Organizing

The Training Program [continued] 
Discussion point
Here are some tips to help you prepare to meet the challenges of 

handling a diverse group of participants. 

Dialogues on topics, such as “terrorist activities” and “potential 

attacks and their aftermath,” often bring forth conflicting views based 

on religion and politics. Grief, anger, anxiety, and fear are natural 

human responses in times of crisis, and how we think and feel about 

events depends on our values, religious beliefs, and political views.  

There may be participants directly impacted with life-altering losses.  

It is the facilitator’s responsibility to be as prepared as possible to 

handle the range of participant styles and emotions and to know 

when to change directions. It also is helpful to understand your own 

feelings first so that you can truly facilitate the discussion without 

letting issues or participants trigger an emotional response from you.
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Overview
The goal of the training program is to serve as a self-evaluation 

resource that will encourage and guide the voluntary use of the SAIs 

throughout the HAZMAT community to help achieve more effective 

and efficient control of risks, now and into the future.  An important 

goal for this initiative is to provide a means to help all HAZMAT 

employees identify and address areas of risk where the SAIs may 

be appropriate for adoption.  The training provides a structured 

approach to identify and implement actions to reduce risk and 

whose costs are justified by their risk reduction benefits.  

Elements
This training program closely mirrors the “HAZMAT Motor Carrier 

Security Action Item Training” CD-ROM, which provides a basic 

understanding of the SAIs.  The training program is made up of the 

following modules:  

Introduction 

General Security

Personnel Security

Unauthorized Personnel

En Route Security

My Role in Hazmat Security 

There will also be time for questions and a short final review at the 

end of the course.  The total training is 2 hours, allowing for a 5-

10 minute break halfway through.

In addition to the PowerPoint files there are additional 		
	 resources such as Attachment 1 to Appendix A:  Security 		
	 Action Items Guidance for Motor Vehicle Hazmat Employees 	
	 other than Motor Vehicle Drivers and a variety of source 		
	 information available online (web site addresses are given in 	
	 this manual).
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Section 1 Introduction 
Once all the participants have arrived, introduce yourself and any 

supporting training program leaders.  Next, ask the participants to 

introduce themselves and establish why the participants are there.  

You may save time by asking the participants to sign in before the 

training starts or pass the sheet around while people are introducing 

themselves.  Then, collect the sign-in sheet after everyone has 

signed in.

Begin by discussing the following points when introducing yourself 
and any supporting training program leaders:

Give your name and the name of any support colleagues 		
	 present.

Discuss your professional and personal experience.

Tell the participants about your educational background if 		
	 relevant.

Describe your current work as it relates to the training. 

Cover logistical information such as the importance of turning 	
	 off any phones or other electrical devices, and explain where 	
	 the restrooms and designated smoking areas are located. 

Allow trainees to briefly introduce themselves and to state 		
	 their job function.

The remaining part of the introductory section is to define some of 
the key terms that will appear in the training.

These terms are:

Highway Critical Infrastructure

Highway Security Sensitive Materials (HSSMs)

Hazardous Material (HAZMAT)

Highway Transportation Sector Employer/Employee
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Section 2 General Security
Introduce General Security as the first of 4 distinct Security Action 

Item categories:

General Security

Personnel Security

Unauthorized Access

En Route Security

Be familiar with 49 CFR Part172, Subpart I. Review security 

practice recommendations from the various organizations.  Material 

is available from the individual organizations web sites.

www.tsa.gov/highway

www.fmcsa.dot.gov

www.phmsa.dot.gov

www.americanchemistry.com

www.chlorineinstitute.org

www.cargosecurity.com

www.security-int.com

By the end of this section, trainees will have an awareness of:

The need for security assessment review to identify 		
	 appropriate Security Action Items for implementation

Security practice recommendations

Accountability procedures and inventory control

Protecting business and security critical information
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Section 3 Personnel Security
Familiarize yourself with Attachment 1 to Appendix A of the SAIs 

(Attachment A-1) as referenced by CD-ROM

By the end of this section, trainees will have an awareness of:

Driver requirements – specifically a commercial driver’s 		
	 license with hazmat endorsement as required by 49 CFR 		
	 1570 and 1572

Background security checks

Attachment A-1 identifying scope and recommendation for 	
	 performing background checks

Security awareness training for employees

TSA Motor Carrier Security Self-Assessment Training and 		
	 additional employer specific training

Section 4 Unauthorized Access
Familiarize yourself with types of access control systems.  If possible 

collect images of the different types and describe them on screen.  If 

you have an ID card that belongs to you but is out of date, pass it 

around the class.  Does anyone notice it’s expired, even though it’s 

clearly you in the photograph?

By the end of this section, trainees will have an awareness of the 
need for:

Access control systems for drivers

Access control systems for incidental transport facilities

This will be about the halfway point.  Offer a short bathroom break, 
no more than 5-10 minutes.
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Section 5 En Route Security
This is the longest individual section. Familiarize yourself with 

the “Users Guide on Security Seals for Domestic Cargo”, on the 

“HAZMAT Motor Carrier Security Action Item Training” CD-ROM, 

also available by emailing a request to highwaysecurity@dhs.gov. 

You should also be aware of examples of tracking systems and other 

technologies demonstrated in this section.

By the end of this section, trainees will have an awareness of:

Communication plans including standard operating procedures

Primary and secondary security systems for trucks and trailers

Seal/lock programs to prevent theft and sabotage

High alert level protocols and the DHS Advisory System

Security inspection policy and procedures

Reporting policy and procedures

Shipment pre-planning, advance notice of arrival and receipt 	
	 confirmation procedures

Pre-route planning

Security for trips exceeding regulated driver hours

Dedicated trucks, tractor activation and panic button capability

Tracking systems

Upon completion of this section, review it because of the length and 
invite questions and comments.

Section 6 My Role in HAZMAT Security
This is the interactive portion of the CD-ROM.  You should be 

familiar with the different choices to be made in the exercise 

and the subsequent outcomes.  Use the HAZCO exercise button 

located on the home screen to be taken directly to the HAZCO 

exercise.  Go through the exercise on screen.  You are controlling 

the mouse, but the trainees should control the decision making.                                                                    

Tempt them into making the wrong decision from time to 

time and see the consequences of their actions.
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Section 7 Summary and Review
Spend 3-5 minutes summarizing and reviewing the course and 

invite questions for the final time.  The students will then be given 

the final review. The final review consists of 10 questions taken 

from the “HAZMAT Motor Carrier Security Action Item Training” 

CD-ROM.  Because the CD-ROM version simply supplies the 

answers, this final review should be administered very informally. 

Trainees may use their handouts to answer the questions and they 

may mark their own papers when you go through the answers 

at the end.  If you are running a little short on time you may go 

through the final review questions with the class as part of the 

review.  Simply read each question out and invite a show of hands 

for each potential answer and briefly discuss the correct answer.  

You may print training certificates from the file on the CBT.  It is 

located in the IG tab with this guide.  Fill in the student’s name and 

training date before printing.  You should also make a copy for the 

employee’s training records, annotating the instructor’s name and 

training location, in accordance with company policy, to meet the 

DOT training documentation requirements.
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WAYS TO INVOLVE PARTICIPANTS
The following is a list of ways to involve the participants when you 
prepare to deliver this training:

Explain the purpose and importance of the training.

Review the agenda with the participants.

Treat the participants with respect.

Speak clearly.

Use natural facial expressions and gestures to reinforce your 
message.

Move around the room, checking on the participants’ 		
	 progress.

Make eye contact, smile, and nod naturally.

Vary voice tone and volume.

Allow time for questions.

Show enthusiasm.

Use appropriate humor to maintain rapport.

Encourage discussion.

Cover all the material.

TRAINING ROOM CHECKLIST		
Is the room isolated enough to minimize interruptions?

Is the room at a comfortable temperature?

Can you adjust the lighting for different visual aids?

Are there enough chairs?

Are the chairs comfortable?

Are there writing surfaces for the participants?

Are coffee and other refreshments available?

Do you have all audio-visual equipment you need, including  
	 extension cords?

Does everything work appropriately?

Do you have flip charts, markers, etc.?
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Appendix A

Training Checklist 
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1.	W hat are Security Action Items or SAIs?	
	 A.	 TSA recommended voluntary security practices.

	 B. 	 Mandatory Department of Transportation security practices.

	 C.	 Voluntary security practices for the United Nations.

	 D. 	OSHA required actions in case of a terrorist threat.

2.	W hat are the four categories of 
Security Action Items?	
	 A.	 General Liabilities, Personnel Security, Unauthorized Move, 	
		  and En Route Reaction.

	 B. 	 General Security, Personnel Growth, Unauthorized Passport, 	
		  and En Route Safety.

	 C.	 General Security, Personnel Security, Unauthorized Access, 	
		  and En Route Security.

	 D. 	Hazardous Materials, Tier 1 HSSM, Tier 2 HSSM, and 		
		  Security

3.	W hich of the following actions relates to      
General Security?
	 A.	 En Route Security

	B . 	 Security Assessment and Security Plan Requirements

	 C.	 High Alert Level Protocols

	 D. 	Hazardous Materials Transportation

4.	W hich of the following actions relates to        
Personnel Security?
	 A.	 Security Awareness Training for Hazmat Employees

	 B. 	 High Alert Level Protocols

	 C.	 Security Assessment

	 D. 	Locking the Vehicle Door

5.	W hich of the following actions       
relates to Unauthorized Access?
	 A.	 Meeting Rest Period Requirements

	 B. 	 Establish Communication Access Plan

	 C.	 Background Checks

	 D. 	Access Control System for Facilities

6.	W hich of the following actions       
relates to En Route Security?
	 A.	 Performing an inventory

	 B. 	 Obtaining a valid Commercial Driver’s License

	 C.	 Panic Button Capability

	 D. 	Security Awareness Training

7.	 Should the company security plan be 
posted and distributed widely?
	 A.	 No, it is a sensitive document as defined 	
		  in Title 49 CFR 172.802(b) and should be 	
		  safeguarded.

	 B. 	 Yes, according to 49 CFR 172.802(b), the 	
		  more people that see it, the better.

	 C.	 Yes, it will be posted to the world wide web.

	 D. 	No, only the company president shall write it 	
		  and keep it locked in a file cabinet.
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8.	W hich is a correct role of a hazmat driver       
regarding implementation of the company security 
plan?
	 A.	 They have no role in the company security plan. 

	B . 	 Supervising loading and unloading of hazmat loads,       	
		  conducting vehicle security inspections, and reporting        	
		  security incidents or suspicious behaviors.

	 C.	 Checking paper work for their load and    			 
		  making any corrections.

	 D. 	Only reporting suspicious behaviors.

9.	 Do all employees have a role in implementing  
the Security Action Items?
	 A.	 Yes, all employees are affected by and may have specific 		
		  roles as determined by management.

	 B. 	 No, only the driver and supervisor.

	 C.	 Yes, but they can decide what their role will 			 
		  be in different circumstances.

	 D. 	No, only the important employees.

10.	 Do all Security Action Items apply to every   
company?
	 A.	 No, only those that transport food products.

	 B. 	 Yes, all transportation companies.

	 C.	 Yes, except for those with more than 20 employees.

	 D. 	No, Security Action Items apply to companies that are 		
		  transporting specific hazmat products and are identified in 	
		  the TSA SAI guidance documents.


