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OVERVIEW
INTRODUCTION

In fiscal year (FY) 2006, the Transportation Security Administration (TSA) announced
opportunities for general perimeter securily enhancement projects at airports with typical
configurations and existing barriers, such as fencing and concrete barricades. The announcement
requested information from airport authorities on existing airport perimeter security
vulnerabilities and proposals to mitigate those vulnerabilities through the inventive use of
available technologies at intended perimeter access points (such as vehicle gates), perimeter
boundaries, and terminals.

In FY 2008, TSA reissued the Airport Perimeter Security (APS) announcement to all airports,
along with a second announcement addressing small to medium-sized airports with few or no
barriers around their perimeters. The second announcement was for the Virtual Perimeter
Monitoring System (VPMS) project intended to test a more elaborate solution that would better
fit a smaller airport. The VPMS solution was developed by the Navy.

TSA requested airports provide white papers explaining the security deficiencies to be addressed
and proposals, including technologies to be deployed and full life-cycle project cost estimates.
65 airports responded to the FY 2006 request and 35 airports responded to the FY 2008 requests.
The airports proposed projects of varying complexity, from installation of a single piece of
equipment to sophisticated, integrated systems.

Six airports were selected in FY 2006 to participate in the APS projects. In FY 2008 and 2009,
TSA selected six additional airports for participation in APS and three airports for VPMS
projects.

The attached report covers the test results of onlv one of the 15 total test sites. TSA plans to
release each report singularly as the test results are completed and made available.
IMPLEMENTATION

This project pertained to the evaluation of the Senstar Corp. OmniTrax® buried cable

intrusion detection system installed at Ronsld Reagan Washington Nalmnal Airport
(DC. ’\) Thm bun-:-d cable detectmn system was mqtallod to pt f_‘lvu_']

OmniTrax with its existing C-+ egis2 operator programs. The final product

relayed information across both systems, however the end user controlled the
OmniTrax via the Aegis2, which security personnel in the Public Safety
Communiecation Center (PSCC) used to monitor security throughout the airport.




National Safe Skies Alliance (Safe Skies) provided independent verification and validation
(IV&V) services and operated along with airport authonties to verify that the intelligent
video/neural networking solution enhancements met the airport’s security expectations. The
IV&V was concluded January 28, 201 1.

The Safe Skies Lead Test Engineer (LTE) generated a site survey document based on a
preliminary survey of the locations prior to the deployment of the security technology
improvements. The LTE developed operational testing procedures used as the basis for
determining if the system met the security requirements of DCA airport authorities.
Representatives of TSA, Safe Skies, and DCA convened to discuss and verify the system
requirements prior to the implementation of evaluation procedures. The resulting operational
data was analyzed by the Safe Skies statistical team and combined with the site survey
information to generate the final report.

SUMMARY

From the data presented in the final report, it is clear that the intelligent video/neural networking
solution had a positive effect on the DCA perimeter security efforts.

Installation of the OmniTrax was an intensive process, requiring trenching and additional power and
communications infrastructure throughout the farthest regions of the facility. Integration of the
OmniTrax into the existing subsystems, C+Cure and Aegis2, proved to be less intensive, and was
reported by DCA and dispatch personnel as being a smooth transition.

The integration of OmniTrax with the existing access control systems minimized the adverse impact
the end user might have faced in learning to use a new system interface. Rather than teach a new
system to all end users, the existing software (C+Cure and Aegis2) continued to be the primary
source of information, and the output from the OmniTrax was modified and incorporated into those
software packages.

At the time of the evaluation, only senior operations staff and equipment maintenance personnel had
been briefed on the OmmTrax software. All others use continued to use the existing alarm protocols
of the existing systems.




DHS/TSA
2600.02.01.11-024

Airport Perimeter Security (APS)
Program — DCA - Operational Test
and Evaluation Report

COPYRIGHT © 2011 Nafional Safe SkesAlliance, Ing,

ALL RIGHTS RESERVED

Project Performed by:

MNational Safe Skies Alliance, Inc.
110 McGhee Tyson Boulevard
Suite 201

Alcoa, TN 37701

Safe Skies Author(s)

John Hunsucker
Jeff Vanvactor

Project Performed for:

U.S. Dept. of Homeland Security
Transportation Security Administration
601 S. 12" Street

Mail Stop TSA-16

Arlington, VA 22209

TSA Technical Review Team

Charles Kelley
John Nestor

Project Funded by:

Federal Aviation Administration
William J. Hughes Technical Center
Acquisition & Grants Team, AJA-4730
Atlantic City Int'l Airport, NJ 08405

FAA Technical Monitor
Jim Patterson

April 2011

Final Report




NOTICE

This document i disseminated under the sponsorship of the U.S. Department of Homeland
Security in the interest of information exchange. The United States Government assumes no
hability for the contents or use thereof. The United States Government does not endorse products
or manufacturers. Trade or manufacturers’ names appear herein solely because they are
considered essential to the objective of this report.

COPYRIGHT © 2011 National Safe Skies Alliance, Inc.

ALL RIGHTS RESERVED. No part of this work may be reproduced, transcribed, or used in any
form or by any means—graphic, electronic, or mechanical, including photocopymg, recording,
taping, Web distribution, or information storage and retrieval systems—without the prior written
permission of the publisher.

For permission to use material from this text or program, submit a request to National Safe Skies
Alliance by email at safeskies(@sskies.org.




Technical Report Documentation P“EL

1. Heport M. 2. Government Accession Mo,

DHS/TSA—11-024

3. Hecipient™ Catalog No

4. Title and Subtitle
Airport Perimeter Security (APS) Program - DCA - Operational Test and Evaluation
Report

5. Report Date

April 2011
6. Performing Organimition Code

7. Anthor
John Hunsucker, Jeff Vanvactor

8. Performing Organimtion Report Mo,

DHS/TSA 2600.02.01.11-024

9. TS A Reviewer(s)
Charles Kelley, John Nestor

10 Work Unit Mo, (TRAIS)

11. Performing Organlzmfon Name and Address

Mational Safe Skies Alliance
110 MeGhee Tyson Blvd,
Suite 201

Alcoa, TN 37701

12. Contract or Grant No.

09-C-01 1

1% Type of Report and Peried Covered
Final Report, January 2011

14, Sponsoring Agency Name and Address
LLS, Depanment of Homeland Secunty
Transportation Security Administration
601 S. 12" Street

Mail Stop TSA-16

Arlingion, VA 222(10

15, Sponsoring Agency Code

TSA-16

16, Supplementary Notes

This repon was prepared by John Hunsucker of National Safe Skies Alliance.

17. Ahstract

Through the Transporation Security Administration Airpont Perimeter Security Program, DCA integmted the OmniTrax” buried cable
intrusion detection system, which s a product of Senstar Corp. DCA submitted the system for Operational Test and Evaliation, which
Mational Safe Skies Alliance (Safe Skies) conducted onsite during the period of January 23-28, 2011, Safe Skies pesonnel performed
intrusion scenanos, and collected performance and user survey data to determine the system’s operational effecteness.

18. Key Words )
APS, Buried Cable. DCA., Intrusion Detection, OmniTrax’, Perimeter, Senstar. Volumetric

19, Security Classif. (of this report) 20 Security Classif. (of this page)

SSI/FOUO Unclassified

1.
31

Mo of Papes 12, Price

Reproduction of completed page authorizd




DOCUMENT CHANGE HISTORY

Version

Description/TSA Reviewer

Date(s)

TSA Approval

0.1

Initial Draft/Charles Kelley

March 2011

1.0

Final Draft/Charles Kelley

April 2011




TABLE OF CONTENTS

Page

EXECUTIVE SUMMARY v
ACRONYMS vii
1. INTRODUCTION 1
I.I  Background 1

1.2 Purpose of Document 1

2. SCOPE 1
2.1  Testmg Limitations 1

3. SITE AND SYSTEM DESCRIPTIONS

3.1 Site Layout
3.2 OmniTrax Buried Cable

2
2
3
3.2.1  Specifications 3

3.2.2  Operatmg Principles 3

3.3 Installation 3

3.4 Interface 4

4, METHODOLOGY 4
4.1 Site and Schedule 4

42 Testing Personnel 5

43 Critical Operational Issues (COI) 3

5. RESULTS 6
5.1  COI 1: OmniTrax Detection Effectiveness 6
5.1.1 MOE 1: Intrusion Detection 7

]

2

2

5.1.2  MOE 2: Nuisance and Fale Alarm Reporting 1
5.2 COI 2: System Reliability 1
52.1 MOE !: System Operational Functionality ]
522 MOE 2: System Accuracy 12
523  System Integration 12
5.3 COI 3: System Usability 13
5.3.1 MOE 1: Custom Optimizaticn 13
532 MOE 2: Training Requirements 13
6. SUMMARY & OBSERVATIONS 14
6.1  Installation and Integration 14
6.2  Intrusion Detection 14
6.3  Interface 15

iii




6.4 Key Performance Parameter (KPP) Assessment 15
7.  REFEREMNCES 17

APPENDIX A — OMNITRAX SPECIFICATIONS

LIST OF TABLES

Table 1. Scenario Test Results Summary Vi
Table 2. Testing Scenario Summary 7
Table 3. Scenario Results B

Table 4. Scenario Results 9
Table 5. Scenario Resulis 10
Table 6. Scenario Results 11
Table 7. Scenario Results 14
Table 8. Key Performance Parameters 15

LIST OF FIGURES

Figure 1. DCA Permmeter Sector Map and OmniTrax Locations
Figure 2. DCA Perimeter Sector Map and OmniTrax Locations
Figure 3. AEGIS2 Screen Shots From Server Room Terminal

B b o=

iv




EXECUTIVE SUMMARY

National Safe Skies Alliance (Safe Skies) performed an Operational Test and Evaluation
(OT&E) of the Senstar Corp. OmniTrax” buried cable intrusion detection system installed at
Ronald Reagan Washington National Aiwrport (DCA) under the Transportation Security
Administration’s (TSA) Airport Perimeter Security (APS) Program. During the period of January
23-28, 2011, Safe Skies evaluated various elements of the system to determine whether it
resolved Critical Operational Issues (COl) identified in the baseline assessment, and to gauge the
impact of the system on established security protocols and procedures.

SYSTEM INSTALLATION & INTEGRATION

The OmniTrax buried cable created an electromagnetic field that was approximately 1 m tall by
2-3 m wide, which detected humans or vehicles passing through it. The OmniTrax was installed
within three sectors of the DCA perimeter (shown in Figure 1 below)

Figure 1. DCA Perimeter Sector Map and OmniTrax Locations




TEST RESULTS

System Performance
Detection effectiveness was defined as the system’s ability to detect and alarm on ntruders

attempting to bypass the detection field. To test this aspect of the system, Safe Skies personnel

simulated ntrusions across the Sﬁtem’s detection field using four approach nwrhads:-

atte mpts.

As shown in Table |, the Omnilrax effectivelv alarmed against the
Personnel successfully bypassed the system using the
approach m

Table 1. Scenario Test Results Summary

Scenario | Total Tests | Overall Alarm Rate

Installation & Integration

Installation of the buried cable system required significant construction efforts. Trenching was
required throughout the installation areas, and additional communication fiber was required to
maintain and control the hardware from the primary server room, which was located in the DCA
terminal.

Integration of the OmniTrax into the existing subsystems (C+Cure and Aegis2) proved to be less
mtensive, and was reported by DCA and dispatch personnel as bemng a smooth transition.

By the time of the evaluation, only senior operations staff and systems maintenance personnel
had been briefed on the OmniTrax software. However, the system was designed to be controlled
primarily through the existing subsystem interfaces. This avoided significant operational impact
from the users’ perspective.




ACRONYMS
APS Airport Perimeter Security
COl Critical Operational Issue
DCA Ronald Reagan Washington National Airport — FAA designation
EMF Electromagnetic Field
KPP Key Performance Parameter
MOE Measure of Effectiveness
MOP Measure of Performance
MWAA Metropolitan Washington Awrport Authority
oC Operations Center
OT&E Operational Testing and Eva luation
Py Probability of Detection
PSCC Public Safety Communication Center
RF Radio Frequency

TSA Transportation Security Administration




1. INTRODUCTION

Mational Safe Skies Alliance (Safe Skies), m support of the Transportation Security
Administration (TSA) Airport Perimeter Security (APS) Program, performed the Operational
Test & Evaluation (OT&E) of the Senstar Corp. OmniTrax" buried cable intrusion detection
system installed at Ronald Reagan Washmgton National Aiwrport (DCA). This buried cable
detection system was installed to provide continuous monitoring of critical areas along the outer
perimeter boundaries.

1.1 Background

The TSA established the APS Program to provide U.S. awrports with resources to purchase and
implement commercial off-the-shelf security technologies intended to address specific perimeter
security concerns or susceptibilities. Airport management personnel from DCA applied for APS
Program support for their proposed enhancement in January 2009,

Safe Skies performed the baseline assessment in August 2010 and issued a report' that detailed
the areas in which the APS enhancement would be installed. The enhancement was installed and
calibrated throughout 2010; on December 20, 2010, the system was activated and accepted for
airport use.

1.2 Purpose of Document

This document details Safe Skies” OT&E effor.. The followmg sections inc lude the evaluation
methods used to collect data, calculations of quantitative performance data, analysis, and
documentation of observations.

2. SCOPE

Safe Skies performed the OT&E of the OmniTrax buried cable intrusion detection system in
accordance with Critical Operating Issues (COI), which were defined and approved in the
project’s Final Test Plan (DHS/TSA 2600.02.01.10-118, November 2010).

2.1 Testing Limitations

OT&E procedures were only performed in those areas of the perimeter where the OmniTrax

buried cable equipment was nstalled and functional Because the system was not designed to

detect intrusion attempts that do not pass through the detection field, the OT&E did not include
methods of entry.

The length of the OT&E period was not sufficient to ether establish rates for nuisance or false
alarms or study the conditions that caused them. Information gathered through personnel

Y DHS/TSA 2600.02.01 10-095 Airport Perimeter Security (APS) Program — IXCA Baseline Report, Seprember 2010
1




interviews regarding nuisance and false alarms may reflect estimates and inferences, but not
actual alarm rates or the causes.

Personnel surveys (15) were completed by emergency communication technicians within the
MWAA dispatch center. However, upon review of the surveys it was concluded that the
information could not be used to measure the system’s impact on the airport’s security resources.
Those who participated in the survey commented on the general performance of the entire
security system, and not the OmnilTrax system specifically. It was not possible to distinguish
comments for the OmniTrax, Aegis, camera systems, or microwave sensors. Therefore user
survey results are not presented in this report.

3. SITE AND SYSTEM DESCRIPTIONS
3.1 Site Layout

The OmmiTrax was mstalled in three Sectors of the DCA perimeter (shown in Figure 2) that were
not equipped with a physical fence:

Figure 2. DCA Perimeter Sector Map and OmniTrax Locations




3.2 OmmTrax Buried Cable

The OmniTrax, manufactured by Senstar Corp., is a buried ported coaxial cable system designed
to sense objects that pass through an electromagnetic field (EMF) that is generated by radio
frequency (RF) signals transmitted along the buried cables.

3.2.1  Specifications
The OmmiTrax consists of three main componens:

* OC2 Sensor Cables

e Signal Processor Units

e C(Calibration and Monitoring Toolket (Universal Configuration Module and Silver
Network)

The components listed above are proprietary equipment of Senstar Corp. This configuration of
the product would be seen at any airport that is similar to DCA. Vendor-supplied specification
sheets for the OmniTrax are attached as Appendix A.

322 Operatng Principles

The OmniTrax system utilizes a pulse-coded signal generator to transmit an RF signal along a
ported (leaky) coax cable that s buried approximately 10 iches beneath the ground. The
transmission cable creates an EMF that 15 approximately 1 m tall by 2-3 m wide; a second cable
receives the signal to measure variations or reflections within the EMF that are created when an
object of sufficient mass passes through it. Varwations that are characterized as humans or
vehicles passing through the field should prompt alarms, while variations characterized by small
animals, rain, wind or debris may be ignored.

3.3 Installation

Installation of the APS enhancement required significant construction along the airport
perimeter. Trenching was required throughout the installation areas to position the set of two
cables and additional fiber optic communication cable, which was requmed to maintam
connectivity between the hardware and the primary server room in the DCA terminal.

Five processors, which controlled the eight individual OmniTrax zones, were installed near
power and communication junction boxes along the perimeter. All processor equipment required
environmental enclosures that could withstand a broad range of weather conditions.




3.4 Interface

The OmniTrax can operate as a standalone sysiem, with its own operator interface, or may be
incorporated into an existing security management system. DCA successfully integrated the
OmniTrax with its existing C+Cure and Aegis? operator programs. The final product relayed
information across both systems, but the end user controlled via Aegis2 (Figure 3%), which
personnel in the Public Safety Communication Center (PSCC) used to monitor security
throughout the airport. From this array of screens, an operator could quickly identify the location
of an alarm, retrieve live video, review history logs, adjust cameras, and acknow ledge alarms.

Figure 3. AEGIS2 Screen Shots From Server Room Terminal

4. METHODOLOGY
4.1 Site and Schedule

Safe Skics conducted OT&E onsite at DCA during the period of Januvary 24 — 28, 2011. All
testing was performed

4 The screen shots i Figure 3 were taken from a security terminal withm the primary server mom, but ame identical
1o the views from the Public Safety Communication Center.
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4.2 Testmg Personnel

All scenario-based testing was conducted by tramed Safe Skies personnel. The Safe Skies
evaluation team consisted of

4.3 Critical Operational Issues (COI)

The primary objective of the OT&E was to address the COls and corresponding Measures of
Effectiveness (MOE) and Performance (MOP) that were established in the project test plan.

COI 1: What are the detection capabilities of the OmniTrax?
MOE MOP
1 Does the OmniTrax detect| A  Does the system detect an unauthorized entrance
intruders attempting to breach M_
the perimeter boundary? B Does the system detect an unauthorized entrance
attempt
Does the system detect an unauthorized entrance
D Does the system detect an unauthorized entrance
attempt
2 Does the OmniTrax reject A Determine the number of alarms caused by natural or
non-intrusion disturbances? man-made environmental effects that are reported
within the observation period.
B Determine the number of alarms caused by internal
system processes that are reported within the
observation period.

|

C




COI 2: Is the OmniTrax a reliable intrusion detection system?

MOE

MOP

1 Do the system’s components
maintain operational

A

Determine the length and causes of system downtime
during the observation period.

functionality? B  Determine whether observed component failures are
discrere or compound.
2 Do the system’s components | A  Determine whether the system accurately reports
report accurate information? locations of alarms.
B  Determine whether the correct information is received
by CeCure and Aegis2.
3 Does the system integrate A Determine whether the system interfaces with existing
with DCA’s existing security softwzre (Aegis2 and/or C+Cure).
management system? B  Determine whether the system inte grates with existing
camera hardware.
C  Descrbe any significant modifications to infrastructure
that were required to install the system.
COI 3: Is the OmniTrax a usable detection syste m?
MOE MOP
1 Can the operator optimize A Demonstrate that the operator can define customized
the system for the specific Z0NES.
installation site? B Demonstrate that the operator can define sensitivity
levels per zone and/or mtrusion type.
C Demonstrate that the system is scalable for future
expansion.
2 Can tramed personnel A Determine training require ments.
operate and interpret the B Identify operator-le vel 1ssues m accessmg system
system? information.
C Identify operator-le vel 1ssues m interpreting system

information.

5. RESULTS

5.1 COI 1: OmmiTrax Detection Effectiveness

Detection effectiveness was defined as the system’s ability to detect and alarm on intruders
attempting to bypass the detection field. Four approach methods were mcorporated mto the test
and evaluation scheme. The Safe Skies evaluators performed the scenarios individually
throughout the evaluation and were continuously monitored to ensure that scenarios were
performed to standards stipulated in the test plan.




Two evaluators were used to perform the field testing procedures. Data has been processed to
show variations of detection performance between the two evaluators.

The tests were performed throughout Sectors q in order to ensure continuous reliable
coverage for all protected areas. The original scznario distribution that was stipulated in the test
plan was modified in order to more effectively verify the detection capabilities throughout the

entirety of each Sector. Attempts were made to generate an equal number of tests for each
Sector; hﬂwemr‘ DCA staff restrictions, and general safety concerns limited data

collection n some areas.

51.1 MOE I:Intrusion Detection

The OmniTrax system was installed to detect, at minimum,

Table 2 summarizes the number and
acation of the evaluation scenarins that were conducted. Scenarios were randomized within each
sector,

Table 2. Testing Scenario Summary

Except when there was little to no variation in the test results, logistic regression procedures
(Simonoff, 2003, 9.1) were used to determine the effects of differing test subjects and sectors on
the device’s alarm rates throughout the report Lack of variation in the test results prevents
statistical models, including logistic regressicn models, from producing results. Statistical
differences are measured to an o = .05 significance level

5.1.1.1  MOP 1A the Detection Field

These tests simulated an intruder attempting to defeat the s

¥ At a number of test arcas, the exact orientation of the buried cable was unclear. Fvaluators used the closest
approxdmation to pependicular based on correlations of movement W incoming alanms.

7




Table 3. - Scenario Results

Evaluator |Total Tests | % Alarms

From the collected data, there is not sufficient evidence to conclude that the alarm rates differed
by Sector or evaluator.

5..1.2 MOP 1B: [N the Detecton Field

These tests simulated an mtruder attempting to defeat the system




Table 4_-Scenari0 Results
Sector | Evaluator |Total Tests | % Alarms

51.1.3  MOP 1C: N the Detection Field

These tests simulated an intruder attempting to defeat the system




Table 5_ Scenario Results

Sector | Evaluator |Total Tests | % Alarms

5.1.14 MOP 1D: Attempt to Defeat NG (he Detection Field

These tests simulated an intruder attempting o defeat the system




512 MOE 2: Nuisance and False Alarm Reporting

The OmniTrax should provide continuous intrusion detection capabilities while eliminating
erroneous alarms from environmental stimuli. Nuisance alarms were defined as any alarms that
were generated by ambient and/or environmental effects such as weather, animals, noise from
aircraft, etc. False alarms were alarm instances that did not have an associated cause, and could

be tied more closely to mechanical/electrical failure within the equipment.

Safe Skies reviewed the OmniTrax alarm recerds from the evaluation period, and in several
cases could not determine the cause of an alarm due to current surveillance equipment
capabilities. The majority of the perimeter was covered by fixed CCTV cameras, some of which
did not have the range to include all OmniTrax regions. Therefore, it was not possible to
accurately discriminate and categorize all alarm instances.

Personnel from the PSCC who were interviewed provided informal estimates of

categorized as nuisance as the same stimuli cou en a viable threat or incursion.

PSCC feedback provided a reasonable estimate of




rted the level of nuwisance/false alanm instances to be

52  COI 2: System Reliability
52.1 MOE 1:System Operational Functionality

To determine system operational functionality, DCA Operations staff, PSCC staff, and systems
mamtenance personnel were mterviewed to determine any existing or observed failures or ssues
relatmg to the continued use of the OmniTrax.

The OmniTrax has been in use by the personnel in the PSCC since December 20, 2010. PSCC
and DCA Operations personnel report no outstanding issues m that time. All relevant
components have remained in continuous operation throughout the evaluation period, and there
have not been any issues with excessive nuisance alarms due to environmental conditions.

5.2.2 MOE 2: System Accuracy

Evaluation coordination efforts were conducted within the DCA Operations Center (OC) at a
terminal that was equipped with the C«Cure system. The Safe Skies evaluation team performed
” scenarios of which every alarm instance was accurately reported through CsCure,
identifying both the correct Sector and OmniTrax zone. Location details and nearest camera
reference numbers were provided with alarm signals.

523 System Integration

There were no significant infrastructure tasks associated with the integration stage of the system
installation. Some software modifications were required to mtegrate the OmniTrax with the
CeCure and Aegis2. This was a multi-tiered effort for which mtegration with the C=Cure
software was the first stage. All signal outputs from the OmniTrax were tested for accuracy then
converted into new output signals that would move to Aegis2. When all issues were resolved
with the C+Cure integration, Aegis2 software was modified to accept and process the modified
alarm signal data from CeCure. The final mtegration allowed signal data to pass to and from
Aegis2 and OmniTrax through C+Cure. The Safe Skies team did not witness any fluctuation or
delay in alarm processing during the evaluation period.

The OmniTrax integration was intended to only provide alarm signals to the larger monitoring
software packages (C+Cure and Aegis2) that were actively used by DCA Operations and PSCC
staff, respectively. The integration did not include slew-to-queue functionality at the time of the
evaluation. Operators could manually enter the appropriate camera reference number to
investigate the alarms.




5.3 COI 3: System Usability

System usability s the end user’s ability to effectively employ the technology and adapt it to
their existing protocols and environment.

53.1 MOE 1:Custom Optimization

Safe Skies investigated the flexibility and complexity of the OmniTrax to determine whether the
system provided DCA personnel with the tools to perform the following tasks:

* Defme detection zones
e Defne sensitivity levels
e Mask nuisance alarms or malfunctioning zones

The calibration and zone setting functions were located in the core software from Senstar Corp.
This was housed and operated from a server within the DCA primary server room. From the
software interface, it was possible for DCA personnel to change and redefine settings to
customize the existing system. However, this capability was only possible from the server, which
could only be accessed with an authorized password.

The original integration strategy was 1o create a separation between those who maintam the
system from those who monitor the system in order to further secure mformation and eliminate
any potential tampering, directly or indirectly, from termmals within OC or PSCC. For this
reason, only alarm signal outputs and responses could be accessed via the C+Cure and Aegis2
terminals. As a result, operators could not access the software interface of the OmniTrax from
either CeCure or Aegis2. Calibration and maintenance of the system was dependent on
equipment maintenance personnel and Senior Operations staff, and alarm response was
performed by PSCC or OC staff,

5.3.2 MOE 2: Traming Requirements

To be effecuve, the operation of the OmnilTrax system must be reasonably mtuitive. To assess
this measure, Safe Skies reviewed vendor training materials and interviewed personnel who had
been tramed to use the system. Through observation, discussion, and mterviews with personnel,
Safe Skies found users’ opinions of the OmniTrax system’s operability to be positive.
Supervising operations and equipment maintenance personnel indicated that the software
interface was simple and intuitive, but admitted that they had not spent a tremendous amount of
time on the software and could not provide additional detail




6. SUMMARY & OBSERVATIONS
6.1 Installation and Integration

Installation of the OmniTrax was an intensive process, requiring trenching and additional power
and communications infrastructure throughout the farthest regions of the facility. Inte gration of
the OmniTrax into the existing subsystems, C+Cure and Aegis2, proved to be less intensive, and
was reported by DCA and dispatch personnel as being a smooth transition.

6.2 Intrusion Detection

Table T,_ Scenario Results

Sedor | Test Subject | Total Tests | % Alarms




6.3 Interface

The mtegration of OmniTrax with the existing access control systems minimized the adverse
impact the end user might have faced in learning to use a new system interface. Rather than teach
a new system to all end users, the existing software (C+Cure and Aegis2) continued to be the
primary source of information, and the owput from the OmmiTrax was modified and
incorporated into those software packages.

At the time of the evaluation, only senior operations staff and equipment maintenance personnel
had been briefed on the OnniTrax software. Because they did not have extensive experience in

the system’s use, ther comments were documented but are not considered relevant to the
evaluation.

6.4 Key Performance Parameter (KPP) Assessment

Table 8 shows the KPPs that were defmed from the baseline assessment, and the disposition as to
whether each was met.

Table 8. Key Performance Parameters

Re quire ment Functional
Group Re gquire me nits Technical Re guire me nts Expectations Met
Sensor Must provide | The system must maintain a
Performance enhanced consistent probability of
detection detection:
capabilities - Detects intruders running,

crawling, or walking through
the detection areas and
maintains a 95% Probability
of Detection (Py) (95%
confidence)

15




Require ment Functional
Group Re quire me nis Technical Re quire me nts Expectations Met
- Maintains operation within TBD
typical outdoor environme nts
o Precipitation (rain, snow,
hail)
o Wind
- Temperatures between -40°C
and 70°C (-40°F and158°F)
Nuisance/False | - System shall maintain the Yes — PSCC staff
Alarms specified rate of detection reported
while minimizing alarms
classified as nuisance. Ideally,
nuisance alarms
per sinft.
- System shall allow TED
alarm per zone per year
generated by internal electronic | The system has been
processes. (False Alarm) on for less than a year.
Customizable | Adjustable sensitivity level for es — Settings and
Sensitivity each zone’s specific conditions zone configurations
were adustable from
the OmniTrax server
only.
Central Control | Integration Integrates with existing Aegis2 Yes
Software/GUI and C+Cure systems
Cause existing pan-tilt-zoom No — Camera reference
cameras to automatically slew-to- | numbers and alarm
cue to alarm zones. information appears,
but cameras require
manual response.
Usability Requires minimal traning Tramning was provided,

but without additional
commentary and
experience it cannot be
determined if more is
required.




Require ment Functional
Group Re quire me nis Technical Re quire me nts Expectations Met

Controllable via GUI and Yes
mouse/keyboard
Operator can easily acknowledge | Yes
and report alarm events
Operator can generate and export | Yes
alarm history logs

Scalability Sensor cable be extended to Yes
COVEr MOore arca
Add or redefine zones Yes

Power and Specifications | Alerts or creates log entry upon Yes (both 1 and 2)

Communications
Systems

power or communications failure
in either (1) processor in the field
or (2) the front-end computer
system

Front-end computer equipped
with APS cr other backup power

supply

DCA utilizes their own
power support systems
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APPENDIX A — OMNITRAX SPECIFICATIONS




OmniTrax®

Ranging buried cable detection sensor

avert
that
d Bairied deme
ared and
determined. Torgets are detected
0 and movemant

Applicat

(ground, grai,

saarfade and are averl The cables &fa Fo

for diract barkal i The terrain-following,
volumetric detection field is typically 1 m (3.28 ft.) highby 3 m
(9.84 ft.) wide by up to 400 m (1312 ft. or 1/4 mile) long. Systems
can be standalone or networked for long pesimeters whereby
sendor cabbot are connaded together 1o aaate & conlinuou

et i T

Features Benefits (continued)

Siheer Nebwodk ™ - erhanced commimataban

= Lp o B00 mebis {177 nife) per semor processor

* Determings the position of iniruders towithn £ 1 m
{331 with 8 B5% corfidence

Graded sensifivity cables - optimal performance

Operates in wide range of soil conditions

Lowest Vulnerability to defeat (Vd) of any outdoor
perimeter intrusion detection sensor

+ Gemmornetwarking - power and data over cable reduces
imstallntion costs and provides inherend data secunly

Dhpevies thimugh vegetation (grss, shibs and ees)

A single processar covers twice the length of
Inzenakive to wind, rain, snow hail, sandsiorma, fog, previous generation systems

SXEUTHY MTpUESU: setowic Moy Beoie Lenger cables, fewer processars = cost-effecthe
migritic elfecls of biowng detwis

Dietects and accuralely locales mulipls simulaneous : .
NS0 Ma[ kEtﬁ

ND

Comectional faciities

Lows False and Muisance Akem Rale (FAR [ HAR)
high Frobability of detechon (Fd)

o]

Mikany installation

x
Lo = Enhanced dagnoalc ools - wsing Unnverssl « VIP reskdances
= Configuration Module [LICK)
= = Critical commercial / industrial assets
= + Upto 7 processors protecting up to 5.6 km (3.5 miles)
L of perimeter for each power connection point + Utilities
@
. * Petrochemical

Upta 32 processars protecting up fo 25.8 km (16 miles)
ol perimeter can be networked on one network loop

Nuclear power plants

. MNuclear matenals stora
Benefits ! -

+ Completely cover

Airports

Govemment agencies and laboratories
« Gite anthatics left unchanged

Important historic / cultural sites
* Alarm asseasment and résponse can be focused

exactly on the peint of intrusien

Communications sites

+ Tamper peool




OmniTrax
Ranging Buried Cable Detection Sensor

Able to locate
intruders with
pinpoint accuracy.

Howe it works

Ranging tedhnelogy - eature

Callwated threshaldng

Software zoning - up to 50 zones per processor

Finpolrg target locxion
Procise dagnostica kods 4
1

Slmpiified Ingtaltation -

Ranging tedhnalogy - beneins

g B il R MOV Intearal power and data

Ranging technalogy - a primer 3 1 ' i M——-L——-h
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Technical Specifications

PENFOERMANCE

o [Pl « Ol i

grght 35 kg (
gl persce Mmoving Eelvwasn HWemiZm)
por socond i Bm 34 & ) per second, wih o

probabebty of detection of TR wilhy 25%

e

2 i, Tt & hiased on penelrabon of

nirudnd heough he delechan sone
+ Fpisn Alnrm Rote [FAR ) - Fower than 1 per zory
por monih 2 from unknoen CaLset with L8

wiskinl a4

+ Lasance

PROCESSON MAIN FEATURLS

Sde dopendent

+ Al

reparing
* Up to 50 functional segments per cable
+ Up to 50 alarm reporting zones per processor

+ gl sy outpuls

«Fam T

+ Evnnndabie

advackve gas dachage
deniies on all VD peils

+ LG8 port

PROCESSOR OF TRONS
RS-422 communications cand

ot i 0 ek g

S L

+ Bupperty bun |

it pathy and ong RE

Ereado e opil

Bor card g ot 820 nm
comed with 5T connecior snd 13 compalible wilh
500125 pm, 62.5125 pm, 100/140 pm, and 200 pm
HCS® multi-mode fiber

+ Bnpgie-modn fher aphe communecotinn coe

alows dstances of up to T0km (20008 )

come=s with nnr oL fd

U

i snle -mode fher

« Trug regenaration of agnal [Femdwed Seeomion

+ Evary procossa in o noben cor

meoEne 8 cammunicalons caed
Input | output cand

« Mdurds on pfodeisar eepaisen hoadoi

+ Thio CmeiTras peocetsor can accopl 1 oplional
At JouDul £ i addNon 13 3

Commancations cand

= Holay oulpul card. B Form

OA, 30 VDC ma)

Jinputs with condgur

ik 2l Guparvs

+ Urniirsad inpul cand
e

Auiliary poswer supply

18 In 56 VD

L2d

* Dl 12 VIG, 190 nA

PACKAGING / ENVIRONMENTAL
Pracessat an a hase plae in a whie akminum NEMA 4

& lelecom andosune a<cepts Omni

iR
S ~584H

(38 H o 18EW

2EWs T Aem D
108m 0)

AP PR ERAME] BET 3

POANT R RECHUIRE BMENTS
« ks

D by

LFa! e ol less
than § waits

+ Iribegrali

el 3 Ay B3

Moy backug
SENSOR CABLE OC2
+ T pasiry of semsor cabe per prmocssnd (A ond Bj

+ Configuaus graded dingn with load-m, active

cably and lgad-pe
= Log-m el 30

+ Arfive cabls longth 480 mebery (1313 & ) or 200

ploms (B4 M)

meden (B R

= Lsad-oid bength 210 moders (GG 0]

» Gl jackol damotor mm (0475 R |

ch cabde mol comps st ol of

conmpctions and 40 Jombe Beade for field installaton

SENSOR CABLE 5C2
» Tivo pair. of sensos cabie per processor (A and B)

roies] devugry weh beoed o ond ool

{na lpnd-zu)

+ Lieadhin hengity 20 meelers (55 &

P50 100, 150

SO0 mi [ 164

+ ALl cabia longlh
378 402 o GSE )

« bl ackdt damebe B O mm (0315w
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s

i b

= Eath cable st comis wilh o

emmnecinrs mnd X fsrmén honds for field mestnlbdom

SFNSOR CARLF 01
*Twn cabled per processar

d recokee cablo i 3 single packel
= Coriiguous gradod dosgn wih eadn and achve

I { o b id-oull |

* Lond-in kangth 20

128, 4577 or 656 8 |

re B8 5 15 mm

ath cabl

conmectors and 10 fervfe beads for Ruld meslafation

CABLE ACCESSORIES

= Sandalone and nohwverk dococple

* Tormimabor kifa [ connacior tool kits [ cable ropar kots

= Fumile boads § conn

BILVER NETWOHRE ™
= Sihvor Hebwodk Inboriac
bghiring peotocted

= Silwor Mabwark Managar {5

rihiabike

softwarg imarbos in
Yot o By Morogrreend. Syiom (B4 axh

5 ST 30000 o rd pevy e

= Alorm gt irclding pinpoind tamnged kecation

i it ho sapport mma
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communicadion - na signal degradation as

wth midh-drep nabeotg

RN alion

LIVER NETWORE™ REMEATERS FON
LOMIG ML TWACEHE RUNS
= Ra-4ai 1o B3-4dd

o [l oda bbed |0 mull-moda o
= RE3-477 Io i kb
« Beeoety 10. 52VOC

= Badl-in baledy €N
!

GENERAL ACCESSORIES
= 48V oufdoor-raied notwork power supply

= 48 medner-raiod dosl mekimdaed notwerk

Pt Supnly
* 12 V outdoor-rated single processor supply
* Lightning arrestor kit




