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OVERVIEW

INTRODUCTION

In FY 2006, TSA announced opportunities for general perimeter security enhancement projects
at airports with typical configurations and existing barriers, such as fencing and concrete
barricades. The announcement requested information from airport authorities on existing airport
perimeter security vulnerabilities and proposals to mitigate those vulnerabilities through the
inventive use of available technologies at intended perimeter access points (such as vehicle
gates), perimeter boundaries, and terminals.

In FY 2008, TSA reissued the APS announcement to all airports, along with a second
announcement addressing small to medium-sized airports with few or no barriers around their
perimeters. The second announcement was for the Virtual Perimeter Monitoring System
{VPMS) project intended to test a more elaborate solution that would better fit a smaller alrport
The VPMS solution was developed by the Navy.

TSA requested airports provide white papers explaining the security deficiencies to be addressed
and proposals, including technologies to be deployed and full life-cycle project cost estimates.

65 airports responded to the FY 2006 request and 35 airports responded to the FY 2008 requests. -

The airports proposed projects of varying complexity, from installation of a single piece of
equipment to sophisticated, integrated systems.

Six airports were selected in FY 2006 to participate in the APS projects. In FY 2008 and 2009,
TSA selected six additional airports for participation in APS and three airports for VPMS

projects.

The attached report covers the test results of only one of the 15 total test sites, TSA plans to
release each report singularly as the test results are completed and made available.

IMPLEMENTATION

Washington Dulles International Airport. (IAD) was selected based on its proposal to purchase
and implement the Entry Point Control System (EPCS), manufactured by Gatekeeper, Inc, of
Reston, Virginia. Gatekeeper EPCS is an automated imaging system designed to search for
vehicle-borme improvised explosive devices that may be attached to the undercarriage of a
vehicle entering an Auport Operations Area (AOA). Three Gatekeeper EPCS units were

B d used to screen vehicles rangmg from compact cars to oversized
vehicles, such as tractor trailers, The airport requires the G&tekceper EPCS to effectively
provide an alarm for onsite screening personnel when a suspicious object is present on the
undercarriage of a vehicle traveling into the ACA.,

National Safe Skies Alliance (Safe Skies) monitored the project and progress during the
installation to confirm the work was completed and the system met the _origi_nal_ implementation .




plan description. Safe Skies conducted an independent verification and validation IV&V) to
confirm proper operation of the system from the technical hardware and user operation
perspective. The IV&V assessment concluded December 5, 2008. IAD authorities verified the
Gatekeeper units met airport security requirements. The operational test and evaluation results
were reported in March 2009 to TSA through the attached final report.

Testing at IAD assessed the Gatekeeper system’s capabilities in vehicle recognition, as well as
foreign object detection. The operators’ interactions and understanding of the stem’s user
intertace and operational main issues were also evaluated. KRR e

The Safe Skies Lead Test Engincer (LTE) generated a site survey document based on a
preliminary survey of the iocation prior to the installation of the security technology
improvement. The LTE developed operational testing procedures used as the basis for
determining if the system met the security requirements of TAD airport authorities.
Representatives of TSA, Safe Skies, and IAD convened to discuss and verify support
requirements prior to the implementation of evaluation procedures. The resulting operational
data was analyzed by the Safe Skies statistical team and combined with the site survey
information to generate the final report.
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EXECUTIVE SUMMARY

Washington Dulles International Airport (IAD) utilized Airport Perimeter Security (APS)
program resources, provided by the Transportation Security Administration (TSA), to purchase

and implement the GateKeeper Entry Point Control System (EPCS), designed to screen the

undercarriage of vehicles entering an Air Operations Area (AOA). Three GateKeeper EPCS
units have been installed at f& ¥ and have been used to screen vehicles ranging from
compact cars to oversized tractor trailers. As required under the APS program, National Safe
Skies Alliance (Safe Skies) provided independent verification and validation services and
operated along with airport authorities to verify that the GateKeeper met the airport’s security
expectations. The OT&E was conducted December 1 - 35, 2008.

The primary features of interest were the system’s capabilities in vehicle recognition;, foreign
object detection, its end user interface, and operational maintenance issues. To this end, Safe
Skies collected data that addresses the object detection rates and threshold settings with respect
1o various vehicle types, logistical and staffing requlrementq limitations, training, and other
maintenance tasks. However, a ceitical limitation” in the GateKeeper software prevented a
detailed examination of the vehicle recognition aspect of the device. Data was collected that will
illustrate the functions of the GateKeeper and verify its operational capabilities.

The Gatekeeper implements several technologies in order to expedite and optimize identification

of vehicles and undercarriage mounted foreign objects (i.e., Improvised Explosive Devices).
Pressure sensors activate an infrared (IR) light source which illuminates the undercarriage as the

vehicle continuously moves over the unit. The unit utilizes a front- and rear-mounted camera to
take multiple images of the vehicle from different angles, which it then transmits to the main
computer terminal where the end user may view and screen the image. Figure 1 below shows the
GateKeeper unit LED arrays and the camera screens.

Veh;cle recognition, for the GateKeeper, is ability to correctly identify a vehicle based on the live images.
? Critical limitation refers to-the absence of the reference i 1mage database, the primary source for alI vehlcle
companson S '
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Figure 1. GateKeeper LED Arrays and Cameras
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Simultaneously, a license plate reader and video camera take live images of the incoming
vehicle, Figure 2. The license plate image is processed and the vehicle’s plate number is
compared to entries in the GateKeeper database. This does not imply that the GateKeeper system
contains vehicle registration information for every vehicle, but if 4 vehicle has been through the
gate once before it should have a record of the license plate. If a match registration is found in
the database, it will pull the reference image® for that specific vehicle and immediately compare
the live images to the references. If a license plate match is not found, the system will search its :
reference image database for an undercarriage that is relatively similar. The camera simply takes
images of the vehicle and driver for record purposes.
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Figure 2. License Plate Reader and Video Camera

¥ The reference image is the primary template for comparison and determines whether the unde’rcérriage of a given
vehicle has changed or if a foreign object is present. :
' vi




Depending on the threshold® setting, the system will automatically identify potential foreign
objects and alert the end user by circling them in red on the monitor. The foreign object detection
capabilities of the enbancement depend on several critical features, including quality and
availability of nominal reference images, nominal real-time imaging, and foreign object
detection threshold settings.

The image processing software can process images quickly and provide end
users with a simple method for screening vehicles, However, “out of the box™ the system does
not include a vehicle reference database; the system must be populated “organically™ by the end
users. The original testing procedures were designed under the assumption that a populated
database would be included. Without a reference database, there is no means for the system to
make a comparison of a vehicle as the system cannot identify make, model, or year until the
database is sufficiently populated. This fact limited the extent of the evaluation because building
the reference database would require every conceivable vehicle to drive over the system at least
one time, involving a tremendous amount of resources and more time than could be allotted by
the evaluator, or, presumably, the end user. It was not made apparent until the time of testing that
the system was fundamentally limited in its capacity, and that the planned scenarios would not be

suitable for implementation. To accommodate the actuality of the situation, the scenarios and

data collection tasks were altered on site to collect as much data as possible for later evaluation.

To test the foreign object detection capabilities, eight different makes and models of vehicles
were selected. As no reference images were available, the test engineer created reference images
for each vehicle prior to the test implementation. Reference images were generated by driving a
vehicle of the system and examining the resulting image for clarity and contrast. A good quality
~ Image will-have a balance of both. Each reference image was of high quality, and verified to
--have:good content and contrast by the GateKeeper personnel.

* The threshold setting is the amount or level of sensitivity that is used on the comparison between the reference
image and the new tmage. High threshold settings will, in general, produce a greater number of nuisance alarms.
Conversely, if the threshold setting is too low the system may noi identify a forsign or suspicious object.
The normal vehicle inspections of the undercarriage involve the use of a mirror-on-a-stick. The screener holds the
mirror under the edge of the vehicle and looks at the reflection for anything out of the ordinary. -
Vil
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The vehicle zdeni;ﬁcafzon .sysrem is the portion of the overall unit that automatlcally identifies the vehtcle based on
the lacense plate reader and 'the correct correlation of the vehicle to that particular license plate.
: ' viii
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1. INTRODUCTION

Washington Dulles International Airport (IAD) utilized Airport Perimeter Security (APS)

program resources to purchase and implement a vehicle screening system. The Gatekeeper Entry
Point Control System (EPCS) is an automated imaging system degigned to search for improvised
explosive devices (IED) that may be attached to the undercarriage of a vehicle enteri
Operations Area (AOA). Three Gate Keeper EPCS units were installed at JAD [

have been used to screen vehicles ranging from compact cars to tractor trailers.

1.1 Background

The Transportation Security Administration (TSA) established the APS program to support the
expansion and implementation of security technology at the perimeters of United States airports.
Through this program, airports may purchase and integrate commercial off-the-shelf
technologies into their security networks to enhance their overall perimeter security
infrastructure. As a requirement of the program, participating airports are required to submit the
_security technology for independent verification and validation by a third party independent
evaluator. At the request of the TSA, National Safe Skies Alliance (Safe Skies) provided the

OT&E services for IAD, and operated along with airport authorities to verify that the response of

the security technology improvements met the airport’s security expectations.

1.2 Purpose of Document

This Independent Verification and Validation Report illustrates the implementation and general
user feedback of the GateKeeper EPCS with respect to IAD personnel. The results reference
Critical TIssues (CI) that were approved in the project’s Final Test Plan (DHS/TSA
2600.02.01.08-136, August 2008). '

2. SCOPE
2.1  Objective

The airport’s expectation of the GateKeeper system was that it would effectively provide
additional screening information regarding the undercarriage of a vehicle intending to pass
through the gate area and into the AOA. To resolve this expectation, Safe Skies’ IV&V focused
on:

Time constraints of the GateKeeper screening process

Detection rates

Vehicle identification information

‘Maintenance and environmental impacts

Feedback from security personnel regarding user interface, operations, ete.
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2.2 Limitations and Assumptions

The Cls were developed under the assumption that the GateKeeper system would possess a fully

populated reference database. Upon implementation, however, it was discovered that the
A nliiem

-database is “organic” {i.e, it is populated gradually and continuously by the variety and volume
of commerce traffic that passes through the gate area). This aspect of the system affected many
of the OT&E results because the original scenarios and observations were dependent on how
well the systern processed normal commercial traffic. The OT&E was written to test the image

database and the software, not build the database for the software.

Lane 4’s device experienced some maintenance-related -issues involving the interior heating
element. This failure caused condensation and ice to build up on the ouler surface, which
rendered the images unusable for testing or screening purposes. Thus, all testing was conducted
on Lanes 3 and 5. '

3. SYSTEM INSTALLATION

3.1 System Description and Operation Overview

The GateKeeper EPCS, manufactured by Gatekeeper Security of Sterling, VA, is a vehicle
screening sysiem designed to inspect the undercarriage of a vehicle for obiects that may pose at

threat to secure areas. Full specifications are attached as Appendix A.

Each GateKeeper system installed in a single lane consisis of five main components:

e Screening/imaging sensors (Figure 5)
e Vehicle ID camera (Figure 4)

¢ Processing Terminal

e Image processing software

» License plate reader (Figure 4)
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Figure 4. License Plate Readers (BOTTOM) and Video ID Cameras (TOP)

System operation begins as a vehicle rolls over a pressure switch at the front base of the unit’s
ramp. This switch activates an array of LEDs, the license plate reader to take an image of the

front end license plate tag and the vehicle ID camera to take a front angle snapshot of the’

vehicle. _

The LED arrays (Figure 5) emit bright IR light that illuminates the undercarriage, allowing the
system to take a series of well-[it images.
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Figure 5. GateKeeper LED Arrays and Cameras (Right Side is the Front Angle and the Left Side
is the Rear Angle) '

The images are then processed and displayed at the Processing Terminal. The units at IAD utilize
two reference cameras that take images from both a front and rear a Figure 6 and 7). This
allows for the end user to see more of the vehicles undercarriage.,
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The Processing Terminal is'a PC with a touch-sensitive monitor. The image processing software
and image database® are installed on this unit.

The Gatekeeper image database is a collection of images of various vehicles with different make, model, and
manitfacture dates. These images are acquired through a vehicle enrollment procedure or downloaded from another
source, Tmages include a front and rear angle view of the vehicle.
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The image processing software compares live front and rear images of the vehicle’s
undercarriage to a reference image stored in the database, The system finds a correct reference
image by analyzing the live image of the license plate to determine if it matches an index in the
database, If the vehicle has previously processed through the system, the database would have a
record of the license piate and the vehicie undercarriage. If the existing tag number is found, the
tive images will be compared to the reference images stored in the system database.

If the license plate number ‘is not found in the database, the software s
vehicle undercarriage in the reference image database for comparison.

Figure 8 shows.an example of the screen that end users would see while using the system.

.. Figure 8. Processing Terminal Screen w1tha Live h1cle Image

The end user can use th.r—:_mbu'se or touch the screen in order to zoom infout or move the image to
a better view. The screen includes the image taken by the vehicle ID camera in the bottom left-

6
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hand comer, the reference image in the bottom right-hand corner, and the live image in the top
half of the screen. The end user may also compare the live and reference images side by side.

3.2 System Layout and Screening Practices

fi the GateKeeper units as they are

The following images illustrate the location of
operating in the guard stations on either

installed at IAD, and the processing terminals that
side of the checkpomt
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Installed on the overhang are six integrated camera domes that monitor each screening lane and
some of the vehicle waiting areas, The cameras are fixed and do not record video; they are
strictly used for real-time observation. All lanes are equipped with drop-arm barriers, which rise
and lower to allow vehicles to pass. All lanes of traffic narrow down to two entrances into the

AODA, where tire-shredding spikes are installed to impede vehicles that do not obey the gaie

entrance regulations.

' Ty'pibal vehicle inspections require that every interior compartment be opened by the vehicle
operator and inspected by a guard on duty. Also, the undercarriage of the vehicle must be

~manually mspected This is performed with a “mirror-on-a-stick,” in which a mirror attached to ~
-an arm extension is positioned to provide the screener with a view of the underside of the

' 'vehlcle Flgure 10,




Figure 10. Mirror-on-a-Stick Vehicle Screening Method

Staffing requirements change with each shift. The early morning rush between 5:30 a.m. and
8:00 a.m. is the busiest time of day. During this time, there are 8 — 10 screening personnel and 5
lanes of traffic open. Throughput varied depending on the size of the vehicle and the number of
passengers. From 8:00 a.m. until 6:00 p.m., there were 4 — 6 screening personnel, 3 — 4 lanes of
traffic. From 6:00 p.m. — 5:30 a.m., there are 2 — 3 screeners and only one lane open.

33 ‘ Installation

The entire installation at IAD consists of the following major components:

v

Large Vehicle screening/imaging units (2) * Lane 4 Heating Element Failed®*
Small Vehicle screening/imaging units (1)

Processing Terminal (3)

¢ Image Processing Software packages (3)

Three of the six screening lanes were equipped with a GateKeeper unit. The escort lanes for
oversized vehicles and shuttle buses both had Large Vehicle sensors installed. Figure 11, below,
illustrates the Large Vehicle sensors installed in Lane 5, and the correlating license plate reader
and vehicle ID.cameras. R
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Figure 11. Lane 5 Large Vehicle Sensor with License Plate Reader and Vehicle TD Camera

Due to the size and length of some of the vehicles, the units were installed approximateiy 20 feet
from the edge of the gate structure’s overhang,

The power and commumications are routed through above-ground conduit, between the two rows
of concrete Jersey Barriers seen in the figure above. The communication lines are routed to one
of the two guard stations on either side of the gate, which each house a system Processing

Terminal.
4, METHODOLOGY

4.1  Site and Schedule

The system was instalied in August 2008 at TAD g
programming were conducted between Avgust and November 2008.

Safe Skies OT&E was conducted December 1 — 5, 2008. Lanes 3 and 5 were used for operational
testing.

4.2 Test Subjects

Operational test scenarios were conducted using 8 different passenger vehicles:

finstallation, networking, training, and
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Since the reference library was being populated for testing purposes and there was only one
model of each test vehicle, no information on the test vehicle model year was recorded.

4,3  Critical Issues

The Cls are the primary objectives of this evaluation. Procedures and data collection processes
are based on Measures of Effectiveness (MOE) and Measure of Performance (MOP) to generate
qualitative and quantitative data that can be used to address the identified Cls. Missions and
Tasks are used to develop methods for collecting quantitative and/or quahtatlve information that
does not lend itself to statistical analysis.

s (1 1: What is the current perimeter seeurity infrastructure atg Ly
o CI 2: Does the Gatekeeper system meet TAD security expectations and/or enhance
security operations at

Task

1A Document the security features of thed
site-and current security technology/equlpment

1B Describe the operational use of present securlty
technology/equipment.

1C Describe any security processes and procedures.

1D Determine the estimated time requn-ed to screen a
vehicle using the existing method'”,

1E Determine an approxunate throughput of traffic
with respect to vehxcle size'! and screening
lanes'?

'° The existing method of screenmg involves onsite security personnel manually mvestlgatmg the undercarriage of a
vehlcle using a parabolic mirror and arm extension.
" Vehicle Size was limited to four varieties: {1} Small Personal (2) Large Personal {3) Commercial and (4) Heavy

Industrial.
2 There are six screening Ianes three Escort lanes, two Oversxzcd Lanes, and one Lane for badged personnel that

: are not. excortmg another vehicle..
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?

Determine the rate at which the Gatekeeper
successfully identifies the make and model of
screened vehicles.

Determine the approximate time required to
perform a complete screening process.

Determine the approximate time required to
manually input a new template into the Gatekeeper
image database.

Determine the rate at which the Gatekeeper
successtully identifies a foreign object that is
mounted to the undercarriage of a vehicle.

Are there any additional time constraints
associated with the screening process when a
foreign object is present?

Determine if the Gatekeeper retains effective
identification of undercarriages, vehicle types, and
placement of foreign objects during (1) rain
conditions (2) night time vs. daytime.

How do inspection personnel respond to the alarm
signal from the Gatekeeper?

Are there features of the Gatekeeper that the gate
security personnel felt improved or hindered the
vehicle screening process?

Does the system generate nuisance alarms? If so,
attempt to identify the rate and conditions of the
alarm,

Does the system generate false alarms? If so,
attempt to identify the rate and conditions of the
alarm.

Are there any maintenance requirements of the
system? If so, identify them.
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5. RESULTS

51 .CI1

Cl i addresses the documentation of g gy which includes a site aescrlpuon a record of
present technology, and a descrlptlon of security—spemﬁc operations and procedures. The
purpose of recording this information is to provide a basis of comparison for changes caused by
the installation of the GateKeeper system. The detaiis of this CI were prowded in Sections 3.1 ~

3.3 of this report.

52 Ci2

CI 2 addresses the overall performance of the GateKeeper system and is designed to determine
whether the system meets the airport’s security expectations. All time records were collected by
hand, PDA, or taken from the reference log of the GateKeeper software. :

52.1 MOE2.1
The GateKeeper was designed to 'c_letermihe the fnake and model of a véhicle_-byCOmpafing it

‘against a reference image database. This MOE was designed 1o determine how successful the
~GateKeeper was in making a correct determmatlon of vehicle make and model and the tune

constramts assomated w1th the process - : o

- '*"These images were reviewed by. Gatékeeper personnel and deemed acceptable for use.as reference images.

13 .




52.1.1 MOPs2.1A,2.1B,and 2.1C . |

The GateKeeper system can identify a vehicle that is being screened either through
correct identification of the vehicle tag or through a comparison of the undercarriage to
reference images in the system’s reference database.

If a vehicle has previously been screened by the GateKeeper, a reference image would
have been entered into the system database, and would have been indexed by its license
plate number. In this way, the specific vehicle reference image would be accessed via the
license plate index marker, If the license plate reader fails, the end user may manually
search for the index by typing the plate number into the main screen of the software.
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524 MOE2.4

This MOE is designed to verify the maintenance requirements and operational use, including
alarm resolution procedures, of the Gatekeeper system,

5.24.1 MOP24A
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following charts show the rates at which nuisance/false alarms were generated as the
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APPENDIX A - GATEKEEPER SYSTEM DESCRIPTION
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YOUR FRET LINE OF DECENSE

Gatekeeper Entry Point Control System

1. L:anekeepe

Ussta singly camerz and 2 mirror s,istem ioighe mﬂﬁpﬁe frames fmm two*angies a8} Ehﬁvehicke
passes aver the camera 10 creaté tivo, cigar; :.ﬁm;}re‘xenswe 21} views of the Vehicle's.
Lmdercamaqe ‘This system: ;}rowdes two vidws; one lopking forward at Sﬁdeqrees {frmt

wew} snd cne Iﬂokmq back at 63 degrees {back view), enabling the system to-altomatically me\’f
the areas up and over: axils, cross beams and in pockeis under a véhide. This'allows the §
operator fo switch back ard forh between the twd tmaqas and view the undersade of the vehicle
fram two angles.

The camera operates Under its present configuration &t a frame rate of 200 fps. The camera has
the eapabifity of epsrating at 1000 fps however as its view has been split o provide
simuftanecusty, both = front and back undercarriage view, ihe camera is operatinig gt the lower
spaed. .

Vehicles ean cross the systam at speeds up to 15 mph {24 kph). There is ro minium speed
over the system excapt stopping (dead stapj for longer than six seconds. The system’s software
slgosithms that monitor tire camera's frame caphuie will continue to “stitch” new frames into an
mage that coritains new pixels. Once the systam continues to receive the same. framefpizels for
six seconds il mes out and slaps credting the imags ot that point. This preserves buffer space -
{that relates to Speed of image defivery atc). As part of the artificial intelligence (Al features of the
systam, the camers is aIways working and i is leoking for movement of 3 cériain description,
Onee movernenit is.again identified, the system witl commence to record and compilerstitch the
batance of the imags of the smpped ve!'ucfe
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2. images are stored in 8 datsbase

Eront View bnage

Back View Image

The Gelekesper ECPS automatically regords, malches, and compares both the front and back
views of the vehicle's undercariage. The system has two dalsbases: _

An Archive database ithat conains all images {front and back undercardage views and front
irrage of vehicle as it approaches the ramp) of all vehitles crossing the system.

A Reference Image database that contains one set of front and back undercamiage images {the
wehicle standard undercamage image, “VSLI} of all makes and models {types) of vehicles that
have besn compiled. These frort & back undercarrage images — the VS - are equivalent to a
vehicle type “fingerprint™. .

YWhen scanning vehicles, the computer will sutomatically compare the newly scanned imags with
the VSU] in the Reference Image database using foreiga object detection software. 1f no V3Ul of
the vehicle is found, and the new image is conplete {has spare fire, etc) and clear of foreign
cbjects, the operator ean then save that image as the VSU of that vehicle type in the Reference
tmage database. Because the system captures and compares both forward and backward
looking images, the foreign object detection sofiware aiso detects foreign objact in boeth imags
views.
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All scanned images of vehicles crossing the system are saved in the Archive database. When
the FOD software notes a discrepancy between the new image and the V38U, an indicator (a red
circle) is shown on that area of the image and-an audible alarm is sounded 1o notify the operator
of the possibie threat from the detected foreign object.

3. Images can be manipulated using a touch screen monitor of with a mouse,

' System Monifor

A unigue capability of the Gatekeeper system is #s specially designed and ruggedized monitor. It
is 155in. x 17.75 in. x 4 in., and weighs 17 Ik {7.71 kg). The monitor has a fold-over cover fo
protect the screen during irensportation and the cover doubles as an adjustable stand for the
monitor when it is open. The monifor is comprised of a single board computer, touch screen amd
controfler, hard drive and power supply, plus auxiliaries. The touch screen is an 18.5" Hy-
Resolution, color LOD scresn {1280 x 1024) that has had several protective and performance
laminations. The screen is the same as those used on a number of aircraft carrier decks by the
flight officers and have been spetifically environmentally hardened. The components are shock
resistant with the hard drive having a manufacture’s rating of 200 Gs opersting and 1,000 Gs
non-pperating.  The type of screen used is a Near Field iImaging Capacitive screen. This
technolagy allows the operator to use the tsp screen capabilities with either his bare finger or
while wearing gloves {up to a wiclder's glove thickness). The benefit of this type of screen s that
securty personnel do not have to take gloves off in hot or cald weather fo operate the screen.

Addiional enhancements to the screen provide a large format display capable of operating in
bright suslight {system alse contes with daylight shield that can be affixed to the top of the
rronitor), and also includes an Enhanced Specula Reflector (ESR). ESR is & thin, mirrorlike,
ron-metalfic film appiied to the screen during the manufacturing process that offers greater than
58% specula reflectivity across the entire visible specirum. This ESR is designed fo increase the
cavity efficiency of backlight sub-assemblies, and reflects 5% of the ambient light back through
the LCD and low heat generating back lighting.

Chther benefits of this screen are that surface contaminants do not affect the screen surbte and it
is the only fouch screen to pass UL ball drop tests. The normal lemperature operating range of
the screen is from 32-1571°F {0-66°C). Humidity rating 0 - 98% relative humidity, non-condensing.

All images can be easily manipulated (zoom infout and selff-centering, and moved arocund} by the
operator using & mouse of by gently tapping on the monitor's screen using the oparator's finger

{bare or wearing a glove). Thae mondor allows for 6X zoom in both pariial and full screen viewing.
There are two images that are bsing eormpared on the screen; a reference image (VBUI), and the

Fage 3 of 7

A-3

o o el A




current image {image being reviewad}. As either image is tapped at any point or clicked on using
the mouse, both imageds will zoom in and self-center on the same area. Touching or clicking on
the full screen button opens a new view, displaying the vehicle in full screen mede, thus allowing
the operalor {o see the image in greater detsil. The imagas can continue o be manipulated in

this view.

The on-screen sensitivity selection bar allows the operator to increase or decrease the foreign
obsject detaction {FOD) capability. The front image of the vehicle depieting the vehicle number
plate ofc aleo operates in a zoom mode. The on screen history button allows past images o be
recaiied via viewing or the search functon. Once recalled the selected image is sent back
through the system for analysis and comparison. The arsas of interest circled in red remain on

the enlarged image:

The system takes both front and back views of the undercamiage, and the operalor can toggle
between them by touching the appropriste button on the screen genersting an almost “3D view”
of the vehicle’s undarside. All viewing opiions and their features operate in both front and back

VIEWS.

4. Electronic regquirements and description of the elecironics,

The Gatekeeper mobils system uses two computers: one for the scanner and the other as a part
of the monitor. They both have auto ranging (93 VAC to 264 VAC & 47 Hz to 63 Hz) powser
supplies. The fraffic light is powered {12 voits) and controlled from the scanner via a single cable.

The standard monitor power cable is 100 fi {30.48 m) of 18-gage wire, and the scanner power
cable is 100 ft (30 48 m) of 12-gage wire. The Ethernet cable is 300 # (91.44 m) of fully shielded
CATSFE cable that contains a Keviar center and UV resistant outer coating, The Ethemetis a
1008 Base T that enables the system fo communicate at a very high speed - i.2. it izkes less than
a milksecond from the fime the scan is complete {vehicle lsaves platform) o the time the images
are af the monitor thased on 300 # {91 .44 m) of Ethemet cabls). All cables are filted wath MIL-C-
28482 connectors {military bayonet connectors). All cables and connectors are “commercial-off-
the-shelf™ {COTS) components.

The scanneris 41 in x 2875 in. x 5 in. {1.04 m X 083 m X 0127 m} and has bwo fighting rails
runiing on each side of the scanner that are 2 in. x 80 in. (D.051 m X 1.524 m). The scanner
weighs approximately 55 ib (24.95 kg), and is consiracted of 478 in. aluminum with a2 dual skinon
the top for heat ventilation. The system is sealed around the two glass viewing windows and the
removable fid The scanner contains & single board computer, DIO controfler {Digital Input/Ouiput
ports - thess ports {connections) can be used to accept input signals from other equipment such
as sansors, sniffers, efc as a part of 2 complete security checkpoint system or be used in an
outpuat mode te send controt signals to other equipment such as gates, bollards, zlamms, ste),
powsar supplies, main commercial camers {under camage Wiage caplure] and front view camera
{camara that takes the iwage of the front and if required the back of the vehicls via an addifional
embedded camera) and mirrors olc. Once the scanner is put in the platform, thres inches of the
scanner plus the armaor plate sit above the plstform height, and is protested by guide rails that are
graduated in height from 3 in. at the point of entry to the platform, up to 4 in. by the scanner, This
configuration protects the scanner and makes it rugged. The system can operats in ambient heat
temperatures from 14-1TH°F (10-7667°C).
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5. Gatekeeper system has sturtdy, durable rampsiplatfonn.

Heavy Gage Gahanized Steel Platform

The mobile system's platform consists of 5 pieces plus the scanner. lthas worampsthalare 2 8t
¥ 12 ft x 2 in. {061 my x 3.66 m x 5.08 cm) and each weighs 345 i {156.49 kq), the ramps also
contain wheel quides on the inside of each ramp that range in height from 3-4 in_ [7.62-18.16 em};
the ramps are locked together by three profeciive amnor piates; two 2t 76 1b {31.75 kg) and one at
106 I (47 63 ky). The total weight of the platform is 935 ib (424,11 k) The system is made of
hot dipped galvanized stee] with all parts intedocking {i.e. no bolts or nuts). The platform is

- extremely rogged and can handle small cars to large trucks. The grated ramps ailow the syetem
to sit on gravel roads etc., and alfow ram io drain away from the system and not puddie on the
platferm. The overalisize of the platform s 12 R 7B R (366 mx 229 m}.

8. System Maintenance Requirements.

The reqular care and mairdenance is not difficuit buf proper atfention must be given fo the
systems in order for the slectronics o continue performing properly.

Daily Maintenance: Chack calibration of scanner by activating self-test calibration funcion on
monitor screen. Regular wiping of the viewing glass on the scanreyr {depends on environment but
=t feast once an hourd with a dry cloth. Keep all trash {paper etc} away from scanner. Clean the
iouech screen with rubbing alcohol or similar to remove finger marks efc.
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Monthly Maintenance: Remove the scanner from the plaiform and take it fo a clean area. Once
there remeve the lid off the scanner {10 screws) and vacuum the interior of the scanner. Check all
cormectors. Clean alt mirrors and the inside of the viewing glass and camera lenses. Replace the
lid of the scanper and place scanner back i the platform. Check alf cables and areas where the
cables may rub against the platform oF other areas, and make sure that they are not caught on or

rubbing agamnst anything.
7. Mobility,

The mobile platform can be set up, cables run and monitor and scanner operating in fess than 15
minutes using four people. If the expandable sheiter (tent) is usad i will add a further5-7
minutes fo the set up time. :

8. Standoff [ remote operation.

CAT-5E
Ethernet Cable

Guards monitonng system

e S el in brartker 360 foet away

Un-manned Check Point

The standard systerm can be remaotely aperated from 100 yd (.44 m). B takes about 4-5
seconds for the image fo appear on seresn {from vehicle leaving platform) in a processed state
i.e. compile images at scanner < 1 second, inmges fransmitted from scanner to moniior <
milfisecond and 3—4 ssconds o search the Reference fmage database for a UVSH and present
the resuiiant scan and Images on screen.

Fecent enthancements resulting from the employment of a ruggedized fiash drive memory in
conjunction with the ruggedized hard drive has increased performance times significantly L.e.
made theyn faster - delivering fully processed and foreign object defection matched images on the
monitar screen in less than 1 second affer the vehicle leaves the platform. This option is available
oft aff models going forward.
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9. Training, :

The froops who have irained on the systems have all sigied that the hasic feaitres are gasy o
learns and use. To adequately leam and become thoroughly familiar wath the systems,
Gatekeepsar recommend that the classroom style {raining of one hour (max) is conducted firstin
an area where the Fainees can put their altention towards learning the system without
distractions, and then follow that with in-field practice. Once the basic operation is understood
and mnternalized, the routine operation is simple & direct.

A set of laminated Quick Sfarf Instricfions is provided {o operators to help lsad them step by step
in using the eguipment and to serve as a guick reference guide for the Gatekeeper system. See {
Appendix B for a copy of the instructions.

18. Use of 2 tent.

GKH.1091 Enclosure '

Gatekesper recommends that a shelterftent be used with the system for optimum performance.
Using @ shelterfient of some descrpiion at all times will keep sunlight from interfering with the
camera optics and ensure the highest level of automated system performance. in addition, the ;
effect of adverse weather conditions are reduced as the sheller keaps rain and snow ofi the : ¢
scanner's viewing glass. The viewsng giass also has varous treatments that by themselves help
o preserve the systems performance in adverse weather condifions. The viewing glass has anti-
olare and a reflective coating along with a hydrophobic coating that repels water. Even with the
shelter and the various protective glass coatings the system’s viewing glass will require more
frequent cleaning in adverse weather conditions however, less than i the sysiem was used
withowut a sheiter. The tent used in Iraq s availzble from DOD stock.
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