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OVERVIEW

INTRODUCTION

In fiscal year (FY) 2006, the Transportation Security Administration (TSA) announced
opportunities for general perimeter security enhancement projects at airports with typical
configurations and existing barriers, such as fencing and concrete barricades. The announcement
requested information from airport authorities on existing airport perimeter security
vulnerabilities and proposals to mitigate those vulnerabilities through the inventive use of
available technologies at intended perimeter access points (such as vehicle gates), perimeter
boundaries, and terminals.

In FY 2008, TSA reissued the Airport Perimeter Security (APS) announcement to all airports,
along with a second announcement addressing small to medium-sized airports with few or no
barriers around their perimeters. The second announcement was for the Virtual Perimeter
Monitoring System (VPMS) project intended to test a more elaborate solution that would better
fit a smaller airport. The VPMS solution was developed by the Navy.

TSA requested airports provide white papers explaining the security deficiencies to be addressed
and proposals, including technologies to be deployed and full life-cycle project cost estimates.
65 airports responded to the FY 2006 request and 35 airports responded to the FY 2008 requests.
The airports proposed projects of varying complexity, from installation of a single piece of
equipment to sophisticated, integrated systems.

Six airports were selected in FY 2006 to participate in the APS projects. In FY 2008 and 2009,
TSA selected six additional airports for participation in APS and three airports for VPMS

projects.

The attached report covers the test results of only one of the 15 total test sites. TSA plans to
release each report singularly as the test results are completed and made available.

IMPLEMENTATION

Indianapolis International Airport (IND) utilized APS project resources to purchase and
implement five mobile, independently powered perimeter tower units designed to monitor airport
areas lacking power and communication infrastructure.

National Safe Skies Alliance (Safe Skies) provided independent verification and validation
(IV&V) services and operated along with airport authorities to verify that the mobile perimeter
tower enhancements met the airport’s security expectations. The IV&V was concluded February

27, 2009.

 IND expected that the mobile tower monitoring systems would be rapidly deployable devices
that would provide effective surveillance and automatic intruder detection capabilities at air




operations areas that had limited or no communication and power resources. Additionally, the
enhancement was expected to possess a manageable turnaround deployment time (15-20
minutes), record and replay video footage, provide target summary information on each alarm
event, and operate for prolonged periods of time with minimal maintenance. Features that were
covered under this IV&V included the system’s rapid deployment capabilities, independent
power generation system, video analytics/automated surveillance, graphical user interface, and
any operational maintenance issues.

The Safe Skies Lead Test Engineer (LTE) generated a site survey document based on a
preliminary survey of the locations prior to the deployment of the security technology
improvements. The LTE developed operational testing procedures used as the basis for
determining if the system met the security requirements of IND airport authorities.
Representatives of TSA, Safe Skies, and IND convened to discuss and verify the system
requirements prior to the implementation of evaluation procedures. The resulting operational
data was analyzed by the Safe Skies statistical team and combined with the site survey

information to generate the final report.
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The IND staff has been trained in the operation of the system, but has not had a chance to fully
practice using the system due to a delay in the integration into the airport operations command
center. Additional training will be provided prior to final integration.
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EXECUTIVE SUMMARY

Indianapolis International Airport (IND) utilized Airport Perimeter Security (APS) program
resources, provided by the Transportation Security Administration (TSA), to purchase and
implement five mobile, independently powered perimeter tower units, designed to monitor
airport regions lacking power and communication infrastructure. As required under the APS
program, National Safe Skies Alliance (Safe Skies) provided .independent verification and
validation (IV&V) services and operated along with airport authorities to verify that the mobile
perimeter tower enhancements met the airport’s security expectations. The IV&V was conducted
July 8 — 10, 2008 and February 24 — 27, 2009. The break in testing periods was due to issues

related to fine tuning the software, and airport activities associated with moving to the new

terminal.

IND expected that the mobile tower monitoring systems would be rapidly deployable devices
that would provide effective surveillance and automatic intruder detection capabilities at AOA
arcas that have limited or no communication and power resources. Additionally, the

ppk?nﬁnmer}f was AVhP(‘fQA to n(\ecpgc a mqnqgeok1p fgrr;/)zy:wrmlmri n’pnfnn yment hmn (1 520 mxh}
AP LS mn;,

record and replay video faotage provide target summary 1nfor°ﬁa‘i:10n on each alarm event, and
operate for- prolonged periods of time with minimal maintenance. Features that were covered
under this IV&V were the system’s rapid deployment capabilities, independent power generatlon
video anaiytlcs/automated surveillance, graphic user interface, -and any operataonal

system, »
mamtenance issues. To this end, Safe Skies performed observatxon tasks and operational tesnng o

Sueﬁaﬁos to assess these features.

The system ccnszsts of the foﬂowmg components

' Moblie Towers —-Elevated Securzzy Inc (now owned by Critical Power Solutzons ]nternaz‘zonab —

: ppendzx A4
Wireless Infrastructure - Alvarzon Systems — Appendix B

Video Analytics — llex Server — Aralia Systems, Inc. Appendix C

Command and Control Systems — llex Server — dralia Systems, Inc. — Appendix C
Long Range Thermal Imagers - FLIR — Appendix D

Tower Cameras — Bosch, Inc. — Appendix E

& o e @

- Each ¢ MO_}O class tower structure is equipped with 28-foot telescoping aluminum tower frames,
~four 130W solar panels, a 500W wind generator, steel outriggers, an electronics compartment, a
- battery array, and a cable winch for mechanically lowering and raising the tower. Once in a
“collapsed state, the unit can be attached to a trailer hitch for transport to the next deployment site.
The unit can be deployed to full operational status® within minutes of reaching the deployment

i Tumaround deployment refers to the process of brmgmg a tower unit to its collapsed transport state, and bnngmg .
it back to its full operational state. This does not include transit time to a new deployment site. . T
*Fall operatlonal status is the state of the tower when aﬂ components have been deployed, power is acﬁv

is commumcatmg across the wireless: network ; RO )




site, at which time the unit begins to send streaming video across the wireless network to the

front end system. The front end system, known as the Ilex system, is where the V1deo analytics
software is implemented and provides automated surveillance of the viewable areas around the
tower units. When the video analytics software detects an intruder or violation of some kind, an
________ is generated and prompts long-range thermal imagers, mounted to the top of the FAA

tower, to slew to the coordinates of the alarm instance. This enables the end user to view and
resolve alarm instances quickly.

PR et

The tower units were evaluated under two methods of observation. The first method pertained to
the verification of the mechanical features of the units with respect to the turnaround
deployment. Each tower unit was brought to a collapsed state and then deployed to full
operational state multiple times to determine if any associate physical restrictions or mechanical
issues. During testing, all towers were collapsed, but only one of the five towers was actually
relocated to a new deployment area. Figure 1 illustrates a full operational deployment of two
IND tower units. Table 1 shows the turnaround deployment times that were collected.
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e
Collapse/Prep for | .00 | 1400, 4:00] | 424 | (3:58, 4:51) | [3:00, 8:00]

Transport Time

42

Full Operational . . . . . ) . .
Deployment Time | 600 | [6:00,7:00] | 630 | (5:59,7:01) | [4:00,14:00]
Turnaround 10:00 | [10:00, 11:00] | 10:54 | (10:05, 11:44) | [7:00, 22:00]

Deployment Time

The median turnaround deployment time was 10 min, which does not include any transit time
hefwe‘-‘en locations.

Based on the observations and time data, the towers performed consistently well during stages of

collapse/preparation for transport and full operational deployment. However, during the
of the turnaround scenarios, it was discovered that there were some mechanical

, izfp}ementaticm of the turn
issues with the towers’ winch lifting mechanisms’. Over the course of several turnaround

depioymem,scunarzos, the cable inside the winch housing bunched up and kinked the cable in
several places. This in turn created slack in the cable that, as it unwound, released and caused the
tower to jerk when it was lowered. As a result, the cable on one of the towers eventually broke as
it was being lowered. Neither the tower structure nor electronic equipment suffered any form of
damage that would require repalr or-replacement. The tail of the wind generator was bent slightly
and was replaced. Because this issue was present in several other tower units, testing was not

performed on those towers to avoid harming personnel or equipment.
The second method of e

valuation pertained to the response of the video analytics/automated
surveillance system, Tlex _T@n coverage areas, one per camera,

were set up in the video analytics software by the integration team’. To verify detection

MM‘HM es ofthe Hex Safe Skies marked two zones—close and far—within each coverage area

1xiiny UL

to make a total of 20 zones

3 The tower winch lift was responsible for raising the tower from horizontal position to a vertical.




’s functional

The wireless communication network proved consistently proficient to meet IND
needs. The video stream was clear and continuous at all times of testing. The only limitation
observed was the configuration of the directional antennas. The antennas have signal power
controls that regulate transmission power consumption. Proper alignment is vital during tower
~ relocation, and could require additional installation time. Antenna alignment estimations were

"not included in the IV&V because alignment is strictly dependent on distance from a node

antenna and terrain.

The front end system used by security personnel, the Ilex, features the Graphic User Interface

- '(GUI)‘“'Video analytics/automated surveillance software, and camera controls.” Of ‘the several
o display configurations Ilex can support, IND chose the GUI shown in Figure 2, below. The left

map of the airport where tower locatlons and coverage areas} :




are superimposed on the map and labeled for easy viewing. Below the geospatial map is the
alarm queue, which provides location information, tower unit ID, a description of the object that
was detected, and a link to video log associated with the event. To the right of the geospatial map
is an enlarged video window showing one of the camera views. The windows for the video,
geospatial map, and alarm queue can be customized. The right screen is strictly limited to show
the entire array of current camera views simultaneously. No other windows or screens can

overlap these views.

Fi 1gure 2. Front End Terminal (Ilex) GUI Geospatial Map, Enlarged Video Window (L), and
Alarm Queue Array of all Camera Views (R)
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Indianapolis International Airport (IND) utilized Airport Perimeter Security (APS) program
resources, provided by the Transportation Security Administration (TSA), to purchase and
implement five mobile, independently powered perimeter tower units, designed to monitor Air
Operations Areas (AOA) that lack power and communication infrastructure. As required under
the APS program, National Safe Skies Alliance (Safe Skies) provided independent verification
and validation (IV&V) services and operated along with airport authorities to verify that the
mobile perimeter tower enhancements met the airport’s security expectations.

1.1  Background

The TSA established the APS program to support the expansion and implementation of security

- technology at the perimeters of United States airports. Through this program, airports may

purchase and integrate commercial off-the-shelf technologies to enhance their overall perimeter
security infrastructure. IND participated in the program and developed a solution to enhance
surveillance limitations in and around the AOA.

1.2 Purpose of Document

This IV&V Report illustrates the implementation and performance of the mobile tower
monitoring system with respect to IND securlty expectations. The results reference Critical
Issues (CI) that were approved in the project’s
April 2008).

2. SCOPE | \

2.1 Objective

IND expected that the mobile tower monitoring systems would be rapldlv deployable devices
that would provide effective surveillance and automatic intruder detection capabilities at ACA
that has limited or no communication and power resources Additionally, the enhancement was
expected to possess a manageabie turnaround deployment time of 15 — 20 minutes, record and
replay video footage, provide target summary information on each alarm event, and operate for

prolonged periods of time with minimal maintenance. To validate and verify the system met

j these expectations Safe Skies collected data regardmg

‘e Mechanical constraints associated with tumaround :
e - Assessment of front-end (Ilex) system and video analytics . .

s Final Test Plan (DHS/TSA 2600.02.01.08-009,

s




Verification of long-range camera functionality and slew-to-queue operation

Equipment maintenance
Environmental impacts
Power limitations and constraints

el
l_/UrﬂH}LiIHLdUUIlb dﬂu Vl{..eU quamy
Feedback from security personnel and genera

@ & e o o

observations

2.2 Limitations and Assumptions

The CIs were developed under the assumption that the mobile tower monitoring systems would
be operaﬁonal at all times of the evaluation The combination of wind, solar, and battery power

expectations were primarily qualitative and generally worded, which

reflects in Safe Skies’ analysis. Though quantitative analysis was performed to verify the -
turnaround deployment time, wuiw the vendor specified, the remaining report information is a
combination of qualitative and quantitative results that attempt to illustrate operational features

of the system.

IND’s stated performance

Durmg the third and fourth quarter of 2008 and the first quarter of 2009, IND was transitioning
opera‘aons to a new terminal facﬂx’ty The Airport Operations Center (AOC) was relocated, and
the incorporation of all the previous equipment remains in progress. Because of the relocation,
the front end system has not been fully integrated into the AOC configuration. As a result, the
system has not been used by the IND security personnel and feedback from security personnel is

not available.
3. SYSTEM INSTALLATION
5 bystem Uescrlpuon ana Uperatlon Overview

Th mdbﬂe tower momtorm system isan mdepepdenﬂy powered pemmeter momtormg tool that‘
'consxsts o*c the foliowmg componcnts

"Mobﬂe Towers —Elevated Securzty Inc (‘now owned by Crztzcal Power Solutzons Internatzonal) -

Appendlx A
- Wireless Infrastructure — Ahvarion Systems — Appendvc B

:Vldeo Analytics — Ilex Server — dralia Systems, Inc. -- Appendzx C v
- Command and Control Systems — Ilex Server — Aralza Systems Inc. —Appendzx C .
- Long-Range Thermal Imagers - FLIR— Appendix D

Tower Cameras — Bosch, Inc. — Appendix E. .




The “Mojo” Class mobile tower, originally manufactured by Elevated Security, incorporates
advancements in structural strength, power generation, and power electronics to provide a nearly
self-sustaining" unit requiring minimal maintenance for prolonged periods. When subject to
sufficient environmental conditions, the systems solar and wind generation equipment can
produce ample power to operate the video cameras, wireless transmission equipment, and supply
power to recharge the array of lead acid batteries. The batteries supplement power during night
conditions or when environmental conditions are poor for solar and wind generation, and are

specified to operate for 100 hrs on a full charge.

Each tower is equipped with video and wireless transmission equipment. Two day/night Bosch
DinionXF. Monochrome Cameras were installed inside climate-controlled housing units at half
the height of the tower (~15 ft). These cameras are fixed and can only be adjusted manually.
Alvarion BreezeAccess VL broadband wireless antennas were installed on each tower to relay

front end terminal in the AOC. Specifications for the

3 1 vy 0 F 1 Al 4 4T s p o e 5
video and system information back to the front end terminal i

Bosch and Alvarion equipment can be found in Appendices E and B respectively.

lex system is a video
X system is video

The Ilex front end terminal was produced by Aralia, Inc. The Ile
analytics/automated surveillance and Graphic User Interface (GUI) that controls the automated

“video surveillance, analytics calibration, video logging, alarm target summary, and supports
several display features for the end user.

Each camera view is fed to the Ilex server where the detection zones are drawn and calibrated in
" the software. Figure 3, below, illustrates how the system displays a detection zone within the
view of the camera image. The sub-image on the left-hand side of the screen shows a human
target and a light green box outlined along the grass area in front of the perimeter fence. The
- green box illustrates the detection zone for this particular camera. The enlarged video image on

the right-hand side shows a bird’s-eye view of the intruder from the long-range imagers mounted

ontheFAA tower.




Figure 3. Ilex Screenshot with Outlined Detection Zone

Alarms that come into the system will always generate:
A local video feed at the location of the event
e det

L]
. .
e A history or target summary that describes the target in more deta

A bird’s-eye view from the long-range cameras on the FAA tower

ail
il

Figure 4 bélow, illustrates the Ilex display screen, which has been tailored to meet IND
requirements. Additional specifications can be found in Appendix C.

Flgure 4 Front End Terminal (Ilex) Screens Geospatial Map, Enlarged Video Window (L), and
Alarm Queue Array of All Camera Views (R)

Flgure 5 shows the long-range imagers installed on the FAA tower: the FLIR Ranger™ 11 (L) and
the FLIR Sentmel (R) Spemﬁcatlons can be found in Appendix D '




Figure 5. Long-Range Imagers on FAA Tower Ranger III (L) Sentinel R)

3.2 Installation
The entire installation at IND consists of the following major components:

e 5 fully equipped’ mobile tower units

¢ 2 Thermal Imagers: Sentinel and Ranger I1I

e Aralia — Ilex server and workstation
‘e Alvarion BreezeAccess Broadband wireless network

10 Bosch Day/Night Cameras

owers include solar panels, wind generator, battery array, wireless communication equipment, and




The Alvarion wireless network system utilizes directional antennas to communicate between the
front end system and the towers. Each tower unit antenna is aligned to communicate with one of
two node antennas mounted on the corner of the southernmost FedEx hangar or the FAA tower.

As of February 28, 2009, the front end workstation had not been fully integrated into the AOC.
This is due to a vendor delay not associated with the program.

4. METHODOLOGY

4.1 Sitc and Schedule

stem components were installed in Summer 2008 *
on top of the FAA tower, and in the prior AOC of IND. However,

technical delays kept the system from being reliable and usable until August 2008. At that time,
operational data was collected on the mechanical features of the system pertaining to turnaround
deployment. In Fall and Winter 2008, IND transitioned to a new terminal, which delayed the -
remainder of the operational testing until the final week of February 2009. During that time, final
documentation of the enhancement and the operational testing of the video analytics portion of
the enhancement were conducted. The evaluation was conducted July 8 — 10, 2008 and February

24 -27,2009.




4.3 Critical Issues

Procedures and data collection processes are based on Measures of Effectiveness (MOE) and
Measure of Performance (MOP) to generate qualitative and quantitative data that can be used to
address the identified Cls. Missions and tasks are used to develop methods for collecting
quantitative and/or qualitative information that does not lend itself to statistical analysis.

he mobile tower system enhancements meet current perimeter security
needs of IND?
e CI 2: Do the mobile tower

L]
(u
™
|
o
[
e

system enhancements meet the specific

What Nuisance Alarm Rate (NAR®) does the
MPSS exhibit?

1.2.2  What False Alarm Rate (FAR'") does the MPSS
exhibit?

.~ The NAR is the hourly rate at which environmental forces appeared to cause the perimeter intrusion detection
- device to alarm. Environmental effects include ‘weather conditions such as high winds, heavy rain, hail; small

. objects such as debris (trash and leaves); small animals such as birds and rabbits; and excessive noise.

' The FAR is the rate of alarms for which there is no apparent cause for the alarm event. Investigation requires both

video and current environmental data. After exhaustive review, the event may be classified as False. . :

B
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enhancement?

Determine the time required to bring a tower to
full operational deployment?

Determine the time required to bring a tower’s
electronics and communication equipment to full

operability?

Determine that the video analytics are operable

after each deployment?

Determine the time required to prepare the tower
for redeployment or transportation state.

Determine the ﬂnprnytmmp time the towers

operate under a fully charged battery.

Determine if the “Power Drop” warnings of the
enhancement meet IND requirements.

5. RESULTS

51 CI1

CI 1 addresses the issue of whether the mobile tower enhancement meets the current perimeter
security needs of the facility. IND expected that the mobile tower enhancement would be rapidly

deployable devices that could provide surveillance and automatic intruder detection at areas

within the AOA where there is insufficient or no communication and power infrastructure.
Addmnnnllv the towers were eynected to possess a a short turnaround time of 15 — 20 min, ]ong—

range thermal imagers to slew to alarm events, record and replay video footage, provide target
summary information on each alarm event, and operate for prolonged periods with minimal

maintenance.

5.1.1 MOE 1.1













52 CI2

Cl2 éddresse; the overall performance of the mobile tower system and determines through
.observatmn and operational data collection whether the system meets IND facility and personnel
nents. Due to the hmxtaﬁons stated in Section 2.2, some aspects of the original test plan







Table 4. Tower Depioymert Time Summary

jCoiiapse/Prep for . L = i ) )
- Traneport Time 4:00 | [4:00,4:00] | 4:24 | (3:58,4:51) | [3:00, 8:00]
| Full Operational 6:00 | [6:00,7:00] | 6:30 | (5:59,7:01) | [4:00,14:00
Deployment Time | & [6:00,7:00] | 6:30 | (5:59,7:01) | [4:00, 14:00]
 Turnaround | o oooboo o 054 |10-65 11- : X
Deplogment Time | 10:00 | [10:00, 11:00] | 10:54  (10:05, 11:44) | [7:00, 22:00]

Confidence intervals for the mean processing times above were calculated using the

normal dlstnbutlon methodology (NIST 12006, 7.1.4). Conﬁdence mtervals for the“




expect 95% of all confidence intervals for samples of data taken under similar conditions
to contain the true median value of 10 min. In the case of the median total deployment
time, for example, the confidence interval bounds indicate that with 95% confidence we
can narrow our estimate’s confidence interval to a range of [10:00, 11:00], a width of 1

min.

The only feature that was not evaluated was the approximate time associated with
verifying that the video analytics were operable. Upon redeployment, the video analytics
are custom drawn to cover a new area; the time required to implement a new detection
zone depends greatly on the area being covered and the experience of the end user in

establishing new zones.

523 MOE23

This measure deals with the power generation and energy storage capacity requirements that
IND needed for the system to be success.




6. SUMMARY




The IND staff has been trained in the operation of the system, but has not had a chance to fully
practice using the system due to a delay in the integration into the AOC command center.
Additional training will be provided prior to final integration. Installation into the AOC control
room is planned, and the images below show where the screen will be located with respect to the
controllers. Two of the monitors included in the array of observation monitors shown in Figure
9, below, will be dedicated to the new system. One of the controllers will manage those alarms

and cameras.

F igﬁré 9. AOC Command Center (L) Main View Screen (R) Operations Workstation
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ritical Power Solutions Internationa

Product User Guide ~ Indy MoJo Platform

About This Guide

This user guide is designed to provide a reference for installation. maintenance and safery
isams regarding one of CPSI's rapidly deployable rencwable energy products. The
“Cruick Tnstall” section may be referred {0 for experionced users, however, all fisst time
users MUST read e ”‘Safezy" siction First o fmizanze themselves with potential
dangers that could be encountersd. during sefting vp'and short ferm usags. The power

being geverated by renewable energy can #i times be significant and can bod ,
propér safely preciutions are not followed. Trailer and tower systems must be deployed
properly. Hazardous sitnations could be ereated during any step of the deployment
process ifone is not familiar with the proper method of deployment. You will find these
£Ps1 graézxds to be very tseful, extremiely reliable, and safe if used snd maintained in
the proper maniier, This guide will help the users understand what is regaired to keep '

thess systenis working effectively for years to come.

About Renewable Energy

Definition: Renewable Energy is anatural power source, 1.¢. wind and sim, that can be
- replenished naturally with the passage of time.

Inthe security and commundcations world, rareiy is'there enozzgk “time”™ fo wait ios“
wir souress that are

Ao

- power to be repleniished. To build ,syqt»ms using rénewable pow
~effective in mission mzzeai applications, we must add power storage (batteries) to store
' the power in order 1o extend the Tuntime of the reqmmé devices. We also must control
- the power constumption. With the proper mi ¥ of poser generatioh, power storage and
- power conswnption, applications that are ¢ritical in nature may "be ammz;pksheé The

- CPSI goat with all renewable energy based power systems is to effectively builda
“predictable” power generation systems that will work for years 1o come. "




Batteries don’t just “dic” like generators and our grid based power systems.do: They can
be monitored s¢that when they get to 4 point where they mity drop the power'to the '
devices, they can easily be recharged. Havingan effective management plan to handle
thege systems dufmg.ﬁ mes when the sun is gone for extended peviods of time is very
important. Batteries are also affected by the iempexaﬁxe, During the extreme cold
months, it may be necessary 1o rotate systenss in for a full chargs of the batteties. Batiery
Lifewill be extended wud the effcctivenass of the mission will be mamtaxz}eé

There g g cerfain éacr’ge of eoimmion senge that z’nn%t be employed with renewable
encrgy, Solir panels must beable o see” the sun. Wind generators must be exposed to
the wind. Please take care while deploying these ystems to-orient the solar anng where
the pantls 3 will take fall advantage of tlw greatest atount af sutr. A¥the power system
inside the unit has been maximized for peak e}fkuz.m} w0 must e orientation'of the

platform.

Indy Molo Product Specifications

Physical Dimehsions

Intrmsport mode  Length _\16’ '
o C Wadih *f3’
Height B e
“Weight ??5{3 Tos
CTongueweight 0 2201hs

" Deployed wiotiriggers extended 13" x 13" square

'  Indy Molo Product Poswer Sheat

Tnput. pE}WGI' o oBelae




Safety Tssues

{Vd

They are ﬁmxgm:d for single operstor deployments, but it is rwommcmied to always have
al feast iwe puggk,pmsent when setting upor iskmg dcmn these trailer and fower &3&@;}

The Moo platforms arc designed For rapid éwpi()“m‘l nt, easy selup and simpls operation.

systems:

Al Moloplatforms are designed for military/helicopter deployiments. "The center pmni
of weight distribution is directly over the axle. This makes it abvefwelp impergtive that
afl the outriggers be dep{m'ad prior o ruising or elevating the tower. A tower that is
elevated to a vertical position without the oulriggers being depk»ad couldereaten
dangerous situation i vaught by & heavy gust'of wind or the inappropriste act of a
carelens operator, There s no rear stebility without the outdiggers deployed.

CEB‘%.» miust be taken Whﬁe the km eris being f:lwaieé fromihe hcﬁzemi transport state
to the vertical position. The *un-pirmed” 1eg of the tower ihat geis pmmd 1o the base
whexx in it's vertical position can pinch cables; fingers, hands, etc.if'in the path of'the
“tower leg a8 it approaches the base. Make sure there is nothing in the way of the Tower as
it is being elevated. "I the event:that something is in the direct path, thecontroiling

Wmd} can be stopped or reversed immedintely 1o remove the obstruction. A o




When raising. ti;e. tower from it"s nested vertical position the tower must not be
overextended.. The cable may sHp off the pulley i the tower is raised passed its intendad
stop point. There must be af loast 16-18" overlap onthe two towers fo make sure the
cable operates properly. The stop point is marked by a red ring amzmd tlse tower. Do
not Tet the rotlers of the inside tower pass the red.

Quick Set-up Guide

1)  Find the most level spot within the area of dcpioymvni:
Determine the sun exposure and the most effeci:ﬂ e
direction for the mission apparatus.

2y Bmp the front 3ac£». on the tongue of the MolJo next to the

 hitch of ﬁlﬁ tow vahicle and remove. ﬁ‘k@ }n’sch from ithe
vehicle.

3) Remove the rear outriggers fmm the top of t}w MaoJo base

. and depia}« ﬂwm in ﬁm I‘BC@N er iﬁbes lesai:ad a& the rear of
o thebase.
4) Deploy the front ouinggers and ievei ih».. ;}}ai‘form with ﬂze
 level located in the middle of the top of the MoJo base.
5} Deploy the solar panels and tighten the T bolts,

6) Install mission apparatus on the tower system.

7) Turn on the main power breaker in the winch saddle box, -
 the main power switch i in the electronics box, and the

. v‘t’Tesi ﬂw mxsswzi?apparaws for power — _then tﬁm fiaea 103{1
breaker %acix aff and themam pxmser swﬁch_ , KR




and the breakers for the
£ L2} 32 %

9)  Turnon the main power breaker and the breakers for

winches. ‘ , ; A

10) Remove the winch remote control from the elecironics box

' ‘and connect it to the “raise tower” connector.

11) Raise the tower and pin the third leg of the tower to the
base. The winch line should f%a‘é pulled firm to provide
tower support R e

12}  Move the remote control {o ﬁhe }evaif; iewer”, c;onnsctor

, ‘and ¢levate the tower.

13) When the tower is at the requfred height dzscomeci ti;e:
remote control and return it to the electronics box.

14) Tum on the main power switch breakers for the mission

15) The system is deployed

General Maintenance
Solar Panels
It is estimated that dust collecting on the surfiice of the panels can reduce the system’s
performands by asmuch as 7% antiually. While rain van provide some amountof
eleating, itis zmanmxeﬂd»d that the panichs are rinsed af least four times a year, more in
the i;xgh—nmdlmiag sunumer months, More tleaning may be required depending of the
location, Areas with'a large smopnt of construction developmeut and/ or agriculture

) mtﬂhi tnt;mrt: #morg ccmswiuzt c,leanmg

Ma;miaﬁiﬁn‘ézs rﬁcmmzend W af;hmgihc soiar ps.m?s with'warm water ami a1ag, §04p.
may be added if p‘mels are ﬁmharaciensima;}y dirty.. The panels should be rinsed inthe
cool erthe nmmmg to avmd dras%zc temperamre chmges t%mt muld resuit m damag,mg

- the: dekcafe ceﬁs o




and take action if the batterics aséin avery fow %ta%vx}f»charge.., Thesystemsae
d:.sxgmi fo be'recharged in the field, or they may be rotitted into 4 storage ares and
charged foran e‘ﬁmdnd period. Neﬁfpr store batteries in an “uﬁwhgrgbé" state. Before

parking these trailer systems i an aren whers they will notbe exposed to the sun, charge
the batteries fully. ‘We fecommeid any exténds worage o be done outside withthe
sotar panels extended, the load off, am% the units iuiiy expnsed o the'sun.

Recharge Instructions

I the weather Ts 06t supplying sufficient snergy 10 reuharge 1he platform, orwhenthe
sysmn has bsen stored/unused foranore than thirty davs, the platform may requisea
fuulai‘gr, it isalso ruom:mmicd t?mt 2 mp@i“;imrge be ap;}md eveory three mz)m%zs o

araniam muerv mﬁei’ni‘

E{g:ipr‘ﬁeﬂt N,e;ééﬁ:ri:
Generstor

Directions:

5 plug the “te;nale” end of the extension cord into-the pm& er xauket
located on the zide of the saddle box mounted on‘the door of the
battery box

2 Plig the “male”™ end of the extension cord into the: geaamios

3 Tumthe generator on
4)  Let charge for at loast 4 hours — longer if necessary
3 Turn the generator offand remove the extension cord.

i "I}xe Moo systems may alse be ph goed into 110v AC power outlet using an extension
cord just a8 with the generater. “The solar pasiel posver input breakers should be turned
. off when charging direetly from ﬁae;gmi ﬁ;e ‘mission apparatus may remazxz on lf
neues@ms dz.nnc the chargh 8 0 1 SRETE . - - .




Monthly Maintenance Check

1) Walk arcund the system and visually check for any evident damage
2} Check tosee that the T-bolts are tight {Solar panels, Jacks, ‘etc.)

3y Check to see that there is no corrosion on or near the battery terminals
4) Clean surface of solar panels with warm water if necessary-

5) Make sure no slack exists between the winch arin and the tower

Initial System Check
MoJo VIN s Phy&c& Lscanon(cment)

The purpose of this test is to confirm the power generation, the power storage, the
monitoring capability and the overall functionality of the tower systems mstaﬂed at the

mtemanonzl aupen: in Indlanapohs, ]‘ndlana

Power Genemilon -capabzhﬁes e e el = e
“Solar Panels : watts each o wattstotal
Wind Generator watty rated . I

AAAAA s nseetl aaand  citioee STERE]
! g0l x A

LVJ.UU.ILUJ. UPU.L QLI
Comments:

- Power Storage— by design
" ‘Batteries:
"~ Batteries wired

- Power Consumption
' ‘Power Consumption .




AC Lt

Blam Poder soitch “rdepssch
Riodsus £5282 Control

¢ TrsStar 53— Pocarte

therradal L5 H

The TeiSars manags the
povar sy ntd the
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System Monitoring

CPST remote platform monitoring application was developed fo give an ovesall status of
each platform deployed Into one convenient interfacs, , '

Minimum system requirements
Windows Visia® Home Easu:f Home Premium/Business/Ultimate*” ,
Windows® XP with Service Pack 2 Home/XP Pro/XP Media Center Edition ,

* 1.2GHz or higher procéssor
= 1CHg of RAM
¥ 300MB of availahls hard gimk spacs

¥ Most meet mininmum Windows Vista operating system requirements.

Installation:
1. Do oreof the following:
It you zmmh*zi:eé 40D, fosert ﬁt‘, [ i? indo the {‘i‘) R{’}‘if (%m 2, am‘? ihm s!;c%

Setup.

T You dwnim&gci your cep» of ’\icmmr Apgimﬁ o, éﬂ:’;ﬂ}!ﬁ%}ﬁ%g Hhy ﬁigi;}m; i

wnloaded, Unlessvou:




Main Seresen:

The main screen (below} wﬂl show an overall status of each platform power pack
voltage, when the program first. Iaunches it will be in a-stand by state and not display any
mfonnatxon until you start monitori




Dzsplaygé »
" Battery Yeoltage — dzspia}f curtént power pack vollage,
THimeto i_f}:f;z‘ge dgspkw, time 1o bring: ﬂw powerpack back 10 90% SC%“

_ “Fh:: ‘green” togsk button in the upper toft corner will Start-or Stop monitoring of tiaf.
platform “default is off s vou have to) gizck osthe toa,g}c batton for each platformy to start

‘ nmmtcmng




Viewing monitor application on remote PC:
While you can run this application on two different computers, it is not recommended. In
the gpplication temotely (more than one viewer), 2 simple web browser'is

orderto view
used. -
By default the setup is:

hitp port = 8081
url= http://"computer ipaddress”:8081 /indana. html v _
For custom configuration(s) or help with accessing the web portion of this applieation

please call CPSI-INC support at (1)571.223.0038 x204




* APPENDIX B - ALVARION WIRELESS NETWORK TECHNICAL SPECIFICATIONS
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We're on your wavelength.










I Antenna Data Shee
MT-486001

Page 1 of 2

MT-486001
5.15-5.975 GHz 28dBi Subscriber Antenna




Antenna Data B

MT-486

MT-486001
5.15-5,975 GHz 28481 Subscriber Antenna

Eloevation Radiation Pattern

Azimuth Radiation Pattern
Midband Freq. 5.35 GHz

: -?\#idtfsaad Fredq. 5.35 GHz

Dimensions [mml
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‘Existing Anbenna Versions
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APPENDIX C — ARALIA ILEX VIDEO ANALYTICS AND COMMAND & CONTROL
TECHNICAL SPECIFICATIONS




ILEX - ADVANCED VIDEO SURVEILLANCE

ek is an advanced; Inteligent 3nd scalable vides surveilance systam that can’integrate
hextting CCTY Infrastru:tmes ‘as well a5 the Jatest digital systems. lex racords into a
distributed relational database incorpofating real time: cataloging within video. picture,
automatic reporting DF a!arms and rapid SQL-bassd querying of the entirs stared vmeo

data,

Keyfeatures:

¥ Recording Into @ d‘ istributed refational databass at evidential quailty
Automatic real- time cataloging of pichure content

»
»
» Automatic reporting of alarms

» ‘Automiatic video data reduction usirg ‘inl:eihgent’ data thinning
»

>

>

Repid SQL-hased querying of thesentire stored vides data
8 Ob;ect analys}s ofrPTZ cameras
Afiows For multiple compression technologies

DATABASES

"Pioneersd by Aralia to store-all canﬂgurakmn and video data enables querying and data
processing capabilities of a large-scale SQL database. The relaticnal databass is divided
inko Widea, Evidential, and Chject databases.

"

. i VIDED OBJECTS ||  EVIDEMTIAL
SYSTEMS DATAB?.SE ;i DATABASE DATABASE ’§ DATABASE
iautomatically
catalogs the
Holds complets video - content
Faed .
survelliance systetn variable Compressed into  }{Store events -
Deployed Fuly or Hcompression jjrelational observed within the
partially across nstwork: databases video database
Reduridancy provided By 355222800 Alarms on complex This data cannot be
other. additional systems image content scicled -
AL St . )
s Automated target  (Data retained with a
Changes in state craate hardware jjracking Full audic trail
Slating H{Rapid search "
iithrough the SQL
jigngines.

~SCEHE COHTENT ARALYSIS Top
s mntent is e&ptur’éd thr:‘rjata is 3utomatically! snalyzed,

Standard objects: Person; Group,. Car, Truck, Train
- Additional “object:” Left_luggage, Police vehlcles, Person blseding, Loitering,.

Crowding, License Plate'Recognition

Additional objects can be assigned & set of pmparues

Feaslble to develop customized algarithms For Specific scsnarios
WWIDEQ SEARCH ENG]HE‘TOQ,

Al the data recorded in the relational databases can searched through
“the deeo Saarch Engme

v -

- e

-Uses standard IT sérvers.

Controlled and monitored throuqh Internet Explorer .

Server-contains the hardware capture, compression and | pracessing requlred to
support anumber of analog video or digital caméra’inputs

Server stores compressed vidés data, in the form of NAS, or part of san

Uses a high'performance, thtwetghl:, distributed SQL relational dstabase

:Easy" integration: of any. thu'd Darw scftware Fa:lal, bicmetric soﬂ'.ware, or

‘tracking devices,

v

ey




APPENDIX D — FLIR THERMOVISION SENTINEL AND RANGER III TECHNICAL
SPECIFICATIONS
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» Horder Seourily

» Coastal Surveillance
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dayfight opetat

Fowsrfid duyligh

Ty s

Rugged, sealed enclosise i parfor i heasgh

Builvin tsst {217} Iriteliigesnt séif test confinns that
the system Is operating optimally

Easy intagration . Doy by guilaiily Belied on § tripoid,
oF oRts Existing panytit hesds

Bustein dafrost Keops e Jens ool iy oold cimales

Optional Mekus server Frovides tosnetivity to esvergisg 1P
g Sysian #

Iz s FLAR insida FLIR aontrols the sntre sigipl
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B long ben SuppoTt )
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APPENDIX E ~ BOSCH MONOCHROME CAMERA TECHNICAL SPECIFICATIONS

I



LTC 0510 Series
éﬁamafaﬁ

The LT G510 Serles of High Performance 1/2-inch Digitat
CCD Manochrames O e Wi Dest Doasibh we,
eyven pnder the most gifficult Bght snd scene conditions,
Based on unigue 15 digitel vides processing technolsgy
angt employing XF-Dynamic, these carmerss provide the
ultimate sensithity with exvended dynamic rangs. By
smploving the best 1/2-tnch TCD svailable, advanced front
and processing, combined with the cutstanding Dinion
D8P, the cameras achiowe an astonishing sensiibdly,
prosdciing betier lanages in tow Heht suations and shemper
daytione bmages. .

AN Dinden camerss are suppied ready o operake. Shmphy
attach and focus the lens, and connect power to provide
opthnat pictures under Yrtuatly 3l scene condithons. Ho
fools are reguired for backfocus and power connection. For
extra chattenging sibustions whers fine tuning or speciaf
setiings are mouired, the camers parameterns can be
individhually set ushig the controt buttons on the side of the
namera and On-soreen Display (O30} Also, to aid
instaiiation, the cxmers sulomatically detects the lens type,
and using the bens Wizerd ensures accimte {back) foousing
for perfectly sharp piebures at aif Hmes,

> IH-bit DEP tecbaology
» HPDynamic

= Bifnx comunurication
» Defaull shotter

= Laows wiverd

> Wideo motion deteciicn
= Expeptionat I seralivity

XF-Dynamic

Extonded dynamic range is brought to 2 new level onthe
LT 95D Series Camera by XF-Dynamic technology, X5
Dynamic automatically processes the highly scourate 158-bit

chigital signal to optinatly capture the detal i both the
highlight and lowlight aress of the scene simulianeously, to
prgxbensh oe the infommation visitde in the plotase.

Bitinx Technology

The LTC D510 serdes cameras ncorporste Bithi Bilinx is a
bidirectonat communication capability embadided inthe
video signal of all Bosch Dinton cameras. With Bilinx
rachnicians can check status, change camera settings and
even update firomware from virtually anywhese along the
video vable, Bilir reduces service and instsiistion thne,
provides for roore acouraie setup and adiustment, and
waproves overal performance, Iy addlition, Bilinx uses the
standard video cable to transrmit alarm and stabus
messages, providing superior performance without
additionst nstallation steps.

Video Motion Detection .
The bultk-in video muotion deteckor allows you o selsct up
to four fully programmable areas with individast thresholds.,
The global scene change detecior minimizes False alarms




caussd by sudden Hghiting condition changes, such a3
switehing on or off the indoor or security Bghting. Whaen
motion ks detected alarms may be displayved In the video
signal, the outpul relay can be closed in addition o atann
mEssage transmission on Bl

Auto Black

The automatic black jeveld feature, enhances contrast by
removing veifing glare from the ploture or when contrast is
recfyoed by fog or mist.

Default Shatter

When viewing moving objects a fast shuttar speed is
recuined. When using & fast shurter speed the lans opsning
ar gain control nesds to be increased o mainiain the video
sigrial The camera sensithily is lmisd by the fast shutter
speed. The default shutter setting of the L10 OFI0 offers
the best of al worlds, fast shutier spead s fong as there s
sufficient Bght, however as the Hght level falls, when other
adiustments have been exmmsbéeﬁ the shuttier reverts o

cammeras ssoaiient

&5 ghoenent

anctard the came

sepsitivity.

Back Light Compensation {(BL2)

Offering & fully programmable BLC ares of interest, and a
wariable BLO level the camers can be easily set up for oven
the most chellenging entrance applications.

Laws Wizard }
. The LTO O8I0 sedes automatically detects the type of lens
mstalied, The Lens Wizard witl focus the fens at the
mraxirm lens opening, to ensure that focus is mabmtained
throughout the entire 2¢-hour day/night cycle. Mo special
ooty or filters are recuairad.

Programmable Modes

The camera supports 3 independent cperating reodes.
The 3 modes are preprogrammed For typleal applicatinnsg,
but are fully programmable for individual suations.

& mmfxmg Brabwesn F’;“f}ﬁ&ﬁ b5 pagy via Efinx or the exenal

BensUp

By incrpasing the integration tims on the DCD up ko 10
tines, the effactive sensitivity is dramaticsily enhanced,
especialy useful where there Is no artificial Bghiing and you
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