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OVERVIEW

INTRODUCTION

In fiscal year (FY) 2006, the Transportation Security Administration (TSA) announced
opportunities for general perimeter security enhancement projects at airports with typical
configurations and existing barriers, such as fencing and concrete barricades. The announcement
requested information from airport authorities on existing airport perimeter security
vulnerabilities and proposals to mitigate those vulnerabilities through the inventive use of
available technologies at intended perimeter access points (such as vehicle gates), perlmeter

bOuﬁdahes and terminals.

In FY 2008, TSA reissued the Airport Perimeter Security (APS) announcement to all airports,
along with a second announcement addressing small to medium-sized airports with few or no
barriers around their perimeters. The second announcement was for the Virtual Perimeter
Monitoring System (VPMS) project intended to test a more elaborate solution that would better
fit a smaller airport. The VPMS solution was developed by the Navy.

TSA requested airports provide white papers explaining the security deficiencies to be addressed
and proposals, including technologies to be deployed and full life-cycle project cost estimates.
65 airports responded to the FY 2006 request and 35 airports responded to the FY 2008 requests.
The airports proposed projects of varying complexity, from installation of a single piece of
equipment to sophisticated, integrated systems.

Six airports were selected in FY 2006 to participate in the APS projects. In F'Y 2008 and 2009,
TSA selected six additional airports for participation in APS and three airports for VPMS

projects.

The attached report covers the test results of only one of the 15 total test sites. TSA plans to
release each report singularly as the test results are completed and made available.

IMPLEMENTATION

The Newport News — Williamsburg International Airport (PHF) has purchased and implemented
a surveillance-based perimeter protection system. The core technologies for this project are
additional video surveillance via Pan-Tilt-Zoom (PTZ) cameras, day/night thermal cameras,
video analytics, and a wireless communication network. Towers were erected at key locations
and equipped with the core technologies. Additional power and wireless communication
infrastructure was installed to channel the information into the security dispatch and command

center. The ai




National Safe Skies Alliance (Safe Skies) provided independent verification and validation
(IV&V) services and operated along with airport authorities to verify that the fixed perimeter
tower enhancements met the airport’s security expectations. The IV&V was concluded

November 7, 2008.

The enhanced security monitoring system combines remote towers, video surveillance
equipment, wireless communication support, and video analytics with the security infrastructure.
Five towers were erected at various points within the AOA, and equipment was mounted to the
top of the air traffic control tower.

Vicon (SVFT-M35) PTZ cameras and FLIR (Patrol IR) thermal cameras comprise the video
surveillance components of the enhancement. The thermal cameras are fixed cameras that
observe heat signatures that animals, people, or objects emit at all times. They are designed so
that even in complete darkness, they retain the ability to identify objects within a targeted

protection area.

The video streams are transmitted wirelessly, through the utilization of directional antennas. The
information is then relayed to the video servers at the Security Operations Center (SOC). The
dispatch coordinator can review alarm information, which is relayed to dedicated video server
screens, at the SOC Monitoring Station. The video analytic software handles all the unattended
surveillance, which is stored on the GE video servers. The analytics software can be modified by
the dispatch coordinator or security director as required to meet the unique needs of the airport.

The tower PTZ cameras and thermal cameras were arranged and calibrated to cover specific
areas of the AOA. These coverage areas and calibration settings can be changed as PHF
personnel become accustomed to the normal operatlon and capabilities of the equipment and

software.

The Safe Skies Lead Test Engineer (LTE) generated a site survey document based on a

nreliminarvy survey o of the locations nrior to the denlovment of the securitv teghng]nov
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improvements. The LTE developed operational testing procedures used as the basis for
determining if the system met the security requirements of PHF airport authorities.
Representatives of TSA, Safe Skies, and PHF convened to discuss and verify the system
requirements prior to the implementation of evaluation procedures. The resulting operational
data was analyzed by the Safe Skies statistical team and combined with the site survey

information to generate the final report.
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EXECUTIVE SUMMARY

Newport News — Williamsburg International Airport (PHF) determined that there were some

,,,,,,,,,,,,,,,,,, B PUF, through the

Transportatlon Security Adm;mstration s Airport Perlmeter Security (APS) program, installed a
network of wireless observation towers, Pan Tilt Zoom (PTZ) cameras, and thermal cameras
through which video analytics were used to prov1de automated surveillance of critical airport
zones during all hours of operation.

Airport expectations were that the monitoring system:

Have the capacity to operate in remote areas and maintain stable communication
Tower components exhibit durability and easy operation

Allow flexible programming of assigned protected zones

Alarm and record on suspicious activity or other events

Provide quick reference to video archives

Remain maintainable, usable, and economical for the airport

® o o @ o e

As part of the APS program requirements, National Safe Skies Alliance (Safe Skies) conducted
both ‘a baseline and an operational evaluation of the system. The data collected for the
operational assessment was generated by Safe Skies personnei at PHF November 3 — 7, 2008.
The field tests' were designed to verify that the system was capable of detecting and alarming on
intruders moving through protected areas, and to provide PHF security personnel with
information that can be used to further enhance the usefulness of the system in daily activities.

F 1eid tests are.scenarios that were 1mplemented in order to coHect data that would verify that
‘truders and/or suspicious behavior. : SRR L













ACRONYMS
ACB&P Access Control, Biometrics, and Perimeter
AOCA Air Operations Aréa
APS Airport Perimeter Security
BZ Boundary Zone
CI Confidence Interval
COI Critical Operational Issue
FAA Federal Aviation Administration
LTE Lead Test Engineer
MOE - Measure of Effectiveness
MO‘Pv - o Measure of Performance
GT&E A - Operational Testing and Evaluation
0z Outer Zone
PHF RS -Newport News — Williamsburg International Airport — FAA designation
P?»Z  Pan-Til-Zoom | G o
| RZ Restricted Zone
sz . Secure Zone
SIDA | ‘ N ’Secu‘rity Identiﬁcation Display Area
: SOC : - : b:‘ ,‘ v ‘Sécllz;rity_z(})v;v)eratioﬁs‘v Center - |

Transportation Security Administration = -
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The Transportation Security Administration (TSA) established the Airport Perimeter Security

Program (APS) to support the expansion and implementation of security enhancements at the

perimeters of United States airporfq Through this program, commercial-off-the-sh
ance the varaﬂ nPrlmpter

technologies are incorporated into an airport’s security network to enhm,w all perime
security infrastructure. As a requirement of the program, participating airports are required to
submit the security technology enhancement for operational testing and evaluation (OT&E) by
an independent evaluator. At the request of the TSA, National Safe Skies Alliance (Safe Skies)
has provided the OT&E services and operated along with Airport Authorities to verify the

operational effectiveness of security technology enhancements at several airports.

1.1  Background

Through the APS program, the Newport News — Williamsburg International Airport (PHF) has
purchased and implemented a surveillance-based perimeter protection system. The core
technologies for this project are additional video surveillance via Pan-Tilt-Zoom (PTZ) cameras,
day/night thermal cameras video analytics, and a wireless communication network. Towers were
erected at key locations® and equipped with the core technologies. Additional power and wireless
communication infrastructure was installed to channel the information into the security dispatch
‘and command center. The airport’s expectation of the perimeter protection system is fo provide a

1.2 Purpose of Document

This report documents the physical detection elements of the PHF enhancements, performance of
the enhancements with respect to operational testing and evaluatlon methodologies listed in
Section 3.1 — Critical Operational Issues of the Final Test Plan’, and any outstanding issues

bonccﬂnﬂg (8] muuuy or maintenance requxremem;

2. SCOPE,
2.1 ijelctyive -

Safe Skies’ operational evaluation of the surveillance and monitoring enhancements at PHF
-verify - the operational capabilities of the technology. The results will serve as a source of
- information to compare against future or past evaluation efforts, and provide security personnel
~w1th mfonnanon that can be used to further enhance the -usefulness of the system in daﬂy

Lo acthtles




2.2 Limitations

Operational data was collected on the current calibration of the enhancement as established by
PHF security personnel in conjunction with consultants from iComm, Inc., the primary
integrator. Calibration settings were made prior to the arrival of the Safe Skies test team in
November 2008. As such, any detection/coverage areas that are not included in the evaluation
were intentionally excluded due to the operational settings in use by PHF security personnel.

3. SYSTEM/PROCESS DESCRIPTION

3.1 System Description

The enhanced security monitoring system combines remote towers, video surveillance
equipment, wireless communication support, and video analytics with the security infrastructure.
Five towers were erected at various points within the AOA, and equipment was mounted to the
top of the FAA tower. Figure 1 shows the approximate location of each tower and its associated




T

Vicon (SVFT-M35) PTZ cameras (Appendix B) and FLIR (Patrol IR) thermal cameras
(Appendix C) comprise the video surveillance components of the enhancement. The thermal
cameras are fixed cameras that observe heat signatures that creatures, people, or objects emit at
all times. They are designed so that even in complete darkness they retain the ability to identify

. s .
objects within a targeted protection area.

The video streams are transmitted wirelessly, through the utilization of directional antennas. The
information is then relayed to the video servers at the Security Operations Center (SOC), shown

in Figure 2 below




personnel become accustomed to the normal operation and capabilities of the equipment and
software. Details of the current coverage of the towers are shown in Figures 3, 4 and 5 below.

Figure . Tower Locations With PTZ Coverage Areas (Solid White Circle) and Thermal Imager

- Coverage Areas (Black and White Lines)

The areas enclosed by the black and white dashed lines illustrate the current thermal camera
coverage. These are the approximate areas where the video analytics can detect and alarm on
intruders, creatures, or objects, The solid white lines show the PTZ coverage of the towers. The
PTZ coverage areas in this report_are conservative estimates based on the orientation of the
cameras, height of the towers, and the visible image at the front end in the SOC.




‘ Figure 5.'Theﬁ;ia] and PTZ Camera Coverage for Towers 3, 4, and 5 2

- The full zoom enhancements of the PTZ cameras can extend further, but with a higher rate of
"Jimage loss as the zoom increases. Figures 3, 4, and 5 illustrate how some areas have multiple
- angles of view and overlapping coverage. This configuration allows PHF to utilize other cameras
_to temporarﬂy cover an unprotected zone m the event ofa transm1551on/commumcatmn failure,

ower failure, or a damaged cam = o




Currently, there are six thermal and one PTZ camera that are tied into the video analytics system.

The PTZ is located on Tower 4 and remains fixed looking directly atj

4. METHODOLOGY
4.1 Test Sites |

The test areas within the perimeter boundary were categorized according to the Perimeter Zone
Classification Method (see Appendix A). In this method, classifications are based on a

_combination of factors, including:

s Potential security liabilities and perceived threat levels

D dasiag taweend P IPEY . SIEI II
poundaries, terrain, ana artiiicial structures

e Existing regulations and/or definitions
e Airport operations (general and commercial aviation)

‘  4.2  - Test Subjects
',‘ TheSafe Skies Lead Test Engineer (LTE) performed intrusion scenarios in the field. A secondv
‘Safe Skies data collector in the SOC documented system status as testing was being performed.

4.3 Test Equipment -




4.4  Test Schedule

"D

The operational evaluation of the PHF system was conducted November 3 — 7, 2008.

4.5 . Critical Operational Issues (COI)

The COls are the primary objectives of this evaluation. The LTE and test team created
procedures and data collection processes in order to generate qualitative and/or quantitative data
that can be used to address the identified COIs. Measures of Effectiveness (MOE) and Measures
of Performance (MOP) were used to develop methods for gathering statistically valid

quantitative data.

COI 1: Does the penmeter protection system effectlveiy monitor the key locations of

the AGA?
COI 2: Does the perimeter protection system mcorporate efficiently into PHF

security operations?




MOP
A Does the system generate nuisance alarms? If so,

attempt to identify the rate and conditions of the

B Does the system generate false a
to identify the rate and conditions of the alarm.

C  Determine the security personnel’s opinions about the
features of the system?

A Does the exterior equipment require routine
maintenance? '

B Does the interior equipment require routine

C

maintenance?
Are there any issues related to network integration?

51 COIl

This COI addresses the effectiveness of the system to automatically monitor locations for
targets/threats or suspicious activities.




Figure 7. Tactical Paths at Towers I and 2 (Yellow Boxes)




and 4 (Yellow Boxes)




This measure is designed to determine the system’s effectiveness in identifying targets within the
detection areas. Test subjects were used to determine whether the system could correctly identify










52 COI2
- This COI addresses the functionality of the system as it pertainé to the efficiency of the PHF

NaTe!
DU

52.1 MOE2.1

This MOE was designed to determine the effectiveness of the system in meeting the functional
demands of the PHF SOC. The SOC is typically staffed by a single person during a regular shift;
the system should be set up to minimize nuisance or false alarms that may cause a strain on

PRSI, BRI
}JUIDUEHCI IUSUUILLUD,




522 MOE22

This measure is designed to determine the maintenance and usage requirements that are
necessary to maintain continuous operation of the new system and components.
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The Perimeter Zone Classification Method was designed to provide a cons
airport could use to identify critical mfrastructures hablhtles and overal Weaknesses in
perimeter security quickly and easily. Zone definitions are based on several factors including:

Rbddati
Boundarze terrain, and artificial structures
Existing regulations and definitions

Airport operations (general and commercial aviation)

¢ o o o




Restricted Zones (RZ)

Typical Restricted Zones (RZ) are those in which some form of biometric or identification
verification method is required for entry or performing operational tasks. These areas are vital to
airport operations and pose the highest probability of generating short- and long-term collateral
event of a catastrophic event. Examples of areas that fall into this category are:

damage in the







Outer Zone (0Z)

The OZ, an indefinable area that can be any size and shape, is the area that lies between the SZ
and the BZ. It can be superseded by all other zones, but can only be adjacent to SZs and BZs. At

no point can the OZ be in direct contact with a TARZ, RZ, or perimeter barrier.

Four areas in Figure 10 are classified as OZ; each area is variable in size and conforms to the

shapes of the superseding zones.




APPENDIX B — VICONNET SURVEYOR VFT-M CAMERA DOME TECHNICAL
SPECIFICATIONS
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APPENDIX C - FLIR PATROLIR TECHNICAL SPECIFICATIONS
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APPENDIX D - VICON KOLLECTOR ELITE XG DVR TECHNICAL SPECIFICATIONS
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APPENDIX E - GE VIDEOIQ TECHNICAL SPECIFICATIONS
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APPENDIX F — NEXTIVA 83100 WIRELESS TECHNICAL SPECIFICATIONS
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TECHNICAL SPECIFICATIONS
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APPENDIX H —~ NEXTIVA 1970E-R DECODER TECHNICAL SPECIFICATIONS
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