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OVERVIEW

INTRODUCTION

In fiscal year (FY) 2006, the Transportation Security Administration (TSA) announced
opportunities for general perimeter security enhancement projects at airports with typical
configurations and existing barriers, such as fencing and concrete barricades. The announcement
requested information from airport authorities on existing airport perimeter security
vulnerabilities and proposals to mitigate those vulnerabilities through the inventive use of
available technologies at intended perimeter access points (such as vehicle gates), perimeter

boundaries, and terminals.

In FY 2008, TSA reissued the Airport Perimeter Security (APS) announcement to all airports,
along with a second announcement addressing small to medium-sized airports with few or no
barriers around their perimeters. The second announcement was for the Virtual Perimeter
Monitoring System (VPMS) project intended to test a more elaborate solution that would better
fit a smaller airport. The VPMS solution was developed by the Navy.

TSA requested airports provide white papers explaining the security deficiencies to be addressed
and proposals, including technologies to be deployed and full life-cycle project cost estimates.
65 airports responded to the FY 2006 request and 35 airports responded to the F'Y 2008 requests.
The airports proposed projects of varying complexity, from installation of a single piece of
equipment to sophisticated, integrated systems.

Six airports were selected in FY 2006 to participate in the APS projects. In FY 2008 and 2009,
TSA selected six additional airports for participation in APS and three airports for VPMS

projects.

The attached report covers the test results of only one of the 15 total test sites. TSA plans to
release each report singularly as the test results are completed and made available.

IMPLEMENTATION

the airport installed the CyberLock
System, a series of electronic locks that require specific programmable keys to allow access.
PIT’s expectations were that the system had the capacity to work in remote areas where power
and communication infrastructure do not exist, exhibit durability and easy operation, allow
flexible programming for key assignments, provide access history activity, and be maintainable
and usable by airport personnel.




This project pertained to the evaluation of the CyberLock electronic access control solution,
which is a proprietary product of Videx, Incorporated of Corvallis, Oregon. This innovative
locking system converts existing mechanical cylinder locks into an access control system. The
combination of electronic lock cylinders, programmable CyberKeys, and CyberAudit software is
intended to create a solution capable of tracking and controlling access to every lock at the
facility’s perimeter. This solution is unique in that there is no need for additional power or
communication resources, which normally are unavailable in remote perimeter areas without
intensive infrastructure upgrades. The CyberLock solution was installed, operated, maintained,
and evaluated as a security enhancement solution for outer-perimeter vehicle and pedestrian

gates for access control.

National Safe Skies Alliance (Safe Skies) provided independent verification and validation
(IV&V) services and operated along with airport authorities to verify that the CyberLock system
enhancements met the airport’s security expectations. The IV&V was concluded December 10,

2008.

System maintenance and lost or stolen keys are issues of concern to airport security personnel.
Under the CyberLock system, the loss of a master key would require one person o reprogram a
single key, which would take approximately 15 minutes, and then reprogram the individual locks
in the field (approximately 5 minutes). The total time required to reprogram the locks in the field
is directly dependent on the number of locks and their locations. The estimated labor to
reprogram all 150 locks at PIT is approximately 16 hours for one person. The CyberLock
system can be electronically refreshed instead of being replaced, which eliminates the need for
new hardware in the case of lost keys or the institution of service contracts for maintenance
needs. Reprogramming the perimeter locks at PIT requires the labor of a single person to

complete the task.

The Safe Skies Lead Test Engineer (LTE) generated a site survey document based on a
preliminary survey of the locations prior to the deployment of the security technology
improvements. The LTE developed operational testing procedures used as the basis for
determining if the system met the security requirements of TRI airport authorities.
Representatives of TSA, Safe Skies, and TRI convened to discuss and verify the system
requirements prior to the implementation of evaluation procedures. The resulting operational
data was analyzed by the Safe Skies statistical team and combined with the site survey
information to generate the final report.

SUMMARY
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The Transportation Security Administration (TSA) established the Airport Perimeter Security

Program (APS) to support the expansion and implementation of security technology at the

perimeters of United States a_zrpgrfq_ Through t 15 ogram, commercial off the shelf (COTS)
1

Technoiomes are mcorpowtf‘rq 1to an airport’s secarify network to enhance the overall perimeter

Airport (PIT) determined that the most

Airport expectations were that the CyberLock system:

Have the capacity to operate in remote areas absent of power and communication

infrastructure

Exhibit durability and easy operation

Allow flexible programming for key assignments

Provide access history activity and activity updates

Remain maintainable, usable, and economical by airport personnel

® ¢ e

As part of the APS program requirements, National Safe Skies Alliance (Safe Skies) conducted
third-party evaluations of the system, both in-house laboratory and operationally in the field at

PIT. The data collected for this assessment was generated at the Safe Skies testing facility from

January 21 — February 25, 2008, and operationally at PIT December 8 — 10, 2008. The in-house

laboratory test procedures were designed to determine the responsiveness of the system’s
programming, overall functionality, and potential susceptibilities to extreme hot and cold
conditions. The field tests were designed to determine whether the system features were easily
implemented by PIT personnel, and whether the system enhanced the existing perimeter access

control infrastructure.




Installatlon of the CyberLock system could prove to be cost-effective over traditional lock
systems”. Under the traditional system, PIT security estimates that 100% hardware replacement
and processing could cost $350,000 to $500,000 plus hundreds of man-hours. Instances where
100% of the hardware must be replaced could occur if a master key were lost, stolen, or not
returned due to employee termination; or, replacing or switching the locks every 2-3 years may
be part of the airport security program. Additionally, replacing a traditional lock system could
result in downtime throughout the airport. If the system initially cost $350,000 for hardware,
installation, keys, and man-hours it would cost approximately $350,000 per instance to replace
the system. This assumes that the hardware costs and labor contract costs do not increase, and

does not take into account lost productivity.

Under the CyberLock system, the loss of a master key would require one person to reprogram a
single key, which would take approximately 5 min, and then manually reprogramming the locks
in the field. The time associated with reprogramming the locks in the field is directly dependent
on the number of locks and their locations. With the current limited configuration at PIT, the
estimated time to reprogram the locks is approximately 3-4 hrs. The CyberLock system, at an
initial cost of $60,000, can be electronically refreshed instead of being replaced. New hardware

need not be installed or distributed and service contracts are not necessary. Reprogramming the
itean Af o gingla twangan 4l tacls nnnd tha Anct AT Avn sty £ivrlneld o £
ULiU 110w b_y UU.ll\U_y, ii
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it is needed.

“The following table shows a hypothetical comparison between the CyberLock system and the
‘previous method at PIT. The numbers used are estimates provided by PIT. ‘The initial cost of the

PIT lock network is not immediately known, but is estimated at $500,000. The initial cost of the
- CyberLock throughout the PIT lock network would be approx1mately $900,000 — $1,200,000

Wlthout any bulk discount. -

” Iock and key system uses a metallic key and lock wn‘h a mechanical tumbler that relies on the exact -




Table 1. Hypothetlcai Lomparlson between Traditional Lock System and C /DGI‘LOCK System

- '%i .
e Director informs security e Director informs security
operations that a Master Key operations that a master CyberKey
stolen is stolen
e Estimates are called in to e Security operations programs a

new master key for the Director

purchase new cores for
$150

approximately 7,000 locks

$55 per core
e The programmer keys is updated

e [Estimates are called in to With the newest security

purchase new keys for 1,000 | informati
people
$1.40 per key | e The security operations staff

physically reprograms each lock

e Assume contractor or union with a Programmer Key

~ costs to perform labor
' $25 per hr | ¢ Assume comparable costs to

perform labor

e Assume estimated time to re- $25 per hr
core a lock and move to next

e Assume estimated time to

location.
30 min reprogram a lock and move to next
| location.
| - Assume 8-man team working 16 5 min
_hrs a day ,
e Assume 8-man team working 16
: hrs a day
26-29 days 4-5 days
$450,000 — 500,000 $10,000 — 20,000

- The initial cost of the CyberLock system is roughly twice that of the original system. In the event
- ofa iost‘_ma’ster key however, the value of the system becomes more apparent. The CyberLock

System would require a fraction of the time and resources to have the entire facility secured. If
this same event were to occur more than once in the lifetime of the traditional lock network, it

e traditional lock network Would never approach the initial cost of the CyberLock system.

"WOiﬂd pay for the cost of the CyberLock system. Furthermore, the recurring maintenance cost of o







ACRONYMS
- ACB&P | Access Control, Biometrics, and Perimeter
AQA Air Operations Area
APS - - Airport Perimeter Security
- a ‘ ‘ Critical Issue
FAA Federal Aviation Administration
LTE Lead Test Engineer
MOE Measure of Effectiveness
MOP Measure of Performance
OT&E Operational Testing and Evaluation
PIT | Pittsburgh International Airport — FAA designation
SIDA Security Identification Display Area

TSA Transportation Security Administration




i. INTRODUCTION

The Transportation Security Administration (TSA) established the Airport Perimeter Security
Program (APS) to support the expansion and implementation of security technology at the
perimeters of United States airports. Through this program, commercial off the shelf (COTS)

nnl +od int 3 s i
technologies are incorporated into an airport’s security netwarkt enhance the overall perimeter

security infrastructure. As a requirement of the program, participating airports are required to

submit the security technology improvement for operational testing and evaluation (OT&E) by
an independent evaluator. At the request of the TSA, National Safe Skies Alliance (Safe Skles)

provides OT&E services and operates along with airport authorities to verify that the response of
the security technology improvement meets the airport’s security expectations.

1.1  Background

installed the CyberLock™ System, a series of electronic locks that require specific programmable
keys to allow access. PIT’s expectations were that the system: have capacity to work in remote
areas where power and communication infrastructure do not exist, exhibit durability and easy
operatlon allow flexible programming for key assignments, provide access history activity, and,
moreover, be' maintainable and usable by airport personnel.

1.2 Purposé of Document

This Operational Evaluation Report illustrates the implementation of the CyberLock system and
general user feedback provided by PIT personnel. The results reference Critical Issues that were
approved in the pro;ect S F' :alTest Pian (DHS/TSA 2600 02 01 07-206 November 2007). :

2. SCOPE

2.1 Objective

v:;tj'hié.‘aCﬁﬁcai Issues outlined in
an’'(DHS/TSA 2600.02.01.07-




CyberLocks
CyberKeys
Authorizers
Programmers
CyberAudit sofiware

® & o e o

A more in depth description of the system is provided in Appendix A.

3.2 Installation

The CyberLock installation at PIT consisted of the following major components:

150 CyberLocks
200 CyberKeys
CyberAudit Software

D Tivherl oy Asrtharizarc
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The CyberAudit software was installed on a typical PC workstation that operated as the system’s
main programming terminal. The PC is located within a locked area inside PIT Badge Office, to
which access is highly controlled. The main programming terminal was comnected to the PIT

wiil

secured LAN and communicated to the Authorizers and Keyports, which were located in the
field and connected via Ethernet/fiber connections.




4. METHODOLOGY

41 FSites and Schedule

Testing took fplaée at two locations: Safe Skies Headquarters (HQ) and PIT. Testing at Safe Skies
HQ was conducted January 21 — February 25, 2008. The PIT installation, networking, and
programming took place between November 2007 and June 2008. The distribution of the

CyberLocks and Keys effectively ended December 1, 2008.
4.2 Equipment
The HQ tc‘sﬁnyglbperatiéns required the following equipment:

e Thermal chamber capable of maintaining approximate temperatures of 125°F and -40°F
¢ Stop watch
‘e Infrared temperature gauge

No additional equipment was required at PIT.
43 Critioal Tssues

the ,.ﬁfﬁmary:@bjectives of this evaluation. The procedures and data collection
s are designed, using Measures of Effectiveness (MOE) and Measure of Performance




Cls. Measure< and Tasks are used to develop methods for collecting quanmatwe and/or
qualitative information that does not lend itself to statistical analysis.

1 Integration effectiveness with existing
network and operations infrastructure.

CI 1: Does the system meet or exceed the facility’s perimeter security expectations?

CyberAudit integration with local security
network

Integration requirements

Operational or maintenance issue related to
integration process

2 Impact on existing access control
operations

Required time to program a CyberKey or
CyberLock

Required time to reprogram all CyberKeys and

C VD‘S“ ocks in the event of a lost or stolen

CyberKey

@

Required time to access a CyberLock with a
CyberKey

Time required to provide emergency privileges

-3 Programming Verification

Schedule program feature functionality

Access privilege feature functionality

Audit report functionality

4 CyberLock and CyberKey
Susceptibilities

Hot and cold susceptibilities

Weather-related susceptibilities

Operational-usage related susceptibilities

Power-related susceptibilities

SHI~-Rlo¥l=-R 1 [oUI--R (N IO

Obstruction-related susceptibilities

5. RESULTS

5.1 - Measure 1: Integration Effectiveness

TASKS A & B

Measure 1 was evaluated by observing and recording the process by which the system was
: }mstalied on the neiwork at PIT. A survey was 1ssued to those involved in the system installation

TR



Integration requirements may change from location to location, but for the PIT site, the network
requirements were as follows:

The CyberAudit Software installed on a secured PC workstation/laptop that is network-

rpadv :

The CyberAudrf PC must be located in a secured area of the airport. (Badge Office)
Any security data relating to airport personnel information or access controls must be
stored on a secured server controlled by the airport information technology group.

Network IP assignments must be performed by the PIT IT Group
All passwords assoc1ated with the CyberAudit software must be generated by the PIT IT

Group
The communication between the CyberAudit/workstation and Authorizers must be

secured










TASK B

This task is based on the scenario of a user losing a master key that has full access to all locks at
all time. Under a traditional lock/key system, this would compromise the security of the entire

airport until such time as the locks are replaced.

The programming capabilities of the CyberAudit software allow changes to occur within the
system- that essentially neutralize access to the gates without having to
other keys. The programmer key is used to change the status of the locks so that each lock is
“aware” that one particular key is rmssmg After updating the locks with the programmer key,
the master key that was lost or stolen is now ineffective, and cannot open any locks on the
premises. The time required to update the locks depends on the number of locks that are
integrated into the security infrastructure and the physical distance between gates.

reprogram any of the

According to PIT security personnel, if a master key of the traditional type were lost or stolen, it
would require all locks to be collected and re-cored; every key that was issued to airport
personnel would have to be collected and destroyed; a set of replacement locks, latches, and keys
would be issued to key personnel on a temporary basis; new keys would have to be made and
distributed; and all the necessary paperwork would have to be filled out for each key. The
following table shows a hypothetical comparison between the CyberLock system and the
previous method at PIT. The numbers used are estimates provided by PIT. The initial cost of the
PIT lock network is not immediately known, but is estimated at $500,000. The initial cost of the

CyberLock throughout the PIT lock network would be approxxmately $900,000 — $1,200, 000

without any bulk dzscount

L.



Table 4. Hypothetical Comparison between Traditional Lock System and CyberLock System

e Director informs security
operations that a master CyberKey

is stolen

e Director informs security
operations that a Master Key is ,

stolen

e Security operations programs a
new master key for the Director
$150

e [Estimates are called in to
purchase new cores for
approximately 7,000 locks

CEE now pnr
LTI T

Wedss gred

B

e The programmer keys is updated
with the newest security

e Estimates are called in to
information

purchase new keys for 1,000
people

- $1.40 per key | e The security operations staff
physically reprograms each lock

e Assume coniractor or union with a Programmer Key

costs to perform labor
825 per hr | ¢ Assume comparable costs to

perform labor

Assume estimated time to re- $25 per hr

core a lock and move to next

location. e Assume estimated time to

30 min reprogram a lock and move to next
location.

@]
1
0- .

Assume 8-man team working 16

hrs a day
; e Assume 8-man team working 16
| hrs a day
26 — 29 days 4 -5 days

| $450,000 — $500,000 $10,000 — $20,000

A éinﬁlaf Tost key scenario was performed in the lab while the system was being studied at Safe
. -Skies. In the scenarios performed at the Safe Skies facility, 20 locks and 6 keys were utilized.
Each key was programmed for full access to every lock. The tester then accessed the key‘




TASKD
This task pertains to the time required to provide emergency privileges in the case of a crisis

situation. This scenario was not physically implemented. PIT personnel decided that it would
1009%; of the time, thus

7 Froi- racnnndere and aenerifie ataff caomnlete aceece
oSS 1UV Li1di0,

rve better to allow first responders and specific staff complete ace

5.3 Measure 3: Programming Verification

TASK A

This measure involves the functionality of the CyberLock and CyberKey programming. More
than 400 programming functions were performed on both the CyberKeys and CyberLocks at

Safe Skies HQ, but only 400 were recorded for testing purposes.

The following list describes the range of programming complexity that was performed to test the

programming functions of the key:




TASK B

The scenarios to test the CyberLocks did not range in complexity to the same extent as the
CyberKeys:
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APPENDIX A ~ CYBERLOCK SYSTEM DESCRIPTION & SPECIFICATION SHEETS
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The CyberLock® System is a proprietary access control security

2130

Videx, Inc. of Corvallis, Oregon. The system is designed to provide:

M A TAot +10n satod i+t e - | s1ond laxr o Tact A gtnlam Loaxs
e 1 JCCreased 108t 11Me associatta with a turm~-arcuna Causca 0y a 103t Of StOieit K€Y
+ + + A +3 1 Ai4s
= Reliable operation in various temperatures and operational conditions

e
Access control monitoring capabilities
Flexible low cost installation and maintenance

The CyberLock® utilizes electronic locks and keys instead of normal mechanical locks. It
consists of five main components:

e Cyberlocks

e CyberKeys (Figure 1)
e Authorizers

e Programmers

e (CyberAudit software

Cyberey®

3¥ Power Supply

Figure 3. CyberLock®™ System

- In this pﬂot application, the CyberLocks appear as standard locks designed for outdoor fence
- security. The core and tumbler mechanism inside the lock, however, is electronic and does not

v accept standard keys, only CyberKeys.




CYBERLOCK
A CyberLock stores its identity’ in an encrypted format in non-volatile memory inside the lock.

In addition to maintaining identity information, the CyberLock is capable of storing thousands of

access-attempt history records that include key identities, dates, times, and failure records. It
should be stressed that there is not power supply inside the lock itself. All power remnred for

JLULES LU O L)

access control purposes is transmlttea via the pyben\ey.

CYBERKEY
The CyberKey is equipped with a 3V lithium ion battery, and does not require a constant power

supply in order to maintain operation or retain information. A CyberKey is assigned to a single
person, and that person’s identity information—which includes name, rank, position, access
rights, and/or access schedule—are encrypted and stored in the onboard memory of the key. The
encryption, which is established by the main programming terminal, is the same as that of the
lock, thus allowing for secure information transmission when attempting access to a lock.
Additionally, the CyberKey documents the access-attempt history of the key, reporting the lock
identities, dates times, and failure records. When a key is refreshed atan Authorizer, it instantly

ses.

Aavsmlaads ¢ ¥ o
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Key privileges can only be changed through the main programming terminal, but the information
can be transmitted via the Authorizer. Authorizers are remote stations that communicate back to
the main programming terminal where the CyberAudit software is housed. These Authorizers are
strategically positioned in remote locations to allow users expedited CyberKey updates.
Typically, they would be placed near time punch-card locations or main entryways through
which employees typically traverse. As an additional security feature, each Authorizer is
equipped with a numerical key pad, where a user may enter their PIN before any information is

transmitted over the network.

PROGRAMMER KEY

Information can onlv be transmitted to or from the r‘vberLQCk via the Pr()arammer Kev The

ALIAVLIGUITLL VG Viaay LAGIISINIANCU U UL A1V ULN

primary purpose of the Programmer Key is to transmit encrypted identity information between
the locks and the CyberAudit software. However, the Programmer Key and Programmer USB
attachments can be used to perform manual audits of the locks themselves. For example, if
someone with a CyberKey attempted to gain access to a remote area under suspicious
circumstances a manual audit would be able to record the details of the attempt from the lock
‘without the suspect being aware. Only one Programmer Key is issued per system. CyberLocks
~cannot have information deleted or reprogrammed simply by using another Programming Key
- from Videx; and new Programmer Keys must be ordered through Videx and reprogrammed at
~the main programming terminal. The encryption on the Programming Key is unique to the

it by the user/administrator. It is typically




software passwords on the main programming terminal and cannot be replicated on another

system.

CYBERAUDIT SOFTWARE

Finally, the CyberAudit software is front end software at the main
all of the data entry and audit tools are located. Typically, CyberLock and CyberKey identities
are encrypted and stored on secured servers at a facility. The database is referenced by the main
programming terminal and the Authorizers in the field. Any data that passes through the main
programming terminal or Authorizer is stored in this database. The CyberAudit software is
useful in searching for potentially malicious or suspicious activity, namely people trying to use
their keys where they do not belong. That information is transmitted to the database whenever a
user presents their CyberKey to an Authorizer, main programming terminal, or when access
history is physically pulled from a lock by the Programming Key.

nrooramming terminal where
r o =4

The company specification sheets follow:

s Padiocks A-4

e - CyberKey Authorizer Keyport A-6

e CyberKey, Infrared, with Replaceable Tip A-8

e CyberKey Web Authorizer Hub A-10

o CyberKey Station and Connection Cable A-12
- CyberLock Programmer A-14
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Padlocks

Part number:

PL-01 17 shackle

PL-O1KR 1* shackle, key-rewdining
PL-2 27 shackle

PL-02KR 2 shackle, key-rexaining
PLO3 3% ghackle

PL-U3KR 3" shackle, key-remaining

© Standard Cylinder  L)Custom Cylinder
The © yi}cr?.ac%» padiockisa Wilson Bobannan
8900 seriss padlock with the CyberLock weather
resistant 6-pin Schlags formar ¢ylinder pre-
installed. Tehasa szﬁjﬁ ‘brags body and 4 srainlése
steel shacklé, The rewminer, ball Ee’:in‘n% ard
shackle pin dre also staind hm, shaickle
lerigths are available ds ind ted by the part
mmber% abos'e, {I)zx key~temtm*m p&éiacks*

e &5}&1&}&1t must \}'3 S(Llﬂ RC‘J $81 1 SEG
posirion before the key canbe removed.

The CL-6P3WR cylinder is specifically designed
for use in exposed applications such as an outdoor
P o TNUIS SN SYPUNPR Dy N L
PAGIOCK. 1 1€ WEAIIET TeSviand 5-piil Cyunacy
sealed design prevents dirt and wazer from entering
into the back of a cylinder. .

Applications include storefronts, gares, construction

L sites, eguipment; or any padlock location needing

access control.

P
T
{ff% ?‘ o
411 Pk 18]
e e I o é&.zz’s

T

Nors:
Shackle dimensions for FL01
Dimensions in inches {mm}

: Qmm‘txg not o soake
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Common Hardware Specifications
Locks

Keys
» A key cannot be duplicared ¢ Locks have nio keyway to pick
*+ A key remembers up 1o 3900 events with duate and time = Locks store the Jast 1100 events with date and time
» A standard user key can access up to 3300 locks + No limit to the mumber of keys that a lock cansnpport
» A key contains the scheduled access days & times = Lacks are torgue and elecrrical charge restszane
= A key holds the batrery power sotrce » Operating remperature: ~40°10 1607 K, -40° 0 70°C
N .

- » Operating wemperature: 32°10 122 B0 w 3¢
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CyberLock System Specifications

EntryPoint™ is 3 hardware-only system; no software i required. Al keys have 24/7 access to all locks.
- A complete system requires locks, keys, and 2 Grand Maseer.

CyberAudit®AWeh Lite is 2 PC or Macintosh software program with basic access control features. A complete

system requires locks, keys, a Grand Master, an IR Encoder, and Lite software. Intended for systems up to

58 locks and 50 keys.

CyberAudit ?mfessicm} Bz Windmzs program that installs on a local PC. A complete system requires locks, keys,
sherLock Programmer andlor USB Programumer, 24d the Professionsl
udes one CyberLoek Programmer}. Tnrended for systems up w0 300

a {“‘vh-wk'm;
gofrware (N }% j:'rmit:ﬁﬁwﬁﬁi sofrware md
Jocks and 500 keys.

. CyberAudit-Web Enterprise is web-based software installed on an applicarion server. A complere system requires
* Jacks, kevs, the Enterprise server, and une or more communicator devices. lntended for large or geographically

Wxaehprﬁaﬂ mstattations,

CyberLock System Features Chart . %

<% Rekeyinga system is tathe .
smwmrcré a0 heed to inseall new focks
new keys
- Programmed schedules provide control
‘ days and times thar G key

. TeberKeys




CyberKey Authorizer Keyport

Part number; AK-01

The CyberKey Authorizer keyport 5 part of the
CyberKey Authorizer system. It requires an Authorizer
hub to function. Please see the appropriate data sheet.

The UyberKey Authorizer is a remote interface that
aflows a computer and a key 1o exchange information
via either a network or madem connection. This allows
a CyberLock system spread out over a large geographical
area 1o be controlled from one locaton.

The keyport includes matmting hardware for a single
autlel elecirival bax, It can be placed up 1o 100 fest
away from the hub, oulside of the first lock {entryway)
of the local C\berLeck s}stem A semﬁé kwg}m t can be

can be el o reguire 5 pexsa;ml identification mumber
(FIN) befors updating 2 key.

About Key Controk:

For utg,uxsmuzm ATRAS, & w;y that ia »ﬁﬂ{i for (sniy

a short period of tire i best. A key van be set 1o expire
a3 Hitle a8 5 mhutes after ity validation. If keys are
expired daily, # user would need to Insert his or her key
into the keyport and optionatly enter a PIN 10 update
the key with that day's access privileges before use.

The CyberAudit software antomatically manages key
expirations either individually or in groups.

The Authorizer also downloacds & key's event log when
akey i inserted, A short key expiration cycle resulis in
an up-to-date audit frafl of a user’s actions within the
G ;berlack 5ystem ST




CyberKey Authorizer Keyport

Part number: AK-01

- Videx, Tic., 1305 NE Circle Blvd,

24,85
[.982

.

« Black powder-costed cast shuminum with standard nietal mmnecic keypad
« Port for inserting CyberKey: connects to single- gang electricst box

+ 088" Hx 8000 Wx .75 L {2.4%m Hx 7.620m W x 12.07em 1)

» Length 100 feet (30.48m) maximum Cat 5 Ethernet patch cable

Notes:
Dimensions in mm {inches)
Brawing not 1o scale
P 78,2 o
{3.800 i
138,865
Fe.556
Specifications
: Physicad
+ Weatherresistany
Operating Temperatures ¢« 2°t0 M4 E 17 0 6000
+ Indoor and outdoor installation
Dimensions
Weight » 6.6 cunces {187.1g
Keypad  + Standard | 2&ey numeric keypad
Power + Supplicd by hub
Connecion  » Connector: RE45
L Display  + LED, 8 characrers
© 0 Additional Feature

= Optional PIN: 4 10 8 numbers; configured and assigned with.

the CyberAudit software

Corsallls, OR 87330+ 541-758-D321 » Fax 541-T52-5285 » wowvirvidex cons + sales
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CyberKey, Infrared,
with Replaceable Tip

TR

Part number: CKIRS

Cyberey Is an electranic key that Is used to operate Cyberlocks.
The CE-IRE CyberKey is made of durable nylon-based plastic and
has 2 replaceable brass tip. An indicator Hght shows battery power
and key activation. A speaker raakes tones indicating aceess,

A0 access, axd oo nrnlcal tion,

‘The CyberKey has memory that contains an encrypted access
cade, a list of locks # may aceess, schedules of dates and tmes for
aeeessing locks, and 4 besindend date range during which the key
will operate. A CyberKey also contains an audit Eraﬁ of up o
3,800 ancess events, Each time the key touches & CyberLock,

it records the Jock 1D, date, time, and authorization status.

The CK-IRS key corpmumicates fo the software elther through
the tip when pleced in a CyberKey station or Authorizer Keyport,
o by making an infrared connection to an IR device. Infrared
devives inehiscde cell phones, Focket PC PDAS, and PCs with
an infrared port or infrared adapler. Please contact Videx for
& complete It of supporied devices.

“Fhe type of commmunication possible depends on which of the
two software systemns are used to manage the CyberLock
installation.
» CyberAudit 20 supports communication svith th& }b«.ﬂ%}
station and the CyberKey Authorizer.
« Cyberfudit-Web supports communication with the
CyberKey Authorizer, celf phones. Pockst PC PDA,
infrared pets, and infrared adapters.

Communicator CyberAudit 2.0 | CyberAgtit \Web
Key tip
CyberKey base station g
CyberKey Authorizer e
Infrared port
- Cellular phone
“Pocket PO PDA
SR mrﬁa{jaﬁer

RS ANANEE A

Aﬁidi{i(m% Featuges: . :
- » Keys can generate a cﬁmied fzvem in i)ut ] 1319 i{ev mmnrm

and fock memory.
-+ A key can record when it was 1&11}@::36 frmn alock,

L A kexa 3 béeper can be disakﬂeﬁ

addmmm Features m{h C}bi’mudi[ el
~= A key can use multiple schedules per Ec»ck
.+ Schedules tan expire independently.




| CyberKey, Infrared, with Replaceable Tip

Part number: CK-IRS

Notes:
Dimensions In mm {inches)
Trawing not 10 scals

Nt

b?ﬁi,iiitd{i{}ﬁb .
Finish » Black plastic with a replaceable brass ip
Operating Temperature « 3270 122°F P 50° C
Operating Conditlons  + Keep key dry. 1T exposed fo water, remove batfery and allow key
to diy completely before 1ge.
Battery + 1 OR-Z 3v lithiu battery
Battery Life  + 2000 1o 5000 openings, depending on setiings and battery
Infrared Requirements  « CyberAudii-Web, Cyberdgent
+ Renote IR devices must have an internet connection

Nxzmi}smf Locksper Key  » Up 10 3300 Incks can be accessed with a standlard user key
» A Master key has no Himit fo the number of Tocks it cap aceess.
« A dajabase has no limi fo the nuraber of locks or Reys i can
Avcess Schedules  + Schedules programied info the CyberKey provide complete controd over
specific days and times that a kev will operate. A key ean use up 1o 40
different schedules to aecess oeks.
+ A database has no it to the number of schedules H can manage:
+ Holidays may be set'as exceptions to the schedules.
Aud;i i,,apaezﬁes « A key vememnbers up to 3800 events with date and time. It can be set to keep
‘only the most recent set of events or 1o sfop operating when s audit tratt s full.
. + The Iock vemembers the last 1108 events with date and time.
iliemmmgmml}' Peatwres  *+ Key Expiration ~ & begin/end date range can be set during which the key mﬁ work. . -
+ A key reiains ifs audit trafl If the power i Interrupted. : ! i h % )
?}ectmmt Rekeymg + Rekeying a'system s done via the software; no need to install new Jocks

3:1{1 zsszze nev, kevs.

,kﬁid‘g(

Vadex, T, 1308 NE Cirde Blvd, Coreallis, OR 87330 « 5417580521 + Fax $41-752.5285 »




CyberKey Web Authorizer Hub

Part numbers:
AHWI 120y, 60 Statior
AHWZ 220y, S0Hz %i;s:inn

Qtiee [ Pofosional  © Enterprise.

The CyberKey Web Aushorizer Hubisoneof

three Avthorizer hubs that allow programming and
downtosding keys from & remore location, The Web
version of the hnb works with Enterprise virsion 1.4
or higher and allows remote kéy communication cither
via LAN or ovér the Tueenes. The Web Hub :ﬁgm’f&g}m
as @ web chent nsing HTTP '

u})uun:ut DHCP or satic 1P addeessSelection.

In addition 1w belng & remore CeberKey commumic

the Wb Authorizer Hab stares key cosfizn
memory. This allows the hulyto- program 2 kw even if

it not have a Current £ tul‘?'iun 18] wm vwfumu
database. It also stores the dara downloaded from keys
unsil she connection with the darabase’is re-cstablished.

The Web Authorizer Hub s made of black powder-
coared alaminum,and has doal LED Bghis 1o indicate.
power and statass The hub has 2 USB cormections and
3 RI-43 connectinns, ‘one for 100base’t Frherner, nd
twir for Keyport connections, Bither 3 120y éJi—ifz o
-320v. $0Hz power supply is inclided, ssindicared by
thepart nunibers above,

The Cyberey Web Authorizer Hub fsparr of an
Authorizer system, and requires an Authorizer Keyport
“to Bunetion. Please sev the Authorizer Keyporrdata

sheet for more information.
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i ;Cybez,i{ey Web Aathorizer Hub Specifications

Physicat  » Finish: Black powdercoated exonudded sluminum
« Dimensions: 142" Hx 415" Wx 7.12" L (3. Sﬁcm H X 10.544:;3} i‘?k 18.08cm L}

s Weight: 13.3 cunces {433.7g)
« Operating Temperatures: 32% 10

122°F 0% 50° C; mfiz;v;:: msral%atmn

24
: Power  + Input: 12VYDC, S00MA
) « AH-WI has a 120V, 80H:z mansiormer
» AH-W2 has a 220¥, 50Hz transformer

RJ-45 for 100basel Etherner
2 RJ-45 for keypores; keyports connect to hub using CATS patch cable

o 1308 for flach drives used to conflenre the
= USE for flash drives used to configare the Web Authorizer

Connections

Indicator Lights  » Power and (2) Stamus

Fthernet  » 1008useT; 100Mbps, RI-45
+ Length: 250 feer mavimum using CATS parch cable

Clock = Real time clock with 24-hour backup
Ragularory Comipliance - « FCC
Memory ¢ 128MB NAND Flash, 64MB NOR

Conncetion therémdi{%‘”ﬁh server:
* The Weh Authirizer Behaves as'a web client thar perindically checks in 1o 25 sérver using 128-bit firps.
A Cs berAudicsWeb server asniv sesponds if the WebsAuthotizer's unigue 1D is found in fs darabase,




CyberKey Station and
Connection Cable

Fart nuirnhers:

CKB-L02 120%, 60Hz Station
CKB-FO2 2208 S0Hz Station
TWO-008 Gopin PCsanial sable
TWCL01  25-pin PCserial cable

The CyberKey Station s one of wo eleotronis interfaoes
thatallow a corputer and o key o exchangs information,
The other isthe CyberKey Authorizer; plesse e the
appropriate datasheet for information. '

The CyberKey Station is finished in blek metad

ard tas 3 dot for asingle key. Thres separate lights
indicate power statug o comrnurdestion. Tt ships
with an extemal transformer to povide power.
Videwoffers wensformers for tvo differant input powver
Tequirernents as inclivated by the peat numbers abote,

Two different PC connestion cables are avsilable, a 8-pin
and 2 28-pin. Both cabks uee phone cormestors (RI-11)
10 cormect to the e sation. hdost PCs sotept the S-pin
serfal cable: Sorre clder PCs will need the 28 qin serial -
cable. & cuble pirou diagram ¥ available fromn Videx
technical support upon reguest,




Part munbers:
CKB-002
CKRF02
TWC-008
TWC-001

120v, 80Hz Station
220, 501z Statton
D.pin PC serfal cable
25-pin PC serial cable

O@‘
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| CyberKey Station and Connection Cable

Notss:
Dimensions in mm {inches)
Drawing riot toscale

Finish

Oiperating Temperature
Commenication Spest
Station Power Requilrements
* Transformer for CKB-DH2
o Trapsformer for CKB.F02
" Regulatory Compliance

: CyberKey Station Specifications

Black powdsy coated shatal
3P wiZFF 0w EPC
9600 bps

P 01 g U : 33; 5:'
14.000) 5591 g
E
L = s Bn
104,38
. (41101
O
O
O
i | = = i e 4

12 volts DC, 300 millfamps, center post positive
s 120VAC, 60Hz: Ourr 12 voles DC, 300 milliarps
by Z20VAC, 500z Outs 12 volts DT, 300 milliamps

FCC, CE

, Tue., 1105 NE Cirdle Blvd,, Corvallls, OR 97530 « $41.7580521 «




CyberLock Programmer
Part number: CK-14

The Videx Cyberlock Programmer is a device that
18 used to program and download Cyberfocks in
confunction with the Professionaland Entérprise
software sohitions. The {ii(-}’é case fs made of

2 durable nylonbased plasdc: An indicaror light
shows batrery power and acdvation. A speaker
raakes tones indicating communicition and
programming starus. Al hough the Programmer
resembles a ke drwill noz mpcn a C‘bzr}? oek.

3, s 4
"The Programmaer’s memary Contains an encrypied

aceess vode; 2 Hst of locks fo program, and the
progranmming instructons for those locks.

The CyberLock Programimer is also used
download the audit orail from a lock,

Nawes: . R
Dimensions i foches (o)
Drawing not 1o seale
LN mdimm dineneter




Common Hagdware Specifications

Keys

= A key cannot be duphcsred

* A key remembers up 1o 3900 evenzs with dats and time
» Astandard user key can access up to 3300 locks

= & 'key contains the schednled access days & times

Tocks

¢ Lucks have no keyway to pick

e Locks store the lase 1100 évents with date-and imé

* Mo limit vo the number of keys thar a lock can supporz
* Locks are. resistant 1o electrical charge, magrneric force,

and torque C -
= Operating temperature:

+ A key holds the bauery power source
*+ Operating temperatre: 32°1w 122°F 0% 30° C

~40%t0 1608 B A0 w707 C

CyberLock System Specifications ,

EntryPoint™ is a hardwarc-only systens; no software is required. All keys have 247 access 1o all locks.

A complere system requires Jocks, keys, and a Grand Master.

CyberAudit® Web Lite js a PC or Macintosh software progran with basic aceess control features. A complete
system requires locks, keys, 2 Grand Master, an IR Encoder, and Lite software, Tntended for systems up o
30 locks and 50 keys,

Cyberfndit Professional & a Windows program that installs on a local PC. A complere system requires locks, keys,
3 CrberKey station andfor Authorizer®, a CyberLock Programmer andfor 1SB Programmer, and the Professional
software (NOTE: Professicnal software indudes one CyberLock Progesmamer). lntended for systems up 1o 500
ocks and 300 keys.

CyberAndit-Web Enterprise fs web-based software installed on an application sexver. A complete system requires
Toeks, keys, the Enverprise server, and one or more communicator devices. Intended for large or geagraphically

widespread installadons.

- CyberLock System Features Chart

‘Rekeving a sysrem is done viathe
ssefoware; no need 1 insuill new locks
and issue new keys

» Programmed schedules provide control
‘aver sperific days and times thata key
will operate

‘Holidays may be ser asexceptions to

- aheschedules

fision

Hiemrchy of Adm
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