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Objectives ‘

This briefing will focus on the following topics:

and protecting SSI




Briet History of SSI ‘

e SSI was developed pre-9/11

e C(reated in response to hijackings in the early 1970s

The Air Transportation Security Act of 1974
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Where SSI Fits

All information held by the Federal
government falls ito two categories:

( ,

or

e Unclassified
(-, For Officia

Information, etc.




Classified Information '

ST Information whose “unauthorized
disclosure could reasonably be expected
to cause 1dentifiable or describable
damage to the national security”*

\

CONFIDENTIAL

Example:
A U.S. Special Operations team conducts

classitfied.

* Source: Executive Order 13526, Dec. 2009




Unclassified Information Falls '
into Two Categories

e Sensitive But Unclassified (SBU)

FOUO

e Public Information
All other information




Sensitive Security Information '

Information obtained or developed which, if
released publicly, would be detrimental to
transportation security.

Examples:

Rail Operator’s Security Plan

Plan
e Seccurity Directives marke

1ssued to Rail

Q
N

Enhancement (BASE
JINYAN




For Official Use Only (FOUO)

Information not protected by regulation that
could adversely affect a Federal program if publicly
released without authorization.

Example:

e ——:\«__“ s o A e “.--_ e oy R o R A

Federal building security plans

Source: DHS Management Directive 11042.1




What are the differences?

FOUQO and SSI are categories of Sensitive
But Unclassified information, but:

e SSI 1s based on U.S. law and protected by a F
regulation; FOUQO 1s not

e Unauthorized SSI disclos

re may re Sult m a civil

]
penalty; FOUO breaches cannot




What Are the Differences? (cont.)
e In litigation, SSI has stronger protection from
court-ordered production requests while documents
marked only as FOUO have little or no protection
e SSI is protected from public release under
a Freedom of Information Act (FOIA)
request; FOUO may be either protectec

or released under FOIA

e Documents that contain SSI must be marked assSSI=not as
FOUO. When information is pulled from reporiSimarked
FOUO SSI, the new report must be marked asiSSIE=
Not FOUO/SSI
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Focus on the
SSI Federal Regulation
(49 CFR Part 1520)

Transpartation Admi
49 CFR 1520 - ‘ederal Regulation
o gt page 28

SENSITIVE SECURITY INFORMATION BRIEFING



Sensitive Security Information '

Another way of thinking about SSI 1s would this
information assist an adversary who 1s planning
attack against a transportation systemn

* How useful would th Inforr
terrorists? '

 How detailedis it?

* Has DHS officially released it
in the past?

e Is it obvious?

o Is it still current?

12



Sensitive Security Information

In order for information to be SSI, the mformation must
be related to transportation security, its release must be




16 SSI Categories '

and contingency plans — Any
security plan or security

-

DHS or DOT...

R
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16 SSI Categories (cont.) '

(2) Security Directives — Any Security Directive or
order 1ssued by TSA

Examples of records protected
under this category:

TSA recently 1ssued a Security
Directive (SD) to the Rail Industry. - e

SD 1544-13-05

This particular SD was NOT S

EXPIRATION DATE January 31. 2014

marked as SSI. This was very |y

APPLICABILITY Aircraft of regulated under 49 CFR 1544.101(a)

deliberate. On the whole, SDS are’ B
usually marked as SSI. '

PURPOSE AND GENERAL INFORMATION

15



16 SSI Categories (cont.)

(5) Vulnerability Assessments — Any vulnerability
assessments directed, created, held, funded or
approved by DHS/DOT for any mode
transportation

TQ

SA
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16 SSI Categories (cont.

(6) Security Inspection or Investigative
Information - Reports of imspections or
investigations that could reveal a
vulnerability

Examples of records protected under this categony:
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16 SSI Categories (cont.) '

(7) Threat Information — Information held by
the government concerning threats to
any mode of transportation, including cyber

\

Note: DHS/TSA Intelligence Pr
marked as SSI. This is very deliberate
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16 SSI Categories (cont.) '

(8) Security measures — Specific details of
transportation security measures including:

(1) Security measures or protocols recommended by the
Federal government

obtained for purposes of training personnel

19



(11)

(12)

16 SSI Categories (cont.) ‘
(1) Identifying mformation of certain
transportation security personnel — List of

names or other identifying mformation that

identify persons as —

(A) Having unescorted access to a secure area of an rail
secure area

Any list identifying systems or assets, whether physica
virtual, so vital to surface transpo that the mcapacity or
transportation security i the liSt 1S
(1) Prepared by DHS
(1) Prepared by as State or Local governmentsandssubmiticd
to DHS or DOT

20



recommended or directed by DHS/DOT

16 SSI Categories (cont. ) ‘
(15) Research and Development — Research
results that were approved, accepted, funded,

(16)  Other Information

4 4
v 1V \

designee) can determine ini

7~

Administrator (Or their

92
|

T~

|

mation to: be SSIthat IS not
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o
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Common Information Related to ‘

Rail or Mass Transit that 1s SSI*

Rail Operators Security Programs

Mass Transit Security Programs

TSA Security Directives (SDs) marked as SSI
Vulnerability Assessments of systems or facilities

conducted by TSA
Reports of inspections or mvesti
security vulnerability

TSA Security Action I

* List not all-inclusive

22



What mmformation 1s NOT SSI l

Safety mformation 1s not SSI
Fire Evacuation Plans are not SSI
Construction plans are not SSI

Training materials for emplo loyees on

Safety mspections o
are not SSI

23



Covered Persons '

According to the SSI Federal Regulation, covered
persons may access SSI. This includes airport and
airline officials, maritime operators, rail, mass transit

and pipeline operators, Federal employees, among
others.

24



access to information 1s necessary for the performance
of, training for, or managing of personnel’s official

Persons with a “Need To Know™ @
Covered persons have a need to know SSI if ‘

A Mass Transit Operator does not need acceSSHo e

25



Requests from the '

Media for SSI
Under the SSI Federal Regulation, members of ‘
the news media are not covered persons and .

not have a “need to know” SSI.

26



SSI Federal Regulation Outlines
Procedures for Marking and

Handling SSI

Department of Homeland Secnri
Transportation Security Administration
49 CFR 1520 - The SSI Regulation
Prepared by ihe TSA 551 Offce. incorporaing the folowing: Volume 50 afhe Federal Regiser at page 28062 (cted 25 69 FR 23062)
25 amenaed on e . 2000 70 o 1382y 16 2003 3170 T 4 305, iy 20,2000 71 P S,
November 26, 2008 2 73 R 72128 efectve Devember 28, 206

PARI 1520—PROTEC ION OF SENSIHIVE SECURITY
\TIoN

per” as defi CFR 1
wure area means “rail secure area” as defined in 49
sooge. . -
5 F— ns a5 defined
‘Sensicie security information. 1580.
Govered persons
P e
)15 Marking 55
H nsxam—mnduym-nxm— Gusrd.
7 Gonsequenies o waawhorized chsclosure of ST
Authority: 46 U.S.C. 7010270106, T011% 49 US.C. 114,
113, 4490144907, 4491344914, 4491644918, 44935~
24us6, 44322, 26105
§1520.1 Scope.

(@) Appiicabinity. Iis part governs the maintenance,
Satequarding, and dicclosure of records and information that
¥ Information,

3
mments, instructions, or implementing

ency . aireratt, or aviation careo operation;

Comployee io governcd by scction 214 and any saplementing

gulations, not by this part sel, ar port area; o

() Delegation. The authority of TSA and the aard
umder this part may be further delegated within TSA and the

Coast Guard respectiv

§1520.3 Terms usedin this part.

1 additian 1o the rerms in §

00 3 0f rhis chaprer, the
folownn

ing terms apply in thiz parc
inistrator means the Unde:

Transportation for Setuniy reforred to . 46 U 5.C. 11405, ox

his or her designec.

Goost Guard means the United States Const Guard.

tnar,
granted. would make the person a covered person described
§ 1620.7.
DHs ‘means the Deparcment of Homeland Security and
rate, bureau, or other component within the

Department of Homeland Sccority, mrading the Dted

Coast Gt

T means the

4,
x actions or countermeasures to
‘address security concerns.

§1520.5 Sensitive security information.

(@) I general T accordance wich 39 US.C. 1149, 85T is
Department of Transportation and any ' In sene v hcincd o oo 2%
e e i chudmg researin and development.the dicciobare
Seaway Development m;n?;z'::mame he Sains Lawrence | SFumai S b Sercomimed wowia

Toaniportetn et (@) Conrrrate i amwasranced invacion o privacy Gacluding.

e S Do Gificer means a pilot participatingin at nox limied o iformaton contained o o
ogeam wn:

‘personnel, medical.
ehe ederal Fhgne Derk Oxfces B ex 49 U.S.C.
Heveal trad secrets or privicges or contiential
44921 and implementing regulations. e B o o
facility means any facility as Gefined in 33 CFR Inform: mrom

(@ Be acerimental to the security of transportation.
mcans “rail facility” as defined in 49 CFR

N RIS Except e viherwia
materials receiver means “rail hazardous

constitute SST-

[ ————

Enow i, Mark i, Share i, Lock i, Shred it

SENSITIVE SECURITY INFORMATION BRIEFING




Everyone 1s Responsible for '
Protecting SSI!!!

Personnel who works in aviation whether they are
airport employees, airline employees, rail and mass transit
operators, Federal employees or contractors are responsible
for properly marking, handling, protecting, storing, and
destroying SSI per the SSI Federal Regulation (49 CER
Part 1520). |

28



Regulatory Requirement
SSI — Protective Marking

Each page of the SSI
record must include an
SSI header and footer.

SENSITIVE SECURITY INFORMATION

Even if there 1s only one
sentence contaming SSI Threats o Ciil
in a 50-page document,

every page must have an
SSI header and footer.




be protected from unauthorized disclosure.

SSI Footer '
The SSI footer informs the viewer that the record must ‘

No modification of the SSI Footer 1s authorized.

“WARNING: This record contains Sensitive Security Informatic
that is controlled under 49 CER parts 15 and 1520. No part of
this record may be disclosed to persons without a “need to
know,” as defined in 49 CFR parts 15 and 1520, except withithe
written permission of the Administrator of the Transportation
Security Administration or the Secretary ofi lransportation:
Unauthorized release may result in civil penalty eretneraction:
For U.S. government agencié- , public disclosureISIgeverRedy
5 U.S.C. 552 and 49 CER parts 15.and 1520

30



as SSI as long as they believe the record meets
specific criteria under the SSI Federal Regulation:

Who Can Mark Records as SSI? @
Stakeholders are permitted to mark information ‘

o It falls under one of the |
in the slides above.
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Who Can Mark Records '
as SSI? (cont.)

It 1s important to remember that SSI 1s information ‘
which should be marked and protected in all forms of

communication. This includes emails, Word documents,
presentations, traming, etc.

32



Storing SSI: Lock it Up!!!! l

When not actually working with an SSI record (lunc
break, end of the day, etc.), store the SSI record in a
locked desk drawer or 1n a locked room to prey

ALL RECIPIENTS OF SST ARE MANIDATEIDAONNOCKSINNTIERI

33



Protecting Electronic Data '

* The SSI Regulation mstructs:
“Take reasonable steps to safeguard SSI in
person’s possession or control from una
disclosure.”

th

* 49 CFR §1520.9(a)(1)

34



Posting SSI: Never Post SSI
on the Internet

B= An official wi e of the United States government

TRAVEL - ign ABOUT CONTACT

TSA is prepared for
Spring Break travel
and offers 10 travel
tips for smooth

screening

Read Press Release

Latest News REAL ID Disabilities and Medicggnditions

e latest news and updates on the novel TSA enables Arizona residents to use mobile driver’s license ID requirements at the checkpoint are Access important information and resources gvelers

coronavirus disease (COVID-19) outbreak. or state ID for verification at Phoenix Sky Harbor changing. Learn about REAL ID. with disabilities and medical conditions.
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The SSI Federal Regulation states “when a covered
person becomes aware that SSI has been released to
unauthorized persons, the covered person must

promptly inform TSA...”

Duty to Report Unauthorized
Disclosure of SSI l

QI

 Stakeholders may contact their TSA point o Contactor

* 49 CFR §1520.9(c)

36



Destruction of SSI '

“A covered person must destroy SSI completely
to preclude recognition or reconstruction of the
information when the covered perso' Uuugr neec

* 49 CFR § 1520.19(b)(1)
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Personnel must be very careful when discussing
SSI m public areas.

Discussing SSI in Public Areas '
1s Inappropriate |

You never know who i1s listening
and not everyone has a “need

oS E.

\o

to know” the mformation. LIPS
Remember: Adversaries do not care A ﬁﬂﬁ
how they receive SSI as long as they _ MIGHT
get the information they need to'plan Sink Shll’S

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn
ot

an attack.
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Consequences of Unauthorized
Disclosure of SSI

Lost money — TSA can impose a civil penalty with
amounts into the tens of thousands of dollars per
offense against covered persons and companies

3

4 |
" ) ()
1dLC

Lost jobs — for Federal employees, appropr
personnel action up to termination

Lost contract — TSA can decids |

contract with a Federal vendor whose employcesidid
not properly protect the SSI entrusted torthenscare

A AtTA AT TR I
¢ whether to end a

39



Protect SSI

“Best Practices’ for l
Non-DHS Employees to ‘

S—

£ Transportation
o P

w Security

%Y Administration

KNOW IT

Using SSI ID Guides

F(I)r more mformanon on Pt e
Safely Sharing Information: SSI@DHS.GOV LTSO David Riel - DTW

SENSITIVE SECURITY INFORMATION BRIEFING




Best Practices for
Non-DHS Personnel

DHS stakeholders (i.e., regulated entities) and other coverec
parties are mandated under the SSI regulation to take
“reasonable steps” to prevent unauthorized disclosure of SSI.

The next set of slides describes “Best
Practices” that stakeholders may use in
handling and protecting SSI.

These “Best Practices” are based
policies and procedures developed for
DHS personnel to protect SS

41



Best Practices —
SSI Cover Sheet

The SSI Cover sheet is NOT

required by the SSI Federal SENSITIVE SECURITY
Regulation but it is T
recommended to place
everyone on notice they are
dealing with SSI and can be

added as needed.




Best Practices — ‘

Sharing SSI i E-mail

SSI information transmitted by e-mail should be
encrypted or sent 1n a separate password-protected record
and not in the body of an e-mail. Passwords should be sent
separately, and should:

* Have eight-character minimu
* Have at least one upper-case anc lower-case letter
* (Contain at least one num

-3 l’)'!
)rr_) 0 f)

* Contain at least one symbol (€

C. 24
* Not be a word 1n the dictionary. or @ poriienieIthHEse
name

43



Best Practices — Managing ‘
Sensitive Data in Webinars

Taking the following steps will help minimize the
unauthorized disclosure of SSI.

r1Skagdi




Best Practices — Managing
Sensitive Data in Webinars (cont.)
v" Ensure that you (the host) can manually admit and .
remove attendees

v' Be mindful of how (and to whom) you disseminate
invitation links

v Consider sensitivity of data before exposing it via screen
share or uploading it durin
video conferences

J
=3
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Best Practices - No SSI on ‘
Personally Owned
Electronic Devices

SSI should not be stored, sent to, or printed
devices including home, public

* Computers or tablets
* Fax machines

* Printer or copy mac G
e Smart phones 4?
* Thumb drives, e o e

disks __ gwﬁw | il ] LB N

* Email account




Best Practices —
Closmg the Gaps

v' Change default password to strong, complex passwords for
your router and Wi-Fi network

v/ At a minimum, ensure your router is configure:
or WPA3 wireless encryption

v" Avoid using public hotspots:

v’ Only use secure video conferencing t by your

v Ensure that any vi | assistants Alexa) will notpickaup
your conversations

47



Best Practices — Closing the Gaps '
(cont.)

Remember, while conducting business, be conscious of
your surroundings:

* Do not work in locations where your computer screen

« Take measures to prevent eavesdropr

e -

£ == = ) -
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Best Practices - '

Traveling with SSI

Laptops containing SSI should be kept with you to
the maximum extent possible

Avoid transporting laptops containing SSI in checked
baggage
Laptops containing SSI and any SSI paperwork shou
kept locked and out of sight ( .g., trunk) when unatter ur‘l
in vehicles '

In hotel rooms, use room safes for laptops
containing SSI and any SSI paperwork

49



Best Practices —
Destruction of SSI

The most common methods
used to destroy SSI material
include:

Cross-cut shredders
Contract with a shredding company:

Any method app J/‘gd r,_'r_le | Struction ol
| ‘--"L |

H’)F nation
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Frequently-Asked
Questions

SENSITIVE SECURITY INFORMATION BRIEFING



O: How Do We Handle I
Requests for SSI Information?




Sharing SSI '

To share SSI is to provide a record that contains SSI to
another covered person. The record i1s marked as SSI and
remains SSI. -

The covered person with a “need to know’ 1s now:
obligated by the SSI Federal Regu! ;' | to protect the SSI




Releasing Records

Prior to releasing records containing SSI
to persons who are not authorized to
access SSI under the SSI Federal
Regulation, the SSI language must be
removed/redacted by the TSA SSI
Program office. The redacted record may:
be released to the general public.

The redacted record should have the SSI
header and SSI footer removed or
crossed out.
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SSI Redactions

* SSI Records that are produced due to
Freedom of Information Act (FOIA) requests, court-
order production requests, or other requests are
reviewed by the TSA SSI Program office.

* TSA then produces a
SCOPE AND APPLICABILITY
redacted copy of the record ot s a0 a5 G 53 e v S o e G

of Federal Regulations), related to the National Etploalv: Detection Canine Team

With all Of th e S SI r e m OV e d. Program. Users ofthrtl: guide ln.clu.de the followi |ng Tranapor'llallonDSecurl'fy

agencies that use information covered in this guide; and, any other covered persons (as
defined in 49 CFR 1520.7) that use or access information covered in this guide.

GENERAL INFORMATION ON THE NATIONAL EXPLOSIVES DETECTION CANINE
TEAM PROGRAM (NEDCTP)

The National Explesives Detection Canine Team Program exists to deter and detect
the introduction of explosives davices into the transportation system. In addition, bomb
threats cause disruption of air, land and sea commerce and pose an unacceptable
danger to the traveling public and should be resclved quickly.

compaonent in a balanced counter-sabotage pragram. The use of highly trained
explosives detection canine leams is also a proven detarrent to terrorism directed

bevimpeln temmnemarbatinn suotomae and nreidae o timaobs and mabila rasnanea ba e iinaoet




* The SSI Federal Regulation states that

— “Except as otherwise provided in this section... records
containing SSI are not available for public mspection o:
copying, nor does TSA... release such records to persons
without a need to know.”

Q: How Do We Get SSI Redacted
before a Record is Released?

 TSA addresses these
SSI Review process t

* 49 CFR § § 1520.15(a) and 1520.15(b)
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Processing Record '

Requests

* Smmilar to Federal Freedom of Information Act (FOIA), many
state and local laws (e.g., “Sunshme” laws) provide citizens the

right to access government records.

D

ons “‘Re

LY Q)

cludes requests for access to SS|

T—

or territoriall public




Processing Record ‘

Requests (cont.)

Requests for TSA’s own records made through State Open
Records requests must be referred to TSA FOIA
( ).

Requests for records belonging to the state or airport authority
should be submitted for full SSI Review to the SSI Program
office.

R -

responses may be made to
SSI Review.

Requests may be submitt
Program office directl

58
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that mean it’s always SSI?

Q: If we mark a Record as SSI, does' @

* All covered persons are permitted to mark information
believe 1s SSI, but it is possible it was over-marked.

« The TSA Administrator is authorized to determine whether

information pertaining to transportation security constitutes SSI.
That authority 1s delegated from the Administrator to the Chief of the
SSI Program.

Using this authority, the SSI Progra C crmines what
information 1s designated as SSI @ »,rlrhlrn a record. The SSI
Program office is the final r,_usrsg I,; jorized to make SSI
determinations on both r’_t,"_ﬂ records and records 0 pauced: by \

stakeholders.

If necessary, the SSI Program office will'provided edacicdVersions
(i.e., all of the SSI blacked out) for public conSUMpPLIGTHE
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Q: Who Do We Contact for l

Additional Assistance?

* Additional SSI resources are posted to
https://www.tsa.gov/for-industry/sensitive-security-
information



mailto:TSA-Surface@tsa.dhs.gov
mailto:SSI@tsa.dhs.gov

Safely Sharing Information

SSI Program Office

Security and Administrative Services
Enterprise Support
Transportation Security Administration
6595 Springfield Center Drive, MS-31
Springfield, VA 20598-603 1

E-Mail: SSI@tsa.dhs.gov

SENSITIVE SECURITY INFORMATION BRIEFING
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