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[ SECTION H | SPECIAL CONTRACT REQUIREMENTS
| H1I _ Performaﬁce Evaluation: Plan '
Hz2 Distribution of Award Fee
T3 | Determination of Award Fes
- Ha4 Disclosure of Information — For Official Use Only
HS5 'Identiﬁca’cionr of Contractor Employees ;
HS. Non-Personal Services
H7 Disclosure of Conﬂ_i;:ts of Interest
03 Contractor Responsibilities
H9 Insurance
H.10. Third Party Liability B
"H.11 Section 508 Standards
- H.IZ Key Personnel - o
H.13. . Aviation and Transportation Security Act Requirements
H.14 Subcontract Flow-down -
H.15 | Non-Fée Bearing Costs (Travel/Unifomns)-
H.16 Képresentatiom and Cerﬁﬁcations
H.17 RESERVED .
H.18 Service Contract Act Applicability
H.19. Passenger and Baggage Claims
H.20 Contractor Per_sonnelh Suitability Requirements:
H.21 Qualified Sereening Companies and Privates Entity Dcﬁm’tibns
H22 .S, Citizeﬁs and Use of Foreign Nationals and Aliens on TSA
H?23 Compensation and Other Benefits
H.24 -Smail Busingss Subcontracting Plan {Not App}ic':able)
H25 o
T3
SECTION 1- CONTRACT CLAUSES
Clause | Number . Clause Title Date.
11 3.1.8-1 Cancellation, Recission, and Recovery of Funds for Illegal or. February 2003
' - Improper Activity :
12 3.1.8-2 Price or Fee Adjustment for Illegal or Tmproper Activity February 2003
13 3.2.23-8 | Audit and Records February 2003
L4 3.2.2.3-25- | Price Reduction for Defective Cost or Pricing Data February 2003
1.5 3.2.2.3-26 | Price Reduction for Defective Cost or Pricing Data- February 2003
Moadifications. .
1.6 _3.2.2.3-27 | Subcontractor Cost or Pricing Date | Febraary 2003 |
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February 2003

-3

17 3.2.2.3-28 | Subcontractor Cost or Pricing Data-Modifications
1.8 3.2.2.3-30 | Termination of Defended Benefit Pension Plans February 2003
19 3.2.2.3-32 | Waiver of Facilities Capital Cost of Money February 2003
1110 3.2.2.3.33 | Order of Precedence : February 2003
I.11 3.2.2.3-36 | Reversion or Adjustment of Plans for Postretu‘ement Benefit - February 2003
: ' (PRB) Other Than Pensions . L
112 3.2.2.3-37 | Notification of Ownership Changes February 2003
L13 3.2.2.3-75 | Requesis for Contract Information : February 2003
114 3.2.2.7-6 | Protecting the Govermment’s Interest when Subcontracting wﬁh February 2003
| Contractors Debarred, Suspended, or Proposed for Debarment ]
115 3232 Cost Accounting Standatds February 2003
1.16 3.2.3-3 Disclosure and Consistency of Cost Accountmg Practices February 2003
117 3.2.3-5 Administration of Cost Accounting Standards February 2003 -
118 3.2.4-6 Fixed Fee 5
119 3.2.4-21 Execution and Commencement of Work February 2003
1.20 3.2.4-22 Limitation of Government Liability February 2003
121 3.2.4-23 Contract Price Definitization February 2003
122 3.2.4-24 Payments of Allowable Costs Before Deﬁmnzanon February 2003
123 132434 | Option to Extend Services February 2003
1.24 3.2.4-35 Option to Extend the Term of the Contract February 2003
1.25 3.2.5-1 Officials Not to Benefit - February 2003
1.26 3.2.5-3 Gratutties or Gifts ‘ August 2002 - |-
1127 3.2.5-4 Contingent Fees February 2003
1.28 3.2.5-5 Anti-Kickback Procedures February 2003
1.29 3.2.5-6 Restrictions on Subcontractor Sales to the TSA February 2003
11.30 32547 Disclosure Regarding Payments to Influence Certain Federal February 2003
s Transactions . : : o
1131 3.2.5-8 Whistleblower Protection for Contracter Employees -| February 2003 °
1.32 3.3.1-1¢ Availability of Funds " February 2003
133" 3.3.1-12 Limitation of Cost February 2003
-1.34 3.3.1-14 Limitation of Funds February 2003
.35 3.3.1-15 | Assignments of Claims February 2003
L36 3.3.2-1 TSA Cost Principles " February 2003
137 3.5-1 Authorization and Congent February 2003
138 3.5-2 Notice and Assistance Regarding Patent and Copynght February 2003 |
o I,nfnngement : ‘
139 3.5-3 Patent Indemnity February 2003
1 L40 3.5-13 Rights in Data — General February 2003
141  13.5-16 Rights in Data - Special Works February 2003
1.42 3.6.1-3 Use of Small Business Concerns February 2003
1.43 3.6.14 Small, Small Disadvantaged, Women-Owned, Veteran-Owned August 2002
- ' and Service-Disabled Veteran Owned Small Busmess ' '
- : Subcontracting Plan
144 3.6.1-6 Liquidated Damages-Subcontrachng Plan February 2003
145 3.6.2-2 Convict Labor February 2003
L46 3.6.2-5 Prohibition of Segregated Facilities February 2003
1.47 3.6.2-7 Preaward On-Site Equal Opportunity Camphance Rewew February 2003
1.48 3.6.2-9 Equal Opportunity February 2003
149 3.6.2-12 . | Affinnative Action for Special Disabled and Vietnam Era February 2003
i ' Veterans )
L50 3.6.2-13 Affimmative Action for Workers With Disabilities February 2003
4 131 3.6.2-14 Employment Reports on Specml Disabled Veterans and February 2003
Veterans Era
1.52 3.6.2-15 Notice to the Government of Labor Disputes | February 2003
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1.53 3.6.2-17 Payment for Overtime Premiums February 2003
154 | 3.60.2-28 Service Comitract Act of 1963, as Amended Fsbruary 2003
1.55 3.6.2-25 - | Statement of Equivalent Rates for Federal Hires February 2003 |
1.56 [ 3.6.2-32 SCA Minimum Wages and Fringe Benefits February 2003
157 3.6.3-7 “Waste Reduction Program February 2003
1.58 3.6.3-11 | Toxic Chemical Release Reporting February 2003
1.59 3.6.3-16 Drug Free Workplace February 2003
1.60 3.6.4-2. Buy American Act — Supplies : February 2003
L6l 3.6.4-10 Restrictions on Certain Foreign Purchases “February 2003
1.62 3.9-1 Privacy Act Notification February 2003
1.63 3.7-2 Privacy Act February 2003
L.64 3.8.2-10 [Protection of Government Buildings, Equlpment and , " February 2003
- Vegetanon .
1.65 3.8.4-3 Govermunent Supply Sources | February 20603
1.66 3.9.1-1 Contract Disputes February 2003
1.67 3.9.1-2 Protest After Award February 2003
168 3.10.1-1 | Notice of Intent to Disallow Costs . February 2003
1.69 3.10.1-3 . | Penaltiés for Unallowable Costs - February 2003
170 3.10.1-7 - | Baokrupicy February 2003
L.71 3.10.1-13 | Changes — Cost-Reimbursement — Alternate I February 2003
1.72 3.10.1-24 | Notice of Delay ' February 2003
173 3.10.2-2 Subcontracts — Cost—Reunbursement and Ceiling Priced February 2003
‘ Contracts '
174 3.10.2-5 | Competition in Subcontractmg February 2003
L75 3.10.2-6 Subcontracts for Cornmermal Items and Commercial | February 2003
: ' | Components : :
176 3.103-1 | Definitions ~Government Property February 2003
177 3.10.3-2 Govemment Property - Basic Clause —Alternate IT February 2003
178 3.103-7 | Govermnment Property — Facilities Use February 2003
1.79 3.10.3-13 | Segregation of Government Property " February 2003
1.30 3.103-14 | Inventories - February 2003 |-
1.81 3.10.3-15 | Disposition of Government Property February 2003
1.82 3.10.6-3 Termination - Cost-Reimbursement Yebruary 2003
1.83 3.10.6-7 Excusable Delays ‘ : “February 2003
1.34 3.11-65 Submissior: of Commercial Transportation Bills to the General | February 2003
Services Administration for Audit '
1.85 3.13-2 Security Requirements-Classified Contracts February 2003
1.56 3.13-3 Printing/Copying Double-sided on Recycled Paper February 2003
'SECTIONJ | LIST OF DOCUMENTS, EXHIBITS & ATTACHMENTS
11 Standard Operating Procedures (SOP) Index :
12 Performance Evaluation Plan (Award Fee Plan) (should include bag claimns metrics)
i3 Claims Plan i
J4 Wage Determminations
I3 Small Business Subcontracting Plan (Not Applicable)
16 Medical Guidelines
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SECTION K REPRESEVTATIO\TS CERTIFICATIONS &
OTHER STATEMENTS OF OFFERERQORS * (Held Under Separate Cover)
K.1 3.2.5-7 Disclosure Regarding Payments to Influence Cettain Federal Transactions
K2 3.6.1-4 Small, Small Disadvantaged, Women-Owned, Veteran-Owned and Service-
. Disabled Veteran Owned Small Business Subcontracting Plan
K3 3.6.2-12 Affirmative Action for Special Disabled and Vietnam Era Veterans
- K4 3.6.2-14 Employment Reports on Special Disabled Veterans and Veterans of Vletnam :
Era
X.5 3.2.2.3.70 Taxpayer Identification
K.6 3.2.2.7-7 Certification Regarding Debarment Suspeusxon Proposed Debarment, and
o Other Responsibility Matters
k.7 Small Business Program Representations
K8 Small Disadvantaged Business Status
X9 3.6.2-6 Previous Contracts and Compliance Reports
K.10 3.6.2-8 Affirmative Action Compliance
XK.11 3.6.3-10 CertLﬁcatmn of Toxic Chemical Release Raportmg
K.12 [ 3.2.5-2 Independent Price Determination
K.13 3.6.4.15 Buy American Act Cemﬁcate
X.14 3.8.2-18 Certification of Data
. Ki5 - Certification -
K.16 3.2.3-1 Cost Accounting Standards (CAS) ‘\Totlces and CertIﬁcatlon
K.17 3.5-14 Representation of Limited Rzghts Data and Restricted Computer Software
K.18 3.6.3-1 Clean Air and Water Certification
K19 3.6.3-2 Clean Air and Clean Water
K.20 3.2.2.3-76 Representation — Release of Contract Information
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| SECTIO.N B - SUPPLIES OR SERVICES AND PRICES/COSTS

B.1 Description of Services and Amounts
7 ONE MONTH BASE
Period of Performance: Nav 19, 2004 — Dec 18, 2004
Item . | Description | Lot | Amount
0061 Security Screening Services for JAC Airport | 1 lot
- | Inclusive of Option 4 for Assessments an o
. { Option 1 for Training. ** .
Estimated Cost TBD
-| Base Fee (EaaNan TBD
- Total Amount
Ttem Description . Qty | . NTE Amount
0002 | Other Direct Cost (ODCs) — Travel, Uniforms Dot &R 15
(All costs shall be non-fee bearing — See H.15.) e : ' .
Reference 1. 20, Limitation of Government Liability 7
Ttem Description Qty NTE Amount
0003 | Data submission for CLIN 0001 hlot NSP
TOTAL: Items 0001-0003 ] "
ONE MONTH OPTION (IF EXERCISED) -
" Period of Performance: Dec 19, 2(_}04 —Jan 18, 2005 : .
~ Option - Description- Lot Amount
" Ttem :
0004 | Security Screening Services for JAC Airport 8ot ] -
inclusive of Option 4 for Assessments and ' Estimated Cost
Option 1 for Training. ** Bage Fee
Award Fec {EREER |
Total Amount e s e
Option Description Qty. NTE Amount
Item '
0005 | Other Direct Cost (ODCs) - Travel and Uniforms. - P
{All costs shall be nion-fee bearing — See H.13.)** i
- Option Description Qty NTE Amount
Item . :
0006 | Data submission for CLIN 0004 ',m NSP

TOTAL: Items G003-0006

- B-1
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TEN MONTH OPTION (IF EXERCISED)

Period of Performance: Jan 19, 2005 — Nov 18, 2004

TOTAL VALUE FOR BASE AND ALL OPTIONS (if exercisad)

Tterns 0001-0003, and Option Items 0004-0012 (if exercised)

(See Section 1.21{d})

*Represents Award Fee Pool Amount, ** ALL CLINs are subject to Clause 1.20 — Limitation of
Government Liability (LOGL)

B-2

by

Option Description " Lot
Ttem . '
0007 | Security Screeming Services for JAC Airport 1 lot
inclusive of Option 4 for Assessments and o Estimated Cost
Option 1 for Training, ** Base Fee
- Award Fes
Total Amount
Option Description Qty
Ttemm |- p \ :
0008 | Other Direct Cost {(ODCs) - Travel and Uniforms. ®lot
o (All costs shall be non-fee bearing — See H.15.)**
Option Description Qty
Ttem 7 .
0009 Data submission for CLIN 0007 §lot NSP
TOTAL: Items 0007-0009 T
SIX MONTH OPTION (IF EXERCISED)
Period of Performance: Nov 19, 2005 — Mav 18, 2004 -
Option Description Lot Amount .
Item )
0010 | Security Screening Services for JAC Airport 1ot |
inclusive of Option 4 for Assessments and Estimated Cost TBD
Option 1 for Training. ** Base Fee (88 TED
Award Fee TBD
Total Amount Q A/
Option Pescription Qry NTE Amount '
Item S
0011. | Other Direct Cost (ODCs) - Travel and Uniforms. 8ot | I
.| (Al costs shall be non-fee bearing — See H.15.)**
Option Déscn'pﬁon Qty NTE Amount
~ ltem '
0012 | Data submission for CLIN 0010 - | ot NSP
Ttems 0010-0012 I
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B.2 . Work Days/Productive Time

- Full time personnel are expectad to work an 8 hour day with 4 hour unpaid lunch. A productive work-year
for an FTE has been identified as 1,872 hours with 208 hours of vacation and holidays (which are aliowable
fringe benefits that are non-preductive hours) for a total-of 2080 hours (52 weeks X 40 hours per week =
2080 hours per year. Restperiods of short duration that promote the efficiency of the employee (which are
usually less than 20 minutes) are customarily paid as productive time and may be counted as hours worked.
However, meal breaks are not productive time and are not'compensated unless the employee performs
substantial work during the meal break and contractor prmndes sufficient documentation to support the cost -
as work timeé. :

B3 Allotment of Funds

This contract is incrementally funded with respect to-both cost and fee pursuant to the LIMITATION OF
FUNDS Clanse. The amounts presently available and allotted to this are shown in the chart below. This
chart breaks out the funding by individual Contract Line Item Number (CLIN). The contractor agrees to
segregate, track and bill all costs in the same manner as obligated.

-

- -Estimated.
: Amount o Total Amount | Expenditure .|
Section B o Previcusly =~ | IncreaseIn . Funded Period for
, Contract Value Funded Funding : ‘ - Funding
Item 0001 i ‘ ' |
Est. Cost 30 ~ TBD| TBD | Dec 18, 2005
Base Fee 50 .- - TBD TBD | Dec 18,2005 |
Award Fee $0 TBD | TBD | Dec 18,2005 |
Total Amount $0 |4 7 ' Dec 18, 2005
* | Ttem 0002 . L ‘ : '
Est. Cost (no fee) 50 | O | RS, | D-c 15, 2005
Total Base Year $4,226,115(NTE) S0 Dec 18, 2005 |

(End of Clause)

B4 Summary of Award Fee Pools and Award Fee Amounts Farned

 Period ‘Award Fee Period . Pool§ Earned § % Earned Mod# | ModDate
1 |Nov 19, 2004 — May. 8, 2005 TBD A & | A NA
2 | May 19, 2005- Nov 18, 2005 | TBD s G ERE
TOTAL : I L
Period Award Fee Period Paol $ Earred § | % Eemed Mod# | ModDate
3 |Nov19,2005-May 18,2005 - TBD T o N/A N/A

Total Peol Earned To Date

TBD =

" *See H.2 for Pool Percentages.

B-3
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B.5 Compensation and Other Benefits

Pursuant to Section 108 of the Aviation and Transportation Security Act (ATSA) (Public Law 107-71),
codified at 49 U.5.C.§44519(f) (screening pilot program) and 49 U.8.C. §44920(c) {opt-out program),
qualified screening companies will provide compensation and other benefits to contract screeners .. .that

* are not less than the level of compensation and other benefits provided to such Federal Govemment
persommel...”. TSA nmust verify that each screening-company is in cornphance with this statate. In order to
perform this venﬁcatlon the contractor shall include this information in theu initial propoesal for the basic
award, and then quarterly thereafter :

TSA has interpreted the statute to require contract screening compames to provids pay and benefits at a
loaded cost (direct hour plus percentage cost of fringe benefits) that equals or exceeds the loaded cost of the
pay and benefits provided by the Federal Government. This approach: (1) provides the contractor with
flexibility to trade additional pay against other beriefits, or {o enhance certain benefits and reduce others;

* (2) enables the contractor to determine and provide the best package necessary for the recruitment and -
retention of quality screeners; and (3) increases flexibitity while permitting recruitment and retention of
quality screensrs. Therefors, the contractors must propose at least the minimum loaded rate. . Therefore,
the contractors must propose at least the minimum loaded rate, Notwithstanding this paragraph the
Contractor shall not include costs which this coniract and TSA have determined to be unallowable under

- Cost Accounting Standards (CAS). :

- The contractor’s certification must include: (1) a break out of direct labor rates (unloaded) for each _
category of screener; (2) a fringe rate inclusive of all its components; and (3) a loaded rate that consists of
the direct labor rate and the fringe rate. '

The contractor’s rates will be compared to the loaded cost of the pay and benefits that would be provided - '
by the Federal Government in the relevant area as provided in the following charts. The rates as shown on
line 5 have been estabhshed as the Mrmmum Loaded Rate. '

Jackson HoIe Arrport (JAC') Screener | Lead Screener | Supv Screener |
TSA Avg Direct Labor Rate : e : %
‘TSA's Locality Pay
-TSA's DL Rate w/Locality Pay
TSA's Fringe Rate
Minimum Loaded Rate for JAC

f—’\'hwt\-)»—-

(The above data is based on rate information dated Janzzary 11, 2004.
This information will be updated as new rates become available.) .

" The following chart represents the Components of the TSA’s Fnuwe Rate. This information i is provrded to
the Contractor for mi'onnatmnal PUIPOSES.

TSA FRINGE RATE CO\/II’ONENTS

Retirement (complete share of weighted CSRS/FERS cost plus retiree health, social security and Thrift
Savings Plan (TSP)

Insurance & Health

Medicars

Mise. Fringe (inclusive of Workman Compensation, Bonuses, Unernploymeut etc.)

Otheer {Holidays, Leave, Vacatlon)
{End of Clause)

(END OF SECTION B)
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SECTION C - DES CRIPTION/SPECIF ICATIONS[W ORK STATEMENT
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101 HumAN RESOURCES SUPPORT SERVICES .............. SRR 3 13
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Title of Reqmrement o . : )

This Statement of Work (SOW) is for Airport Security Screenmcr Services under the anate
Screemng Pilot Program, also referred to as the PP5 Program.

| Requiring Ofﬁce/Organization

Screening Partnership Program (SPP) Office

Department of Homeland Security (DHS)-

Transportation Services Administration (TSA) -

601 South 12" Street, Room: E4-335 N
“Arlington, VA 22202

Introduction . N

The mission of the Screening Partnershlp Program (SPP) is to partner with the prlvate sector to
 bring best practices and innovation into the management of securrty screening operations to
ensure safe, courteous, and efficient passenger and baggacre screemng

.The Trans,portatlon Securlty Adrmmstratlon (TSA) has estabhshed the foIlowmg strategrc
objectives to gmde the Program -

. Malntam securlty ‘Contract and Federal screeners must perform equally well to ensure
airport security and compliance with Federal passenger and baggage screening Standard _
- Operating Procedures (SOPs) that are avarlable at 1nd1v1dua1 anport locations through the
FSD staff. ,

» Provide world—class customer service: While securlty 18 always TSA’s most important
objective, ensuring a courteous, professional, and efficient process for passengers and other
rnembers of the av1at10n commumty 1sa cntrcal part of the Program’s mission. :

= Implement cost efﬁciencies TSA expects Federal Security Director (FSD) staffs and
contractors in the Program to identify and nnplement improved processes that result in cost
efficiencies. '

. Respect the screemng workforce: TSA believes that both Federai and contract SCTeeners are
valuable national assets and individuals who deserve effective support and respect,
appropriate compensation, recognition for their work, and opportunities to excel. TSA will’
ensure that private screeners are held to the same certification requirements as Federal
screeners. TSA will also work with Program participants to ensure that the skills and
experience of existing Federal screeners are recognized in a meaningful way, and that their

* needs and preferences are addressed to the greatest possible extent.

 Create a partnership that leverages strengths of the private a'nd public sectors: TSA

seeks to incorporate the innovation and efficiency that the private sector may provide with
the existing federal performance standards. TSA believes that the Program can only achieve
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its objectives if private screening contractors and TSA work in close partnership, leveraging
innovations and efficiencies of the private sector with those of the Federal screener
workforce. :

Seope

The TSA security screening services scope is intended to meet the mandate of the Aviation and
Transportation Security Act (ATSA), 49 U.S.C. Section 44919 — namely, that the aviation
security program allows the flexibility and innovativeness of the private sector, resulting in
improved service delivery and.cost savings, while maintaining TSA’s high standards for security.
The scope is design_ed to-accommodate changes in TSA’s SOP for security screening based on:

« the evolution of threats,
s the availability of new screening technoio gies, and
) ﬂuctuatlons in alr traffic that might mandate different staffmg models.

Moreover, the scope sesks to meet the needs of our stakeholders as.they contribute to TSA’
mission dehvery ' _

This SOW includes five task arcas covering the scope of services to be prov1ded by the -
Contractor:

e Human Rssources Support Services (Sectlon 10 1), Optlon #4 ,
o CPS should be able to begm to support the localized hmng model proposed for use by
JHARB for this contract in January 2005.
» Training for Security Screeners (Section 10.2), Option # 1,
e Security Screening Services - Technical (Section 10. 3)
» Management Support {Section 10.4); and
» Miscellaneous Requirements {Section 10.1.5)

Project Background and Obj ectives

The TSA screener workforce is umque in both the public and private sectors in that many of the
job requirements are specified by ATSA. These requirements are summarized in Appendix 1.

‘The standards associated with these requirements, as well as additional Job—related requirements
established by TSA, are prov1ded n Appendlx 2. :

TSA currently uses a phased selection process to ensure that applicants for the screener job have
the requisite knowledge, skills, and abilities to be successful in training and performing
effectively on the job in delivering world class security and customer service. This process also
ensures that all persons deployed as screeners meet all ATSA and TSA requirements and
standards, as listed in Appendixes 1, 2, and 5. See Table 1 for a summary of the processes. .
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After successfully completing Phases A through D, an applicant becomes eligible for

employment and may be hired after successful completion of the required New Hire Basic

" Training (classroom) and OJT (see Table 5, Training Summary). Continued employment is .
contingent upon successfully passing the post-hire OPM background check, which is normally

~completed within 4 to 6 months.

After being hired, an individual must-successfully re-certify in accordance with the requirement
for an annual proficiency review in ATSA. (See Table 5.)

Applicable and Referenced Information

. Applicable law, policy, and specifications are identified in the table below.

Table 3. Applicable and Referenced Information

"49 U.S.C. Section

AVIatton' and Transportatlon

44919 ~Security Act
All ATSA Employment
-Standards for Security
| Screeners -
All Additional TSA Requlrements
As quoted in appendlxes Principles for the Validation
3and 4 , and Use of Employee
| Selection Procedures
- All TSA's Background
- | Investigation Requirements
149 USC §. As quoted in Appendix 5 | 28 Disqualifying Offenses
44936(b)}{1}B) )

 TSA General IT
. Security Clauses
for Contracts

As quoted in Append;x

12

Sensitive Security
information (SSI)

Rev 1.2 dated

L 4/26/2004

© Human
Performance

As attached in Appendix
14 :

Medical Guidelines for
Transportation Security
Screeners

August 10, 2004

Systems, Inc.

Deliverables/Meeting Requirements

Deliverables are grouped in three categories: (1) Consumables (SOW 7.1); (2) Reports (SOW |
7.2); and (3) Plans (SOW 7.3). All requirements for meetings are shown in Section 7.3 below:
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7.1 Consumables

The Contractor shall be responsible for purchasing all consumables (Tubber gloves, paper towels,
cleansers, swabs, and so on) necessary to perform security screening services af the passenger =
and checked baggage checkpoints, as set forth in this SOW and required by TSA SOPs.
Appendix 7 contains a list of sources (prov1ded for 111format10na1 purposes) from Wthh TSA
currently obtains such 1tems -

7.2 Reports/Plans

The Contractor shail provide all reports as listed in Table 4. This table provides the following -
information: due date of reports; distribution list; and format of report. The contractor also
agrees to provide other reports as needed. :

. For those reports that are not dehvered to the Contractmg Ofﬁcer (CO), the contractor agrees to-
submit a copy of the transmittal letter to the CO in order to document the contract file that all
reports/plans have been delivered to the appropriate parties. : '
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721  Monthly Contracfor Financial Mansgement (CEM) |

The Monthly Contractor F inancial Management (CFM) Report shall include:

e Current expenses by category :

¢ Breakdown of Other Direct Costs by line item o _

s Breakdown of the dollars assoczated with the breakdown of hours already prowded by
reporting category

e Cumulative totals to date for the fiscal year

e All supporting documents

7.2.2  Quarterly Contractor Finangial Man'_aéement (CEM)

The Quarterly Contractor Financial Manaoement (CEM) Report shall include: |

_- All detalls as outlmed in Section 7.2.1 :
" Including actual costs for the previous quarter (three menths) and projected costs for the niext )
quarter (three months).

- 7.2.3  Performance Evaiuatlon Plan (PEP) Self-Evaluation Report

The Performance Evaluatlon Plan (PEP) Self Ev‘aluatlon Report 1§ an optlonal report (See '
Attachment J.3, Performance Evaluation Plan, Section 4) that may be submitted by the -

" Contractor to support award fee determinations. This report 1s due’ semi- az:mually within 15 days -
after the end of each evaluation period. :

724 Monthly Staffing Details

The Monthly S‘tafﬁﬁg Details Report shall meiude:

e Staffing Roster, inchiding name, position, date of hire, current empioym'ent status, and last - -
four digits of Social Security Number

e Staffing Level, including head count and FTE count broken down by position

» Staffing Attrition, including attrition percentage for the current month and a 12-month
average for the preceding 12-month period (rolling) ' o

7.2.5 _ Performance Measurement Information System ( PMIS) Data

The contractor is required to input daily entries imito the Performance Measurement Information
System (PMIS). PMIS is an automated system that is used to collect performance data to
demonstrate progress in meeting goals. This tool helps TSA headquarters and field staff to
manage daily activities, provides intelligence for decision making, and identify gaps between
strategic objectives, annual goals, and actual achievement.

926  Staff Summary
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The contractor shall provide a weekly summary of actual headcounis/Fuil Time Equivalents
_ (FTE) by labor category. ' '

7.2.7 - Work Hours

- The coniractor shall provide number of scheduled hours, overtime, and holiday paid hours.

- .7.2.8 - Absentee Details

The contractor shall pfovide a daily breakdown by reason (vacation, sick leave, unapproved
absences, on-the-job injury (OI), etc.) of all absences in the workforce. e

 72.9 _ Separation Details

The contractor shall provide a detailed report on each employee separation, without violating ’ihq :
employee’s right to privacy. - : .

7.2.10 Injury

The contractor shall provide a complete breakdown of each on-the-job-injury including location, -
how it ocourred, body part injured, any trend in similar injuries, and corrective actions to prevent
recurrence. ‘ ' : ' Lo

7.2.11 Absence Summary’

The contractor shall provide a detailed répox_’t on the number of lost days for the reporting period
and a cumulative report for the year. ' . S

" 72.12 Light Duty .

The contractor shall provide a list df those employees on tht or limited duty and the date they
are expected to return to full duty. B , ' ‘

7.2.13 DOT Form 4220.43, Contraétof Report of Government Property

7.2.14 SF 294, Subcontracting Report for Individual Contracts s :
 The SF294 captures data from contract inception up through the reporting period. The SF294 is
required for those contractors with individual plans or master plans with individual goals. The
SF294 is niot required for contractors that have submitted a Commercial Subcontracting Plan. .

7.2.15 SF 295, Summary Subcontract Report o |
The SF295 captures subcontracting data for the preceding twelve months ending September 30.
The SF295 is required from all contractors regardless of the type of Subcontracting Plans -

submitted.

7.2.16 _Quarterly Claims Status Report
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The Contractor shall prowde a Quarterly Claims Status Report which includes all approvals,
derials, settlements, and the number of pending claims that require further adjudication.

7.3 Plans

7.3.1  OQuality Assurance Plan ( QAP)

- The Contractor’s Quality Assurance Plan (QAP) will be the basis for providing'an appropriate

" quality of services. The results of self-audits and other measures implemented by the Contragtor
will be used to certify to Congress that the level of screening services and protectiont provided at
the airport under the contract is equal to or greater than the level that would be provided-at the
airport by Federal Government personnel, as required by ATSA. The QAP will be used to
determine if TSA needs to take corrective action. This plan will identify areas that require

" improvement with a timeline to mitigate these deficiencies. Successful mitigation and superior

- performance will be considered in the determination of award fees. Conversely, the Contractor’s

failure to remedy deficiencies by the required date or the inability to remedy deficiencies may

form the basis for TSA to take one or all of the following actions:

. terminate the contract, or
. demde not to exercise optlon(s)

The QAP shall be delivered Wlthm 30 days of contract award. Contractor shall provide TSA a
QAP that incorporates the resuits of negohanon dlscussmns of the proposed plan.

.7.3.2 Clalr_ns Plan

- The Contractor shall submit a Claims Plan for review with their i)roposal with a ﬁ:{lal plan'to be
delivered 30 days after award. Recnplents are the TSA Clalms Management Office (CMO) CO,
An'port COTR, and Headquarters COTR..-

* Claims plans must include:

s Contractor’s own Notice of Inspection (NOI) for TSA CMO approval, absent of any TSA
insignia or reference, and which includes an appropriate toll-free telephone number or
email address for passengers to obtain claims submission information;

« - Contractor’s letters of acceptance and denial of claims for CMO/Legal review;

» Contractor’s own claims submission form (the SF-95 is not to be used by the Contractor);
and ' '-

« Copy of appropriate state’s tort law.

7;4 Meetings

The PP5 Contractor and TSA representatlve(s) shall part1c1pate in monihly Program
Management Reviews (PMRs) and other meetmgs as requlred
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Performance/Delivery Period

~ The period of performance for all services (as addréssed in this S OW} is shown in Section F.2.
The delivery schedule for all reports/plans is shown in Table 4, as reflected in SOW paragraph

7.2
Place/Location of Performance/Delivery

7 ackson Hole Airport
Jackson, WY

- Technical Requirements
. 10.1 Human Resources Support Services-

10.1.1 Recruiting

The Contracter shall recruit qualiﬁed,_orofessional, and diverse screener applicants.

10.1.2 Asse‘ssmeot Hiring. Credentialing

= The Contractor shall ensure that all persons des1 gnated to be deployed as
-screeners meet all statutory and TSA specified requirements for employment _
= Any services from TSA’s HR Contractor must be requested through the FSD for
the government-furnished services. Any cost for TSA’s HR Contractor serv1ces
will be paid directly to TSA’s HR Contractor by TSA:
= Ifthe assessment or any phase of the assessment is performed by the contractor,
‘the contractor shall propose any costs associated with doing so.
» Ifthe PP5 Contractor chooses to utilize TSA’s HR Contractor to conduct any.
~portion of the assessment as listed in options 2, 3, or 4, then TSA’s HR Contractor
will provide the applicable assessment data to the airport COTR via e-mail. The
COTR will then submit that data to the screening contractor. _
= The contractor shall be responsible for maintaining applicant assessment data for
those parts of the assessment process they performn. This data shall be retained by
the Contractor until further notice from the TSA Contracting Officer. The
Contractor shall promptly provide this data to the TSA Contractmg Officer (or
his/her designee) upon request. :
'»  The contractor shall provide all credentialmg servmes as outhned n Append1x 5.

The Contractor shall ensure that all applicants meet the following selection requirements:
» demonstrate medical ability to perform the job by mesting the Screener Medical
Guidelines (See Appendix 14);

* meet the requirement to speak English (cun‘ently assessed in the interview — See
Appenehces 1 and 2); :
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s demonstrate physical ability to perform all aspects of the screenier job without
substantive risk of injury to.self or others, including the requirement to repeatedly
lift and carry seventy (70) pounds as well as the other physical requirements
described in Appendices 1 and 2 (including color vision and aural acuity); and

»  successfully complete a background investigation including credit and criminal |
checks. (see Appendix 5 for Background Investigation Requirements and
Disqualifying Offenses)

All applicants will be requiréd to pass these tests, interviews, and other evaiuatioils
demonstrating that they have the necessary SklﬂS and ab111tles for security screener job
-perfoxmance

- TSA W111 perforrn screener certification after initial screener training is complete. This

- certification will consist of a test administered by TSA. Should the contractor satisfy the SOW
by providing the assessing and hiring in a manner that is currently being used at the federal

- airports, then the certification test shall not change from what is currently being used by TSA.

10 1 2.1 Candidate Selecnon

-The contractor shall ensure that the seiectlon process maps to the requirements specified in
Appendices 1 and 2. For example, if a written test will be used to measure some requirements
while others will be measured in an in-person interview, the specifications for the selection
system should be spelled out clearly. Appendices 3 and 4 provide legal, professional, and
technical guidelines for selection procedures. The information in Appendices 3 and 4 are not
spemﬁc reqmrements that the contractor must abide by.

TSA Wlll not be certifying the process through which the contractor will assess, hire, or train.
‘However, TSA will continue to require that screeners hired by the contractor succsssfully
complete the certification tests currently administered upon completion of “on the job training”
(OJT). Regardléss of assessment option, these tests will be the same as those currently used to
certify new federal screener hires. :

Acceptable performance requires that 1) the proposed éelef:ti_dn prdcess results in the selection of
eligible, qualified candidates who meet all specified requirements and 2) candidates have no
sustamable basis for challenging selection process components.

102 Training for Sechrity.'Screener_s

TSA has designed, developed, and deployed national screener technical training to the screener
workforce, including screeners, lead screeners, and supervisory sereeners. Enhancements and
modifications will continue to be made to this curriculum to ensure compliance with the Av1at1on
Operations Standard Operating Procedures (SOP’s) and to further improve screener
performance. The contractor shall be obligated to revise its training to reﬂect these
enhancements and modifications. :

' s 10.2.1 Standards
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TInitial Screener Training Requirements: Passenger and baggage screeners that are successtul

in the selection process must also successfully complete classroom training, on-the-job training
(OJT), and testing leading to certification. Hours required vary by course but will not be less than
40 howurs of classroom training or less than 60 hours of OJT, in accordance with current TSA

standards

Screener Annual Re-Certification Requzrements TSA will provide and administer
recertification tests. ' :

‘Screener Training T esting and Re-certification: Both passenger and checked baggage
' screeners must pass tests af the end of training and be re—certiﬁed annually. '

TSA will administer the testmg for 1mt1al screener training, pnor to deployment and re-
certlﬁcatmn

Note: It should be noted that the training referenced in this document pertains exc!uszvely 0 the
technical aspects of performing screening opemrzons o
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10.2.2 Training Services Specific Requirements

Table 5. Training Summar

Basic Training -
New Hire and Cross-
Training Curriculum

TSA designs and provides standard Dual Functioning Screener (DFS)
curriculum.

(Quarterly Average of
Three Hours per
Screener per Week)

Recurrent Curriculum’

All required screener training curricula will be provided by TSA.
Supplemental training may be proposed. All costs should be proposed |
consistent Wlth the contractor § accountmg practices. '

Training Curriculum

Miscellaneous Security

TSA-provided. Centractor may supplement as desued and approprate. TSA
periodically identifies other security-related training that all screeners,must
complete (¢.g., Security Sens1t1ve Infonnatmn Awareness; Threat
Identification).

Basic Training - New
Hire & Cross Training
Delivery

Option 1 (Required under contract): Contractor parﬁmpates in the TSA -

Approved Instructor (TAT) program. Contractor must request hardware and
software training support materials from the TSA Training Coordinator.
Training materials will be held at the contractor training facility only as
needed and then promptly return them upon completion.

Option 2 (N ot required under contract) Contractor does not partlcnpate m .
the TAI program but provides instructors they recognize as competent to
deliver screener training. The Training Coordinator initiates request for

training material using the Training Support Request form.

Option 3 (Not required under contract): Contractor contracts directly with
TSA Training Contract contractor for approved instructors. :

Recurrent Training
Delivery

TSA-provided videos and Web-based trafning that is supplermented by local

curriculum and delivered as desired to meet the minimum requirement of
three hours of training per screencr, per week, averaged over a calendar
quartef

Training Delivery

© | Miscellaneous Security

TSA-provided, éxcept'for any supplemental contractor developed training. -

TSA may identify other security-related training that all screeners must
complete (c.g., SST Awareness, Threat Identification); TSA will provide
such training products to the Contractor, who must ensure its timely
completion.

OJT Delivery

TSA-provided guidance and checklists.
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Initial Certification
“Test-Delivery

[ TSA will be iespdnsible for the administration of all tests to include

scoring. TSA may authorize the use of TSA approved instructors to
proctor and administer tests as required with oversight by the TSA
Training Coordinator. All test results will be prowded to the training
coordinator for verification and reporting.

performance.

TSA establishes recurrent technical training requirements and provides tools used to test screener

“TIP

Threat Image Projection (TTP) is computer software that aflows fictional

images of threats to be digitally displayed in the image of actual passengers’
bags or projects entirely ﬁctltlous bags with a threat object onto the x-ray
.monitor.

TSA provided; mandatory use utilizing TSA standards. v i

Remedial Training

TSA requires that a screener receive a minimum of three hours of
remediation for failing a covert test. Contractor prowdes targeted
remediation that meets TSA’s standard of a minimum of three hours of
rernedlation

Annnal Re-certﬁﬁcation

TSA wﬂl administer. Administration will be consistent with approach used .
for Federal screener workforce.

al Development

Professional
Development and
Other General
Training

TSA will not provide general training (i.e., leadership or other training
intended to support career development) or assume responsibility for the
professional development of the Contractor’s screener workforce.

Contractor provided. The Contractor 18 responsﬂjle for designing,
developing, and 1mplementmg training for its screeners and supervisors (in
areas other than technical screening performance requirements).

Quality Assuramnce

TSA will conduct quality assurance reviews of screener training to be consistent with approach used for
Federal screener workforce. '
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Official screener fraining records shall be kept in the TSA Online Learning Center {OLC). The TSA
Training Coordinator is responsible for establishing and maintaining training records in the TSA Online
Learning Center {inctuding test performance) of contract employees and is wholly responsible for
assuring the aceuracy of such data. If the PP5 airport contracts with the TSA Training Contract
contractor, the. TSA Training Contract contractor will enter the training results into the OLC.

10.3  Security Screening Services.‘ (Technical)

* Under this contract, TSA requires security screening services and other related services to-
provide and administer security screeming operations that are timely, standard, stable, reliable,
secure, flexible, responsive, compliant, and costi-effective in meeting needs of TSA and its
stakeholders. S

The TSA security screening services scope is intended to meet the mandate of ATSA, 49 USC
Secton 44919—namely, that the aviation security program allow the flexibility and .
innovativeness of the private sector, resulting in improved service delivery and cost savings,
while maintaining TSA’s high standards for security. Moreover, this scope is designed to
accommodate changes in TSA’s SOP for security screening as threats evolve and new screening
technologies become available, fluctuations in air traffic which might mandate different staffing =
models and the needs of our stakeholders as they contribute to TSA’s mission delivery. - '

10.3.1. Passengerand Bapgage Screeniﬁg

The Contractor shall furnish all labor, supervision, management, and services necessary to
‘manage and maintain a professional, uniformed security screening workforce in accordance with
the SOPs in effect as of contract award. The contractor is responsible for providing the reguired
workforce, with the required qualifications, in the required quantities in coordination with the
FSD and/or FSD staff. The contractor must also provide all facilities, equipment, and materials,
not otherwise provided by the Government, needed to.manage screening and the screener
workforce. A list of Government-Furnished Equipment, Materials, and Information is provided “
‘in Appendix 6. : : : ‘

Contractor shall provide checkpoint screening and checked baggage screening in order to prevent
the introduction of explosives, improvised explosive devices, and prohibited articles into the
sterile areas of each airport through the application of X-ray imaging technologies, explosive
detection systems, explosive trace detection systems, metal detection systems, physical search -

~ and other detection mnovations. - -

Cargo screening is the primary responsibility of the Air Carrier Operators. However, the
contractor shall screen cargo as requested by the FSD/FSD staff during periods of elevated threat
and/or during periods of low or no passenger throughput in order to maintain a high level of
airport security. ' '
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10.4 Management Support

The contractor shall administer the total work effort associated with providing security screening
* services. Included in this function will be a full range of duties including, but not limited to,
planning, ‘staffing, scheduling, reporting, establishing and maintaining records, customer service,

. and quality control. The contractor shall provide an adequate staff of personnel with the '
necessary expertise to ensure the performance of the work in accordance with sound and efficient
‘ management practices and to meet security and customer satisfaction service requirements as -
determined by the FSD. The FSD and/or FSD staff will provide Federal Full-Time-Equivalents
(FTEs) staffing requirements to the contractor. If the contractor varies from this FTE staffing
plan, it needs to be adequately justified by the contractor to the FSD and/or the FSD staff.
Tncreases in staffing will need to be justified to the Contracting Officer, as well as the Program
Office. Decreases in staffing are subject to FSD oversight. -

The contractor shall provide screeners to meet operational needs as defined by the FSD. The

~ contractor shall respond'to the FSD and/or FSD staff to resolve daily FSD/FSD staff-determined
operational issues. This does not preclude the contractor from identifying and proposing
ﬂex1b1hties and innovations to the FSD. - " '

The con‘f_ractor has the responsibility/authority to determine screeners’ operatlonal performanoe '
and compliance. However, the FSD and FSD staff can exercise the authority to override
contractor decision as necessary. The FSD staff may be required to take um1atera1 action wiih

" contractor supervision-and personnel to ensure that infractions of the TSA screemng SOPs,

* directives, or memorandums are rectified during a shift. This TSA management act will not be a

~ standard practice, but typically only initiated when securlty 1s jeopardized.

10.4.1 Supemsmn

The Contractor shall provide on-site baggage and checkpoint superwsmn of all employees at all
times that a screening location is staffed. The supervisors must ensure that security screening
checkpoints are staffed according to the requirements set forth in the Screening Checkpoint and
Checked Baggage SOPs and, as appropriate, to maintain constant vigilance; that employees are '
properly uniformed and present a neat appearance; minimize passenger wait times while - '
maintaining appropriate levels of security; and that each employee is familiar with their
screening locations and duties as required by the SOPs. Baggage and checkpoint supervisory -«
personnel, or Key Personnel, in charge of work under this contract, must be available at all ilmes
to receive and implement orders or special instructions from the Federal Security Director (and -
staff), or Contracting Officer concerning matters which affect the operation, protection and/or
security of assigned areas. The contractor will be required to arrange for continuous supemsory
observation and evaluation of all screening personnel and take appropriate corrective measures
for all infractions noted in the course of performing assigned screening duties. The contractor
will perform monthly self-audits and self-testing evaluations.

10.4.2 Scheduling

The Contractor will be responsible for scheduling security screeners and shall work closely with
the FSD to satisfy all operational requirements in accordance with the Passenger and Checked

Baggage SOPs and ATSA.
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' 10.5 Miscellaneous Requirements

_10 5.1 Standards of Conduct

The contractor shall ablde by the standards of conduc’i as cleﬁﬂecl in the applicable SOPs and in®
Section H of the contract. . | -

10.5.2 Uniforms

The Contractor will be required to develOp a process to manage the inventory, custody, control
and disposition of screener uniforms in order to ensure that uniforms are accounted for at all .

tlmes

The speciﬁcations for new or replacement uniform purchasing is located in Appendix 9.

Uniforms are to be handled and controlled in accordance with the directives as ; shown in
Appendix 10. The contractor will develop 2 process for controlling the distribution and _
collection of uniforms that will ensure that all umiform parts with TSA distinctive identification

"can be accounted for.

The contractor shall issue guldance to its employees that the employees are employees of the
~ contractor and are not employees of TSA.

10.5.3 Maintenahée Use and Inventory of Equioment Property, and Materials

The Contractor shall provide daily and weekly preventatwe mamtenance of screening eqmpment

as outlined in Appendix 11. TSA will provide training for this maintenance. The Contractor
shall provide a written maintenance use and inventory programs for all property, equipment and
materials that will be used in the performance of this contract. .The maintenance program shall
include preventative maintenance, major repair and. replacement for Contractor furnished
equipment and preventative maintenance for Government Furnished Property, Equipment and
Material.

The Government will provide other than preventatlve maintenance, either directly or through a
. separate contract, for all Government Furnished Property, Equipment and Material. Use .
‘procedures shall ensure that the property, equipment and materials will be used only for those
purposes authorized in the contract. The inventory program shall include procedures for
conducting physical inventories, including scheduling, responsibilities, and record keeping for all
property, equipment and materials used by the Contractor.

The Contractor shall be responsible for purchasing all consumables (rubber gloves, paper towels,
cleansers, swabs, etc.) necessary to perform security screening services at the passenger and
checked baggage checkpoints, as set forth in the SOW and required by TSA SOPs. Appenchx 7
contains a list of suggested sources from which TSA currently obtains such items.

(End of SOW)
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Government-Furnished Equipmeut and Information

TSA will provide the following Government Furnished Equipment (GFE):

~Table 6. Go&ernment—_F_urnished Equ_ipmelit

Requirements for Handling Sensitive and/or Proprietary Information

The coniractor agrees to handle all sensitive and/or propriefary information in accordance with
the instructions and directives listed in Appendixes 12 and 13. s
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APPENDIX 1: ATSA EMPLOYMENT STANDARDS FOR SECURITY SCREENERS

The basic employment standards required by Section 111 of ATSA are:

« -Tobe aU.S. citizen (or U.S. National {Homeland Security Act]) :

« To possess a high school diploma, general equivalency diploma, or one year of equivalent work
experience that the Under Secretary has determined to be sufficient for the 1ndw1duals to perform the
duties of the position

« To demonstrate screener aptitudes by having a sat1sfactory or better score on a Federal secunty

screening personnel selection examination. _
- To demonstrate English proficiency to include reading, speaking, and writing in Enghsh

o Carry out written and oral instructions regardmg proper performance of screening duties
o Read English language identification media, credentials, alrhne tickets, and labels on"
iterns normally encountered in screening process-

o Provide direction to and understand and answer questmns from Enghsh—speakmg
individuals undergoing screening :

o Write incident reports and statements and 1og entries into security records in the Enghsh
language

» Basic aptitudes and physical abilities, meludmg color perceptlon visual and aural acuity,
-physical coordination, and motor skills

o - Able to distinguish on screening equlpment monitor the appropnate Hnagmg standard
5 .. Able to-distinguish each color displayed on every type of screening equipment and
‘explain what each color signifies

o Able to hear and respond to the spoken voice and to auchble alarms in.an actlve

checkpoint environment
o Able to perform physical searches by efﬁmently and thoroughiy mampulatmg and

handling baggage, containers, and other objects ,
o Able to perform pat-downs or handheld metal detector searches of mchv1duals with

sufficient dexterity and capablhty to theroughly conduct the procedures over an individual’s

entire body
« To have the ability to demonstrate daily a fitness for duty w1thout impairment dus to 111ega1
drmgs, sleep deprivation, medication, or alcohol
« To successfully pass an employment investigation background check (mcludmg a criminal
history record check) -
« . To not pose a national security risk or threat
« To satisfactorily complete all initial, recurrent, and appmpnate specialized tralmng required by

the security program
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APPENDIX 2: ADDITIONAL TSA REQUIREMENTS

‘In keeping with the intent of Congress, TSA has defined th_é security screener work in a way to

create a national workforce of skilled, well-trained employees. Based on the ATSA and TSA’s
research, the work of the security screener includes the following critical work functions: |

Control _Entryf and Exit Points _ _
Perform Security Screening of Persons R ST S

Perform Security Screening of Property and Baggag

It is important to note that screeners must be willing and able to:

" Work in an indoor, climate-controlled environment, including irregular hours, weekends, and A

. holidays. . _ : -
‘Continuously and effectively interact with the public, giving directions and responding to

inquiries in a reasonable tone and manner; _ .
Maintain focus and awareness within an environment containing numerous distractions, people,
and noise; . - o : _ B '
Complete full hand-wand screening of people in the standing position which includes the
requirement to reach and wand the individual from floor to over head; -

Do a full leg squat; R . SR

Stand and remain standing for periods up to 3 hours without sitting; C o _
Pick-up (off the ground) from a standing position an object weighing 70 pounds, transport the
object a minimum of 8 feet, and place the object on a table top 2 minimum of 36 inches in height.
This must be done without assistance a minimum of 12 times in 30 minutes; o

Lift and/or assist another individual to lift (from the ground) an object weighing 70 pounds,

- transport the object a minimum of 8 feet, and place the object on a table top a minimum of 36
inches in height. This must be done a minimum of 12 times in 30 minutes. .

Work within a stressful environment which includes noise from alarms, machinery, and. people;
distractions, time pressure, disruptive and angry passengers, and the requirement to identify and .
locate potentially life threatening devices and devices intended on creating massive destruction;
Make effective decisions in both crisis and routine situations; '

Give directions and commands to team of up to 4 individuals at a time (lead and supervisory
SCTEEners); ' ' :

Make tirne critical decisions for an entire shift of 23 people in the absence of the supervisor (lead
screener); ' ' ' '

In order to successfully perform this wortk, security screeners must possess the following

knowledge, skills, and abilities:

-Engiish proficiency (e.g., reading, writing, speaking, Hstening, understanding)

Mental abilities (e.g., visual observation and identification, mental rotation)
Interpersonal Skills (e.g., customer service, dependability) '
Work Values (e.g., responsibility, honesty, integrity)
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Physical Abilities (e.g., repeatedly hﬁlnﬂ' and carrying baggage up to 40 Ibs, identifying objects
by touch) -

For lead/super\ftsory screener positions: Leadership and Superwsory Skills (e , managing
people, decision making, negotiating). : :

In addition, all security screeners must meet the following Medical Standards
- Distant vision correctable to 20/30 or better in the best eye and 20/100 or better in the worse eye
Near vision correctable to 20/50 or better binocular
" Color perception (e.g., red, green, blue, yellow, orange, purple brown, black, white, crray) by
passing the Farnsworth D-15 color vision test; note: color filters (e.g., contact lenses) for
enhancing color discrimination are prohibited
Hearing as measured by audiometry cannot exceed: a) an average heanng 1oss of 30 de01bels _
(ANSI) at 500, 1000, 2000, and 3000Hz in each ear, b) smfrle readings of 50 dec1be15 at 2000 or
"3000Hz in each ear, c) single reading of 55 decibels at 4000Hz in each ear
‘ Adequate joint mobility, dexterity and range of motion, strength, and stability (to lift and move
" up to 701bs), as well as a complete medical evaluation including cardiovascular system,
hypertension, etc. : '
Drug-free-as assessed through a drug test
Demonstrate daily fitness for duty free from 1mpalrment from ﬂlegal drugs sleep depnvatmn
medication, or alcohol. : :
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APPENDIX 3 DEFINITION OF “SELECTIO“J PROCEDURE”
For Informational Purposes Only

Excerpt from the Principles for the Validation and Use of Employee Selection'}’mcedufes __

Selection Procedures Defined

Selection procedures refer to any procedure used singly or in combination to make a personnel

. decision incliding, but not limited to, paper-and-pencil tests, computer—adlmmstered tests,

performance tests, work samples, inventories (e.g., personality, interest), projective techniques,

polygraph examinations, individual assessments, assessment center evaluations, bio graphlcal

data forms or scored application blanks, interviews, educational requirements, experience '

requirements, reference checks, background investigations, physical requirements (e.g., height or’

welght), physical ability tests, appralsals of job performance, computer-based test mterpretatlons, )

and estimates of advancement potential. These selection procedures include methods of

measurement that can be used to assess a variety of individual characteristics that underlie

. personnel decision-making. ... Personnel decisions are employment-related decisions to hire, -
_train, place, certify, compensate promote, terminate, transfer and/or take other actxons that

. affect emp}oyment status.
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" APPENDIX 4; OVERVIEW OF PRINCIPLES

For Informational Purposes Only

Excerpt from the Principles for the Validation and Use of Employee Selection Procedures :

The essential principle in the evaluation of any selection procedure is that evidence be
accumulated to support an inference of job relatedness. Selection procedures are demonstrated to
be job-related when evidence supports the accuracy of inferences made from scores o, or

* evaluations derived from, those procédures with regard to some important aspect of work
‘behavior (e.g., quality or quantity of job performance, performance in fraining, advancement,
tenure, termination, or other organizationally pertinent behavior). Although this document
focuses on individual performance, group and organizational performance may also be relevant
criteria. Any claim of validity made fora selection procedure shall be documented with
appropriate research evidence built on the principles discussed in this document. Promotional
literature or testlmomal statements shouId not be used as ev1dence of validity. '

The Prz'ncz'p‘les embr_ac,es the Srandardé’ definition of validity as “the degree to which
accumulated evidence and theory support specific interpretations of test scores entailed by. .
proposed uses of a test” (AERA et al., 1999, p. 184). Validity is the most important consideration
in developing and evaluating selection procedures. Because validation involves the accumulation
of evidence to provide a sound scientific basis for the proposed score intstpretations, it is the
interpretations of these scores required by the proposed uses that are evaluated, not the selection
procedure itself. The Standards notes that validation begins with “an explicit statement of the

.proposed interpretation of test scores, along with a rationale for the relevance of the
interpretation to the proposed use. The proposed interpretation refers to the constructs or
concepts the test is intended to measure” (AERA et al., 1999, p. 9). Examples of such constructs
or concepts include arithmetic proficiency, managerial performance, ability to design.a Web '
page, oral presentation skills, conscientiousness, and ability to trouble- shoot technical problems
with equipment on an assembly line. A clear description of the construct or conceptual
framework that delineates the knowledge, skills, ab111t1es Processes, and characteristics to be

assessed should be developed.

In the early 195 0s, three different aspects of test validity were discussed— content, criterion
related, and construct. Since that time, the conceptualization of validity evidence has undergone
some modification, moving from three separate aspects of validity evidence to the current
Standards’ view of validity as a unitary concept with different sources of evidence contributing
to ‘an understanding of the inferences that can be drawn from a selection procedure. Nearly all
information about a selection procedure, and inferences about the resulting scores, contributes to
an understanding of its validity. Evidence concerning content relevance, criterion relatedness,
and construct meaning is subsumed within this definition of validity. The validity of any
inference can be determined through a variety of different strategies for gathering evidence. The-
Standards notes that while different strategies for gathering evidence may be used, the primary
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inference in employment contexts is that a score on a selection procedure predicts subsequent
work behavior. Even when the validation strategy used does not involve empirical predictor-
criterion linkages, such as when a user relies on test content to provide validation evidence, there -
is still an implied link between the test score and a criterion. Therefore, even when different
strategies are employed for gathering validation evidence, the inference to be supported 1s that
scores on a selecnon procedure can be used to predict subsequent work behavior or outcormes.

Professional Jjudgment should' guide the decisions regarding the sources of evidence that can best
support the intended interpretation and use. The quality of validation evidence is of primary ~ ~
~ importance. In addition, where confradictory evidence exists, comparisons of the weight of
evidence supporting specific inferences to the weight of evidence opposing such inferences are
desirable. The Standards discusses five sources of evidence that can be used in evaluating a
proposed interpretation of selection procedure test scores for a particular use: (a) relationships
between predictor scores and other variables, such as test-criterion relationships, (b} content, (c)
internal structure of the test, (d) response processes, and (&) consequences of testing. Given that
validity is a unitary concept, such categorizations refer to various sources of evidence rather than
distinct types of validity. It is not the case that each of these five sources is an altemative
approach to establishing job relatedness. Rather, each provides information that may be mghly
relevant to some proposed interpretations of scores, and less relevant, or even irrelevant to

others.
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APPEND'IX 5: TSA’S BACKGROUND INVESTIGATION REQUIREMENTS

The investigative requirernents for all screeners (Federal and PP5) are implemented in segments. See .
Table 1, Summeary of Recruiting, Assessment and Hnmg Processes for sumrnary mformation. .

See Table 1, Contractor’s Options, Wthh indicates the options for whether the Contractor or TSA '
performs pre-hire assessment and eredentlahng _

' Below are the steps for the pre-hire and post “hire investigation processes, followed by the su1tab1hty
factors used in evaluating the results of the investigations. TSA uses OPM’s adjudicative standards
ouflined in its Suitability Processing Handbook in making final determinations. In addition, TSA has
- specific guidelines for adjudicating financial l_and falsification issues. '

Pre—lee Background Investloatlon Process

These: processes may be performed in the order the contractor finds most effective and cost efﬁolent
~unless otherwme noted ' :

1 Collect the Electronic SF86 Form and other security and release forms

a. Review for completeness : _
b. Ifthe S¥86 has been electronically 51gned and released to the agency more than 120 days S

prior to the scheduled ANACI, have the candidate update the SF86. . o
c. Original signatures are required for the SF86 _ -

2. Schedule Pre-Hire Investigation.
a. It is recommended that the contractor use the FBI “Name Check” process Whlch can be -

conducted by TSA’s Credentzahng Program Office (CPO). The required form can be obtained
by sending an email request to namecheck@dhs.gov. The CPO will use the retumed
information to provide a pass/fail result to the contractor.

b. Alternatively, the contractor may select a Investigation Services Provider capable of obtalmnfr

the following information:

- Criminal History Record — search of Federal county, end local law enforcement records
using on-line searches of felony and misdemeanor records and at least two of the
following:

e Submitting written requests for law enforcement records When pubhc record
access is not allowed
« Searching the Coniractor’s national cnmmal record database, and/or
e Physically retrisving felony and/or misdemeanor records from Federal, county, -
~and local courthouses in all locations where the subject has lived for the most
recent ten years. - - :
o Credlt Reports — One report from each of three major consumer credit reporting agencies,
for a total of three reports. Bad debt is defined as debt that is more than 180 days past
- due or which has been referred for collection or judgment.
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Collect Electronic Fingerprint (from applicant/contractor site/ other arrangements)

a. Fingerprints are required for the post-hire credentialing process. They may be transmitted to
AAAF for processing at any time, however, it is recommended that only fingerprints for
likely hires be submiited as there is a fee for each set of prints processed.

b.  The AAAE currently processes prints in the .eft electronic file format.

. Contact the Contracting officer for the current AAAE point of eontact

" Provide TSA’s Credentialing Program Office with an Orientation Roster of candidates and thelr

applicable security information (e.g., SF86) and releases (e.g., medical, Fair Credit Reporting

Act) at: o : o o
Transportation Security Administration =
Credentialing Program Office

- Intake File Management - ,
601 South 12th Street, East Tower, 8th Floor
Arlington, VA 22202

Post-Hire Background Investigation Process Performed by TSA

Regardless of the assessment option chosen these steps will be performed by ”I»‘S'Aup_on recelpt-
of required information from the contractor. The contractor will be required to provide the

following:

Orientatiox_l Roster

SEB6 o : _
Electronic fingerprint as described above

If any scréenér is found to be ineligi‘ble as a result of the OPM/ANACI post-hire ba.c_kground' .
investigation, the Contractor will be notified by TSA per the draft procedures represented in

~ Figure 1 below.

" Note: An NCIC can be accomplished in lien of a secéx_ld set of fingerprints in cases where the

first was unclassifiable and the Contractor’s classifiable rating is >95%-+, as long as this is -
accomplished by TSA. The Contractor will not have access to NCIC.
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Credentialing Program Office (CPO)

-Suitabi]ity Worksheet Request

This form was provided to o by
Print Screener Name COTR
Signature o ‘
on
Date
Recéi_pt ?acknowledged by
" Sereener Signature

This request form must be postmarked w1th1n 7 caIenda.r days of the date in
Section A above. _

Complete Section C below and make a copy for your racords

Mail the original signed request to:

Larry Parker

CPO, 8™ Floor

TSA Headquarters

601 South 12 St.

- Arlington, VA 22202-4220

- Date

This is an official request for the CPO Suitablhty Workshest re}ated to my
background investigation file.

Screener Name , ’ _ (print)

Screener SSN

Screener Address
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Screener Signature

28 Disqualifying Offenses
49 U.S.C. § 44936(b)1)(B)

1) Forgery of eertlﬁcates false markmg of aircraft, and other alreraft Ieglstratlon violatiomn; 49
US.C. 463006. :
2) Interference with air navigation; 49 U.S.C. 46308.
3) Improper transportation of a hazardous material; 49 U.S.C. 463] 2.
4) Aircraft piracy; 49 U.S.C. 46502, '
5) Interference with flight crew members or flight attendants; 49 U.S.C. 465 04
6) Commission of certain crimes eboard aircraft in flight; 49 U.S.C. 46506.
7) Carrying a weapon or explosive aboard aircraft; 49 U.S.C. 46505,
8) Conveying false information and threats; 49 U.S.C. 46507.
9) Aircraft piracy out31de the special aircraft jurisdiction of the Umted States; 49 U.S.C.
46503(b).
10) Lighting violations involving transporting controlled substances 49 U.S.C. 46315.
11). Unlawful entry into an aircraft or airport area that serves air carriers or foreign air carriers
contrary to established security requirements; 49 U.S.C. 46314. ' : :
12) Destruction of an mrcraﬁ or aircraft faelhty 49 U.S.C. 46312,
13) Murder.:
14). Assault with intent to murder
15) Espionage.
-16) Sedition.
- 17)- Kidnapping or hostaoe taking.
18) Treason.
19) Rape or aggravated sexual abuse. :
20) Unlawful possession, use, sale, distribution, or manufacture of an explosive or Weaporn.
21) Extortion. : -
'22) Armed or felony unarmed robbery.
23) Distribution of, or intent to distribute, a eontrolled substance.
24) Felony Arson.
* 25) Felony involving a threat
26) Felony involving —
1. Willful destruction of property;
i1. Importation or manufacture of a controlled substanee
1ii. Burglary;
v, Theft; ‘ _
v. Dishonesty, fraud, or misrepresentation;
vi. Possession or distribution of stolen property;
vii, Aggravated assault;
viii. Bribery; or
ix. Illegal possession of 2 controlled substanee punishable by a maximum term of mpnsonment
of more than 1 year.
27) Violence at international airports; 18§ U.S.C. 37.
28) Consplracy or attempt to commit any of the criminal acts listed in this paracraph
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Addmona} Standards for Securlty Screener Background Checks Sultablht‘y
Deterrmnatmns ’

Effective October 9, 2003, the following disqualifying factors will be applied ﬁrospectively
These are in addition to the 28 Disqualifying Factors in 49U.5.C. § 44936(b)(1)(B) and OPM s

Suitability Guidelines.

. Two conviction's, whether felony or misdemeanor, within the past 5 years, and where one of
- those convictions is within the last 3 years and consists of one of the below listed disqualifying

- offenses Regardiess of the above, the apphcant can have no convictions in the past year of any
of the below-listed dlsquahfymg offenses :

a) . Destrucnon of property
b) Importation or manufacture of a controlled substance
.c) Burglary :

" d) Theft -

e) . Dishonesty, fraud or nusrepresentatlon

f) Smuggling :

g) Possession or distribution of stolen property

h) Battery and/or assault to include indécent assaults
1) Bribery

i} Being under the influence of a controlled substance
k) Extortion

1y ‘Terrorism related offenses

m) . Obstruction of justice

n) Racketeering

Note: A positive finding during prescreerﬁng will place the applicant in a “yellow” status. A
+ “yellow” status indicates that the applicant will not be hired unless the issue is resolved in their
favor, but they will be given the opportunity to provide information to demonstrate that they -

meet standards
]'_ncarceratlon during any period within the previous 5 years based ona felony conviction.
Note: This standard is for any felony conviction, not ju&f those listed by Congress.

. Any convictioq, felony or misdemeanor, of a theft offense committed as an adult (age 21) —ora
similar crime against property — within the past 5 years. :

Effective September 1, 2004, the following enhanced suitability standards outlined below will
be applied prospectively to new applicants and ¢urrent employees. These are in addition to the 28
Disqualifying Factors in 49U.S.C. § 44936(5)(1)(B) and OPM’s Suitability Guidelines.
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Expanding look-back period from five years to 15 years for any felony or mlsdemeanor

conviction related to money, property or services. -
Expanding look-back period from five years to 15 years for any felony mlsdemeanor conviction

related to sexual assault, drugs, or fraud.

- Expanding criteria so that any conviction for any felony or misdemeanor conviction for crimes

relating to reliability and good Judgment (lesser crimes) within the last five years, as opposed to
three or more within the last three years, is disqualifying.

Expanding criteria so that any conviction for any felony or misdemeanor for three OF more for
domestic or child abuse offenses within the last 15 years (one within the last five years), as

- opposed to three or more within the last five years, is disquahifying.

Candidates will be banned from employment with TSA for the duration of their listing in the
sexual offender registry, regardless of the seriousness of the offense. :
Probation or parole violations will be judged by the seriousness of underlying crime usmcr date
of violation, not date on which the underlying crime occurred

Financial Standards

The standard for financial responsibility is based on credit history, disregard for debts, or abuse .
of fiduciary trust. Currently, TSA uses a standard of $5,000 cumulative “bad debt.” This
attachment provides further definition of this standard and describes processes related to the
financial standard for both pre- and post—employment adjudications. :

The standard for ﬁndmo* an apphcant screener melzgzble based on fi nancial responszbzlzty is

“based on:

Cumnulative “bad debt” that exceeds $5,000, or any amount of debt associated with a Federal
and/or State tax lien, or any amount of back child support payments*

A history of not meeting financial obligations as evidenced through a banla'uptcy Wlth
continuing-debt bemg accumulated :

Deceptive or illegal financial practices such'as embezzlement employee theft, check fraud,
income tax evasion, expense account fraud, filing deceptive loan statements and other financial
breaches of trust

Inability or unwillingness to satisfy debts

Unexplained affluence

Financial problems seemmgly related to gamblmg, drug abuse or alcohol

~*“Bad Debt” is defined as past due accounts consisting of the following:-

Accounts placed for collection .

- Accdunt assigned to attormney/collection agency

Unpaid balance reported as loss by grantor
Repossessions

RO rated accounts

Court judgments not satisfied
Foreclosures
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Debts not dlsmlssed through bankruptcy

Acceptable oﬁef:s included in the consumer credit repozt developed throu:,h mvestlgattve results
or a Letter of Interrogatory (LOI), may include the following: :

Debts included in bankruptey
Participation in credit counsehng semce

Debt consolidation service

Evidence of disputed accounts -

Bankruptcy discharge
Debts incurred as a result of a serious med1ca1 condmon including an Ixnmedmte farmly member

Debis incurred as a result of period of unemployment. with attempts to resolve once gainful
employment obtained

Debts associated with divorce Where OWHGI‘Shlp of the debt is alleged to beiong solely to the
spouse _

Disputed debts Where the creditor 1dent1ﬁes and outstandmg balance and the response indicates
that it has been paid or is not a legitimate debt :

Documentation from the creditor substanttatmg partial payment arrangements

A debt reported multiple times should be counted only once toward the cumuiatwe amount of

debt. As examples, 7
an outstanding balance may be shown for the creditor, reported by a eollectmn agency, and then

by a court following judgment, or
a debt may be sold to another creditor or collectmn avency
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APPENDIX 6 - REMOVED
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APPENDIX 7: SUGGESTED VENDORS FOR THE PURCHASING OF CONSUMABLES

Garrett Metal Detectors
Hond Wands

hitp://www.earrett.com/security/sec-pro-han.asp

- Superwand #1165800

"GE Ion Traék’ ;
ETD Consumables

| - POC: Sandy Friede -' 7 B
(800) 433-5346 '

T

EPO0O2500 | Fuse, 220VAC 3.15A
EP002509 ' Fuse, 220VAC 6.3A
M0001140 ' Sample Traps -
M0001142 | E-Mode Calibration -
! - Traps C

MP0O03214{ ° . Fan Filter B

MP003223 . . Filter (with Washer,
B N  MP009556)
MP005810 ' Explosive Dopant
MP011008 ' " O-Ring, .176ID
MP011016 _ O-Ring, #2-016
- MP035019 | ~ Dryer Material
' " (Molecular Sieve)
MP075000 ___Cotton Gloves -
MP075001 Saturated Wipes

MPO75002 : ‘Saturated Swabs
MP075003 Canned Alrx
PA005007 . Membrane Kit
PA005033 ' Sample Collection
' _ ' - . Envelopes -
PA005060 ' Thermal Printer Paper

_ PA005061 | © -Mini-Maintenance Kit,

' : - Ttemizer : L
PA005066 Cleaning Kit, Itemizer
PA0D5069 | - Maintenance Log Book
13037 c - Filter Cap Seal '
MP0O04403 | Fan Filter Assembly
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Note: Several of the items listed singly above are included in the PAC066 and PA00S061 kats. In -
most cases, it is more cost-cfficient to purchase the items singly rather than the kits.

IT Solutions :
Checkpoint tables, chairs, and mats

POC: Gene Stevens
(301) 595-2060

F644785273BL  Anti Fatigue Mat -

E42959  Divestiture/Composure/GP Table 48”
E42900 _ Divestiture/Composure/GP Table 72
Flexon 2149 - Passenger Chair

E42236-6 7 X-Ray Operator Chair
Lavi Industries : :
Checkpoint and crowd management equipment and supplies

-POC: Steven Greisman
(800) 624-6225 x150

) : : B trac® 3000 Post With Wrinkle Black
3000WB " Finish 7 Foot With Black Belt
- Beltrac® 3000 Post Double -Line With
o o Wrinkle Black Finish 7 Foot Wzth Black
3000DL/WB : Belts . .-
921 - 1 Literature Holder
50- ' - 227 X 28” Directrac® With Curved Base,
4501SA/SET _ - Tnchuding a Poster Holder Cartridge.
50-4580SA B 227 X28” Poster Holder Cartridge Only
_ o - TFive Pockets Brochure Holder for
925 : Directrac®
_ o " Access Control Post and Single Gate, Wlth
3000GATE/IL ~ Spring Loaded Hinges.
' ' : Access Control Post and Smgle Gate, Wlth
3000GATE/1R 'Spring Loaded Hinges.
. _ Access Control 2 Posts and double Gats,
~ 3000GATE/?2 With Spring Loaded Hinges.
' . : Single Gate Left, With Spring ] Loaded
GATE/1L. ' ' Hinges. (POST NOT INCLUDED)
. b ' Single Gate Right, With Spring Loaded
GATE/1IR ~ Hinges. (POST NOT INCLUDED)
117 X 147 Vertical Sign Holder for
50-1131V/MB . Belirac® Posts Including Clear Inserts
50-4546SA 8-1/2" x 11" QuickClip Sign Frame With
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“Double TapevMounting _
, Non Metallic Barrier, 54" tall, Gray, with
80-5000/4 Clear Panel, 4'
: ' - Non Metallic Barrier, 54" tall, Gray, m_th ,
80-5000/3 Clear Panel, 3'
Non Metallic Barrier, 54" tall, Gray, with |
80-5000/2 Clear Panel, 2 '
* Floor mounted Latching Gate, 36" with 2
80-50GATE/3 Posts, Clear Panel
50-3033/7 Privacy Booth, 7' Tall 7 Posts and 6 Panels
50-
© FP300/3/TSA/ 36" X 50" Black Frame with Clear
. CL Polycarbonate Panel w/ Hinges
FP300/4/TSA/ 48" X 50" Black Frame with Clear
CL Polycarbonate Panel w/ Hinges
50- : ,
FP300/5/TSA/ 60" X 50" Black Frame with Clear
CL Polycarbonate Panel w/ Hinges
: 5FT Black Post for use with Polycarbonate
50-3005WB Panel
: 4FT Black Post for use W1th Polycarbonate
. 50-3004WB Panel
60-PB301 4 Privacy Booth Fabric Panel
- 60-PB302 -5 Privacy Booth Fabric Panel
50- ' :
3006WB/TSA 66" Beltrac Post
-50- ,_
FP300/3/TSA 36" x 50" Panel Black Sintra
50- :
- FP300/4/TSA 48"x 50" Panel Black Sintra
50- _ ,
FP300/5/TSA 60" x 50" Panel Black Sintra
Single Line Replacement Mechanism with
- 80-910TSR Black Belt :

National Industries for the Blind
Gloves '

- www.jwod.com
Phone: 1-877-438-5963
Fax: 1-877-329-5963
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Blue Nitrile Gloves
Vinyl Gloves

" Rubbermaid
A-ray bins, Mats.

G3447S0023BL - Anti-fatigue Mat

(G33349-G Large, Grey X-ray Bins _ '
G3155404 Wanding Station Mats with footprints
E42939BKIM11 = X-ray Operator chair '

Smiths Detection
ETD/EDS Consumables

POC: Sheila Sayah
- {908)222-9100

15883 - 7 Sample Swabs (less _
R . than12) = -
5883-P L Sample Swabs (more
B ' _ - than 12) S
1809055-K : . Charcoal Refill M4OO
o 2-Pack _
1809055-P ‘ Charcoal Refill M400 -
e o . 4&Pack :
4809054-K Drierite Refill M400 2-
: ' Pack
4809054-P _ " Drierite Refill M400 4-
e ' . Pack
13977 _ ' Cahbratlon Standard-
' _ Exp
2812602 * Calibration Token
14020-A - LLAPU Refill w/ ind.
Boitle
3814086 . LLAPU Indicating
' K Bottle
11223 - ~ Sample Ring
3812109 Swab Sampler -Wand
1815277 ' ~ Swab Sampler Rubber
| - ‘Button
R 15038 Swab Sampler Velcro
- ' ' "Hook
15037 - Swab Sampler Disk
10527 Inlet Liner
15559 ) Inlet Liner Gasket
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te LIpLIol

15030 _ ' Condenser Tube.
6811333 Indicating Bottle

- PRINTMA400 Printer Station 400
PRINTM400B ' Printer Station 400B
ERC38LB-UC Printer Ribbon
197004 - Pnnter Paper
10655 ' Fan Filter Kit
15175 , O-Ring :
15152 Filter Fan Assembly
11653 Failter Fan Assembly
13725 ’ Sinterid Filter -
15530 ' O-Ring
11654 o Fan Filter
15992 _ - Sponge
15991 - Sponge
11017 _ B Plug

. 11018 . Plug

- 15176 - Llapn Gasket

- 14061 - Dririte Refill
15746 ) Charcoal Refill

_ Thermo Electron Corp -
 EGIS I Preventative maintenance Items

POC: David Gearj/

(978) 232-6056

Pe .
41669500 Fan Filter
41203900 Printer
- Paper
41606601 Standard
' Solution
41341600 Air Dryer
412341500 Ozone
' Scrubber
4012990 Pump 01l
40578800 DI Bags
(H2
Generator)
41341400 Ozone
Converter
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40067300 Oil Mist
B : Filter
40572000 & Dessicant
; - (Generator).
40319600 L Q-Tips
- 40271900 Distilled
- - Water
40318200 - Replace
- Snout Filter
- 4150660 : Sample
o L ‘Tickets

Trace Detection
Sample Swabs.

POC: Psul Weber.
(609) 844-77580

' - Smiths Tonscan 4008 ETD Mac}:ﬁne Sampler Swabs
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APPENDIX 8: ACRONYMS USED IN THE STATEMENT OF WORK

Acronym _ - Meaning
AA Airport Authority - _
AAAE ~ American Association of Airport
' ~ . Executives '
ANACI a —rgeess National Agency Check a:ud’ -
L _ Inquiries - _
ATSA , - Aviationand Transportanon
_ : . Security Act '
- CBT | : Computer- _based Test
CFE _ Contractor-furnished Equipment
CO N _ Contracting Officer '
COTR R . Contracting Officer’s Techmcal
o _ Representative 5
cPO . Credentialing Prograin Office
CPS _ ' - Cooperative Personnel Services | _
DHS ' Department of Homeland Security’
DOT , Department of Transportation
EOD ' .Entry.on Duty
~FBI Federal Bureau of Investigation
FDO - " Fee Determining Official
FPRD - Fingerprint Results Distributich
FSD : Federal Security Director
FTE . Fulltime Bquivalent -
GFE. | o Government Furnished Equipment
GFL Government Furnished Information
HR Human Resources - |
Lol Letter of Interrogatory
NDA , Non-Disclosure Agreement- )
OEM , Original Equipment Manufacturer
oIl On-the-job Injury
OIT ' | - On-the-job Traim'i;g
OLC - _On-line Leaming Center
OorM | Office of Personnel Management
ORI Origination Routing Issuance
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~Acronym
PMIS

PMR
PPS
QAP
QVL
-SON
SO0 -
S0P
SORT
SOW
SPP .
SSI
TAI -
TC
TIP
TSA -

VPN
WPT

Meaning
Performance Management
Information System _
Program Management Review
Private Screener Pilot Program

Quality Assurance Plan

~ Qualified Vendor List’
_Submiiting Office Number

Statement of Objective

Standard Operating Procedure
Screener Objective Recognition Test
Statement of Work

Screening Partnership Pro gram _
Sensitive Security Information

TSA Approved Tnstructors

Training Contract

Threat Image Projection

Transp ortation Secilrity
Administration

" Virtual Private Network

Work Performance and Ti‘aining :
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APPENDIX 9:
"~ TSA SCREENER UNIFORM PROGRAM
New Hires: i :

Tnitial Garments Received: TSA provides each new hire with the following initial umform set: -

Garment Qty © Garment . Qty

Long Slegve Shurts 3 Tie 2
Short Sleeve Shirts | - 3 Shoulder Boards (rank) 2
Trousers 3 Sweater Vest 1
Black Leather Belt 1 ~ Nameplate 1
‘| Black Socks 3 | Team Jacket 1

Contractors have ﬂexszhty to order a different mix of garments based on local cucumstances
and contractor preference and coordination with the FSD. Contractor plans must be included in -

the proposal.

Existing Screeners:

TSA is providing the following new items to every existing screener in the country Contractors
can choose to do the same, Or, you may choose to add other items. For example, TSA is not
providing any burgundy polo shirts or coveralls to baggage screeners. Contractors cail choose to
provide the burgundy shlrts in place of some whlte shzrts TSA provides:

‘Garment - Qyi| Garment : Qty
Long Sleeve Shirts 3 Shoulder Boards (rank) 2
Short Sleeve Shirts 3 Sweater Vest 1
Trousers 2 '

Special Requlrements If screeners have special needs due to documented medical conditions,
such as skin reactions to pamcular types of materials, contractors shall provide justification
~ documentation and obtain FSD approval to deviate from the standard material used in screener

umferms.




PMO 4000-1

PMO 4000-18

HRM Letter 735-2

AVO 400.33.2-1
(AVO 3720-1)

- AV0 4003322 -

(AVO 3720-2)

AVO 40033.2-4
(AVO 3720-4)

AVO 400.25.3-1

(AVO 4400-3)

AVO 400.25.3-2
(AVO 4400-4)

AVO 400.25.3-3
(AVO 4400-5)

400253-4
(AVO 4400-7)

400.25.3-5
(AVO 6100-7)

AV0 400.50.1-9
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" APPENDIX 10
‘List of Directives Pertaining to Uniforms -

' Interim Guidance on Personal Property Accountability,
Management, and Control (Plus Change D

' Utilization and Disposal of TSA Uniforms |

Intenm Uniformed Employees Appearances and
Responsfbﬂmes :

Uniformed Employees Respons1b1ht1es for Appearance and
Conduct

_ U_nifonned Appearance — Wearing of Skirts by Screeners

Revisions to HRM Letter 735-2

Use of Personal Funds to Purchase Screener Uniforms

,Retneval and Dlsposal of TSA Uniforms (amends a portmn of

4400-3 ~ returning of umforms)

Screener Uniform Allowance and Expanded Umform Menu
{baggage screener uniform)

' F.ailure of Former Employees to Return TSA-Issued ltems

Relmbursement for Alterations to Umfonns or Purchase of

" Temporary Uniforms

Use of Gloves by TSA Screeners
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APPENDIX 11: EQUIPMENT MAINTENANCE REQUIREMENTS

Atfached is a list of all the eqlripment for which the Confractor is required to provide preventive:
- maintenance. The list also contains the estimated hours for performing each step. Contractors
should use the attached schedule for proposing preventive maintenance after vetting the list with -

the FSD/COTR.

Explosives Trace Detection Equipment:

Thermo Detection EGIS I

Recommended Operator Preventative Maintenance Actions:

47

Perform Every Shift: ,
, _ ' Estimated Tools _ Parts
.| Maintenance Action: Duration - Required Consumahles Required | Required
Unused sample collector :
' ticket EGIS I, P/N
1. Run a Performance Check. 10 min T .| 41023100 '
Perform Daily: _

- , Estimated Tools Parts
Maintenance Action: . Duration Required Consumables Required | Required.
1. Inspect the Standard Solation. 10 min- Tlashlight B

) : s -| Vacuum - Filter, EGIS
2. Inspect and Clean the Fan Filters, Cleaner, Soft | WL PN
Replace as necessary. 30 min _Brush : 41669500
3. Inspecting/Replacing the Printer " Roll, Paper, EGIS 11,
Paper, Replace as necessary. 5 min P/N 412035800
4, Checking/Refilling the Water Tank in o o
the Hydrogen Gas (Generator. 10 min Funnel Distilled Water
5. Inspecting the Desiccant in the ' '
Hydrogen Gas Generator. 1 min
6. Checking the Power LED in the :
Hydrogen Gas Generator. 1 min
7. Checking the No-Hydrogen-Flow
LED in the hydrogen Gas G_enerator. 1 min
8. Checking the Change-Water LED in”~
the Hydrogen Gas Generator, 1 min ’
9. Inspecting the Ozone Air Dryer and -
the Ozone Scrubber. ' 5 min
o Snout Filter
Tool, EGIS I
P/N 4031840, . '
Key to top Lond-handled, wooden- o
cover, EGIS I | handled Q-tips EGISII | Snout Filter,
K P/N 41235400, | P/N 40319600, Isotropyl ; EGISHP/N
_10. Replace the Snout Filter. 15 mun Flashlight alcohol 40318200
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Fxplosives Detection Equipment:

InVision CTX 2500/5000/5500

Recommended Operater Preventative Maintenance Actions:

Perform Every Shift: _
Maintenance Action: ‘Estimated Tools Consumables Parts Required
Duration Required Required :
1. Perform Image Quality Test. Smin. Image -
(Requires an IQ Bag) ' ' Quality Bag
‘ : P/NTBD _ ' :
2. Check that each X-Ray lamp is on 1 min., | Red Lamps P/N 3901-
during scanning. 0001 (12V, 12W) -
3. Check that "X-Ray On" message 1 min.
appears during scanning. - B X
4. Clean/remove baggage labels, clean 30 min. Alcohol Wipes,
adhesive and dirt from Curtains. Alcohel Swab, Q-Tips,
{Disable X-Ray during cleaning.) Household Cleaner
5. Check X-Ray Curtains for tornor | 1Sminto 1 Tool it ' SP Entrance: Inner
missing stripe(s). Replace as necessary. hour, Layer PN 106244-1,
| (Disable X-Ray during check.) Outer Layer P/N
. 106244-2, SP Middle: -
- P/N 106650-1, CT Exit:
Inner Layer P/N o
- 106200-1, Center Layer |
P/N 106200-2, Outer
Layer P/N 106200-1
InVision CTX 2500/5000/5500 (continued):
Weekly and as Required Operator Maintenance Actions:
- Maintenance Action: Estimated Tools Consumables Parts Required
' . , Duration Required | Required ' RE
1. Check all lamps for proper operation. | 15 min per ' CTX ON Lamp (green) |
{Are they lighted?) Replace as lamp PN 3901-0301 {130V,
necessary. 20 mA), X-Ray ON
Larp {red) P/N 3901-
0001 (12V, 1ZW),
Console Button Tamps (|~
P/N 3901-0963 (14V),
A/C Distribution Panel
. ; P/N 3901-1203 (120V)
"I 2. On-the CTX 5500 DS perform the ‘5 min S ,
procedure “Checking the Scan ‘
- Projection Door and Operator Console ‘
Switch Interlock”. Ensure the interloc
is operable. '
1 3. Check Emergency (E) Stop to confirm { 5 min per
proper operation. bution

4. Check printer’s color graduation,
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5. InsPect/CIEaufRemovef’Replace A 30 min per o Air Filter PAN 2602-
Filters. filter : 1223

6. Irispect the Scan Projection (SP) and | 15 min
Computed Tomography (CT) belts for .
Wear. -

7. Clean the CTX and the surrounding 10 min
area, including monitor screen 2nd desk.

Explosives Detection Equipmeni:

InVision CTX 9600 :
Recommended Operator Preventative Maintenance Actions:

Perform Each Shift, Daily or as required:

Maintenance Action: = - Esti,mafed Tools Consumables Parts Required
. Duratien Required | Required :

1. Perform Image Quality Test. 15 mnin | IQ Bag,

{Requires an IQ Bag, part number | PN .

100090-1) . 100090-1

2. Ensure the four amber fault lamps are - | 1min =~ '

illuminated. :

3. Ensure the four green power indicator | 1 min
lamps are illuminated when system is
on. ; :

4. Ensure the four red X-Ray indicator 1 min _ _
lamps are illuminated during scanning. . .
5. Ensure the main panel X-Ray 1min - )
indicator lamp ifluminates dun'ng
scanming.

" 6. During scanning, check that each GUI | 1 mun
mchcator to confirm the x-ray is on. ‘

7. Visually check the E—Stop button for 1 min
damage. .
8. Check the air conditicner for unusual 5 min
vibrations or noises.

9. Clean the monitor screens, desk and 20 min , . Windex and Lint free '
surrounding area with InVision approved ' cloths '
cleaner. . ‘ :
| 10. Clean the area around the maching 30 min | Vacuum
‘ Cleaner

InVision CTX 9000 {continued)

Perform Monthly or as required: :
Maintenance Action: ‘ Estimated Tools - | Consumables Parts Required
‘Duration Required | Required
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and cable fastenings.

1. Replace any CTX Lamp or LED as | 5 min per CTX Lamp P/N

TIECESSary. lamp 600802-2

2. Check Interlocks I min

Explosives Detection Equipment:

L3 Communications eXaminer 3DX 6000, Stand Alone Explosive Detection System

Recommended Operator Preventative Maintenance Actions: o

Perform Each Shift, Daily or as required:

Maintenanece Action: Estimated Tools VConsumables Parts Required

Duration Required | Required
1. Perform Image Quality Test. ‘15 min Requires an
' ' 1Q Bag,
i PIN
- : 100090-1
2. Clean Equipment Cabinet Surfaces - 20 min ' Kim Whipes, ethyl or
_ _ - _ isopropyl alcohol
3. Clean Floor Area around equipmeant. 10 min | Vacuum '
: : ' " cleaner,
[ mop,
spenge -

4. Verify all Panel Lights are .
| operational. Two main power lights, two ¢
1 X-Ray lights.

5. Check E-Stops for proper operation. 15 min

6. Check Air Conditioner Dram Ermpty | 5min

Condisate Water. '

"7. Check Air Conditicned Exhaust 1 min Vacuum
- “Cleaner

8. Check equipment for unusual or 1 min '

wnfamiliar sounds ) 7

9. Check Air Intake Louvers for Air 2 min Vacuum

" Flow into Equipment Cabinet Cleaner -

10. Check Air Exhaust Louvers for Air | 2 min | Vacuum

Flow out of Equipment Cabinet ‘ Cleaner ‘

11. Remove Foreign Material from 10 min Kim Whipes, ethyl or

Conveyors, Rollers and Chain Prives. isopropyl alcohol

12. Check conveyor for wear and proper . | 10 min

tracking. : o | :

"13. Clean conveyor belt. 30 min Isopropy! Alcohel, Kim

Wipes’

L3 Communications eXaminer 3DX 6000, Stand Alone Exploswe Detectmn System

{continued): : .

Mohthly, As Required Maintenance Actions: .

Maintenance Action: Estimated Tools Consumables - Parts Required

‘Duration Required Required

1. Visually check the condition of cables | 10 min ' '
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Filter Analogic P/N

2. Check A/C Filter for restricted 10 min Vacuum
airflow, Replace as necessary. Cleaner, 8 -151-000015, Filter
mm wrench Adhesive Analogic Part
3. Visually check the air conditioner for | 10 min Kim Wipes
| water condensate. Remove condisate. - :
4. Listen for changes in audible noises |15 min
emitted by the equipment. These should
-include blower noise and bearing noise.
| 3. Visually check the cleanliness of 15 min Yacuum -Canned Air
" | baggage sensor holes. y Cleaner .
6. Remove excessive dust and dirt from | 15 min Vacuum Canned Air
the IAS Computer. Ensure IAS Cleaner )
Computer Cable Connections are secure. _
7. Inspect all assemblies for oil leaks. 30 uin . | Kim Wipes
-8. Verify ali cooling fans are operating 15 min ' '
properly. .
9. Ensure entrance and exit tunael 30 min TED Kim Whipes, sthyl or -
curtains are positioned properly and isopropyl alcohol
secure. Ensure the curtains are clean. _ T . A
| 10. Check equipment for oil leaks. 20 min | Kimn Wipes
-Remaove excessive oil. ' o
L3 Communications eXaminer 3DX 6000, Stand Alone Explosive Detection System
(confinued): S
Quarterly, as requ‘iréd Maintenance Actions:
Maintenance Action: Estimated - Tools Consumables Parts Required
. Duration Required Required
1. Check conveyor for wear and proper | 30 min
tracking. _ : - -
2. Clear conveyor belt. 30 min Isopropyl Alcohol, Kim
. Wipes
‘Walk Through Metal Detectors :
Garrett PD6500i | |
Recommended Operator Preventative Maintenance Actions:
Perform Daily or as required: ) o
Maintenance Action: .Estimated Tools Consumables Parts Required
' Duration ' Required | Required '
1. Inspect/Clean Metal Detector 15 min ' Soft Lint Frée Cloth
. Scapy Water.
1. Inspect/Clean Metal Detector area 15 min Vacuum
: Cleaner
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Metorex

“Recommended Operator Preventative Maintenance Actions:

Perform Daily or as réquired:

Maintenance Action; " Estimated Tools .Consumablgs Parts _Required
: ) Duration’ Required Required ) :
1. Inspect/Clean Metal Detector 15 min Soit Eint Free Cloth
' o ' Soapy Water.
1. Inspect/Clean Metal Detector area 15 min - Vacuum
' ' Cleaner
Ceia Metal Detector 02PN20
Recommended Operator Preventative Maintenance Actions:
Perform Daily or as required: _ ‘
Maintenance Action: Estimated Tools - Consumables Parts Required -
_ Duration Required Required
1. Inspect/Clean Metal Detector 15 min Soft Lint Free Cloth
' . o ' Soapy Water.
1. Inspect/Clean Metal Detector area 15 min Vacuum '
Cleanér
. ~ X-Ray Equipmeut:
Heimano Systems X-ray Inspection Units, HI-Scan 6040i and HI-Scan 7555i Series HiTraX.
Recommended Operator Preventative Maintenance Actions:
Perform Daily or as required: _ .
Maintenance Action: Estimated Tools. Consumables Parts Required
Duration Required Required S
1. Check the lead curtains for defects " 10 min '
prior to energizing equipment H
shielding is defective repair pnor to
energizing eguipment. S
2. Check the conveyor system for tears 30 min Lint ¥ree Cloths,
and heavy dirt on conveyor belts, driving Windex '
chains and rollers as well as Parts
jammed in the conveyor system Clean
as required
3. Check for mechanical damagesto . | 10 min
cables and electrical and electionic
modules.
4, Check the safety roller between _the X- | 10min
Ray unit conveyor and the
feed/discharge conveyors.
5. Ensure all rollers operate freely. 10 min
6. Clean the monitor screens, desk and 10 min Lint Free Cloths,
swrrounding area. . Windex

Explosives Trace Detection Equipment:
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. A
Barringer Tonscan 400 and 4008

Recommended Operator Preventative Maintenance Actions:

Perform Every Shift: -

Maintenance Action: Estimated { Tools Consumables Parts Required
o | Duration Required | Required ‘

'| 1. Clean Sampling Table and IONSCAN | 10 min - | Clean Swab Teflorn O-Ring in

4008 ~ Methanol or Sample Tray Lid
‘ Isopropanol
2. Inspect LLAPU/APU 5 min- .
- 3. Inspect/Replace Printer Paper 5 min Printer Paper

4. Inspect/Clean/Replace Cooling Fan 20 min | Vacuum Can Compressed Air Air Fiiter

| Air Filters ' Cleaner
Perférm After He-avy Alarm: ) .

- Maintenance Action: ‘ . Estimated Tools | Consumables Parts Required
- _ Duration Regquired Required :
1. Clean Sampling Slide and Inlet: ' Clean Swab Teflon Ring in Shide .
Flange, replace teflon ring as necessary, Methanol or Lid -
T ' Isopropanol :
Daily Maintenance Actions: _ ‘ _.
Maintenance Action: Estimated “Tools _ Consumables Parts Required
. Duration Required | Required I X

1. Visual inspection of the air 30min . : 1 Air Purification Unit,
purification unit. Replace as necessary. '| Barringer P/N TBD
2. Inspect/Replace LLAPU/APU 4+ TBD _

| 3. Inspect/Replace Printer Paper 10 min Printer Paper, Barringer

_ - : _ PN TBD
4. Inspect/Clean/Replace Alr Filters 30 min Cloth, Alchol, Water Foam Filter Element,
' ' : | Barringer P/N TBD

Barringer Ionscan 400 and 400B (continued):
Weekly or More Often Maintenance Actions: . . )

| Maintenance Action: Estimated Tools Consumables Parts Required

' Duration Required Required
1. Perform System Bake Out 30 minto 120
min

- Explosives Trace Detection Egquipment:

Ton Track ITEMISER Windows

Recommended Operator Preventative Maintenance Actions:

Perform Maintenance Action Every
Shift:
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Maintenance Action: Estimated Tools Consumables Parts Required
- Duration - Required Required '
1. Inspect/Clean Work Table and 3 min Alcohol Wipe P/N
Itermizer 98. : MPO75001, 70%
' Isopropyl Alchohol,
: ‘ 70% and paper towels
2. Inspect/Clean/Replace Cooling 3 min 70% Isopropyl
Fan/Cabinet Fan Filters.- Alchohol, 70% and
. paper towels, Air Filter
. - P/N PA003214
3. Inspect/Clean the Touch Screen Front | 1 min Alcohol Wipe P/N
Surface, : MP075001
4. Inspect/Replace Printer Paper. 1'min, Printer Paper, P/N
: PADDS06C
5. Check for any Indicated System I min ' :
Faults. ' ' _ _
6. Perform Manual Calibration | 5 mins E-mode
Calibration
| traps
MQ01142-
E, Sample
Traps
M0001140-
5. Verify Clean Plasmagram 1 min
Ion Track ITEMISER Windows (continued): R
Weekly Maintenance Actions: . s
Maintenance Action: Estimated | Tools | Consumables Parts Required
: o : Duration Required- Required - :
1. Inspect/Clean the Vapor Desorber 10 min Cleaning Kit P/N Sample Filter P/N
Unit Sample Filter and Membrane. 005066 MP003223, Rubber
‘Washer P/N
MPD09556, O-Ring
P/ MPOL1016,
MP011021
2, Inspect/Replace Explosive Dopant 1 2 min Dopant Liquid P/N O-Ring P/ANTBD
Material. MPOOSE10
3. Clean the Sample Air Line . 5 min - Cotton Gloves P/N
: MP075000, Canned Air
P/N MP075003
{ 4. Perform Shift Maintenance 15 min
Mounthly or As Required Maintenance Actions: : :
'| Maintenance Action: . Estimated Tools Consumables Parts Required
Duration Required Required ‘
| 1. Replace Pryer Material 3 min Small Dryer Material P/N 'O-Ring P/N TBD
: Slotted | MPO35019
Screwdnver
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O-Ring P/N TBD

2. Inspect/Replace Explosive Dopant 3 min Dopant Liquid P/N
Material. 4 ' MPO05810
1 3. Replace the Membrane. 30 minutes Wooden Alcohol Swab P/N Membrane P/N
active, 4 hours | Probe MPO75001 PAOQS007
_ ) o bum-in ' .
4. Clean the Sample Air Line Smin Cotton Glaves P/N. .
MPQ75000, Canned Air
P/N MP075003
5. Perform Shift Mainfsnance 15 min
.Annual Maintenance Actions: L . -
Maintenance Action: Estimated - | Tools Consumables " Parts Required
_ Duration Required Required ’
1. Perform Radiation Wipe Test 5 min Wipe Test Kit P/N
. TBD .
X-Ray Systems: _ '
Rapiscnn
‘Recommended Operator Preventative Maintenance Actions:
Perform Daily or as required: , .
Maintenance Action: Estimated Tools Consumables ‘Parts Required
: _ Duration Required Reqnired , ' ‘
1. Clean exferior the system (ensure 10 min None Soft Lint Free Cloth ‘None
| sensors are Xept clean) ' o Spapy Water .
2.-Clean equiptnent arsa 30 min Vacuum None
: ' . : Cleaner
3. Check conveyer belt for cleanliness 30 min None Isopropyl Alcobol None
and proper tracking, Clean as necessary.
4. Check photo cells for cleantiness. *30 mmin None Kim Wiﬁes, Camnned None
Clean as necessary _ Alr
5. Check X-Ray Curtains for cleanliness | 20 min None Alcohol Wipes, None
and torn or missing strips. Clean as Isopropyl Alcohel
necessary. ‘ o ‘
6. Clean Computer Filter, replace as 20 min TBD Soft Lint Free Cloth Air Filet P/N TBD
necessary. ) Soapy Water
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APPENDIX 12: SENSITIVE SECURITY INFORMATION_ (S8I)
(TSA General IT Security Clauses for Contracts, Rev 1.2 dated 4/26/2004)

Clause # 1. Protection of Sensitive Information.

The Contractor shall protect all DHS “sensitive information” to include TSA “'sensitive security
information (SSI) " to which the Contractor is granted physical or e!ectromc access by adhering to the
specific IT security requiremenis of this contract.

Note: Where DHS subsequently appears, it will éutomaticaliy equate to DHS/TSA, unless .
‘otherwise stated or obvious separation is required. Where sensitive information subsequently
appears, it will refer as well to SSL If the two policies conflict the stricter will apply. -

' Sonrces

(a) DHS M_Dl 1042, Safeguarding Sensitive But Unclasszf ied (For Official Use Only) Informarzon
11 May 04. _ _
(b) For TSA, sensitive information includes what is known as SSI. SSI protection requlrements are

defined in the TSA document entitled, Intenm Sensitive Security Information (SSI) Polzczes and
Procedures for Safeguardmo and Control, 13 Nov 02.

Clause #2. Informa-tlon T echnology Secunty Program

If performance of the contract requires that DIS data be stored or processed on Contractor- ,
owned information systems, the Contractor shall establish and maintain an IT Security Program.
This program shall, at 2 minimum, contain the following elements: : }

(a) Handling of DHS sensitive information and IT resources to include media prot.ec_t'ion, access
control, auditing, network security, and rules of behavior

(b) Training and Awareness for Contractor persoﬁnel
(c) Security Incident Reporting '

(d) Contingency Planning

~ (e} Security Reviews

(f) Contract Closeout Actions . . ' . | .

Clause #2a. Handling of Sensitive Information and IT Resources o L
The Contractor shall protect DIHS sensitive information and all government provided and '
contractor-owned IT systems used to store or process DIIS sensitive information. The

Contractor shall achere to the following requirements for handling sensitive information:

- (a) Media Protection. The Contractor shall ensure that all hardcopy and electronic media
(inchiding backup and removable media) that contain DHS sensitive information are ‘
appropriately marked and secured when not in-use. Any sensitive information stored on media to
be surphised, transferred to another individual, or returned to the manufacturer shall be purged
from the media before disposal. Disposal shall be performed using DHS approved sanitization
methods. The Coniractor shall establish and implement procedures to ensure sensitive
information cannot be accessed or stolen. These procedures shall address the handling and
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pro_tectidn of paper and electronic outputs from systems (computers, printers, faxes, copiers) and
the transportation and mailing of sensitive media.

(b) Access Control. The Contractor shali control user access to DHS sensitive information based on
positive user identification and authentication mechanisms. Access control measures employed -
shall provide protection from unauthorized alternation, loss, unavailability, or disclosure of
information. The Contractor shall ensure its personnel are granted the most restrictive set of
access privileges needed for performance of authorized tasks. The Contractor shall divide and
separate duties and responsibilities of critical IT functions to different individuals so that no

- individual has all necessary authority or systems access privileges needed to disrupt or corrupt a
critical process: ' R : :

(3] Auditiug. The Contractor shail ensure that its contractor-owned IT systemns used to store or.
process DHS sensitive information maintain an audit trail sufficient to reconstruct security
relevant events. Audit trails shall include the identity of each person and device accessing or
attempting to access the system, the time and date of the access and the log-off time, activities

- that might modify, bypass, or negate security safeguards, and security-relevant actions associated
with processing. The Contractor shall periodically review audit logs and ensure that audit trails
are protected from modification, authorized access, or destruction and are retained and regularly
backed up. : : ' ' o :

(d) Network Security.: The Contractor shall monitor its networks for security events and employ,
ntrusion detection systems capable of detecting inappropriate, incorrect, or malicious activity.
Any interconnections between contractor-owned IT systems that process or store DHS sensitive
information and IT systems not controlled by DHS shall be established through controlled .
interfaces and documented through formal interconnection security agreements. The Contractor
shall employ boundary protection devices to enforce access control between networks, including -
Internet and extranet access. The Contractor shall ensure its email systems are secure, properly
configured, and that network protection mechanisms mmplemented. The Contractor shall conduct

* periodic vulnerability assessments and tests on its IT systems containing DHS sensitive.
information to identify security vulnerabilities. o

(e) Rules of Behavior. The Contractor shall develop and enforce Rules of Behavior foric_ontract_or-
owned IT systems that process or store DHS sensitive information. (Ses TSA 1400.3, Chapter 3,
Section 3 — Privacy and Acceptable Use Agreement) :

Clause #2b. Training and Awareness

(a) The Contractor shall ensure that all contractor personnel (including subcontractor personnel) who are
involved in the management, use, or operation of any IT systems that handle DHS sensitive
information, receive annual training in security awareness, accepted security practices, and-
system rules of behavior. | .

(b) The Contractor shall ensure that contractor personnel (including subcontractor personnel) with
significant IT security responsibilities receive specialized annual training tailored to their
specific security responsibilities. ' :

(¢) The training and awareness conducted under this clause shall promote a consistent understanding of
the principles and concepts of telecommunications and IT systems security.
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(d) DHS training and awareness resources may be available for the Coniractor’s use in implementing the
requirements of this clause. The COTR will inform the Contractor of any available DHS training

resources.

Clause #2c. Secunty Incident Reportmg
~The Contractor shall establish and maintan a computer mc:ldent response capablhty The
Contractor shall report computer security incidents.

Claunse #2d. Contlngency Planning

If performance of the contract requires that DHS data be stored or processed on Contractor—
“owned information systems, the Contractor shall develop and maintain contingency plans to be -
implemented in the event normal operations are disrupted.” All contractor personnel involved
* with contingency planning efforts shall be identified and trained in the procedures and logistics
needed to implement these plans. The Contractor-shall conduct periodic tests to evaluate the
effectiveness of these contingency plans. The plans shall at a minimum address emergency
response, backup operations, and post~disaster TECOVETY.

Clause #2e. Securlty Revmw and Reportmg

(a) The Contractor shall include security as an integral element in the management of t‘ms contract.
. The Contractor shall conduct reviews and report the status of the implementation and o
enforcement of the security requirements contained in this contract. Such reviews and reporting

* shall be conducted in accordance with the provisions of Section B {SOW) of this contract.,

(b) The government plans to conduct periodic reviews to ensure that the security requirements
contained in this contract are being implemented and enforced. The Contractor shall afford
DHS,; including the Office of Inspector General and other government oversight organizations,
access to the Contractor’s and subcontractors’ facilities, installations, operations, documentation,
databases, and personnel used in the performance of this contract. Access shall be provided to -
the extent necessary for the government to carry outa program of inspection, investigation, and .
audit to safeguard against threats and hazards to the integrity, availability, and confidentiality of
DHS data or the function of computer systems operated on behalf of DHS, and to preserve -
evidence of computer crime. _ N

Clause #2f. Contract Closeout ' ' : ,
At the expiration of this contract, the Contractor shali return all sensitive DHS information and -

IT resources provided during the life of this contract. The Contractor shall certify that all DHS
information has been purged from any contractor-owned system used to store or process DHS
information. Electronic media must be sanitized (overwritten or degaussed).

~ Clause # 3. Personnel Security

(a) All Contractor personnel (including subcontractor personnel) must have favorably adjudicated
background investigations commensurate with the sen51t1V1ty level of the position held before
being granted access to DHS sensitive information.
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(b) The Contractor shall ensure all contractor personnel are propeﬂy submltted for appropriate
clearances. :

(e) The Contractor shall ensurs appropriate controls have been implemented to prevent contractor
' personnel from obtaining access to DHS sensitive information before a favorably adjudicated
background investigation has been completed and appropriate clearances have been issued. At
the option of the government, interim access may be granted pending completion of a pre-
employment check. Final access may be granted only upon favorable completion of an.
appropriate background mvestlgatlon based on the risk level assigned to this contract by the
Contracting Officer. : : ,

(d) The Contractor shall ensure its personnel have a validated need to access DHS sensitive
information and are granted the most. restnctwe set of access pnvﬂeges needed for perfonnance
of authorized tasks. o .

(e) The Contractor shall ensure that its personnél comply with applicable Rules of Behavior for all
DHS and contractor-owned I'T systems to wh1ch its personnel have been granted ACCESS
pnvﬂeges : :

(f) The Contractor shall 1mp1ement procedures to ensure that system access privileges are revo.ked

for contractor personnel whose employment is terminated or who are reas.31gned to other duties
and no longer require access to DHS sensitive mnformation. -

'(g) The Contractor shall conduct exit interviews to ensure that contractor personnel who no longer
require-access to DHS sensitive information understand their obligation not to disguss or disclose
DHS sensitive information to which they were granted access under this contract.

Source:

« DHS MD Number: 11050.1, P'e.rs_onnel Security Program, Attachment A

Clause #4. Physu:al Securlty

. The Contractor shall ensure that access to Contraetor buildings, rooms, work areas and spaces,
and structures that house DHS sensitive information or IT systems through which DHS sensitive
information can be accessed, is limited to authorized personnel. The Contractor shall ensure that
controls are implemented to deter, detect, monitor, restrict, and regulate access to controlled
areas at all times. Controls shall be sufficient to safeguard IT assets and DHS sensitive
information against loss, theft, destruction, aec1denta1 damage, hazardous conditions, fire,
malicious actions, and natural d1sasters

Source:

. DHS MD11050.1, Physical Protection of Facilities and Real Property
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APPENDIX 13: NON-DISCLOSURE AGREEMENT

DEPARTMENT OF HOMELAND SECURITY
NON-DISCLOSURE AGREEMENT

I, - ' _, an individual official, employee,
consultant, or subcontractor of orto . - ' (the Authorized Entity),
intending to be legally bound, hereby consent to the terms in this Agreement in
_consideration of my being granted conditional access to certain information, specified
below, that is .owned by, produced by, or in the possession of the United States

Govermment.
" (Signer will acknowledge the category or categories of information that he or she may

have access to, and the signer’s willingness to comply with _

the standards for protection by placing his or her.initials in front of the applicable
category Or categorics.) .
Initials: Protected Critical Infrastructure Information (PCII)

I attest that T am familiar with, and I will comply with all requirements of the PCII
program set out in the Critical Infrastructure Information Act of 2002 (CH Act) (Title IT,
Subtitle B, of the Homeland Security Act of 2002, Public Law 107-296, 196 Stat. 2135, 6
USC 101 et seq.), as amended, the impleménting regulations thereto (6 CFR Part 29);, as
amended, and the applicable PCII Procedures Manual, as amended, and with any such
" requirements that may be officially communicated to me by the PCII Program Manager

or the PCII Program Manager’s designee. '

Initials: Sensitive Security Information (SSI)

I attest that I am familiar with, and T will comply with the standards for access,
dissemination; handling, and safeguarding of SSI information as cited in this Agreement’
and in accordance with 49 CFR Part 1520, “Protection of Sensitive Security
Information,” “Policies and Procedures for Safegnarding and Control of SSL” as
amended, and any supplementary guidance issued by an authorized official of the
Department of Homeland Security. :

Initials: * Other Sensitive but Unclassified (SBU)

As used in this Agreement, sensitive but unclassified information is an over-arching term
that covers.any information, not otherwise indicated above, which the loss of, misuse of,
or unauthorized access to or modification of could adversely affect the national interest or
the conduct of Federal programs, or the privacy to which individuals are entitled under
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Section 552a of Title 5, as amended, but which has not been specifically authorized under
criteria established by an Executive Order or an Act of Congress to be kept secret in the
interest. of national defense or foreign policy. This includes information categorized by
DHS or other government agencies as: For Official Use Only (FOUO); Official Use

Only (OUOQ); Sensitive Homeland Security Information (SHSI); Limited Official Use
(LOUY; Law Enforcement Sensitive (LES); Safeguarding Information (SGI); Unclassified.
" Controlled . Nuclear Information (UCNI); and any other identifier used by other
government agencics to categorize information as sensitive but unclassified.

[ attest that T am familiar with, and I will comply with the standards for access,
dissemingtion, handling, and safeguarding of the information to which I am granted
access as cited in this Agreement and in accordance with the gmdance provided to me
relative to the specific category of 1nforrnanon

;

I understand and agree to the following terms and conditions of my access to the
mforma‘non indicated above: -

1T hereby acknowledge that T have received a security indoctrination concerning the
" nature and protection of information to which I have been provided conditional access,
 including the procedures to be followed in ascertaining whether other persons to whom I
contemplate disclosing this information have been approved for access: to it, and that T
understand these procedures.

2. By bemg granted conditional access to the information 1nd1cated above the United
States Government has placed special confidence and trust in me and I am obligated to
protect this information from unauthorized dlsclosure in accordance with the terms of -
this Agreement and the laws, regulations, and dlrectlves applicable -to the specific
categories of information to which I am grantcd access.

3. 1 attest that I understand my résponsibilities and that T am familiar with and will
comply with the standards for protecting such information that I may have access to in
accordance with the terms of this Agreement and the laws, regulations, and/or directives
applicable to the specific catégories of information to which I am granted access. I
understand that the United States Government may conduct inspections, at any time or
place, for the purpose of ensuring compliance with the conditions for access,
_dissemination, handling and safeguarding information under this Agreement. '

4, T will not disclose or release any information provided to me pursuant to this
Agreement without proper authority or authorization. Should situations arise that warrant -
the disclosure or release of such information I will do so only under approved
circumstances and in accordance with the laws, regulations, or directives applicable to the
specific categories of information. I will honor and comply with any and all
dissemination restrictions cited or verbally relayed to me by the proper authority.
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5. (a) For PCII - (1) Upon the completion of my engagement as an employee, consultant,
or subcontractor under the contract, or the completion of my work on the PCIl Program,
whichever occurs first, I will surrender promptly to the PCI Program Manager or his -
designee, or to the appropnate PCII ofﬁcer PCII of any type whatsoever that is in my
possession. '
(2) If the Authorized Entity is a United States Government contractor performlncr Services .
in support of the PCII Program, I will not request, obtain, maintain, or use PCII unless the
PCII Program Manager or Program Manager’s designee has first made in writing, with
respect to the contractor, the certification as provided for in Section 29.8(c) of the,
implementing regulations to the CII Act, as amended. )

(b) For SSI and SBU - I hereby agree that material which I have in my possessmn and_
containing information covered by this Agreement, will be handled and safeguarded in a
manner that affords sufficient protection fo prevent the unanthorized disclosure of or

inadvertent access to such information, consistent with the laws, regulations; or directives

applicable to the specific categories of information. I agree that 1 shall return all
information to which I have had access or which is in my possession 1) upon demand by

an authorized individual; and/or 2) upon the conclusion of my duties, association, or

support to DHS; and/or 3) upon the determination that my 0fﬁc1a1 duties do not require
further access to such mformatlon ' -

6.1 héreby agree that T'will not alter or remove markings, which indicate a category of
information or require specific handling instructions, from any material I may come in
contact with, in the case of SSI or SBU, unless such alteration or removal is consistent
with the requirements set forth in the laws, regulations, or directives applicable to the
specific category of information or, in the case of PCH, unless such alteration or removal
is authorized by the PCII Program Manager or the PCH Program Manager’s designee. 1
agree that if I use information from sensitive document or other medium, I will carry
‘forward any markings or other required restrictions to derivative products, and will
protect them in the same matter as the original. =

7. I hereby agree that I shall promptly report to the appropriate official, m accordance
with the guidance issued for the. applicable category of information, any loss, theft,
misuse, misplacement, unauthorized disclosure, or other security violation, I have
knowledge of and whether or not I am personally involved. I also understand that my
anonymity will be kept to the extent possible when reporting securty violations.

8. If I violate the terms and conditions of this Agreement, such violation may result in the
cancellation of my conditional access to the information covered by this Agreement. This
may serve as a basis for denying me conditional access to other types of information, to '
include classified national security information. '

9. (a) With respect to SSI and SBU, I hereby assign to the United States Government all
~ royalties, remunerations, and emoluments that have resulted, will result, or may result
- from any disclosure, publication, or revelation of the mformatlon not consistent with the

terms of this Agreement.
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(b) With respect to PCII I hereby assign to the entily owning the PCII and the United

States Government, all royalties, remunerations, and emoluments that have résulted, will
result, or may result from any disclosure, publication or revelation of PCII not consistent

with the terms of this Agreement.

10. This Agreement is made and intended for the benefit- of the United States\
Government and may be enforced by the United States Government or the Authorized

Entity. By granting me conditional access to information in this context, the United States

Govemment and, with respect to PCI, the Authorized Entity, may seek any remedy

available to it to enforce this Agreement including, but not limited to, application for a

court order prohibiting disclosure of information in breach of this Agreement. I
understand that if I violate the terms and conditions of this Agreement, I could be

subjected to administrative, disciplinary, civil, or criminal action, as appropriate, under

the laws, regulations, or directives applicable to- the category of information involved and

neither the United States Government nor the Authorized Entity have waived any -
statutory or commeon law evidentiary privileges or protections that they may assert in any
administrative or court proceeding to protect any sensitive information to which I have
been given conditional access under the terms of this Agreement. :

11. Unless and until T am released in writing by an authorized representative of the
Department of Homeland Security (if permissible for the particular category of
“information), I understand that all conditions and obligations imposed upon me by this
. Agreement apply dunﬂg the time that [ am granted conditional access, and at all times
thereafter.

12. Each prowsmn of this Agreement is severabie If a court should ﬁnd any provzszon of
this Agreement to be unenforceable, all other provisions shall remain in full force and

effect

13. My execution of this Agreement shall not nullify or affect in any manner any other
secrecy or non-disclosure Agreement which I have executed or may execute with the
United States Government or any of its departments or agencies.

14. These restrictions are consistent with and do not supersede, conflict with, or
otherwise alter the employee obligations, rights, or liabilities created by Executive Order
No. 12958, as amended; Section 7211 of Title 5, United States Code (govemning

disclosures to Congress); Section 1034 of Title 10, United States Code, as amended by
the Military Whistleblower Protection Act (goveming disclosure to Congress by
members of the military); Section 2302(b)(8) of Title 5, United States Code, as amended '_
by the Whistleblower Protection Act {governing disclosures of illegality, waste, fraud,
abuse or public health or safety threats); the Intelligence Identities Protection Act of 1982
(50 USC 421 et seq.) (governing disclosures that could expose confidential Government
agents); and the statutes which protect against disclosure that may compromise the
national security, including Sections 641, 793, 794, 798, and 952 of Title 18, United
States Code, and Section 4(b) of the Subversive Activities Act of 1950 (50 USC 783(b)).
The definitions, requirements, obligations, rights, sanctions, and liabilities created by said
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Executive Order and listed statutes are incorpdrated into this agreement and are
controlling.

15. Signing this Agreement does not bar disclosures to - Congress or to an authorized

official of an executive agency
or the Department of Justice that are essential to reportmg a substantial Vlolatlon of law.

16. I represent and warrant that T have the authority to enter into this Agreement.

17. I have read this AgIeement' ca:réfully and my questidhs, if any, have been answered. I

acknowledge that the briefing officer has made available to me any laws, regalations, or

directives referenced in this document so that I may read them at this time, if I so choose.

Typed/Printed Name: - Govt/Depi/Agency/Business Address: Phone:

[ make this Agreement in good faith, without mental reservation or purpose of evasion.

Signature: - . Date:

WITNESS: S o
Typed/Printed Name: : Govt/Dept/Agency/Busmess Address: - Phone:
Signature: - ' | ~ Date:
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. APPENDIX 14: MEDICAL GUIDELINES FOR TRANSPORTATION SECURITY
SCREENERS o :

5
crobat Docume -

: To be included under separate cover —See J6. -

End of Médical Guidelines -
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' SECTION D - PACKAGING AND MARKING

l D.1 Packaging and Marking'

PACKAGING

“The coniractor shall be responsible for tbe'preservation packég’iﬁg and packing of all items to be delivered
under the terms of the contract in such a manmer that adequate protection is provided against corrosion,
deterioration, and physical damage during shipment and handling from the source of supply to the ultimate

destination. The contractor shall be fully liable for any damage, deterioration, or losses incurred dunng
slzupment handlm and installation which is attnbutable to improper packaging. -

Reports and other documentation shafl be packaged, packed and marked to ensure arrival at destination in a
' satisfactory condition. Containers and wrapping shall conform to commercial practice.

MARKIN G OF REPORTS

All reports dehvered by the Contractor to the Govemment under thi3 conizact, shall be accompamed by a
transmittal letter, and shall prominently show on the cover of the report: ¥

n Name and business address of the Contractor
{2) Couniract npumber
(3 Recipient: To be provided fo the Contractor under separate cover after contract award
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SECTION E - INSPECTION AND ACCEPTANCE

E.1. . 3.10.4-4 Tnspection of Services - Both Fixed-Price & Cost Reimbiirsement (February 20032)

(a) 'Services,' asused in this clause, includes services performed, workmanship, and material fumished or
utilized in the performance of services. _
(b) The Contractor shalt provide and maintain an inspection system acceptabie 1o the Gnvcmment covering
the services under this contract. Complete records of all inspection work performed by the Contractor shall -
be maintained and made available to the Government during contract performance and for as Iom7
afterwards as the contract requires,

(¢) The Government has the right to inspect and test aﬂ services called for by the coniract, to the extent
practicable at ail times and places during the term of the contract. The Government shiall perfonn B

" inspections and tests in a manner that will not unduly delay the work. :

(d) If the Government performs inspections or tésts on the premises of the Contractor or a Subcontractor
the Contractor shall firnish, and shall require subcontractors to furnish, without additional charge if a
fixed-price contract, ail reasonable facilities and assistance for the safe and convenient performance of
these duties.

(e) If any of the services du not conform w1th contract requirements, the Govemment may requize the
Contractor to perform the services again in-conformity with contract requirements, at no increase in
contract amount, or if a ¢ost reimbursement type centract, for no additional fee. When the defects in
services carmot be corrected by reperformance, the Government may: '

(1) require the Contractor to take necessary action to ensure that future performance
conforms to contract requirements and :

(2) reduce the contract price, or any fee payable under the contract, to reflect the reduced
value of the services perfonne d. :

-

(f) If the Contractor fails to promptly perform the sérvices again or to take the necessary action 1o ensure
fuhure performance in conformity with coniract requirements, the Government may:

(D by contract or otherwise, perform the services and_charge to the Contractor any cost
incurred by the Government that is directly related to the performiance of such sexvice, (or -
if'a cost reimbursement contract, reduce any fee payable by an amount that is eqmtablc
under the circumstances), or : :

(2) terminate the contract for default.

{End of cfause)

" E2 1 13-53 Contractor Quality Control {See SOW 2.6.1)

The Contractor shall pperate a comprehensive quality control program, which will assure services w111 be
performed to contract requirements, The quality control program shall identify performance problems and
_potential problems and seek to eliminate these problems prior to their having an impact on the contract,

The Contractor shall establish and maintain a complete Quality Control Plan {QCP) to ensure the
requiremnents of the contract are provided as specified. One copy of the Coatractor’s final QCP shall be

. provided to the Contracting Officer and one copy to the Contracting Officer’s Representative (COR) not
later than the thirty (30} days after award. The Contractor shall provide a complete copy to the Contracting
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Officer and COR asla'ny updates/changes occur. The Coniractor shall retain copies of all
documents/records generated in the quality control process for at least one year after expiration of the
contract and shall present them to the Contracting Officer or COR upontequest.

At a minimurm, the plan Shall

{a) Provide the Contractor’s organizational structire and functional statements showing the
relationship with work items in contract;

(b} Detail a quality control mspecnon program covenng all general and specific tasks included in

_SOW. It shall specify tasks or areas to be inspected on either a scheduléd or unscheduled basis,

and the manner in which inspections are to be conducted. - '

(¢) Detail methiod/s of identifying deficiencies before performance becomes unaccepiable in
accordance with this Perf