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1 GENERAL INFORMATION

This task order is in support of the Transportation Security Administration (TSA), Office of Information
Technalogy (OIT), ta pertarm application development services ta enhance and expand the iShare
platform.

1.1 Period of Performance
The period of performance for this task order is:

Base Periad 10/0472016 - 02/(13/2017
Option Period 02/04/2017 — 06/03/2017

1.2 Type of Order

This 1s a Time and Matertals — Labar Hour task order.

2 SCHEDULE OF SUPPLIES AND SERVICES

The schedule of supplies and services for this task order is provided helow.

Base Period
CLIN No. DESCRIPTION PRICE
00001 iShare/Worktflow Development & Technical Support b))

00002 OGS Sharepoint Team Site Support

00003  |OLE/FAMS, OOS FASDS Enhancement Support

00004 OLE/FAMS, SSA, Security, PERSEC, Enterprice Contractor
Database Support

00005 RESERVED

(10016 OTA Strategic Cammunications {Optitonal)

Base Period Total $1,286,576.19
CLIN No. DESCRIPTION PRICE
10001 iShare/Worktflow Development & Technical Support b))

10002 OGS Sharepoint Team Site Support

10003 |OLE/FAMS, OOS FASDS Enhancement Support

10004 OLE/FAMS, SSA, Sccurity, PERSEC, Enterprice Contractor
Database Support

100415 RESERVED

10006 OIA Stratcgic Communications (Optional)

Option Period Total $1,151,453/96

Task Order Total $2,438,030.15
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3 SPECIFIC REQUIREMENTS

Performance requirements for this task order are provided in the Performance Work Statement (PWS)
attached to this RFQ.

4 SUPPLEMENTAL CLAUSES AND PROVISIONS

The following clauscs are included n this task order.

4.1 Clauses incorporated by reference
All cltauses found in the Vendor’s QASIS I BPA are included in this task order.

4.1.1 52.227-3 PATENT INDEMNITY (APR 1984)

4.1.2 52.232-7(e) PAYMENTS UNDER TIME-AND-MATERIALS AND LABOR-HOUR
CONTRACTS (AUG 2012)

4.1.3 52.232-25 PROMPT PAYMENT (JUL 2013)

4.2 C(lauses incorporated by full text

42,1 FARS52.217-9 - OPTION TO EXTEND THE TERM OF THE
CONTRACT (Mar 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor
within 15 days provided that the Government gives the Contractor a preliminary written notice of
tts intent to extend at least 30 days before the contract expires. The preliminary notice does not
commit the Government to an extension.

(b} If thc Government cxcrciscs this option, the extended contract shall be considered to include
this option clause.

(c) The total duration of this contract, including the exercise of any options under this clause,
shall not ¢cxcced 8 months,
(End of Clause)

4.2.2  5200.243.001 CONTRACTING OFFICER (CO)

The Contracting Officer is the only person authorized to make any changes, approve any changes in the
requirements of this contract, issue orders, obligate funds and authorize the expenditure of funds, and
notwithstanding any term contained elsewhere in this contract, such authority remains vested solely in the
Contracting Officer. (For further information, the Contracting Officer is a federal government employee
who is specifically authorized and appointed in writing under specified agency procedures and granted the
authority to enter mto, administer, and/or terminatc contracts and make related determinations and
findings.) In the event, the Contractor makes any changes at the direction of any person other than the
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Contracting Officer, the change will be considered to have been without authority and no adjustment will
be made in the contract price to cover any increase in costs incurred as a result thereof.

The following Primary Contracting Officer ts asstgned to this contract. Alernate Contracting Offtcers
may be assigned:

TSA Contracting Officer:
NAME: Kevin C. Dillon
PHONE NUMBER: 609-8130)6) |

EMAIL: |{©)6)

4.2.3 5200. 242.001 CONTRACTING OFFICER’S REPRESENTATIVE (COR) AND
TECHNICAL MONITORS

The principle role of the COR is to support the Contracting Officer in managing the contract. This is
done through furnishing technical direction within the confines of the contract, monitoring performance,
ensuring requirements are met within the terms of the contract, and maintaining a strong relationship with
the Contracting Officer. As a tcam the Contracting Officer and COR must ensure that program
requirements are clearly communicated and that the agreement is performed to meet them. The principle
role of the Technical Monitor (TM) is to support the COR on all work orders, tasks, deliverables and
actions that rcquire immediate attention relating to the approved scope and obhigated funding of the
contract action.

The Contracting Officer hereby designates the individual(s) named below as the Contracting Othicer's
Representative(s) and Technical Monitor(s). Such designations(s) shall specify the scope and limitations
of the authority so delegated.

TSA CORs:
NAME: Sung Lee
PHONE NUMBER: 571-227{®)6) |
EMATIL: |®X6) |

The COR(s) and TM(s) may be changed at any time by the Government without prior notice to the
Contractor, but notification of the change, including the name and phone number of the successor COR,
will be promptly provided to the Contractor by the Contracting Officer in writing.

The responsibilities and limitations of the COR are as follows:

 The COR is responsible for the technical aspects of the project and technical liaison with the
Contractor. The COR ts also responsible for the final inspection and acceptance of all reports and
such other responsibilities as may be specified in the contract.

e The COR may designate assistant COR(s) to act for him/her by naming such assistant in writing
and transmitting a copy of such designation through the Contracting Officer to the Contractor.

¢ The COR will maintain communications with the Contractor and the Contracting Officer. The
COR must report any observed frand, waste, or opportunities to improve performance of cost
efficiency to the Contracting Officer.

¢ The COR will immediately alert the Contracting Officer to any possible Contractor deficiencies
or questionable practices so that corrections can be made before the problems become significant.

9
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¢ The COR is not authorized to make any commitments or otherwise obligate the Government or
authorize any changes which affect the contract’s price, terms or conditions. Any Contractor
request for changes shall be referred to the Contracting Officer directly or through the COR. No
such changes shall be made without the expressed prior authorizatian of the Contracting Officer.

¢ The COR is not authorized to direct the Contractor on how to perform the work.

¢ The COR is not authorized to issue stop-work orders. The COR may recommend the
autharization by the Contracting Officer to issue a stop work order, but the Contracting Officer is
the only official authorized to issue such order.

e The COR is not authorized to discuss new proposed efforts or encourage the Contractor to
perform additipnal efforts an an existing contract or order.

The responsibilities and limitations of the TM are as fotlows:

¢ Coordmatimg with the COR on all work orclers, task, deliverables and actions that require
immediate attention relating to the approved scope and obligated funding of the contract action.

* Monitoring the Contractor’s performance in relation to the technical requirements of the assigned
functional area of the contract to ensure that the Contractor’s performance is strictly within the
contract’s scope and pbligated funding.

¢ Ensuring that all recommended changes in any work under the contract are coordinated and

submitted in writing to the COR for consideration.

Informing the COR if the Contractor is not meeting performance, cost, schedule milestones.

Performing technical reviews of the Contractor’s proposals as directed by the COR.

Performing acceptance of the Contractor’s deliverables as directed by the COR.

Reporting any threats to the health and safety of persons or potential for damage to Government

property or critical national infrastructure which may result from the Contractor’s performance or

fatlure to perform the contract’s requirements.

4.2.4 4202.242.002 “SUBMISSION OF INVOICES - Commercial”

(a) Background: The Transportation Sceurtty Acdministration (TSA) partners with the Umted States
Coast Guard Finance Center for financial services in suppart of TS A operations, including the payment of
contractor invoices. Therefore, all contractor invoices must be submitted to, and will be paid by, the U.S,
Coast Guard Finance Center (FinCen).

(b) Invoice Submission Mcthod: Invoices may be subnutted via facsimile, U.S. Mail, or cmail.
Contractors shall utilize ONLY ONE methad per invoice submissian. The submission information for
each of the methods is as follows in order of preference:

1) Facsimile numberis: 757-413-7314

The facsimile number listed above shall be used by contractorso for ORIGINAL invoice submission only.
If facsimile submission is utilized, contractars shall nat submit hard copies of invotces via the U.S. mail.
It s the responstbility of the contractor to verify that invoices are received, regardless of the method of
submission used. Contractors may inquire regarding the receipt of invoices by contacting the U.S. Coast
Guard Finance Center via the methods listed in subparagraph (d) of this clause.

2y U.S. Mail:
United States Coast Guard Finance Center

10



HSTS03-13-A-CIO549/HSTS03-16-J-CIO631
OASIS Il — Task Order 73 — iShare 111

TSA Commercial Invoices
P.O. Box 4111
Chesapeake, VA 233274111

3) Email Invaices:
FIN-SMB-TSAlInvoices@uscg.mil pr www. fincen.uscg.mil

(c) Invoice Process: Upon receipt of contractor invoices, FinCen will electronically route invoices to the
appropriate TSA Contracting Officer’s Technical Representative and/or Contracting Officer for review
and approval. Upon approval, the TSA will clectronically route the invoices back to FinCen. Upon
receipt of certified invoices from an Authorized Certifying Official, FinCen will initiate payment of the
invoices.

Note for discounts offered;

Discounts on invoices. If desired, the Contractor should offer discounts directly upen the invoice
submitted, clearly specifying the terms of the discpunt. Contractars can structure discaunted amounts far
payment for any time period less than the usual thirty day payment period specified under Prompt
Payment requirements; however the Contractor should not structure terms for payment of net amounts
invoiced any sopner than the standard perind required under FAR Subpart 32.9 regarding prompt
payments for the specified deliverables under contract.

Discounts offered after invoice submission, If the Contractor should wish to offer a discount on a specific
invorce after its subnussion for payment, the Contractor should submit a letter to the Finance Center
tdentifying the specific inveice for which a discount ts offered and specify the exact terms of the discount
offered and what time period the Government should make payment by in order to receive the discount.
The Contractor should clearly indicate the contract number, invoice number and date, and the specific
terms of the discount offered. Contractors should not structure terms for net amount payments any sooncr
than the standard period required under FAR Subpart 32.9 regarding prompt payments for the specified
deliverables under contract.

(d) Payment Status: Contractors may inguire on the payment status of an invoice by any of the following
means:

(1) Via the internet: https://www . fincen.uscg.mil

Contacting the FinCen Customer Service Section via tetephane at 1-800-564-5504 vr (7537) 523-6940
(Voice Option #1). The hours of operation for the Customer Service line are 8:00 AM to 5:00 PM
Eastern Time, Monday through Friday. However, the Customer Service line has a voice-mail feature that
ts available 24 hours per day, 7 days per week.

(2) Via the Payment Inquiry Farm: https://www fincen.uscg. mil/secure/payment.htm

(e) Invoice Elements: Invoices will antomatically be rejected if the informatton required in subparagraph

(a)(2) of the Prompt Payment Clause, contained in this Section of the Contract, including EFT banking

information, Taxpaycr Identification Number (TIN), and DUNS number are not included in the invoice.
11



HSTS03-13-A-CIO549/HSTS03-16-J-CIO631
OASIS Il — Task Order 73 — iShare 111

All invoices must clearly correlate invoiced amounts to the corresponding contract line item number and
funding citation. The Contractor shall work with the Government to mutually refine the format, content
and method of delivery for all invoice submissions during the performance of the Contract. Should an
invoice be rejected for any reason, the resulting revised invoice must be submitted for the period covered
by the original invoice, The revised invoice shall not be merged or combined with a subsequent invoice,

(f) Supplemental Invoice Documentation: Contractors shall submit all supplemental invoice
documentation (c.g. copics of subcontractor invoices, travel vouchers, ctc} necessary to approve an
invoice along with the original invoice. The Contractor tnvoice must contain the information stated in the
Prompt Payment Clause in order to be received and processed by FinCen. Supplemental invoice
documentation required for review and approval of invoices may, at the written direction of the
Contracting Officer, be submitted directly to either the Contracting Officer, or the Contracting Officer’s
Representative. Note for “time-and-materials” type contracts: The Contractor must submit the following
statement with cach invoice for labor hours invoiced under a “time-and-materials™ type contract, order, or
contract line item: *“The Contractor hereby certifies in accordance with paragraph (¢) nf FAR 52.232-7,
that each labor hour has been performed by an employee (prime or subcontractor) who meets the
confract’s specified requirements for the labor category invoiced.”

(g) Additional Invoice Preparation Instructions for Software Development and/or Hardware. The
Contractor shall clearty include a separate breakdown (by CLIN) for any software development activities
(labor costs, subcontractor costs, etc) in accordance with Federal Accounting Standards Advisory Board
Statement of Federal Financial Accounting Standards Number 10 (Preliminary design costs, Development
costs and post implementation cpsts) and cite payment terms. The contractor shatt provide make and
model descriptions as well as serial numbers for purchases of hardware and software (where applicable.)

(h) Frequency of Invoice Submission: Invoices shall be submitted on a monthly basis in arrears

4.2.5 5201.204.001 Personnel Access

All Contractor personnet requiring unescorted access to TSA facilities, information systems, or
information will be subject to the security procedures set forth in this contract,

4.2.6 3052.215-70 Key Personnel or Facilities (DEC 2003)

{a) The personnel or facilities specified below are constdered essential to the work being performed under
this Task Order and may, with the consent of the contracting parties, be changed from time to time during
the course of the Task Order by adding or deleting personnel or facilities, as appropriate.

(b} Before removing or replacing any of the specified individuals or facilities, the Contractor shall notify
the Contracting Offtcer, in writing, before the change becomes effective. The Contractor shall submit
suffictent information to support the proposed action and to enable the Contracting Officer to evaluate the
potential impact of the change on this Task Order. The Contractor shall not remove or replace personnel
or facitities untit the Contracting Officer approves the change.

The Key Perspnnel under this Task Order:

1y Application Engineer (Intermediate) ; 0))
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2) Project Manager{®©) |
3) DBusiness Process Reengineering Specialist:

—

b){8)

4.2.7 5200.237.006 SUBSTITUTION OF KEY PERSONNEL

The Contractor shall notify the Contracting Officer (CO} and the Contracting Officer’s Techmical
Representative (COR) priar ta making any changes in Key Persannel. Np changes in Key Persannel will
be made unless the Contractor can demonstrate that the qualifications of prospective replacement
personnel are equal to or better than the qualifications of the Key Personnel being replaced or otherwise
meet the standards applicable in the contract. All propased substitutes shall have qualificatians equal to pr
higher than the qualifications of the person to be replaced. The CO shall be notified in writing of any
proposed substitution at least fifteen (15) days, or forty-five (45) days if either a background investigation
for building or information system access and/or a security clearance (duce to classified contract
requirements that relate specifically to personnel) must be obtained to meet the contract’s requirements, in
advance of the proposed substitution. Such notification from the contractor shall include:

(a) an explanation of the circumstances necessitating the substitution:
(b} a complete resume of the proposed substitute; and

(c) any other information requested by the CO to cnable him/her to judge whether or not the Contractor is
maintaining the same high quality of personnel that provided the partial basis for award.

The CO and COR will evaluate substitution requests and promptly notify the Contractor of his/her
approval or disapproval in writing. All disapprovals will require resubmission of another substitution
within t5 calendar days by the Contractor.

4.2.8 5201.242.001 PERIOD OF PERFORMANCE FOR CONTRACTS REQUIRING
EMPLOYEE BACKGROUND CHECKS

The period of performance begins upon the day of award. However, contractor performance may begin
up to 6 days after cantract award to allow for the Enter On Duty Suitability Determination. Performance
may begin sooner if the vetting process takes less than 60 days.

4.2.9 3052.209-73 LIMITATIONS ON FUTURE CONTRACTING (JUN 2006)

(a) The Contracting Officer has determined that this acquisition may give risc to a potential
organizational conflict of interest. Accordingly, the attention of prospective offerors is invited to
FAR 9.5 — Organizational Contlicts of Interest.

{b) The restrictions upon future cantracting are as tollows:

(1} If the Contractor, under the terms of this contract, or through the performance of tasks
pursuant to this contract, is required tp develop specificatioms ar statements of work that are
to be incorporated into a solicitation, the Contractor shall be ineligible to perform the work
described in that solicitation as a prime or first-tier subcontractor under an cnsving DHS
contract. This restrictipn shall remain in effect far a reasonable time, as agreed to by the
Contracting Officer and the Contractor, sufficient to avoid unfair competitive advantage or
potential bias (this time shall in no case be less than the duration of the initial production
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contract). DHS shall not unilaterally require the Contractor to prepare such spectifications or
statements of work under this contract.

(2) To the extent that the work under this Contract requires access to proprietary, business
confidential, or financial data of other companies, and as long as these data remain
proprictary or confidential, the Contractor shall protect these data from unauthorized use and
disclosure and agrees not to use them to compete with those other companies.

4.2.10 General Requirements

4.2.10.1 Special Delivery Instructions:

All deliverables shall be created in the Department of Homeland Security Systems Engineering Life Cycle
(DHS SELC) format whenever an applicable template is available or a format provided by the GPM.

The TSA OASIS 1l Deliverable Submission Acceptance Form (DSAF) shall be provided to the
Government Project Manager (GPM) Technical Monitor (TM}, Contracting Officer (CO) and Contracting
Officer’s Representative (COR). The Contractor shall provide a Letter of Transmittal to the CO. The
deliverable shall be one hard copy and one soft copy via iShare site in MS Office format clearly marked
with:

Title of the submittal

e DHS contract number

e TSA work order number, and

e CLIN
The contractor is hereby notified that TSA is a Microsoft based environment for office productivity tools.
Document deliveries must be in a Microsoft format (where applicable).

4.2,11.2 Place/ Location of Performance/ Delivery

1. The Contractor ts required to perform the required work at sites spectfied in the task order.
2. Primary work on this task order will be performed at the Contractor’s facility in accordance with
the terms and conditions of the Contractor’'s OASIS II BPA.

3. Local commuting expenses within a fifty (50) mile radius of the TSA Headquarters (currently in
or near 601 12th Street, Arlington, VA) and other direct costs (cell phone, etc.) will not be
charged to the Government.

Travel outside the local arca is not authorized vnder this task order.

4.2.11.3 Accessibility Requirements (Section 508)

Scction 508 of the Rehabilitation Act, as amended by the Workforee [nvestment Act of 1998 (P.L. 105-
2203) requires that when Federal agencies develop, procure, maintain, or use electronte and informatton
technology (EIT), they must ensure that it is accessible to people with disabilities. Federal employees and
members of the public who have disahilities must have equal access to and use of information and data
that ts comparable to that enjoyed by non-disabled Federal employees and members of the public.
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All EIT deliverables within this work statement shall comply with the applicable technical and functional
performance criteria of Section 508 unless exempt. Specifically, the following applicable EIT
accesstbility standards have been identificd:

4.2.10.4 Section 508 Applicable EIT A ccessibility Standards

36 CFR 119421 Software Applications and Operating Systems, applies to all EIT software applications
and pperating systems procured or develpped under this work statement including but not limited to
GOTS and COTS software. In addition, this standard is to be applied to Web-based applications when
needed to fulfill the functional performance criteria. This standard also applies to some Web based
applicatipns as described within 36 CFR 119422,

36 CFR 1194.22 Web-based Intranet and Internet Information and Applications, applies to all Web-based
deliverables, including documentation and reports procured or developed under this work statement.
When any Web application uses a dynamic (non-static) interface, cmbeds custom user control(s), cmbeds
video or multtmedia, uses proprietary pr technical approaches such as, but not timited to, Flash pr
Asynchronous Javascript and XML (AJAX) then 1194.21 Software standards also apply to fulfill
functional performance criteria.

36 CFR 1194 24 Video and Multimedia Proclucts, applics 1o all video and multimedia products that are
procured or developed under this work statement. Any video or multimedia presentation shall also
comply with the software standards (1194.21) when the presentation ts through the use of a Web or
Software application interface having user controls available.

36 CFR 1194 31 Functional Performance Criteria, applics to all EIT deliverables regardless of delivery
method. All EIT deliverable shall use technical standards, regardless of technology, to tulfill the
functional performance criteria.

36 CFR 1194.4| Information Documentation and Support, applies to all documents, reports, as well as
help and support scrvices. To ensure that documents anel reports fulfill the required 1194.31 Functional
Performance Criteria, they shall comply with the technical standard associated with Web-bascd Intranct
and Internet Information and Applications at a mintmum. In addition, any help or support provided in this
waork statement that offer telephone support, such as, but not limited to, a help desk shall have the ability
to transmit and receive messages using TTY.

4.2.10.5 Section 508 Applicable Exceptions

Exceptions for this work statement have been determined by DHS and only the exceptions described
herein may be applied. Any request for additional exceptions shall be sent to the COR and determinatinn
will be made in accordance with DHS MD 4010.2. DHS has identified the following exceptions that may
apply: 36 CFR 1194.3(b) Incidental to Contract, all EIT that is exclusively owned and used by the
contractor to fulfill this work statement docs not require compliance with Section 508. This exception
does not apply to any EIT deliverable, service or ttem that will be used by any Federal employee(s) or
member(s) of the public, This exception only applies to those contractors assigned to fulfill the
obligations of this work statement and for the purposes of this requirement, are not considercd members
of the public.
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4.2.10.6 Section 508 Compliance Requirements
36 CFR 1194.2(b) (COTS/GOTS products), When procuring a product, cach agency shall procurc

products which comply with the provisions in this part when such products are available in the
commercial marketplace or when such products are developed in response to a Government solicitation.
Agencies cannot claim a product as a whole is not commercially available because no product in the
marketplace meets all the standards. Tf products are cammercially available which meet some but not all
of the standards, the agency must procure the product that best meets the standards. When applying this
standard, all procurements of EIT shall have documentation of market research that identify a list of
products or services that first meet the agency business needs, and from that list of products or services,
an analysis that the selected product met more of the accessibility requirements than the non-selected
products as required by FAR 39.2, Any selection of a product or service that meets less accessibility
standards duc to a significant difficulty or expensc shall only be permitted under an unduc burden claim
and requires authorization from the DHS Office of Accessible Systems and Technology (QAST) in
accordance with DHS MD 4010.2.

4.2.11 DHS and TSA Enterprise Architecture Compliance

a) The Contractor shall ensure that all solutions, products, deliverables, and services are aligned and
compliant with the current DHS and TS A Enterprise Architecture, and the Federal Enterprise
Architecture Framcwork (OMB Rceference Models).

b) All solutions and scrvices shall meet DHS and TS A Enterprisc Architecture policics, standards,
and procedures. Specifically, the contractor shall comply with Homeland Security Enterprise
Architecture (HLS EA) requirements.

1. All developed solutions and requirements shall be compliant with the HLS EA.

i1.  The contractor shall align all soluttons and services and ensure compliance with applicable TSA
and DHS IT Security, Application, System, Network, Data, Information, and Business
Architecture policies, directives, guidelines, standards, segment architectures and reference
architectures.

1. The contractor shall utilize any existing TSA or DHS user interface design standards, style
guides, and/or policies and standards far human factars, usability, user experience, ar human
computer interaction (HCT).

iv. All solution architectures and services (Application, System, Network, Security, Information,
ctc.) shall be reviewed and approved by TSA EA as part of the TSA SELC review process and in
accordance with all applicable DHS and TSA IT governance policies, directives, and processes
(i.e. TSA IT Governance Management Directive 1400.20). This includes the Solution
Engmeerig Review (SER}, Preliminary Design Review (PDR} and Critical Design Review
(CDR) stage gates. All implementatians shall follow the approved splutipn architecture/design
withont deviation. Any changes, to either the prior approved solution and/or prior approved
design that are identified during subsequent SELC phases, including testing, implementation and
deployment, shall undergo additional EA review priar ta proceeding.
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<)

All IT hardware and software shall be compliant with the TSA and HLS EA Technical Reference
Model (TRM) Standards and Products Profile; all products are subject to TSA and DHS
Enterprise Architectural approval. No products may be utilized m any production environment
that ts not inctuded in the TSA and HLS EA TRM Standards and Praducts Prafile.

Description information for all data assets, information exchanges and data standards, whether
adopted or developed, shall be submitted to the TSA Enterprise Architecture data Management
Tcam, who will be responsible for coordination with the DHS Enterprise Data Management
Office (EDMO) for review, approval and insertion into the DHS Data Reference Model and
Enterprise Architecture Information Repository.

1.

v.

Development of data assets, information exchanges, and data standards will comply
with the DHS Data Management Policy MD 103-01 and all data-related artitfacts will
be developed and validated according to DHS and TSA data management
architectural guidelines and subject to the TSA Enterprise Architecture Data
Management Team (EDM) approval.

In addition to the Federal Acquisitions Regulations (FAR) Subpart 27.4 - ‘Rights in
Data and Copyrights” and Section 35.0t 1 detailing technicat data delivery, the
contractor shall provide all TSA-specific data in a format maintaining pre-existing
referential integrity and data canstraints, as well as data structures i an
understandable format to TSA. Examples of data structures can be defined as, but
not limited to

Data models depicting relationship mapping and, or linkages
Metadata information to define data definitions
Detailed data formats, type, and size

Delincations of the referential mtegrity (c.g., primary key/foreign key) of data schemas,
structures, and ar taxanomies

All TS A-specific data shall be delivered in a secure and timely manner to TSA. Data
security is defined within the ‘Requirements for Handling Sensitive, Classified,
and/or Proprietary Information’, section of this SOW. This definition complics with
not only the detivery of data, but also maintaining TS A-specific data within a non-
TSA or DHS proprietary system. Alternative data delivery techniques may also be
defined by TSA Enterprise Data Management (EDM) team.

All metadata shatt be pre-detined upan delivery ta TSA. Metadata shall be delivered
in a format that is readily interpretable by TSA (e.2. metadata shatl be extracted from
any mefadata repository that is not utilized by TSA and delivered in a TSA approved
manncr}. Mctadata shall also provide an indication of historical verses the most
current data to be used, as well as frequency of data refreshes.
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v.  The contractor shalt adhere to providing a Data Management Plan (DMP), as defined
by Enterprise Architecture, to the EA design review team before the
preliminary/eritical design review. The Data Management Plan includes conceptual
and Ipgical data mpdels, data dictianaries, data asset profile, and ather artifacts
pertinent to the project’s data. All data artifacts must adhere to TSA EA data
standards defined and published before the design review. Data Standards include
but are not limited ta, data asset standards, metadata standards, togicat/physical
naming standards, and information exchange (using the National Information
Exchange Model (NIEM}) standards. All required artifacts must be provided to and
appraved hy the EA Design Review team.

d) Applicahility of Internet Pratacol Version 6 (IPv6) ta DHS-related campbnents (networks,
infrastructure, and applications) specific to individual acquisitions shall be in accordance with the
DHS Enterprisc Architecture {per OMB Mcemorandum M-05-22, August 2, 2005) regardless of
whether the acquisition is for madification, upgrade, ar replacement. All EA retated component
acquisitions shall be TPv6 comphiant as defined in the U.S. Government Version 6 (USGv6)
Profile (National Institute of Standards and Technology (NIST) Special Publication 500-267) and

the correspanding dectarations of eonfarmance detined in the USGv6 Test Program.

4.2.12 Monthly Burn Report

On a monthly basis, the Contractor shall provide a monthly burn repoit to the TM, COR and CO. The
report shall provide the Government an accurate report for monthly contract expenscs. This monthly
report shall be within 5% of the actual monthly total cost.  The monthly burn report shall include
projected monthly cost vs actual monthly cost; projected hours burned per labor category per CLIN vs
actual hours burned per labor category per CLIN; projected level of effort per task vs actual level of
effort per task;( overalt CLIN burn percentage; and overall cantractual burn percentage. The report
format shall include tasking, labor category, hourly tabor cost, hours, and total cost matching the
following format. All projected and actual burn per labor category per mobile applications development
CLINs shall be assoctated with the project number frem the retevant Praject Definitien Document, so that
burn is directly associated with the related effort in accordance with the approved Project Definition
Document.

The Monthly Burn Report 1s due on the 15th of each month for the previous month’s burn rate. (If the
15th falls on a weekend/haliday, then the first husiness day prior ta the 15th).
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Burn Rate Example

Monthly Burn, WP 004, Project Name, Month
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_J_a_ck Aablt Cata Entry Mo ¢ Spap oAt on Propeammet | LiB% 99 B0 0 5L0,199 40

lack tabhb Report ng Moduie App rcaton Programmer } 532500 w00 41350000

Lucy fones, PAY Supnart SME D 518000 800 SLX00000
[Monthiy Tatal 3200] 55504820

4.2.13 Information Assurance Requirements for TSA Acquisitions (April 2016)

4.2.13.1 General Security Requirements

The Contractor shall comply with all Federal, Department of Homeland Security (DHS) and
Transportation Sccurity Administration (TSA) sccurity and privacy guidelines in cffect at the time of the
award of the contract, As well as those requirements that may be discretely added during the contract.

The Contractor shall perform periodic reviews to ensure compliance with all information security and
privacy requirements.

The Contractor shall comply with all DHS and TSA security controls to ensure that the Government's
security requirements are met. These controls are described in DHS PD 4300A and TSA MD 1400 series
sccurity policy documents and are based on the current Natienal Institute of Standards and Technology
(NIST) Special Publicatian (SP) 800-53 standards.

The Contractor shall include this guidance n all subcontracts at any tier where the subcontractor is
performing the work defined in this statement of work (SOW).

The Contractor shall ensure all staff have the required level of security clearance commensurate with the
sensitivity of the information being accessed, stored, processed, transmitted or otherwise handled by the
System or required to perform the work stipulated by the contract. At a minimum, all Contractor staff
shall be subjected to a Public Trust background check and be granted a Public Trust clearance before
access to the System ar ather TSA resources is granted.

The Contractar shall sign a DHS Non-Disclosure Agreement (NDA) within (3() calendar days of the
contract start date.

The Contractor shall nat release, publish, or disclose agency information to unauthorized persannel, and
shall protect such information in accordance with the provisions of the pertinent laws and regulations
governing the confidentiality of sensitive information.

The Contractor shall ensure that its staff follow all policies and procedures governing physical,
cnvironmental, and mformation sccurity described in the various TSA regulations pertaining thereto, and
the specifications, directives, and manuals for conducting wark to generate the products as required by
this contract. Personnel shall be responsible for the physical security of their area and government
furnished equipment (GFE) issucd to the contractor under the terms of the contract.
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The Contractor shall make all system information and documentation produced in support of the contract
available to TSA upon request.

4.2.12.2 Training Requirements

All Contractor employees, requiring system access, shall recetve inittal Organtzational Security
Fundamentals Training within 60 days of assignment to the contract via the Online Learning Center
(OLC). Refresher training shall be completed annually thereafter.

The Contractor shall complete annual online training for Organizational Security Fundamentals and TSA
Privacy training.

Role¢ Based training is required for contract employecs with Significant Security Responsibility (SSR),
whose job proficiency ts required for overall network security within TSA, and shall be in accordance
with DHS and TSA policy. The contractor will be notified if they have a position with significant
security responsibility.

Individuals with SSR shall have a documented individual training and education plan, which shall ensure
currency with position skills requirements, with the first course to be accomplished within 9 days of
employment or change of position. The individual training plan shall be refreshed annually or
immediately after a change in the individual’s position description requirements.

Information Secuirty and Privacy training supplied by the Contractor shall meet standards established by
NIST and set forth in DHS and TSA sccurity policy.

The Contractor shall maintain a list of all employces who have completed training and shall submit this
list to the contracting officer representative (COR) upon request, or during DHS/TSA onsite validation
visits performed on a periodic basis.

The contractor shall its employees review and sign the TSA Form 1403 Computer and Wireless Mobile
Device Access Agreement (CAA) prior to accessing IT systems.

4.2.12.3 Configuration Management (hardware/software)

Hardware or software configuration changes shall be in accordance with the DHS Information Security
Performance Plan {current year and any updates thereafter), the DHS Continuous Diagnostics and
Mitigation (CDM) Program to include dashboard reporting requircments and TSA's Configuration
Management policy. The TSA Chief Information Security Officer (CISO)Information Assurance and
Cyber Security Division (IAD) shall be informed of and involved in all configuration changes to the TSA
IT cnvironment inclucling systems, software, infrastructure architecture, infrastructure asscts, and end user
assets. The TSA TAD POC shall approve any request for change prior to any development activity
occurring for that change and shall define the security requirements for the requested change. The COR
will provide access to the DHS Information Security Performance Plan.

The Contractor shall ensure all application or configuration patches and/or Requests for Change (RFC)
have approval by the Technical Discussion Forum (TDF), Systems Configuration Control Board (SCCB)
and lab regression testing prior to controlled change release under the security policy document, TSA
Management Directive (MD) 1400.3 Information Technology Security and TSA Information Assurance
(IA) Handbook, unless immediate risk requires immediate intervention. Approval for immediate
intervention (emergency change) requires approval of the TSA CISO, SCCB co-chairs, and the
appropriate Operations Manager, at a minimum.
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The Contractor shall ensure all sites impacted by patching are compliant within 14 days of change
approval and release.

The acquisition of commercial-off-the-shelf (COTS) Information Assurance (TA) and TA-enabled IT
products (to be used on systems entering, processing, storing, displaying, or transmitting “sensitive
information™) shall be limited to those products that have been evaluated and validated, as appropriate, in
accordance with the following;

e The NIST FIPS validation program.

¢ The National Security Agency (NSAYNIST, National Information Assurance Partnership
(NIAP) Evaluation and Validation Program.

¢ The International Common Criteria for Information Security Technology Evaluation
Mutual Recognition Agreement.

US Government Configuration Baseline and DHS Configuration Guidance

a} The provider of information technology shall certify applications are fully functional and operate
correctly as intended on systems using the US Government Configuration Bascline (USGCB) and
in accardance with DHS and TSA guidance.

I. USGCB Guidelines:

a. hupfusechmst.zov/usgeb content.html

2. DHS Sensitive Systems Configuration Guidance

a.  http:/fdhsconnect.dhs. goviore/comp/mgmt/eio/iso/Pages/ssce.aspx

b) The standard installation, operation, maintenance, updates and/or patching of software shall not
alter the configuration settings from the approved USGCB configuration. The information
technology shall also use the Windows Installer Service for installation to the default “program
files” directory and shall be able to discretely install and uninstall.

c} Applications designed for general end users shall run in the general user context without elevated
system administration privileges.

The Contractor shall establish processes and procedures for continuous monitoring of Contractor systems
that contain TSA data/information by ensuring all such devices are monitored by, and report to, the TSA
Security Operations Center (SOC), The Contractor shall perform monthly security scans on servers that
contain TSA data, and shall send monthly scan results to the TSA 1AD.

4.2.13.4 Risk Management Framework

The Security Authorization and Ongoing Authorization Process in accordance with NIST SP 800-37 and
SP 800-137 (current versions) is a requirement for all TSAIT systems, including general suppart systems
(e.g.. standard TSA desktop, general network infrastructure, electronic mail, etc.), major applications and
development systems (if connected to the operational network or processing, storing, or transmitting
government data). These processes are documented in the NIST Risk Management Framework. Ongoing
Authorization is part of Step 6 “Monitoring™ of the Risk Management Framework, All NIST and
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DIACAP guidance are publicly available; TSA and DHS security policy is disclosed upon contract
award.

A writlen authority 1o operate (ATO) granted by the TSA Authorizing Offtcial (AO) s required prior (0
pracessing operational data or connecting to any TSA network. The contractor shall provide all necessary
system information for the security authorization effort.

TSA will assign a security category to each IT system compliant with the requirements of Federal
Information Proccssing Standards (FIPS) 199 and assign security controls to those systems consistent
with FIPS 2(10.

Unless the AO specifically states otherwise for an individual system, the duration of any Accreditation
will be dependent on the FIPS 199 rating and overall residual risk of the system; the length can span up to
36 months.

The Security Authortzation Package contains dneumentation required tor Security Authorizations and
Ongoing Authorization. The package shall contain the following security documentation: 1) Security
Assessment Report (SAR) 2) Security Plan (SP) or System Securnity Authorization Agreement (SSAA), 3)
Contingency Plan, 4) Contingency Plan Test Results, 5) Federal Information Processing Standards (FIPS)
199 Security Categorization, 6) Privacy Threshold Analysis (PTA), 7) E-Authentication, 8) Security
Assessment Plan {(SAP), 9)Authorization to Operate (ATO) Letter, 10) Plan of Action and Milestones
(POA&M), and 11) Ongoing Authorization Artifacts as required by the DHS Ongoing Authorization
Methodology (current version). The SA package shall document the spectfic procedures, training, and
accountability measures in place for systems that process personally identifiable information (PII}, All
security compliance documents will be reviewed and approved by the Chief Information Sceurity Officer
{CISO) and the Information Assurance and Cyber Security Division (JAD), and accepted by the
Contracting Officer upon creation and after any subsequent changes, betore they go intp effect.

4.2.13.5 Contingency Planning

The Contractor shall develop and maintain a Contingency Plan (CP), to include a Continuity of Operation
Plan (COOP), to address circumstances whereby normal operations are disrupted in accordance with The
Office of Management and Budget (OMB) Circular A-130, Appendix IIL

The Contractor shall ensure that contingency plans are consistent with template provided in the DHS
Information Assurance Compliance System Tool. If access has not been provided initially, the contractor
shall use the DHS 4300A Sensitive System Handbook, Attachment K, IT Contingency Plan Template.

The Contractor shall identify and train all TSA personnel involved with COOP efforts in the procedures
and logistics of the disaster recovery and business continuity plans.

The Contractor shall ensure the availability of critical resources and facilitate the COOP in an cmergeney
situation.

The Contractor will test their CP annually.
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The Contractor shall record, track, and correct any CP deficiency and any defictency correction that
cannot be accomplished within one month of the annual test will be elevated to the Information Assurance
and Cyber Sceurtty Division {IAD).

The Contractor shall retatn records of the annual CP testing for review during periodic audits.

The Contractor shall ensure the CP addresses emergency response, backup operations, and recavery
operations.

The Contractor shall have an Emergency Response Plan that includes procedures appropriate to fire,
flood, civil disorder, clisaster, bomb threat, or any other incident or activity that may endanger lives,
property, or the capability to perform essential functions.

The Contractor shall have a Backnp Operations Plan that includes procedures and responsibilities to
ensure that essential operations can be continued if normal processing or data communications are
interrupted tor any reasan far an unacceptable period of time as described in the Performance Wark
Statement.

The Contractor shall have a Post-disaster Recovery Plan that includes procedures and responsibilities to
facilitate rapid restoration of normal operations at the primary site or, if necessary, at a new facility
following the destructian, major damage, or other majar interruptian at the primary site.

The Contractar shall ensure all TSA data (e.g., mail, data servers, etc.) is incrementally backed up an a
daily basis.

The Contractor shall ensure a full backup of all network data occurs as required by the system’s
availability security categorization impact rating per TSA Information Assurance policy.

The Contractor shall ensure all network application asscts (c.g., application scrvers, domain controllers,
Infarmation Assurance (IA) toals, etc.) will be incrementally backed up as required to eliminate lass af
critical audit data and allow for restoration and resumption of normal operations within one hour.

The Contractor shall ensure sufficient backup data to facilitate a full operational recovery within one
business day at either the prime operational site or the designated alternate site will be stored at a
secandary location determined by the local element disaster recavery plan.

The Contractor shall ensure that data at the secondary location is current as required by the system’s
availability security categorization impact rating,

The Contractor shall ensure the location of the lecal backup repository and the sccondary backup
repasitary is clearly defined, and access controlled as an Information Security Restricted Area {ISRA).

The Contractar shall adhere ta the DHS Security Architecture Guidance Volume |: Network and System
Infrastructure for the layout of the file systems, or partitions, on a system’s hard disk impacting the
sceurity of the data on the resultant system. File system design shall:

e Separate generalized data from operating system (OS} files
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e Compartmentalize differing data types
¢ Restrict dynamic, growing log files or audit trails from crowding other data.

The contractor shall adhere to the DHS Sccurity Architecture Gurdance Volume 1: Network and System
Infrastructure Design for the management pf mixed data for OS files, user accounts, externally-accesses
data files and audit logs.

4.2.13.6 Program Performance

The Contractor shall comply with requests to be audited and provide responses within three business days
to requests for data, information, and analysis from the TS A Information Assurance and Cyber Security
Dhviston (LAD) and management, as directed by the Contracting Offieer.

The Contractor shall provide support during the Informatipn Assurance and Cyber Security Divisinn
(TADD) andit activities and efforts. These andit activities may include, bnt are not limited to the following:
requests for system access for penetration testing, vulnerability scanning, incident response and forensic
review.

4.2.13.7 Federal Risk and Authorization Management Program (FedRAMP)

If a vendor is to host a system with a Cloud Service Provider, the following shall apply:

FedRAMP Requirements: Private sector splutipns will be hosted by a Joint Authprization Board (JAB)
approved Infrastructure as a Service (IaaS) Cloud Service Provider

(CSP) (http:Acloud.cio.gov/fedramp/cloud-systems) and shall follow the Federal Risk and Authorization
Management Program (FedRAMP) requirements. The Cloud Service Provider shall adhere to the
following in addition to the FedRAMP requirements: Identity and entitlement access management shall
be done through Federated Identity: SSIand PII shall be encrypted in storage and in transit as it is
dispersed across the cloud; Sanitization of all TSA data shall be done as necessary at the [aaS, PaaS or
Saa8 levels; Cloud bursting shall not aceur; TSA data shall be logically separated fram other cloud

tenants; All system administrators shall be U.S. ¢itizens; TSA data shall not leave the United

States:  The cloud internet connection shall be behind a commercial Trusted Internet Connectiron that has
EINSTEIN 3 Accelerated (E3A) capabilities deployed. These include but are npt limited to the analysis
of network flow records, detecting and alerting to known or snspected cyber threats, intrusion prevention
capabilities and under the direction of DHS detecting and blocking known or suspected cyber threats
using indicators. The E2A capability shall use the Domain Name Server Sinkholing capability and Email
filtering capability allowing scans to occur destined for .gov networks for malicious attachments, Uniform
Resource Locators and other forms of malware before being delivered to .gov end-users.

Private Sector System Requirements: TSA shall conduct audits at any time on the private sector systems,
and the system shall be entered inta the TSA FISMA Inventary as a system of record using the Contrpl

Implementation Summary (CTS) provided by the Cloud Service Provider. Security artifacts shall be
created and maintained in the DHS Information Assurance Compliance Tool (IACS}. The private sector
systems are required to go through the Security Authorization Process and the Risk Management
Framework in accordance the Federal Information Systems Management Act and NIST SP 800-37 Rev.
1. The clond internet connection shall be behind a commercial Trusted Internet Connection that has
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EINSTEIN 3 Accelerated (E3A) deployed. Security event logs and application logs shall be sent to the
TSA SOC. Incidents as defined in the TSA Information Assurance 1400.3 Management Directive and

Handbook shall be reported to the TSA SPOC 1-800-253-8571. DHS Information Sccurity Vulnerability
Management Alerts and Bulletins shall be patched within the required time frames as dictated by DHS.

4.2.13.8 Information Assurance Policy

All services, hardware and/ar saftware provided under this task order must be compliant with DHS
4300A DHS Sensitive System Policy Directive, DHS 4300A Sensitive Systems Handbook., TSA MD
1400.3 Information Technology Security Policy, TSA Information Assurance Handbook and Technical
Standards.

The Contractor selution shall follaw all current versions of TSA and DHS peolicies, procedures,
guidelines, and standards, which will be provided by the Contracting Officer, including but not limited to:

¢ DHS Sensitive Systems Policy Directive (PD) 4300A

e DHS 4303]A Sensitive Systems Handbpak

e DHS National Security Systcms Policy Directive (PD) 43008
e DHS 4300B National Secunity Systems Handbook-

e TSA MD t400.3 Information Technology Security

e TSA Information Assurance Handbook

e TSA Technical Standards

e DHS IT Security Architecture Guidance Volumes 1, 2 and 3
e DHS/TSA Systems Engineering Lifecycle (SELC)

¢ DHS Performance Plan (current fiscal year)

* DHS Ongoing Authorization Mcthoclology (current version)
+  OMB M-10-28, M-14-03

Authorized use of TSA IT systems and resources shall be in accordance with the TSA Information
Assurance Handbook.

The contractar shall camplete TSA Form 251 and TSA Farm 251-1 for sensitive or accountable
property. The contractor shall email the completed forms to TSA-Property @dhs.gov and mclude a hard

copy with the shipment.
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4.2.13.9 Data Stored/Processed at Contractor Site

Unless otherwisce directed by TSA, any storage of data must be contamed within the resources allocated
by the Contractor to support TSA and may not be on systems that are shared with other commercial ar
government clients.

4.2.13.10 Remote Access

The Contractor remote access connection to TSA networks shall be considered a privileged arrangement
for both Contractor and the Government to conduct sanctioned TSA business. Therefore, remote aceess
rights must be expressly granted, in writing, by the TSA Information Assurance and Cyber Sceurity
Division (TAD).

The Contractor remote access connection to TSA networks may be terminated for unauthorized use, at the
sole discretion of TSA.

4.2.13.11 Interconnection Security Agreement

If the service being supplied requires a connection to a non-DHS, Contractor system, or DHS
system of different sensitivity, the following shall apply:

Intercannections hetween DHS and non-DHS IT systems shall he estahlished only through controlled
interfaces and via approved service providers. The controlled interfaces shall be accredited at the highest
security level of information on the network. Connections with other Federal agencies shall be
documented based on interageney agreements; memoranda of vnderstanding/agreement, service level
agreements or interconnection service agreements.

IS As shall be reissued every three (3) years or whenever any significant changes have been made to any
of the interconnected systems.

ISAs shall be reviewed and updated as needed as a part of the annual FISMA sclf-assessment.

4.2.13.12 SBU Data Privacy and Protection

The contractor must satisfy requirements to work with and safeguard Sensitive Security Information
(SSI), and Personally Identifiable Information (P1I). All support personnel must understand and
rigorously follow DHS and TS A requirements, policies, and procedures for safeguarding SST and

PIL. Contractor personnel will be required to complete online traiming for SSI and Informational Security,
which take one hour cach, as well as TSA online Privacy training.

The Contractor shall be respansihle for the security of 1) all data that is generated hy the contractor on
behalf of the TSA, ii) TSA data transmitted by the contractor, and iii) TS A data otherwise stored or
processed by the contractor regardless of who owns or controls the underlying systems while that data is
under the contractor’s control. All TSA data, including but not limited to PII, sensitive sceurity
information (S$ST), sensitive but unclassified (SBU), and critical infrastructure information (CI1), shall be
protected according to DHS and TS A security policies and mandates.
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TSA will identify IT systems transmitting unclassified/SST information that will require protection based
on a risk assessment. If encryption is required, the following methods are acceptable for encrypting
sensitive information:

s FIPS 197 (Advanced Encryption Standard (AES)} 256 algorithm and cryptographic modules that
have been validated under FIPS 14{-2. {current versian)
¢ National Scecurity Agency (NSA) Type 2 or Type | encryption. {current version)
¢ Public Key Infrastructure (PKI} (sce paragraph 5.5.2.1 of the Department of Homeland Scecurity
(DHS) 430(A Sensitive Systems Handboak). (current version)
The contractor shall maintain data control according to the TSA security level of the data. Data
separation shall inclucle the use of discretionary access control methods, VPN cneryption methods, data
aggregation controls, data tagging, media marking, backup actions, and data disaster planning and
recovery. Contractors handling PIT must comply with TSA MD 3700.4, Handling Sensitive Personally
ldentifiable Information (current version).

Users of TSA IT asscts shall adhere to all system sceurity requirements to ensure the confidentiality,
integrity, availability, and non-repudiativn af information under their control. All users accessing TSA IT
assets are expected to actively apply the practices specified in the TSA Information Assurance Handbook
and applicable IT Sceurity Technical Stanclards.

The contractor shall comply with Sensitive Personally Identifiable Information (Sensitive PLI} disposition
requirements stated in the TSA Information Assurance Handbook, applicable Technical Standards and
TSA MD 3700.4, Handling Sensitive Personally Identifiable Infonmation.

The Contractor shall ensure that source code is protected from unauthorized access or dissemination.

4.2.13.13 Disposition of Government Resources

At the expiration of the contract, the contractor shall return all TS A information and TT resources
provided to the contractor during the contract, and provide a certification that all assets containing or used
to process TSA information have been samitized in accordance with the TSA MD 1400.3, TSA
Infarmation Assurance Handbook and Technical Standards. The contractor shall certify in writing that
sanitization or destruction has been performed. Sanitation and destruction methods are outlined in the
NIST Special Publication 800-88 Guidclines for Media Sanmitization, and TSA Technical Standard 046 /T
Media Sanitization and Dispasition. The contractor shall email signed proot of sanitization to the

COTR. In addition, the contractor shall provide a master asset inventory list that reflects all assets,
government furnished equipment (GEE)Y or non-GFE that were used to process TSA mformation.

4.2.14 Sccurity of Systems Handling Personally Identifiable Information and Privacy
Incident Response

(a) Definitions.

“Breach” (may be used interchangeably with “Privacy Incident’) as vsed in this clause means the loss of
control, compremise, unauthorized disclosure, unauthorized acquisition, unauthorized access, or any
similar situation where persons other than authorized users, and for other than authorized purpose, have
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access or potential access to Personally Identifiable Information, in usable form whether physical or
electronic.

“Personally ldentiftable Information (P11} as used 1n this clause means any mlormation thal permits the
tdentity of an individual to be directly or indirectly inferred, including any other information that is linked
or linkable to that individual regardless of whether the individual is a citizen of the United States, legal
permanent resident, or a visitor to the United States.

Examplcs of PIl include: name, date of birth, mailing address, telephone number, Social Sccurity
Number (88N}, email address, zip code, account numbers, certiticate/license numbers, vehicle identifiers
including license plates, uniform resource locators (URLs), Internet protocol addresses, biometric
identifiers (e.g., fingerprints), photographic facial images, or any other unique identifying number or
characteristic, and any information where it is reasonably foreseeable that the information will be linked
with other information to identify the individual.

“Sensitive Personally Identifiable Information (Sensitive PII)” as used in this clause is a subset of
Personally Identifrable Information, which if lost, compromised or disclosed without authorization, coull
result in substantial harm, embarrassment, inconvenience, or unfairness to an individual. , Complete
social security numbers (S8N), alien registration numbers (A-number} and biometric identifiers (such as
fingerprint, voiceprint, or iris scan) are considered Sensitive PII even if they are not coupled with
additional PIL. Additional examples include any groupings of information that contains an individual™s
name or other unique identifier plus one or more of the following elements:

1. Driver’s license number, passport number, or truncated SSN (such as last 4 digits)

2. Date of birth (month, day, and year)

3. Citizenship or immigration status

4, Financial information such as account numbers or Electronic Funds Transfer Information
3. Mecdical Information

6. System authentication information such as mother’s maiden name, account passwords or personal
identification numbers (PIN)

Other Personally Identifiable information may be “sensitive” depending on its context, such as a list of
employees with less than satisfactory performance ratings or an unlisted home address or phone number,
In contrast, a business card or public telephone directory of agency employees contains Personally
Identifiable Information but it is not sensitive,

(b} Systems Access. Work to be performed under this contract requires the handling of Sensitive PIL
The contractor shall provide the Government access to, and information regarding systems the contractor
operates on behalf vf the Government under this contract, when requested by the Government, as part of
its responsibility to ensure compliance with security requirements, and shall otherwise cooperate with the
Government in assuring compliance with such requirements. Government access shall include
independent validation testing of controls, system penetration testing by the Government, Fedceral
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Information Security Management Act (FISMA) data reviews, and access by agency Inspectors General
for its reviews,

(c) Systems Securily. In performing its duttes related to management, operation, and/or access of
systems containing Sensitive PII under this contract, the contractor, its employees and subcontractors
shall comply with applicable security requirements described in DHS Sensitive System Publication
4300A or any replacement publication and rules of conduct as described in TSA MD 3700.4

In addition, use of contractor-owned laptops or other media storage devices to process or store PlLis
prohibited under this ¢pntract until the contractor provides, and the

Contracting officer in coordination with CISO approves written certification by the contractor that the
following requirements are met:

1. Laptops employ encryption using a NIST Federal Information Processing Standard (FIPS) 140-2

DI SUCCERS0T appr(wed pI'()dllC[;

[

The contractor has developed and implemented a process to ensure that security and other
applications software are kept current;
3. Mobile computing devices utilize anti-viral software and a host-bascd firewall mechanisn;
4. When np longer needed, all removable media and laptop hard drives shall be processed (i.e.,
sanitized, degaussed, or destroyed) in accordance with DHS security requirements.
5. The contractor shall maintain an accurate inventory of devices used in the performance of this
contract;
6. Contractor employee annual training and rules of conduct/behavior shall be developed,
conducted/issucd, and acknowledged by employees in writing. Training and rules of conduct shall
address at mintmuim:
i. Authprized and official use;
i1, Prohibition against use of personally-owned equipment to process, access, ot storg
Sensitive PIL:
iti. tii. Prohibitton against access by unauthorized users and unauthorized use by authprized
users; and

iv.  Protection of Sensitive PII;
7. All Sensttive PII obtained under this contract shall be removed from contractor-owned
information technology assets upon termination or expiration of contractor work. Removal must
be accomplished in accordance with DHS Sensitive System Publication 4300A, which the
contracting officer will provide upon request. Certification of data removal will be performed by
the contractor’s Project Muanager and written notification confirming certification will be
delivered to the contracting officer within 15 days of termination/expiration of contractor work.

(d) Data Security. Contractor shall limit access to the data covered by this clause to those employees and
subcontractors who require the information in order to perform their official dutics under this contract.
The contractor, eontractor employees, and subcontractors must physically secure Sensitive PIT when nnt
in use and/or under the control of an authorized individual, and when in transit to prevent unauthorized
access or loss. When Scnsitive PIIL is no longer needed or required to be retained under applicable

29



HSTS03-13-A-CIO549/HSTS03-16-J-CIO631
OASIS Il — Task Order 73 — iShare 111

Government records retention policies, it must be destroyed through means that will make the Sensitive
PII irretrievable,

The contractor shall only use Sensitive PIIL oblatned under this contract for purposes of the contract, and
shall not collect or use such information for any other purpose without the prior written approval of the
contracting officer. At expiration or termination of this contract, the contractor shall turn over all
Sensitive PII obtained under the contract that is in its possession to the Government.

{(¢) Breach Response. The contractor agrees that in the event of any actual or suspected breach of
Sensitive PIT (i.e., loss of controt, compromise, unauthorized disclosure, access for an unauthorized
purpose, or other nnauthorized access, whether physical or electronic), it shall immediately, and in no
event later than one hour of discovery, report the breach to the contracting officer, the Contracting
Officer’s Representative (COR), and the TSA Director of Privacy Policy & Compliance
(TSAprivacy@dhs.gov). The contractor is responsibte for positivety verifying that notification is
received and acknowledged by at least one of the foregoing Government parties.

(f) Pcrsonally Identifiable Information Notification Requirement. The contractor has in place proccdures
and the capability to promptly notify any individual whose Sensitive PIT was, or is reasonably believed to
have been, breached, as determined appropriate. The method and content of any notification by the
confractor shall be coordinated with, and subject to the prior approval of the Government, based upon a
risk-based analysis conducted by the Government in accordance with DHS Privacy incident Handling
Guidance. Notification shall not proceed unless the Government has determined that: (1) notification is
appropriate; and (2) would not impede a law enforcement investigation or jeopardize national security.

Subjcet to Government analysis of the breach and the terms of its instructions to the contractor regarding
any resulting breach notification, a method of notification may include letters to atfected individuals sent
by first ¢lass mail, electronic means, or general public notice, as approved by the Government. At
minimum, a notification should include: (1) a brief description of how the breach occurred; (2} a
description of the types of personal information involved in the breach; (3) a statement as to whether the
information was encrypted or protected by other means; (4) steps an individual may take to protect
themselves; (3) what the agency is doing, if anything, to investigate the breach, to mitigate losses, and to
protect against any further breaches; and (6) point of contact information identifying who affected
incividuals may contact for further information.

In the event that a Sensitive PII breach oceurs as a result of the violation of a term of this contract by the
contractor or its employees, the contractor shall, as directed by the contracting officer and at no cost to the
Government, take timely action to correct or mitigate the violation, which may include providing
notification and/or other identity protection services to atfected individuals for a period not to exceed 12
months from discovery of the breach. Should the Government elect to provide and/or procure notification
or identity protection services in response to a breach, the contractor will be responsible for reimbursing
the Government for those cxpenscs.

{g) Pass-Through of Security Requirements to Subcontractors.  The contractor agrees to incorporate the
substance of this clause, its terms and requirements, in all subcontracts under this contract, and to require
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written subcontractor acknowledgement of same. Violation by a subcontractor of any proviston set forth
in this clause will be attributed to the contractor.

4.2.15 Department of Homeland Security ISO Compliance

A. Access to Unclassified Facilities, Information Technology Resources, and Sensitive Information

The assurance of the security of unclassified facilities, Information Technology (IT) resources, and
sensitive information during the acquisition process and contract performance are essential to the DHS
mission. DHS Management Directive (MD) 11042.1 Safeguarding Sensitive But Unclassified (For
Official Use Onlyv) Information, describes how contractors must handle sensitive but unclassified
information. DHS MD 4300.1 fnformation Technology Svstems Security and the DHS Sensitive Systems
Hondbook prescribe policies and procedures on securtty for IT resources. Contractors shall comply with
these palicies and procedures, any replacement publications, or any other current or future DHS policies
and procedures covering contractors specifically for all Task Orders that require access to DHS facilities,
IT resources or scnsitive information.

Contractors shall not vsc or redistribute any DHS information processed, stored, or transmitted by the
contractor except as specified in the task order.

B. Security Review

The Government may elect to conduct periodic reviews to ensure that the security requirements contained
in this contract are being implemented and enforced. The Contractor shall afford DHS, including the
organization of the DHS Office af the Chief Information Officer, the Office of the Inspectar General,
authorized Contracting Officer’s Representative (COR), and other government oversight organizations,
access to the Contractor's facilities, installations, operations, documentation, databascs and personncl
used in the performance af this contract. The Contractor will contact the DHS Chiet Infarmatian Security
Officer to coordinate and participate in the review and inspection activity of government oversight
organizations external to the DHS. Access shall be provided to the extent necessary for the government to
carry out a program of inspection, investigation, and audit to safeguard against threats and hazards to the
integrity, availability and confidentiality of DHS data or the function of computer systems operated on
behalf of DHS, and to preserve evidence of computer crime.,

C. Interconnection Security Agreements

Interconnections between DHS and non-DHS IT systems shall be established only through controlled
interfaces and via approved service providers. The controlled interfaces shall be accredited at the highest
security level of information on the network. Connections with other Federal agencies shall be
documented bascd on interagency agreements; memoranda of vnderstanding, service level agreements or
intercannect service agreements.

D. HSAR 3052.204-70 - Security Requirements for Unclassified Information Technology Resources
(JUN 2006)

(a) The Contractor shall be responsible for Information Technology (IT) security for all systems
connected to a DHS network or operated by the Contractor for DHS, regardless of location. This clause
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applies to all or any part of the contract that includes information technology resources or services for
which the Contractor must have physical or electronic access to sensitive information contained in DHS
unclassified systems that directly support the agency's misston.

{b) The Contractor shall provide, implement, and maintain an I'T Security Plan. This plan shall describe
the processes and procedures that will be followed to ensure appropriate security of IT resonrces that are
developed, processed, or used under this contract.

(1) Within 30 days aftcr contract awartl, the contractor shall submit for approval its [T Security Plan,
which shall be consistent with and further detail the approach contained in the offeror’s proposal. The
plan, as approved by the Contracting Officer, shall be incorporated into the contract as a compliance

document.

(2) The Contractor’s [T Sccurity Plan shall comply with Federal laws that include, but are not limited to,
the Computer Security Act of 1987 (41 U.S.C. 1441 et seq.); the Government Information Security
Reform Act of 2000; and the Federal Information Security Management Act of 2002; and with Federal
policics and procedurcs that includle, but are not limited to, OMB Circular A-130.

(3) The security plan shall specifically include mstructions regarding hanclling and protecting sensitive
information at the Contractor's site (including any information stored, processed, or transmitted using the
Contractor's computer systems), and the secure management, operation, maintenance, programming, and
system administration of computer systems, networks, and telecommunications systems.

(c) Examples of tasks that require sccurity provisions include--

{1} Acquisition, transmission or analysis of data owned by DHS with signitficant replacement cost should
the contractor’s copy be corrupted; and

(2) Access to DHS networks or computers at a level beyond that granted the general public {e.g., such as
bypassing a firewall).

(d) At the expiration of the contract, the contractor shall return all sensttive DHS information and [T
resources provided to the contractor during the contract, and certify that all non-public DHS information
has been purged from any contractor-owned system. Components shall conduct reviews to ensure that the
security requirements in the contract are implemented and enforced.

(c) Within 6 months after contract award, the contractor shall submit written proof of IT Sccurity
accreditation to DHS for approval by the DHS Contracting Officer. Accreditation will proceed according
to the criteria of the DHS Sensitive System Policy Publication, 4300A (Version 5.5, September 30, 2007)
or any replacement publication, which the Contracting Officer will provide upon request. This
accreditation will include a final security plan, risk assessment, security test and evaluation, and disaster
recovery planfcontinuity of operations plan. This accreditation, when accepted by the Contracting Officer,
shall be incorporated into the contract as a compliance document. The contractor shall comply with the
approved acereditation documentation.

E. HSAR 3052.204-71 - Contractor Employee Access (JUN 2006) Alternate 1
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(a) Sensitive Information, as used in this Chapter, means any information, the loss, misuse, disclosure, or
unauthorized access to or modification of which could adversely affect the national or homeland security
interest, or the conduct of Federal programs, or the privacy to which individuals are entitled under scetion
552a of title 5, United States Code (the Privacy Act), but which has not been specifically authorized under
criteria established by an Executive Order or an Act of Congress to be kept secret in the interest of
national defense, homeland security or foreign policy. This definition includes the following catcgorics of
information:

(1) Protected Critical Infrastructure Information (PCII) as set out in the Criticat Infrastructure Information
Act of 2002 (Title I, Subtitle B, of the Homeland Security Act, Public Law 107-296, 196 Stat. 2135), as
amended, the implementing regulations thereto (Title 6, Code of Federal Regulations, Part 29) as
amended, the applicable PCIT Procedures Manual, as amended, and any supplementary guidance
officially communicated by an authorized official of the Department of Homeland Security (including the
PCII Program Manager or his‘her designee);

(2) Scnsitive Security Information (SS1), as defined in Title 49, Code of Fedceral Regulations, Part 1520,
as amended, “Policies and Procedures of Safeguarding and Control of $51,” as amended, and any
supplementary guidance officially communicated by an authorized official of the Department of
Homeland Security (including the Assistant Sceretary for the Transportation Security Admintstration or
histher designee);

(3) Information designated as “For Official Use Only,” which is unclassified information of a sensitive
nature and the unauthorized disclosure of which could adversely impact a person’s privacy or welfare, the
conduct of Federal programs, or other programs or operations csscntial to the national or homeland
security interest; and

{4) Any information that is designated “sensitive” or subject to other controls, safeguards or protections in
accordance with subsequentty adopted hometand security information handling procedures.

(b) “Information Technology Resources” include, but are not limited to, computer equipment, networking
cquipment, telecommunications cquipment, cabling, network drives, computer drives, network software,
computer software, software programs, intranet sites, and internet sites.

(c) Contractor employees working on this contract must complete such forms as may be necessary for
security or other reasons, including the conduct of background investigations to determine suitability.
Completed forms shall be submitted as directed by the Contracting Officer. Upon the Contracting
Officer's request, the Contractor's employees shall be fingerprinted, or subject to pther investigatipns as
required. All contractor employees requiring recurring access to Government facilities or access to
sensitive information or 1T resources are required to have a favorably adjudicated background
investigation prior tp commencing work on this contract unless this requirement is waived under
Departmental procedures.

(d) The Contracting Officer may require the contractor to prohibit individuals from working on the
contract it the government deems their inital or continued employment contrary to the public intercst for
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any reason, including, but not limited to, carelessness, insubordination, incompetence, or security
CONCEIns.

(e) Work under this contract may tnvolve access 10 sensttive information. Therefore, the Contractor shall
not disclose, arally ar in writing, any sensitive information to any person unless authorized in writing by
the Contracting Officer. For those contractor employees authorized access to sensitive information, the
contractor shall ensure that these persons receive training concerning the protection and disclosure of
sensitive information both during and after contract performance.

() The Contractor shall include the substance of this clause in all subcontracts at any tier where the
subcontractor may have access to Government facilities, sensitive information, or resources.

g) Before receiving access to IT resources under this contract the individual must receive a security
bricting, which the Contracting Officer’s Representative (COR}Y will arrange, and complete any
nondisclosure agreement furnished by DHS.

(h) The contractor shall have access only to those areas of DHS information technology resources
explicitly stated in this contract or approved by the COR in writing as necessary for performance of the
work under this contract. Any attempts by contractor personnel to gain access to any information
technology resources not expressly authorized by the Performance Work Statement, other terms and
conditions in this contract, or as approved in writing by the COR, 1s strictly prohibited. In the event of
violation of this provision, DHS will take appropriate actions with regard to the contract and the
individual(s) involved.

(1) Contractor access to DHS networks from a remote location is a temporary privilege for mutual
convenience while the contractor performs business for the DHS Component. It is not a right, a guarantee
of access, a condition of the contract, or Government Furnished Equipment (GFE).

(j} Contractor access will be terminated for unauthorized use. The contractor agrees to hold and save DHS
harmtess from any unauthorized use and agrees not to request additional time or money under the contract
for any delays resulting from unanthorized use or access.

(k) Non-U.S. citizens shall not be authorized to access or assist in the development, operation,
management or maintenance of Department IT systems under the contract, unless a waiver has been
granted by the Head of the Compuonent vr designee, with the concurrence of both the Departinent’s Chief
Security Officer (CSO} and the Chief Information Officer (CTO) or their designees. Within DHS
Headquarters, the waiver may be granted only with the approval of both the CSO and the CLO or their
designees. In order for a waiver to be granted:

(1) The individual must be a legal permanent resident of the U.S. vr a citizen of Trelund, Israel,
the Republic of the Philippines, or any nation on the Allied Nations List maintained by the Department of
State:

(2} There must be a compelling reason for using this incividual as opposed to a U.S. citizen; and
(3) The waiver must be in the best interest of the Government.
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(1Y Contractors shall identify in their proposals the names and citizenship of all non-U.8. citizens propased
to work under the contract. Any additions or deletions of non-U.S. citizens after contract award shall also
be reported to the contracting officer.

(m) The cantractor shatl have access only to those areas of DHS information technology resources
explicitly stated in this contract or approved by the COR in writing as necessary for performance of the
work under this contract, Any attempts by contractor personnel to gain access to any information
technology resources not expressly authorized by the performance work statement, other terms anc
conditions in this contract, or as approved in writing by the COR, 1s strictly prohibited. Tn the event of
violation of this provision, DHS will take appropriate actions with regard to the contract and the
inchividual(s) involved.

{n) Contractar access to DHS networks fram a remate tocation ts a temparary privilege for mutual
convenience while the contractor performs business for the DHS Component. Tt is not a right, a guarantee
of access, a condition of the contract, or Government Furnished Equipment (GFE).

F. Special Information Technology Contract Security Regquirements

(a) Identification Badges. All Contractor cmployees shall be required to obtain and wear TSA
tdentification badges when working in TSA factlities.

(b) Computer Access Agreement. All Contractor employees (users, managers, and operators of the TSA
network) must sign TSA Form 1403, Computer Access Agreement. A copy of which shall be provided to
the TSA contracting officer’s technical representative for retention for the duration of the contract.

(¢) Personnel Security.

(1) Privileged access users are individuals who have access to an information technology (IT} system with
privileges of Administrator or above and have access to sensitive network infrastructure data. Privileged
access users will be appropriately sereened on entry into the privileged access position and the nitial
screening shall be refreshed every two vears,

(2) Individuals terminating voluntarity or involuntarity from a Contractor performing under contract at
TSA must have an extit briefing, conducted by a supervisory or management-level employee of the
Contractor in order to identify and explain their post-employment responsibilities to the TSA.

(3) Records of exit interviews will be signed and maintained by the Contractor as part of the indivicual
employment record for a pertad of nat less than two vears following the termination of the individual’s
employment.

(4) The Contractor shall notify the Contracting Officer's Technical Representative and the Contracting
Officer with proposed personnel changes. Written confirmation is required. This includes, but is not
timited to, name changes, resignations, terminations, and reassignments to another contract.

(3) The Contractor shall notify the TS A, in writing of any requested change in access requirements for its
employees no later than one day after any personnel changes occur. This includes name changes,
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resignations, terminations, and transfers to other company engagements. The Contractor shall provide the
following information to TSA: full name, social security number, effective date, and reason for change.

(6) The Contracting Officer must approve key personnel replacements. Estimated completion of the
necessary background investigation for employee access to government tacilities and information systems
is approximately 45 days from the date the completed forms are received {and acknowledged as
complete} in the Security Programs Division.

(7) Failure of any Contractor personnel 1o pass a background investigation, without timely substitution
that meets the contracts requirements, may be grounds for termination of the contract.

(d) Non-Disclosure Agreements.

(1Y All TSA contractor employees and consultants must execute a DHS Form t1000-6, Sensitive But
Unclussified Information Non-Disclosure Agreement (NDA) upon initial assignment to TSA and before
being provided access to TSA “sensitive and/or mission critical information.” The originat NDA will be
provided to the TSA contracting officer’s technical representative for retention for the duration of the
contract,

(2) The Contractor, and thosc operating on its behalf, shall adhere to the requirements of the
nondisclosure agreement untess otherwise authorized in writing by the Contracting Officer.

(e) Performance Requirements.

(1} The Contractor shall not be liable for any injury to Government personnel or damage to Government
property arising from the use of equipment maintained by the Contractor, unless such injury or damage is
due to the fault or negligence of the Contractor.

(2) Contracting Officer’s Representative (COR) and TT Security Division shall conduct reviews to ensure
that the security requirements in the contract are implemented and enforced.

4.2.16 Government Furnished Resources and Information

A. Office Space & Equipment

The Grvernment shall provide on-site office space for Contractor personnel to work at the Government
tocation,

For Contractor personnel performing work on Government premises, the Government will provide
furniture, telephone service, workstations, software tools, access to servers and other network
components, and any pther necessary equipment.

B. Government Furnished Property

Waork performance shall be performed on-site at the TSA Headquarters, Springfield Annex. The initial
location of work will be the Springticld Annex, but the contractor can recommend that some services are
completed at the contractor’s office location(s). 1t is the Government’s decision to accept the contractor’s
proposal to complete any portion of this work offsite.
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C. Expiration of Contract/Data Disposition

At the expiration of the contract, the contractor shall return all TSA information and IT resources
provided 1o the contractor during the contract, and provide a cerlification that all assets containing or used
to process TSA information have been sanitized in accordance with TSA MD 1400.3, related Information
Assurance Handbook and Technical Standards.

Proof of sanitation shall be delivered via electronic transmission (soft copy) to the COR. In addition, the
contractor shall provide a master asset inventory list that reflects all assets, government furnished
equipment (GFE) or non-GFE that were used to process TSA information.

(End of Clause)

4.2.17 Third Party OSS Software

Any third party OSS software furnished by TS A 10 our tcam ("OSS GFS"), that our tcam may mstall,
update, or otherwise use on behalf of TSA under this work order is licensed and distributed to TSA by the
third parties, and our team is not a party to such licenses or a distributor of any OS8S GFS. Qur team
provides no warranty, indemmfication, or implied or explicit liccnse obligations regarding any OSS GFS
delivered by TSA to our team as OSS GFS. Our team is responsible, in accordance with FAR 52.246-4 or
FAR 32.246-6 (as applicable), for any modifications and creations of derivative works related to OSS
GFS under this task order, and the foregoing does not relieve our team from its performance obligations
under this task order.

5 Task Order Attachments

Attachment Description

A Performance Work Statement (PWS)
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SECTION I: Objective

Product, Service or Qutcome Needed

The Transportation Security Administration {TSA) Office of Information Technology (OIT) has
implemented Microsoft Office SharePoint 2007 Server {MOSS, commonly known as iShare} as an
enterprise-wide collaboration platform to enhance internal productivity, collaboration, and information
sharing. iShare includes the TSA intranet for internal content publishing, TSApedia, Enterprise level
blogs, interactive discussion forums and employee profile sites known as “My Sites”,

This requirement maintains the technical services required to enhance and expand the iShare platform,
and may also provide similar services on other Microsoft platforms such as MS Dynamics. For example,
on iShare, the Team Site “layer” requires focus to ensure that the enterprise uses sites to share
documents and collaborate on programs/projects. Further, this effort will provide application and data
integration with key TSA systems such as TSA Operating Platform {TOP) and Microsoft Operating
Platform {(MOP]).

Also as part of iShare, the Dffice of Global Strategies (0GS) needs SharePoint and Data Environment
support for the iShare Team Site to effectively and efficiently maintain and enhance communication,
business processes, document collaboration, and information sharing throughout OGS.

As part of iShare, the Office of Law Enforcement, Federal Air Marshal Service {OLE/FAMS), Office of
Security {00S) has asked for additional support to upgrade and enhance their current Facility as Security
Data System (FASDS). The FASDS application requires upgrade from SharePoint 2007 and well as
enhancements that will add additional functionality and correct issues with the current application. This
work will streamline the FASDS business processes and collaboration efforts with the supporting staff
from each of the Airport Regions.

As part of iShare, the Office of Law Enforcement/Federal Air Marshal Service (OLE/FAMS), Security
Services and Assessments {SSA}, Security, Personnel Security {PerSec) has asked for additional support
to design, develop and deploy an Enterprise Contractor Database {Contractor Evaluation and Tracking
Database (CETS)} application needed to support the tracking and reporting of contractor personnel
assigned to TSA contracts. This new application is intended to replace the current manual method of
tracking contractor personnel and accurately account for all contractors assigned to TSA contracts. This
work will add additional data management capabilities, plus correct issues with the existing application.

The Office of Law Enforcement/Federal Air Marshal Service (DLE/FAMS), Chief Security Office {C50), has
been mandated by DHS to expand current visitor vetting, to TSA facilities. Visitors are subject to
background screening prior to admittance and all non-foreign visitors 18 years and older are required to
provide their social security number and date of birth for vetting. The CSO team has asked for supportin
designing, developing and deploying an enhanced visitor request system that not only provides for
request submission but data management and request tracking as well.



As part of iShare, the Office of Intelligence and Analysis {OlA), Strategic Communications Branch,
requires technical services to support the enhancement of SharePoint sites for all divisions within OIA.
QlA requires SharePoint site development and support to expand the functionalities of existing
SharePoint sites for use by OIA divisiens/branches.

Scope of the Product, Service, or Qutcome

The iShare and Workflow requirement includes leveraging SharePoint 2007, SharePoint 2010,
SharePoint 2013, SharePoint 2016, SharePoint Online, and products such as Microsoft Datazen and MS
Dynamics CRM versions to provide capabilities at the enterprise, organization/team, and individual-
level. TSA’s iShare environment is currently utilizing SharePoint 2007, SharePoint 2010, and SharePoint
2013, TSA will continue to use newer versions of the software when it becomes available. The
contractor will utilize TSA approved software for iShare/Workflow Development and Technical Support.

This Performance Work Statement (PWS) describes the necessary requirements to assure iShare,
SharePoint, and Workflow services. These requirements include those for Data Environment Support
for OGS iShare Team Site effectively meeting the requirements of the evolving TSA/OGS mission. The
OLE/FAMS 0OS objective for enhancing the Facility and Security Data System (FASDS) application
{optional task] is to increase efficiency and ensure compliance with TSA policies and procedures. The
OLE/FAMS, SSA, Security, PerSec objective for creating the Enterprise Contractor Database application
{Contractor Evaluation and Tracking Database {CETS)) (opticnal task) is to increase efficiency of tracking
and reporting on contractor personnel assigned to TSA contracts and to ensure compliance with DHS
and TSA policies and procedures. The OLE/FAMS, CSO objective is to create a robust visitor request
system {optional task) that will allow them to collect all necessary data for DHS directed screening and
ensure that all necessary measures are taken to ensure protection of the visitors’ personally identifiable
information.

SECTION II: Background Information

The iShare tasks and team members {Federal and Contractor) in this PWS directly support the IT
Strategic Goal to “improve information sharing and data collaboration” by leveraging a platform which
includes a wiki (TSApedia), internal blogs {(Blog Central), discussion forums, enhanced contact pages
{MySites), new web content management systems, and document collaberation workspaces.

iShare, TSA's intranet selution, is organized in three layers:

1. Enterprise Layer {Blue) - Containing information published for the benefit of all TSA resources

2. Team Sites Layer (Green) - Contains collaboration sites and infoermation specific to teams and
projects

3. MySites Layer (Red} - Contains personal space for document management and information
organization

At the Enterprise Layer, there isinformation and links provided that pertain to all employees within TSA.
This layer has a listing of all TSA Offices, Divisions, and Branches, varicus employee services, a Directives
and Forms Library, Blog Central, and TSApedia. At the Team Sites Layer, TSA Offices, Divisions, and
Branches build their own collection of workspace sites where employees store and share documents,
organize activities, and provide infermation to members of their organizational units.



My Sites within iShare are a personal/professional space to promote individuals’ skills, store images and
documents, and house and share information with users. My Sites also allow users to express
themselves more creatively and share interests, TSA knowledge, and personal information. Each user
has their own personal My Site that is completely customizable. Users can create lists,
document/picture libraries and surveys, and can customize the viewing of their personal (My Home) and
public (My Profile} views.

TSA has created separate “apps” layers for some SharePaint versions, to allow SharePoint applications
to be separated from the mostly content-oriented layers {blue, green, and red). This apps layer creation
is not part of the iShare Workflow effart, and if available would be one of the options for accomplishing
the requirements described in this document.

In FY11, the iShare team assisted in the migration of the iShare platform to a new data center, and
completed the implementation of several applications using custom as well as out-of-the-box features
of SharePaint. In FY10, the iShare team migrated 100% of HQ offices staff collaborator sites to iShare
team sites and developed several SharePoint-based applications and began planning efforts to respond
to TSAs growing demand for collaboration and social networking tools and technologies. FY08-09
activities included the planning, design, and implementation of the initial release of iShare.

In FY12 through FY14, the scope of the team expanded to include business process workflow and related
systems, using SharePoint, and Dynamics CRM and similar products as platforms. Use of K2 BlackPaint
was envisioned, but the platform was not available. FY15 requirements include enhancing iShare with a
focus on full TSA adoption as follows:

1) Support the enhancement of iShare team sites to HQ and field offices. This includes meetings
with the stakeholders, producing requirements, executing the technical changes within
SharePoint to meet these requirements, and providing user acceptance testing/training.

2) Enhance iShare Governance. This work includes meeting with stakeholders, including within
OIT, to understand current SharePoint-related governance practices.

3] Develop and/or integrate into iShare FSD applications identified as important to the field.
Candidate applications include: Lost & Found, Uniform tracking, HR Data Tracking, Inventory
Management, Supply Purchasing, Dashboards.

4) Allow users to access key TSA application data from within iShare (e.g., PIMS, PMIS, OLC).
Develop reporting and dashboarding capabilities within iShare and CRM. One example of this
type of work was the creation of a web part within iShare which allows the display of user-
specific information to each iShare user on their current training requirements, such as overdue
training. The information was extracted nightly from OLC, and transferred to the iShare
environment.

5] Develop a road map for My Sites enhancements and implement these enbhancements. The
implementation of SharePoint 2013 is currently being worked at the platform level, and
potential changes to My Sites under SharePaint 2013 have not yet been completely addressed.

6) Provide advanced customizable workflows using Microsoft SharePoint, K2 BlackPoint, and/or
Microsoft Dynamics CRM, and other similar products. Users of iShare can create simple
workflows, including InfoPath forms routed to internal users. More advanced workflows have
been created by the iShare team using SharePoint Designer. An example of a custom
application developed by the iShare team, allowing more advance workflows, is CCMS
{Controlled Correspondence Management System). CCMS was created by the iShare team as an
application to allow routing and tracking of document reviews by and across several TSA offices.



0GS Background: The OGS Team Site was created under TSA iShare and tailored or customized to the
business needs of OGS and its divisions. Each division’s sub-site contains office/division-specific
SharePaint out-of-the-box (OOTB) features. The OGS team site is currently operated and managed by
the OGS Business Management Office (BMO) and Integrated Plans and Support (IPS) divisions. The IPS
division is responsible for building site content, managing data in back-end lists, and developing InfoPath
form workflow via the QOTB web front-end SharePoint interface.

In 2011, OGS reached out to the Office of Information Technology {OIT) Application Development
Division {ADD] iShare team for requiring support use of the SharePaint Designertool. The support
included:

1.

Vi o

Dashboard pages that consolidate data from multiple sources to provide relevant information
Enhanced look-and-feel of the site, including menu navigation and layouts

Custom workflows associated with existing InfoPath Forms {Microsoft Office 2010)

Additional Lists to support data management needs

Enhanced data quality and data management capability through list updates, data consolidation,
and re-structuring

Since then, the support has gone through four phases:
Phase 1 Support Tasks included:

1.
a.
b,
c.

2. Phase 2
a.
b.
c.
d.

3.

Creation of the Country Dashboard for Operational Status (OPSTAT). The dashboard
displays Profile Information, training, Agreements and the National Information Report
Development of a search capability for the FAAP Document Library, that allows users to
have quick and easy access to relevant documents
Assisting in lists cleanup activities to ensure data integrity
Support Tasks included:
Employed further assistance in list cleanup activities that ensure data integrity
Enhanced country dashboard with the addition of new tabs containing risk and
compliance information.
Developed the Airport dashboard. The airport dashboard consolidates and synthesizes
information stored across the OGS Team Site. Specifically it displays the following
information associated with airports:

» Risk data: Air Carrier Inspections, associated FAAP Documents, and SARP

Assessments
. Screening Equipment compliance information for passengers and cargo
=  Flight Data: Average weekly flights, BTS Data and carriers with direct flights to
the US

Developed Air Carrier dashboard. The air carrier dashboard displays Air Carrier profile
infarmation, Inspections, IIR and GPE Assignments, as well as Amendments and
Alternate procedures.

Phase 3 support tasks consisted of creating SharePoint workflows for lists and InfoPath
enhancing the OPSTAT dashboards

d.

h.
c.

Migrate FAAP Report Documents to new document library and improved the FAAP
search capability for easy infarmation finding.

Create workflows that cascade fields to maintain data integrity.

Update OPSTAT Dashboards by adding contacts to the Air Carrier and updating data
sources for Agreements and Capacity Development



4. Phase 4 Support Tasks include reorganization, redesign of OGS Team Site pages for some OGS
divisions and Operational and Maintenance {O&M) tasks using only SharePoint Qut-of-The-Box
{OOTB) functionalities. Specific Phase 4 tasks include launching pilot for redesign using the sub-
site for Integrated Plans and Support {IPS) and follow with the complete OGS Data Environment.

OLE/FAMS, 0O0S Background: The OLE/FAMS QOS created the FASDS application on TSA's SharePoint
applications infrastructure. FASDS is a robust, non-proprietary, integrated case management and risk
assessment solution implemented in 2014. | know

Based on the initial implementation the stakeholders have requested enhancements and fixes to
increase efficiency and ensure compliance with TSA policies and procedures. In December on 2014
OLE/FAMS OO0S approved a Functional Requirements Document (FRD) that notes the changes required
to enhance the Q0S’s ability to meet mission requirements by standardizing processes, procedures,
checklists, and reports concerning physical security assessments. The enhancements will also provide
specialized support for all types of assessments {including new construction/renovations, data network
rooms, burn facilities, and office spaces).

OLE/FAMS, SSA, Security, PerSec Background: The OLE/FAMS, SSA, Security, PerSec and Physical
Security {PhySec), Office of Information Technology (OIT) and Office of Acquisition {OA) are stakeholders
in the tracking and reporting of contactor personnel for contractors assigned to TSA contracts. TSA
Contracting Officer Representatives (CORs) need the capability to input and manage contractor
personnel data for actions relating to adding, deleting and changing TSA contractor personnel data. A
function is needed to notify the appropriate organizations of the any changes via email. Currently all
TSA offices are without the capability of centrally tracking and reporting information related to:
onhoarding, off boarding, changes of contractor information, and COR related information. A Functional
Requirements Document (FRD) was created in December 2014 detailing associated requirements.

OLE/FAMS, Chief Security Office Background: The OLE/FAMS, Chief Security Office, Security
Appointment Center has been using a SharePoint InfoPath form for Visitor Request submissions. These
requests contain professional personally identifiable information {Pll} information that is submitted as a
text file formatted for submission to the PassagePoint system used by the Security Guards. This data is
not maintained in any system other than PassagePoint and does not provide the CSO with a repository
for managing repetitive visitors. A Functional Requirements Document (FRD) was signed off on in
February 2015 detziling the requirements need to design, develop and implement 2 more
comprehensive system to meet the CSO and DHS requirements.

OlA Background: The mission of the TSA Office of Intelligence is to predict and assess threats
to various transportation modes, Various systems currently in operation allow TSA OlA to plan,
trace, review, and report on financials needed to support the mission. QIA has a need to
enhance its OlA iShare presence, architecture, and capability to enhance communications and
collaboration efforts in support of the OJA Strategic Plan initiatives.

SECTION lll: Basic Reguirements

All applications will be hosted at a DHS Enterprise Data Center, unless TSA has an approved waiver from
the DHS CIO or the application will be migrated to a DHS Enterprise Data Center and is listed in the TSA
Data Center Migration Plan provided to DHS CIO.



The contractor will architect solutions per the ADD playbook (provided previously to all DASIS (I
contractors). All applications will follow an approved architecture prior to design and development.

Specifically, TSA requires the vendor to perform the following tasks:
A. REQUIREMENTS:

TASK 1: iShare/Workflow Development & Technical Support

This task provides development of new functionality, changes to existing functionality, and technical
support and guidance. The technical supportis generally related to the developed functionality and
standard SharePoint functionality available to end-users, rather than support for the platform {hardware
and operating systems} which is provided through a separate contract. The Government estimates the
level of effort to be approximately 2,000 hours/month.

Management and technical oversight:
Management and technical oversight cansists of the following activities:

« Maintain the overall iShare team schedule, staffing plan, pipeline forecast of upcoming
projects and impacts.

s Provide direction and oversight for each project, ensuring guality and consistency between
all projects and within projects.

* Provide support for knowledge transition from the outgaing iShare service provider to the
future incoming iShare / Workflow service providers.

= Maintain the project status and other project information {currently stored in the internal
TSA iShare repository), updating on at least a weekly basis.

¢ Attend meetings as-scheduled to discuss averall project issues, possible new projects and
initiatives, and inter-project discussions. Examples of these meetings are weekly status
meetings, meetings within TSA to understand emerging requirements in order to assess how
(or if) the team can provide the services required, and meetings with the TSA CIT Enterprise
Architecture (EA) staff.

Technical activities:

¢ The activities for this task refer to the customized content and applications. This scope is
not expected to include any infrastructure (server, communications, etc.), which is
separately maintained outside the scope of this effort.

¢+ The project mix includes from 10 to 20 simultaneous separate taskings, including
maintenance efforts. The approximate project mix active at any time is expected to require
10 non-managerial oversight resources, and may be:

o Small (historically less than half-time attention for one intermediate-level person,
with 1-4 hours per week management/senior technical oversight) — 10-20 projects
(averaging an estimated 60% of total active projects). These projects may last from
2 to 8 weeks, requiring mostly requirements-gathering, browser-based
customization, content editing, and testing. Examples of a small project include {1}



site enhancements for the iShare pages belonging to a TSA office such as Office of
Human Capital {OHC), and (2) performing initial project scoping and planning for a
medium or large project under consideration.

o Medium {historically full-time attention for about one intermediate or senior-level
person, with 1-5 hours per week management/senior technical oversight) —3to 6
projects {averaging an estimated 25% of total active projects). These projects may
last from 3 to 12 weeks, requiring the same skills as small projects, with potential for
analysis and system design. An example of a medium-sized project is completing a
small development bug-fix to a custom-coded app, and working the change through
the standard testing process before promoting to production deployment.

o Large {historically small teams of two to three people, junior to senior level, with
part-time management/senior technical oversight) — 2 to 4 projects (averaging an
estimated 15% of total active projects). These projects may last 6 to 24 weeks,
requiring the same skills as medium projects. An example of a large-sized project is
a tasking historically requiring 2 to 3 people for an important initiative which was
originally created by the end-user via browser-based techniques, but now requires
multiple enhancements using SharePoint Designer via work in a development
environment which is tested and promoted to production deployment. Work done
to create CCMS was a large project lasting several months, including analysis of the
old system {non-SharePoint), requirements gathering and refinement, designing and
developing the new (now current) CCMS, extensive user testing, migration planning,
final data migration and cutover, and post-migration support.

Perform software development and customization work for DIT-approved iShare projects, or
as directed in time-sensitive or critical initiatives. The primary methoed of OIT approval are
tasking documents, which define the scope and estimated resources required for the tasking
te complete.

Perform software development, analysis, and customization work for these on-going areas
of responsibility as available work load allows:

1. Maintain and enhance TSApedia — a wiki (collaboratively built encyclopedia) that will
become the “encyclopedia of TSA knowledge”. Maintenance activities are expected to
be infrequent updates to user-contributed content, along with enhancing the look-and-
feel {such as navigation, web parts, and permissions) of this part of the existing iShare
site.

2. Maintain and enhance Blog Central — a collection of enterprise blogs (web journal that
contains commentary, opinions or other material which allow readers to respond via
open comments) that will enable employees to share their current thoughts,
experiences, and opinions on areas for which they have some autheritative knowledge.

3. Maintain and enhance the Directives & Forms Library — a central repository of official
TSA policy decuments and forms.



4. Maintain and enhance My Site {SharePoint personal sites, internal to TSA) capabilities—
including the ability to organize content and dashboards, maintain profile/contact
infermation, blog, and share infermation to others with both a public view and private
view,

5. Develop iShare Team Sites (team-level collaboration sites, internal to TSA) for HQ and
field office communities/organizations including:

a. Developing a structured and prioritized approach for the roll out of team sites to
TSA HQ and the field. Team sites exist for TSA offices, and Team Site
development will be needed as existing office pricrities and focus evolve, and as
a result of any TSA office reorganizations in the future.

b. Develaping team site templates.

c. Supparting the development and delivery of iShare training, to allow the iShare
Team Site users and administrators to use and maintain the site {(such as best
practices far content updates). Typically, training is conducted live in ane ar twa
sessions as a new Team Site is completed. The training sessions usually have an
estimated 1 to 10 attendees. The iShare training development frequently is
accomplished by creating user guides which are used as a reference during (and
after] training. Additiaonal slides or presentatian materials may also be created.
The nature of the training is not a formal course-type, and typically does not
involve quiz ar test material.

6. Enhance iShare Governance including:

a. Supparting the establishment of and adherence to policies and precedures for
governance. This suppart is generally the cantribution of knowledge to existing
governance documentation, and to apply this knowledge to the functional
{user} and technical operatian af iShare.

b. Design, implement, and enhance capabilities to manitar iShare for compliance
and conducting audits.

7. Implement Record Management capabilities. As TSA migrates from SharePaint 2007
and SharePeint 2010 to the use of SharePoint 2013 and newer versians, it is anticipated
that the use of the SharePoint recards management features will be utilized within
iShare, mast likely using SharePoint 2013’s features. This effort will require the iShare
team ta pravide knowledge on implementation aspects, and to update some sites to
incarparate records management.

8. Design and develop custom SharePaint applications and web parts, including integratian
with external systems and data sources ta enable true partal functionality and
dashboarding. Examples of data sources include SQL databases {some of these are used
to more effectively manage SharePaint 2007/2010 list sizes above a few thousand
items). An example of external integration is creating interaction with external mapping
services {Bing, Google/Goagle Earth).

9. Design and develop custom applications on products like .NET, including integration
with internal and external systems, for advanced workflow (business process)
requirements.



10. Subject to EA (Enterprise Architecture) guidance and platform availability, design and
develop custom Dynamics CRM information system applications, including integration
with SharePcint and other internal and external systems.

11. Perform other necessary activities related to the successful design, development,
operation, and maintenance of iShare and other iShare related platforms as needed.

TASK 2: OGS SHAREPOINT TEAM SITE SUPPORT

The overall objective of this task is to provide SharePcint development, operation & maintenance
suppert and business process improvement services across the OGS data environment, improving
information sharing and data collaboration. Historically, the work has been performed by a team of 2.5
FTE. Consclidating commen information across OGS divisions will make data more accessible and
provide business insight for better-informed decisions. The improvement of the OGS data environment
will support the OGS mission: to develop and promote the implementation of effective/enhanced global
transportation security processes and structures worldwide, while ensuring compliance with
international and TSA standards.

1.

2.

Data Consolidation

1.1.

1.2.

Current — The current data sources include information collected and stored within the
(OGS Team SharePoint (SharePoint Lists, Calendars, InfoPath Forms and mission oriented
information from Capacity Development/Training, Qutreach activities, Compliance
Inspections/Assessments, Reference Lists/Look-up Lists, and data from ather systems}. The
data solution, internally referred as CPSTAT dashboards, was created as an integrated
information sharing platform designed to share CGS program data with all OGS employees.
This tool standardizes answers to routine data calls and provides staff with infarmation
from which they can conduct meaningful analysis.

Enhanced Capakility — Expand and Integrate Data Sources from both external and internal
lacations to pravide a more raobust and comprehensive data callection, consolidatian, and
analysis system. Additionally, the system will continue cansalidating mare data sources as
they are available fram both public and private sectors as well as from other TSA or DHS
systems.

Process and Program Automation

2.1

2.2,

Current — OGS Activities and Mission areas are tracked in a variety of formats depending on
projects identified. The formats include, but are not limited to: Microsoft Excel, InfoPath
and SharePoint.

Enhanced Capability — Provide process and program toaols for automation of data caollection
for items such as National Information Repart (NIR}, CGS Trip Tracker, International
Agreements Process, Protocol Farms, BMO Persannel Tracker, OGS Contact Form Process,
Equipment Loan Request Form, OGS Activity Sandbax, and other mission related data
collection efforts.



3. Reporting

3.1. Current — The service provided the creation of reporting dashboards, internally titled
“OPSTAT”, created through the SharePoint Designer interface. SharePoint provides
dashboard with data from several SharePoint Lists, Document Libraries, and Form Libraries,

3.2. Future Capability — The services will continue to provide development of custom reporting.
Reports will be customized to the user’s needs and will create timely, accurate reporting
across all directorates. The services will continue to leverage collected data and other
relevant data sources as inputs into centralized reporting dashboards which provide
leadership decision-making tools, predictive analysis, and resource management
capabhilities.

4. User Interface Enhancement

4.1, Current — The Office of Global Strategies Team Site was redesigned in phase 4 (initiated
with a pilot launch for redesign using the sub-site for Integrated Plans and Support {IPS)
and follow with OGS Team Site.)

4.2, Future Capability — Redesign OGS Team Site based on the progressive elaboration of
business requirements, and additional mission needs. Provide enhanced access to
information and processes based on user requirements.

5. iShare application development initiatives: support the redesign of office, directorate, and
team-based iShare sites and pages, as well as on maintaining the OGS site structure and contents
and collaborating with OGS representatives to guide users towards system and application best
practices.

5.1. Development initiatives will include a variety of tools and design efforts that will
automate tasks and leverage large amounts of information through iShare to make informed
decisions driving the OGS mission. Tasks that will be served include but not limited to
directorate site redesign efforts (five directorates), developing a series of Community Sites
designed to provide a forum for OGS employees on particular topics {Cognos, etc), performing a
large amount of data migration to repurpose the OGS Expansion iShare site and consolidate
overlapping workstreams, the completion of TSA PreClearance dashboards, the development of
a Risk Working Group site.

5.2. Additional initiatives include process optimization, further development of site analytics,
guidance documentation for new and redeveloped tools, and the migration and deployment of
an office-wide travel request system,

TASK 3: OLE/FAMS, O0OS FASDS ENHANCMENTS SUPPORT

This task provides OLE/FAMS 0O0S with support for their continued efforts to upgrade, design and
deploy enhancements and additional features needed for the Facility and Security Data System (FASDS)
application. The 00S intends to enhance and fix the FASDS application to increase efficiency and ensure

compliance with current DHS/TSA policies.

The FASDS development support {an optional task) is dependent on funding availability. If approved, it is
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anticipated that this task will be exercised in Cctober 2016.
TSA requires the vendor to perform the following:
Management and technical oversight:

« Maintain the overall team schedule, staffing plan, and pipeline forecast of upcoming efforts
and impacts.

« Provide direction and aoversight of project, ensuring quality and consistency of the
development effort.

« Maintain the status and other project information (currently stored in the internal TSA
iShare repository), updating on at least a weekly basis.

s Attend as-scheduled meetings to discuss overall project issues. Examples of these meetings
include weekly status meetings as well as meetings with the TSA OIT Enterprise Architecture
(EA) staff.

Technical activities;

« Continue design, development, and coordination efforts for the deployment of a flexible —
SharePoint solution that can be updated and maintained by the customer

s This scope is not expected to include any infrastructure {server, communications, etc.),
which is separately maintained outside the scope of this effort.

Enhancement activities:

« Upgrade application from SharePoint 2007 to current TSA SharePoint platform

e Enhance current user roles and permissions

¢ Enhance and correct current email notifications

¢ Moadify fields to include adding, deleting, editing and relocating to relevant areas

e Enhance the Risk Assessment capabilities to meet DHS/TSA policy requirements

¢ Add Risk Identification Calculator to derive Risk Scores based on ISC established Risk
Assessment Event Areas.

TASK 4: OLE/FAMS, SSA, SECURITY, PERSEC, ENTERPRISE CONTRACTOR DATABASE SUPPORT

This task provides OLE/FAMS, SSA, Security, PerSec with continued support to complete the SharePoint
design, development and deployment of an application needed to support the tracking and reporting of
contractor personnel assigned to TSA contracts. OLE/FAMS, SSA, Security, PerSec intends to create,
deploy, enhance and fix the Enterprise Contractor Database {Contractor Evaluation and Tracking
Database (CETS}} application to increase efficiency of tracking and reporting of TSA contractor
personnel and ensure compliance with current DHS and TSA policies and procedures.

The Enterprise Contractor Database {Contractor Evaluation and Tracking Database (CETS)) development
support {an optional task) is dependent on funding availability. If approved, it is anticipated that this

task will be exercised in Dctober 2016. TSA requires the vendor to perform the following:

Management and technical oversight:
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Maintain the overall team schedule, staffing plan, and pipeline forecast of upcoming efforts
and impacts.

Provide direction and oversight of project, ensuring quality and consistency of the
development effort.

Maintain the status and other project infermation (currently stored in the internal TSA
iShare repository), updating on at least a weekly basis.

Attend as-scheduled meetings to discuss overall project issues. Examples of these meetings
include weekly status meetings as well as meetings with the TSA OIT Enterprise Architecture
(EA) staff.

Technical activities:

Complete the design, development, and coordination for the deployment of a flexible
sclution in a centralized location that can be updated and maintained as contractor
personnel are added, changed and deleted and as office reorganizations are implemented.
The sclution should be easy for TSA Contractor Officer Representatives {CORs) to use
without requiring training and provide all stakehclders the ability to access and report on
contractor personnel information.

Automate the reconciliation process for contract data from the OADB into CETS and develap
a web service interface inta the DHS Integrated Security Management System {ISMS).
Provide Operations and Maintenance {O&M) suppart far the Contractars Evaluatian
Tracking System (CETS) to include answering help questians, troubleshoaoting, code
break/fix, minar enhancements and data refresh far the Office af Acquisition Database
(OADB) contract export. The OADB export will be provided in a standard Excel spreadsheet
and should be imparted into the CETS cantracts list.

This scope is not expected ta include any infrastructure {server, cammunicaticns, etc.),
which is separately maintained outside the scope of this effort.

TASK S: [RESERVED]

Task 6: OlA Strategic Communications {Optional Task)

OIA requires SharePoint site development and suppaort to expand the functionalities of existing
SharePaint sites far use by the fallowing OlA divisions/branches:

OIA Strategic Cammunications Branch

OIA Business Management Office {BMO) Division

o Budget, Finance, and Acquisitions {BFA) Branch
o Human Capital & Warkforce Develapment and Training Branch
o Mission Readiness Branch

Screening Portfolio Branch

Counter Terrarism Branch

Threat Analysis Division (TAD)

Vetting Analysis Division {VAD)

Field Intelligence Divisian (FID)

Program Management Division {PMD)

Risk Analysis Division {RAD)

12



*  Mission Architecture & Process Innovation (MAPI)

Management and technical oversight

Knowledge and experience in project management {PM) principles such as planning, tracking,
and reguirements solicitation

Experience with program and process development

Ability to evaluate procedures and provide methodologies to develop reliable processes
Ability to develop evaluate current requirements and provide modernized technical solutions
to enhance digital processes

Technical activities

Ability to develop in a unique SharePoint environment
The Contractor shall provide the application development skillsets to support iShare
development. Contractor must have knowledge of the following skills:
o JQuery
JavaScript
HTML
CSsS
SharePoint Designer
Current SharePoint environment and object model
CH
SQL Server
o Ling
Site development unigue to each OIA division, prioritized by government Project Manager
Manage solicited requirements and prioritize based upon system development complexity and
level of effort for TSA management acceptance
Develop Standard Operating Procedures to assist users
Develop unique site capabilities according to requirements and site capabilities
o Site capabilities should include but not limited to site layout, graphics, navigation, lists,
calendars, surveys, and customer workflows
o Out of the box site development within site collections using webparts, HTML,
Javascript, and JQuery
Develop and document process to gain OIT approval of unique custom automation, and
execute that process for any requirements needed
Establish a requirements intake and review process
o Establish and document Requirement Review Board charter
o Develop and automate requirement intake process for all OlA iShare requirements
o Establish weekly review of all new and current requirement/project statuses
o Establish and automate the ability to track requirement/project statuses
Establish a user testing and acceptance process
o Establish, document, and execute a user testing and acceptance process for all user
requirements implemented
o Include in all project plans a reasonable amount of time for user testing
o Develop and document a user testing plan/manual
Enable access to external data
o Enable links within SharePoint environment to external data
o Import and maintain access to external data

O 0 0 0 0 00
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» Ability to conduct Site Management and Maintenance
o Ability to manage and maintain site content
o Ability to manage users and user permissions
o Provide site administrator support
Training
* Provide on-site user testing for customer acceptance and approval
s Develop and maintain user manuals, instructions, and training materials
¢ Develop and facilitate classroom and desk-side user training

B. PROGRAM MANAGEMENT REQUIREMENTS
1. Program Management Service

1.1. Provide program management services that assist the government in planning, executing,
controlling and delivering the support taskings on time and within cost. Provide timely and
accurately programmatic, cost, schedule and performance information to the Government.

1.2. Develop Integrated Master Project Plan {update weekly), minimum coordination requirements :

1.2.1.Release Configuration and Change Management (RCCM) for release planning, Application
Support Team {AST) Testing and Request for Change (RFC) support

1.2.2.Dperational Engineering Division (OED) for deployment support
1.2.3.5ection 508 Testing support.

1.2.4.Enterprise Architecture Division (EAD) for design review
1.2.5.IT Security Division for security review and scanning

1.3. Establish a sound risk management system. Identify and mitigate risks.
C. APPLICATION ENGINEERING REGUIREMENTS
1. Requirement Definition

1.1, Work with application users and other QIT stakeholders to gather, analyze, and document
detail requirements that are accurate, unambiguous and verifiable.

1.2. Reguirements include functional and non-functional requirements, such as security
compliance, section 508 compliance, system performance, design constraints, environment
constraints and data requirements.

1.3. Analyze business process that results in impravement of business aperations

1.4, Identify requirements from any appropriate external source, including GAQ findings,
current applicable business processes, TSA & DHS technical requirements/palicy/guidance.

1.5. Fram all gathered requirements, establish the baseline for a given business target date ar a
target scape.
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2. Design:

2.1

2.2

Transform the baseline requirements inte comprehensive, logical and detailed designs to
efficiently and effectively guide for implementation.

For complex changes that require design review, work with the OIT Enterprise Architecture
Divisicn {EAD) tc plan and execute Preliminary Design Review {PDR) and Critical Design Review
(CDR) for the solution.

2.2.1.Create, submit, brief all design artifacts for the designed selution that are required at PDR
and CDR (System Design Document, Data Management Plan, Data Asset Profile,
Conceptual Data Model, Logical Data Model, Physical Data Model, Data Dicticnary, Entity
Relationship Diagram, Data Migration Plan, Data Quality Plan).

2.2.2.Remediate and update design artifacts as required for final design approval

3. Development

3.1

3.2
3.3.

3.4

4.1.

42

43,

44

4.5,

4.6.
4.7,

4.8.

Use the OIT approved development tools and development environments to perform
development and SharePcint customization activities.,

Develop reliable, efficient, secure and maintainable codes.

Use the approved Configuration Management {CM) tools (TSA OIT is currently using CollabNet
and subversion) to manage scurce code control and timely check in development artifacts, such
as script, platform pages, or codes.

Incrementally develop functionalities in iterations, allowing the government to review and
provide feedbacks.

Integration and Testing

Testing shall be in accordance with TSA guidance (coordinate with other IT environment service
providers as required)
Testing shall be completed using the Dffice of Information Technology (DIT) development and
test environment and infrastructure rescurces {work with other Testing Infrastructure support
groups as required)
Suppoert the stand-up of the testing applications in the Development Test Environment {DTE]),
Integrated Test Environment (ITE}).
Work with appropriate release management groups, including but not limited to Application
Development Division (ADD) Release Change and Configuration Management (RCCM), TSA
Release Management, to submit required artifacts for promoting the applications into test
environments.
Perform the end-to-end testing to demonstrate that the sclution developed satisfied the
requirements. Provide Test Analysis Report (TAR) to report test results.
Plan and conduct the User Acceptance Testing (UAT) with the government
Work with appropriate groups to support their independent testing, verify the findings and
provide remediation’s for valid findings in these testing’s, minimum including:
4.7.1.The Applicaticn Suppert Team (AST) independent testing of functicnal requirements.
4.7.2.0IT IAD {Infermation Assurance Divisicn) and iShare 1550 : security testing and scanning.
4.7.3.5ection 508 Coordinator: 508 Accessibility testing.
4.7.4.0ther testing as directed by the government, such as lcad testing, performance testing.
Collect, document, track and report defect data,
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5.

6.

Implementation:

3.1
5.2.

Provide services to implement the required changes into a production state

If the changes require approval from release management, work with appropriate release
management groups and participate in the Change Control Process to submit required artifacts
and obtain the approval of the software promotion into Production. Activities include but not
limited to:

5.2.1.Coordinate with Release Management for resource, to suppert the preparation of
operational sites and the deployment of solution to production environment

5.2.2.5ubmit Request for Change (RFC)

5.2.3.Attend Change Control Board (CCB) meetings to brief CCB stakeholders on the solution
deployments

5.3. Work with other IT infrastructure support groups to implement changes into production as
needed.

5.4. Perform “smoke testing” to verify the changes after the implementation

5.5. Support communication to all stakeholders on the deployment

5.6. Transition the implemented changes to the application administrators.

Training

6.1. The training historically has been a mix of:

. interactive one-cn-one for short time perieds (one hour)

. a conference-room 5-25 attendee presentation style (for one to two hour time periods)

. online screen-sharing training of 1 to 10 people, which did not reguire in-person attendees
(for one to two hours).

6.2. Historically, there has not been a dedicated training resource or specific course-development
resources. Material has been developed in minutes to hours, mostly using existing project
resources and documentation.

6.3. The training historically has been primarily associated with a release (new functionality), or
with training users who started using a system after it was released. The number of training
sessions occurred as one time sessions, or as a cluster of 2-4 sessions within a few weeks.

6.4. The overall LOE for training needs historically has not been tracked, but is estimated to have
been less than % of an FTE.

6.5. Projected training needs for the type and frequency of sessions are similar to historical

patterns. The training activities will require providing live user training/instruction sessions,
typically including a User Guide or summary presentation materials if there are more than one
or two attendees.

Configuration Management:

Use the approved Configuration Management (CM) tools to:

7.1

Maintain proper configuration management for System Engineering Life-Cycle {SELC) artifacts
under TSA guidance.
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7.2. Perform timely and accurate document and source code control for applications: ensure all
code and document artifacts that were developed for the applications are checked in the code
repository.

D. KNOWLEDGE TRANSFER REQUIREMENTS
1. At contract termination, effectively coordinate transfer of knowledge to the new contractor.

1.1. Implement an orderly and efficient transition with new contractor within 45 days of the
contract termination, to ensure that the required services are performed without interruption.

E. OPERATIONS AND MAINTENANCE REQUIREMENTS

1. Present an operations and maintenance {O&M) support plan that addresses the key areas of the
applications.

2. Maintenance support includes Break fixes that all activities require for diagnosing, debugging,
development/coding, assisting with promoting the software to production, and performance guality
assurance on software defects after the software becomes operaticnal.

3. The TSA Application Support Team {AST) provides some O&M support but not all. The contractor
shall coordinate all O&M activities with the AST to ensure reduced/elimination of duplicative O&M.

4. Post Production/Deployment Software Support:

4.1. Provide a minimum 30-day maintenance support for the applications in production after the
deployment of changes until the site has been transitioned to Application Support Team {AST).

4.2. Under Release Change and Configuration Management (RCCM) process, provide knowledge
transfer to AST, to transition the applications to AST for production issues support.

4.3. Work with COTS vendors and other TSA IT support groups such as TSA help desk (SPOC),
Application Support Team {AST), Information Technology Infrastructure Program (ITIP) support
teams to log, investigate, troubleshoot and resolve applications issues.

5. Provide assistance to applications trainers or application administrator users on application use and
functionality.

6. Develop and implement remediation for security Plan of Action and Milestones (POA&Ms) and
Section 508 Accessibility POA&Ms as needed.

7. Perform regression tests, system validation for applications against scheduled or unscheduled
infrastructure maintenance (SharePoint, Windows Operating System) and for system recoveries
after major outage in test and production envirenments (DTE, ITE and PROD)

8. Asthe operational production environments and technologies are upgraded to SharePoint 2013,
SharePoint 2016, Windows 10, etc., support the upgrade of the supported applications into these
new envircnments. Perform regression tests and other updates to resolve issues and make the
applications operaticnal in these new upgraded environments.

SECTION IV: Deliverables and Performance Metrics

A, DELIVERABLES

The deliverables shall be delivered to the COR and CO in accordance with the deliverables schedule, All
deliverables will be provided in DHS SELC where templates are available.

The initial format for most deliverables will be a standard Microsoft Office format. However, ADD is
continuing to evolve its application development process and practices including the adoption of new
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technologies to enhance the management of applications development efforts. The contractor shall use
these new technologies including in the submission of deliverables.

Specifically, the use of the OIT Project Tracker will be used for project management and status reporting.
CollabNet will be used for configuration management and the submission of source code and associated
artifacts including functional requirements, design documents, test scripts, etc.

The TSA TimeTracker application will be used by contractors to record time spent on any given task or

project. The TSA TimeTracker application is not an official time keeping mechanism for the Government,
but it will be used for reporting purposes and for invoice verification.

Variances reported will be tracked in accordance with current ADD reporting requirements; significant

variances on a tasking (i.e. planned vs. actual labor hours) will be reported with an explanation for the

cause of the variance.

The following opply to olf tosks:

Deliverable

Weekly Status Report

Due Date

Weekly, by COB

Deliverable
Recipient

Deliverable
Format*

Reference
{specify CDRL,

attachments,
etc.)

(1) Hard Copy;

6 | Document (SDD) and
Design Approval

determined in
Prgject Plan,

1 (by task) Mpnday, forthe | TM/CQ/ COR | MS Office (1) Soft Copy
prior week.
Project Mgmt Plan & 2 Weeks after (1) Hard Copy;
2 | Project Schedule {by Kickoff Meeting, | TM/CQ/ COR | MS Office
! 1) Soft Co
task) Updated Weekly (1) Py
Weekly, by COB (1) Hard Capy;
3 | Weekly Burn {by task) Manday, far the | TM/CO/ COR | MS Office (1) Soft Copy
priar week.
Manthly, by
’ 1) Hard Capy;
COB of the (1) Hard Capy
second Manday i (1) Soft Copy
4 | Monthly Burn {by task) of the manth, TM/ COf COR | MS Office
far the priar
month.
Reqwrementfs Per Rel?ase,.as CO,COR, TM MS Office (1) Hard Capy:
Dacument- signed off | determined in
5 Project Plan, (1) Soft Copy
updated if
needed
Systems Designs Per Release, as CO,COR, TM MS Ward

(1) Hard Copy;
(1) Soft Copy
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Reference

. Deliverable Deliverable ({specify CORL
Deliverable Due Date . '
Recipient Format* attachments,
etc.)
updated if
needed
User Guide or Manual Per Release, 5 CO,COR, TM MS Word /
. - (1) Hard Copy;
7 for end users and business days MS Visio
application admin. before UAT (1) Soft Copy
8 User Acceptance Per Relf.ease,.as TM, customer | Session UAT artifacts
, , determined in (OGS for OGS
Testing (UAT) Session ;
Project Plan. task, FAMS for
FAMS task)
9 User Acceptance S business days CO,COR, TM Word (1) Hard Copy:
. , after UAT document
Testing sign-off leted (1) Soft Co
document rompiete Py
Developed releases, Per release, 5 CO,COR, TM In CollabMNet
) . : (1) Hard Copy;
including all source business days &
code, build scripts and | befare release Subversion | (1) 5oft Copy
configurations that are | in production, or other T5A
10 | needed to construct, updated if CM
build the applications. needed repositories.
Provided
links to
locations.
Software Deployment Per.release, 5 CO,COR, TM In CollabMNet (1) Hard Copy;
Document (describe business days &
how to deploy, after release in Subversion | (1) 5oft Copy
configure and install production, or other T5A
11 | the built software updated if CM
package onto different | needed repositories.
environment) Provided
links to
locations.
User Training Sessions 1-6 weeks TM, customer | Demo, Training
before or after (OGS for OGS | Presentation Meetin
12 deployment, as task, FAMS for | Slides, Minutef
determined in FAMS task) Training Trainingl
Project Plan Session Materials.
AST Knowledge Per release, 4-8 AST, TM, Sessions &
i Knowledge
Transfer Sessions weeks befare customer Knowledge transfer
13 and after (OGS for OGS | Transfer .
) artifacts.
deployment. task, FAMS for | artifacts.
FAMS task)
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Reference
Deliverable Deliverable (specify CDRL,

Deliverable Due Date Recipient Format* attachments,
etc.)
. 60 days from (1) Hard Copy;
Transition-Qut Plan (to .
14 the new contractor) Contr.act . CO, COR, TM | MS Office (1) Soft Copy
Termination

The follawing applies ta tosk 1:

Reference

]
] Deliverable Deliverable (specify
Deliverable . CDRL,
Recipient Format*
attachments,

etc.)

] (1) Hard
15 iShare Gover'nance Updated as TM/ CO/ COR | MS Office Copy;
Documentation needed
(1) Soft Copy

The follawing applies ta tosks 1, 2, and 4:

Reference
. Deliverable Deliverable  ({specify CORL,
Deliverable Due Date Recipient Format* attachments,
etc.)
(1) Hard Copy;
. Updated as .
16 | Test Plan & Test Scripts neaded ™M/ CO/ COR | MS Office (1) Soft Copy
(1) Hard Copy;
Updated as .
17 | Test Results Document neaded ™M/ CO/ COR | MS Office (1) Soft Copy
(1) Hard Copy;
RFC and CCB Updated as .
18 Documentation needed TM/ CO/COR | MS Office (1) Soft Copy
‘_-].O days after (1) Hard Copy:
Data Management first team
19 | pans» member is TM/ CO/COR | MS Office | (1) Soft Copy
cleared to
begin work.

** In accordance with the DHS SELC and guidance from the Enterprise Architecture Division {EAD, see

Section IV, E.}, the contractor will develop a Data Management Plan to address the management of data
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in accordance with TSA policies and standards.

The following applies to tosk 3:

20 Defects and 5 business days after 0GS, T™M Word {1} Hard Copy;
backlog List UAT completed document (1) Soft Copy

B. PERFORMANCE METRICS

Performance Metrics

Did contractor deliver all required reports, document artifacts within one week of due
date?
5 | Did contractor deliver code that was 8B0% free of bugs and defects?

3 | Did contractor develop test plans, test the developed apps and produce the TAR?
Did contractor build enterprise SharePoint/K2/CRM apps that did not exceed platform
operating capakbilities {CPU utilization)?

Was the contractor proficient in the use of Microsoft’s SharePoint when coding SharePoint
g | development projects? Demonstration of this for code is an average of less than 2
deployments to the ITE {pre-production integration) environment for each release.

Was the contractor proficient in the use of Microsoft’s Dynamic CRM when coding CRM
6 | develepment projects? Demonstration of this for code is an average of less than 2
deployments to the ITE (pre-production integration) envirenment for each release.

Did contractor manage projects using a “tasking model” whereby hours and deliverables

7| were tracked accordingly and entered into DIT’s Time Tracker?
Did contractor coordinate with TSA IT security personnel (as needed) to evaluate security
8 findings and made recommendations to GPM within specified timeframe?
Application deliverables should be delivered no later than two(2) week as specified in
9 Project Schedule in individual tasking project plans and RCCM Release Plans
Did contractor manage requirements, artifacts and code using TSA’s CollabNet and
10

Subversion service?

The Perfarmance Metrics, shown in the table above, documents the Government’s expectations
concerning performance under this Work Order. Rating vaiues equate ta: 5 = Always perfarmed by due
date; 4 = Always perfarmed within ane week {7 calendar days) af due date; 3 = Always performed within
10 calendar days of due date; 2 = Always performed within two weeks {14 calendar days) of due date; 1
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= Did not perform or occasionally performed by due date.

The consequences of the inability to meet these metrics will result in a Contractor Performance Report
from the COR to the CO, for CPAR (Cantractor Perfarmance Assessment Reporting) consideration.

C. Transition Support

At the completion of performance of this task arder, the contractor shall fully support the transition of

the work identified to be transitioned to another entity, either government or a successor offeror(s).

The contractor shall assist with transition planning and shall comply with established milestones and
schedules of events.

The cantractor shall be respansible far the transition of all technical activities identified in this task
order. As part of the transition, the contractor shall be responsible far:

Inventory and orderly transfer of all GFP, to include hardware, software, and licenses,
Contractor Acquired Government Property, and Government Furnished Information (GFI)

Transfer of documentation currently in process
Transfer of all software analysis & design in process

Certification that all nan-public DHS infarmation has been purged fram any contractor-
owned system

Exchange of accounts to access software and hosted infrastructure components
Participate in knowledge transfer activities in accordance with the transition plan

Provide members to and participate in transition management team

If the government provides a Transition Plan template, the caontractor shall complete this template
as assigned, otherwise the contractor shall submit a Transition Plan at the direction of the
gavernment. The Transition Plan shall:

Document the strategic approach

Identify equipment, hardware, software, documents and other artifacts that are included in
the transition

Establish milestones and schedules

Establish activities

Identify transition risks and risk mitigation

Define roles and responsibilities

Define transition approval autharities and lines of communication
Define a knowledge transfer approach

Define a property inventory and transition approach

Create bi-party or tri-party agreements

Pravide checklists
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A Transiticn Plan shall be delivered 30 calendar days pricr to the task order expiraticn date or, if
directed by the government, 30 days prior to the end of each option period. The Transition Plan shall
include support activities for all transition efforts for follow-on requirements to minimize disruption of
services. The contracter shall account for a 10-business day Government review process prior to
transiticn executicn. The 10-day review and approval process is not included in the 30-day transition
activities.

Transition support shall commence 30 business days prior to expiration of the Task Order. Upon
award of a follow-on contract, the incumbent contractor will work with the new contractor to
provide knowledge transfer and transition support, as required by the COR and PM.
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)]

CODE 435130485 ‘F!\CELITY CODE

9A. AMENDMEN OF SOLIGITATION N{.

i

9B, DATEQ (SEE TEM 1)

T
PUE03-13-A-0105%49
HET803-16-J-CTO63L

104, MODIFICATIDN OF GONTRAL T/ORDER NO».

108. QAIED (SEE ITEM 13)
03/30/20%8

1. THIS ITEM ONLY APPLIES TO AMENDMENTS DF SOLICITATIONS

[ 1The above numbesed solicitation is amended as sof forth 1n ltern 14, The hour and date specitied for receipt of Offers

Clisextended. [ is net extanded.

Difers miest acknowledas receipt of this amendment prios 1o the hour and date specified in the selicitation o as amertded « by onc of the following methads: {a) By complating

ftems & and 15, and returnmg

. cofres of the amendment, (b) By acknawledging receipt of this amendment on ga
separate leter or telegram which includes a referentce to the safititation and amendment numbears.
THE PLACE DESIGNATED FOR THE REGEIPT OF OFFERS PRIOR TO THE HOUR AND DATE §

ch copy af the offer subimitted ; or {g) By
FAILURD OF YOUR ACKN{WLEOGEMENT TO BE RECEIVED AT
FECIFIED MAY RESULT IN REJECTION OF YOUR OFFER K by

virtue of thig amendment you desire ta change an offer alrcady submitted | such change may be made by telegram or latter, providen each telegram or lelter makes
reference o ihe solcdalion and thas amendment, and s received pror to the spening heur and dae specified.

12, ACCOUINTING AND APPROPRIATION DATA (¥ required)

Sea Sonediie

13. THIS ITEM ONLY APPLIES TO MODIFICATIDN OF CONTRACTS/!DR0ERS. IT MOMAES THE CONTRACT/ORDER NO. A5 DESCRIBED N (TEM 14,

_CHECKONE | A THIS CHANGE ORDER IS 1SSUED PURSUANT T {Bpacity authornity) THE CHANGES SET FORTH IN ITEM 14 ARE MADE N THE CONTRACT

ORDER NO. IN ITEM 104,

B. THE ABROQVE NUMEBFRED CDONTRAC TAORDER 18 MODIFIED TD REFLECT THE ADMINISTRATIVE CHANGES (Such as changes in paving office,
appropiation dale, efe ) SETFORTH N (FEM 14, PURSUANT TO THE AUTHURITY OF FAR 43, 103(b).

C. THi% SUPPLEMENTAL AGREEMENT 15 ENTERED INTO PURSUANT TO AUTHORITY OF

D OTHER (Specify type of modificalion and authority)

W G208,237-01d Centractor Pesponsibilicy, Copduct and Par

formance under TEA Service Contrazts fJas S0L B

E. IMPORTANT: Contractor %] is rot.

Oie reguired ta sign this document snd roturn R

COGIES 10 the 5suing office

14. DESCRIFTIDN OF AMENDMENTMODIFICATIDN (Onganized by UCF section haadings, including soictatoncontract SulECt Matter whers feasibia.]

GEN Contract #: GS-3057-40954h
Tax ID Number: 13-0871985
LUNS Number: 0835130485

The purpose of the subicct modification is to charge Key Personnel.

Key Personrel position of Project Manager is hereby changed from|®©N6)

{b)(6)

A2l oTher terms and conditieons remain Lnchangead,

Except as provided herein_ alf ferms and conditions of the document referenced in item & Aor 104

ta

, 8s heretofore changed, remains urnchanged and in full force and affect

135 NAME AND TITLE OF SIGNER ( Type o pant)

Hevin C. Ciilon

16A. NAME AND TITLE OF CONTRACTING GFFIGER { fype o7 il

158, CONTRACTORIOFFEROR

iSignatuire af persan auihonzed to S ]

[75¢C. UATE S1aNED

168 UNITED,STATES OF AMERICA ]
s --"’ s i // 1
il '?'—C,.‘,ﬁt-ﬂ_w < /“-//t LTI

16C. DATE RIGNED

[Stanature of Contrading Officry)

NSN T545-01-152-5070
Previgus edition unusabls

STANDARD FORM 30 (REV. 1083y
Prescrbed by GSA
FAR (48 CFR) 53.243



PAGE DF PAGES

AMENDMENT OF SDLICITATIDN/MODIFICATION OF CONTRAGT ! CONTRACTID CDDE |
i 3

[
2. AMENDMENTMODIFICATION NG, 3. EFFECTIVE DATE 4. REQUISITIONMPURCHASE REQ. D, & PRDJECT NO. (If appirabie)
200002 02/04/2017 2816206CI063L
6. ISSUED BY CODE |27 7. ADMINISTERED BY (ff atirer than hem 6) CODE I.:. 3
CFPTICE 0F ACQUISITTON TSH [NFRASTRUICTURE
T0T 8 12TH SIREET 01 5 lZth st
ARLINGTON VA ZCRYy ARLTIMNCTON va 20598
9. NAME AND ADDRESS DF CONTRACTOR (No., street, county, State and 21 Oode) (x} |2+ AMENDMENT OF SOLICITATION NO,
TRTIRNATIGNAL BOSINESS MACHINGS CORPOIATION
attn: [BXE) | SB. DATED (5EE 17EM 17)
&7 0 ROCKLEDGE DR
SETEESDE MO 2081713826
1 0 208171926 .- |195 MODIFICATION OF CONTRAGT/ORDER NO
S EArE03-13-A20T054 09
AQTEC -1 E-T-CICRA T
108. DATED (SEE /TEM 13)
CODE  gasi3peyy FACILITY CODE a 09/20/2015
1. THIS ITEM ONLY APFLIES TO AMENDMENTS OF SOLICITATEONS
{1 The above rumberad solicitation is amended as set farth n ftem 14, Tha howur and date specified for receipt of Offers Dis extenced. iz not extendad,

Offers mustl acknmwtedy s recerpt of this amendmant pricr la the heur and date spected nthe sehotasinn or gs amended | by ore of the fallowing methads: (a3 By compleding
hems 8 and 15, ang returning capies of e amendment: {b} By acknowledging receipt of this amendmernt on each capy of the offer sebmitted ; or (¢} By
separate leler ar lelegram which includes 2 refersnce 1o ihe solicitation and amendm o numbers  FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT

THE PLACE DESIGNATED FOR THE RECEIPT DF DFEERS PRIDR 10 THE HOUR AND DATE SPECIFIED MAY RESLILT ¥ REJECTIDN OF YOUR DFFER Foy

vinue of lhis amendment yau desre Lo change an aifer already submitted | such change may be made by telegram ar letter, pravided each telegram ar leter makes
reference 10 the solicitaton and this amendment, arnd is recaived prior to the cpening hnwr and date spacifisd,

12. ACCOUNTING AND APPROPRIATION DATA (If required; Net [neregae: 781, /49_ 40
' Nel [noreasze; 2 A4S A0
Sea Lonacgle

13, THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/DRDERS. T MODIFIES THE CONTRACTIORDER NO. AS DESCRIBED IN (TEM 14.

_CHECK ONE_‘ A RIS GHANGE ORDER ISISSUED PURSUANT TO [Specify aurhority) THE CHANGES SET FORTH IN ITEM 4 ARE MADE ¥ THE COMTRACT
DRDER ND, IN [TEM 104,

B. THE ABOVE NUMBERED CONTRACT/IORDER IS MODIFIED To REFLECT THE ADMINISTRATIVE CHANGES (such as thanges in paying affice,
apprapaatian date, etc ) SFTFORTH INFTEM 14, PURSUANT TO THE AUTHDRITY OF FAR 43.103:h),

C. THIS SUPPLEMENTAL AGREEME NT 1S ENTERED INTD PURSUANT TO AL THORI Y DF.

0. OTHER (&pecify type of modificatan and authority)

x FAR 32.217-9 - Option to Extend tre Term of the Contract

E.IMPORTANT:  Contacter isnot. s required to sign this dacument and raturr copues to the issuing office.

14 DESCRIPTHIN OF AMENDMEN T ODIECATION (Organized by UGF soolian feadings, including schotationfontract subject mater whare Feasible )

G38A Contract $#: GE-35F-4954H

Tax 1D dNumber; 13-0871945

DI Number: 835130485

the purpcse of the subject modificaticn ‘s -a exercise CLINs 10001 ard 13002 Cption Periard
one .

The period of performance isg hercby exlended from Foebraury 3, 2017 througn June 3, 2017,

Tre teotal funding under the Task Order is lncreaszed from 81, 083,374.07 Ly ST781,749.40 to

Cartinued ..,

Except as provided berein, all terms and condbons of the docurment referenced in Hem B4 or 104, ag hergtofors changad, remains Lnchanged and w full farce and effact.

158, NAME AND TITLE OF SIGNER ;'fype OF DIt 1EA NAME AND FITLE DF CONTRACTING OFFICER § Tvpe or Grint)

Kevin 2. Dillun

19B. CONTRACTORMOFI-EROR I!SC. DATE SIGNED 156 UNFT/E/QIG TATES OF AMERIC, . 16C. DATE/SIGNED
. - e / Pz
. y - L 3 B, .-
. _ e gC AT | 17 /59

{ Sigriaisirg of perst\-f? authorzad to sign) / fSa'gna!r}m E?T:onfrac‘uhg Qlfiver)
MNSN T540-01-152-8070 : STANDARD FORM 3D {REV. 10-83)
Praviaus edivian unusable Prescribed by GSA

FAR (4B CFR) §3.243



CONTINUATION SHEET REFERENCE NO. OF DOCUMENT BEING CONTINUED AGE OF
N ASTSC3~12-A-CI0548/HETE03-16-5-CI0O621,/PODOI, 2 3
NAME OF OFFERDR OR CONTRACTOR
INTRRNATTONAL BUSINESS MACHINES CORPORAT ION
ITEM NG, SUPPLIESISERVICES QUANTITY JUNIT UNIT PRICE AMDUNT
&) {B] S gD {m) fuy
&21 ather terms and conditicns retain ~changed.
Giscount Terms:
Ner 30
FCB: Desztination
Change Ttem 10001 to -cad as Inllows famoant shown
is the ckligated amcunt):
0oz 201 - ishare/work? low Development & I ) b))
ical Support - Opntion Fariod
Belivery Tocation Code: TSALD
CHFICT OF (NDORMATION THCHNOLOGY
Y0L 5 L2TH STRAEET
Attn: ARkoua Encw
Ariington VA 20548
unTing Info:
571 ;SI\OGOL‘QG”'r’MS?U4’7(“:.00-3-\’)'!5306?OCGTOCZO—G'TCSSF}I":O
BOJJEGUC-251D-TSE LIRKCT~DEF. TASK-D
Tunded: [{bN4)
Pariad of Performance: $2/04/2017 to 26/03/20.7
Rithorized Labor Categories:
Froject Manager |(B34) nour andg [P houar
Stbhject Matoer MRTTT Toavernent ) -{b){4) hour
and J{bl4) heur
Supiect Matier Hupert (Contractor i) hour
{4 /oy
varens Archileo:s /neur and P4 oz
' Manager [(b){4) hevr ard [(BYE) hour
Susiness Process Beendincering Specialist
b)) I"no\_:r' ang |(B)4) |hour
Applicatien feveloper Programmer [p) Jhour and
b)) hour
Aopligations Engireer (Inlormediase; [@) /hogr
are |0N4) fhour
ATZ flears 4,448
KIE Neitars{(0K4)
Chargs TZem 10002 to read as follows (arourt srcwn
i1s the obligated amount; :
Loooz CLIN 16002 - OGS Sharepoint leam Site Support - I ore |{b){4)
Cpnionm PForiod
Delivery Locaricen Code: SBAR
DFEICH 08 GLORAL STRATRECITS
F01 8 TZ2TE STRERET
Continuad

MEM ¥540-01-152-8067

QFTIONAL FORM 336 (4-85)
Gponscred by 534
FAR 48 CFRy 53110




REFERENCE NO. OF DOGCUMENT BEING CONTINUEDR FAGE GF

CONTINUATION SHEET HST803-13-E-CT0549/L8T803-16-T-010631 /B00C 2 3 | 3

NAME OF OFFEROR OR CONTRAGTOR
INTERNATICNAL BUSTKESS MACHINES CORPORATICHN

{TEM ND), SUPPLIES/SERVICES QUANTITY [UNIT UNIT PRICE AMOUNT
(7) B oS B 53! (= (T}

ALtn; LEA KALFLAN
Arlington VA 20538
Accounting Tnfoe
Furded: $0.00
Aocounting Tnfo:
5081?8ECGOD20l?ADEOBOGEOOOCZSO36600660063~6601OGER
JOCONGH0-2520-Tga ITRECT-ER. TASK-D
Fandad:
Pericd of Performancea: 02/04/2017 -o CE/O3/2017

Authorized Zabor Categories:

Proiact Manager {(b)4) hour and|EH4) /hour

Business Process Reenginzering Spcocial’st

{b)i4) hour and [(B)4) /hour

Moplicaticn Daveloper /Programme - [(0)4) heur and
-{b){4) /S hoinr

HTE He:rs 1,737
NTE Dallars [

MNEMN 7540-01-+52-5067 QPTICNAL FORNM, 206 (4-851

Sponsored by G5A
FAR (48 CFA1 53,110
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