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Contract HSTS04-10-D-CT7006
Mbodification POOXI01

The purpose of Modification POGOO1 to HSTS04-10-D-CT7006 is to provide the following administrative changes
at no additional cost to the Government:

1) Delete Section 3.9 (Security Requirements) of the Statement of Work on page 11 in its entirety and replace with
the following:

3.9 Security Requirements
Access to classified information at the Secret jgvel is required for PELSS in accordance with this Statement of

Work. All Contractor personnel performiog technical efforts under this Contract must hold a security clearance at
the Secret level or higher to support the necessery contractual requirements. The Contractor shal! identify the
Statement of Work elements that will be staffed by cleared personnel in the proposal. The Contractor will be
required to establish the required personne! clearances within the 50-day transition period, as defined in Section 11
of the Statement of Work

2) Incorporate the following clause as Section H.10 of the cortract:

T1.10 Access to Classified Information

Access to classifed information at the Secrel level is required to support the PELSS program office. Contractor
personmel must hold a security clearance at the Secret level or higher to support the necessary contractual
requirements.

The Contractor (GLOBAL SYSTEMS TECHNOLOGIES, Inc.) will access classified material only at TSA
facilities: TSA HQ (701 South 12" Si, Arlington, VA 20598) and the TSIF (1 West Post Office Road, Ronald
Rcagan Natjonal Airport, Washington, DC 20001).

The Contractor will store and safeguard classified material in accordance with Executive Order 13526, Classified
National Security Information, at the Secret level in support of program office requirements.  Additionally, in
accordance with the Department of Defense (DOD) Manua! 52206.22-M, “National Industrial Security Program
Operating Manual (NISPOM} for Safeguarding Classified Information,” Chapter 5, Section $-302, the contractor is
authorized to disclose TSA classified information to cleared subcontractors when aceess is necessary to perform
tasks ar services for fulfillment of 2 prime or subcontract. In accordance with NISPOM, Chapter S, Section 5-506,
the centractor shall not disclose classified information received or generated under this TSA comtract fo any other
Federal agency unless specifically authorized in writing by the TSA Program Office that has classification
management jurisdiclion over the information and the TSA Contracting Officer’s Technical Representative
(COTR). In accordance with the NISPOM, Chapter 5, Section 5-509, the contractor shall not disclose classif' ed
infarmation to another contractor except to support a contract, subcontract or other TSA purpose.

Sccurity Classification Guide, DHS SCG TSA-002 — Explosive Detection Systems Information and Data, dated
February 17, 2005, applies to this contract as well as the documents listed under Section 2.1.

The following DHS and TSA Security Classifieation Guides (8CG}) are applicable to the PELSS requirements.

[ 1) DHS SCG S&T-006 | S&T Explosives Research and Development | S&T Security 202-254-6117
Program

2) DHS SCG TSA-002 | Explosives Petection Systems Information | TSA Office of Sccurity, 571-227-2301
and Data

' 11 DHS SCG TSA-013 | TSA National Security Information TSA Office of Security, 571-227-2301
Technology Systems Certification and
Accreditation

3} Incorporate the following FAR clause into Section [ of the contract:

52.219-14 Limitations on Subconfracting (Dec 1995)
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Contract HSTS04-10-D-CT7C06
Modification PO000|

4) Modify the designuted Comtragting Officer’s Technical Representative in Sectior .1 of the contract from
Elaine Jappinga (571-227 to Anabelle Hernandez (571-2270)6) |

5) Al other terms gnd conditions remnain the same,
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Contract HSTS04-10-D-CT7006
Modification POOOOL

The putpose of Medilication POC00Z to HSTS04-10-2-CT7006 is to provide the following adwministrative changes
at no additional cost to the Govermment:

1} Incorpourate Department of Delense Form 254 (DD-234) Contract Security Classification Specification inte
Section J of the contract.

2} Add [P)6) as the designated Program Manager to the Key Personne! or Facilities list in Section H-4,
page 54, of the contract.

37 All other terns and conditions remain the same.
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Professlonal EngineerIng and Logistics Support Services Contract No. HST504-10-D-CT7006
Global systems Technologies, Inc Modification No. POC004

The purpose of this modification PCC004 is to modify the subject Indefinite Delivery Indefinite Quantity
contract as follows:

Section C — Description/Specification/Work Statement, Paragraph 7 is removed in its entirety and
replaced with the following:

7. Government Furnished Equipment {GFE)

The contractor will be required to access the TSA information technoiogy system. The government will
provide up to fifteen white packages for use at the contractor's facility and will provide access to the
TSA IT system. The contractor shall ensure that the equipment is stored in a secured area to ensure the
security of the equipment and that unauthorized personnel are not provided access to the TSAIT
system.

All other terms and conditions remain unchanged and in full force and effect.

End of Modification PO00D4

Page 2 of 2



SOLICITATION, OFFER AND AWARD | L Tills CONTRACT I3 A BATRED. ORDER ’

LD DrAS (15 0FF 1903

3, CONTRACT N 3. SOLICTTARION NG,

HET304-10-1-CTHG6

4, TYPEOF SOLEBRTATION
[ 1SEALEDBID (FH) -
[ ] NEGOTIATED (RFP)

RATING FAGE OF PAGES
I of 64

5. DATE 138UKb 5. REQUISITIOWTTRCHASE N0
2110200CT7006

See Block 28

7 SUEL BY g ANDAFSS OFFER TG (3 wthor taa llein 73
Transporialion Security Adminisuation Ses Block 7
OfTice of Acquisition, T8A-25
601 South 12* Street
Artington, YA 20398-6025
ATTN: Kary Voscams
NUTE s mbedt b gyl ciatiobs *r B wrd "uffaror tean “led” gd “hiduo
SOLICITATION
3 Gealed cilerm in ofigmad ned | ciprer e furtuanmp B arpplior of Ferdioes o B Sebatide wil! be reesival st the nlaee s fied it E, or i hard satsied, I B depurk oy
Jecatad ir - T o] Lovea] Retye
(Fous) traw) CAUTION - LATE Sumémions, Modifleatisns, and Wikreswdli, Sue 3eeton |y Provisian Ko, 32 21471 32113 10 AN offers are subjoerts mfl femmne and
ah ined 3 Irnf 20

10 FOR INTCRMATION ’ A KAME
ALl

B TELEFIINE RO {Inclimie wrem oods] (NG ODLEECY CafLS)

11 TAMLE OF QI ENTS

vy j S | SESCRIFTION ] riCEE) i) | s=m | BESCWREN TN ] rAGEIS)
SARN ! THE SCHPALLY YATT i - CONTRACT CLATSZS
¥ A AHICITATION TURTRACT FURM 1 ¥ 1| CUNTRACK LLALYEY I syl
= 1] SUPPLIES OR SERVICER AND PRICES/COSTS -3 PART I LI OF PAUMENTS, SHTIATTS AND OTERR ATTACIH
x e CESCRNTIORSFECE MIORK STATEMENT [ X )| LAT oF ATTATHAGNTS | &1
x 4] PAIRAGING AND MARKING 18 PAKT IV - REKESENTATIONS ANT BNS TRUCTIONS
X F NS PELTIUN AN ACCEFTANCE 4% EFAEE ENTAT NS, CRATIEICATIONS, AND CTHER
x ¥ TILLY FRIES O PERSDRMANCE A3 X | STA PWENTS OF OFFERURS
), i CHINTEAST ADASNISTRATION DATA 4553 1. IMETHE , CONDS , ARD ROTETY TO (\FFEIQE_,:_
R " B ERAL UONTRACT RREQUIREMANTS LY hil EVALLATION FArTURS POR AWARD

OFFER (Mhas: be [ully cempleted by ullvor}

DUITE e 13 doey aot ply i e sulivition wndudes dur proiision jn 3121414, Mindmam Bid Aceeplapce Porid

12 Tacemplianes woth bhe ot owe, Cu wdaorned aaseee, if s o i @ stecpted wifn

: landar dayx {50 ol e daned weiops w diHrre st pronad i et ed y fha ndfior} Som the dete fr Teodpl of ofSay
spaniied above, 1 fumich any ¢ 3l denor upen whech preese 4o offercd af the price gat opposita mch itam, dolivered at ing deei grtad zaoe(e), witin (he tme ipeafied T ke reheluly

L3 DIEUOUNT TOR 10 CALENTIAR TDAYS 20 DALENNAR DAYS 10 CALENDAR CAYS _ CTALENTUAR DAYS
PRLOMPT .
PAVMINT )
fhes S | Chains $2732-4) S % L i
14 ACKNOWLEDGMENT OF AMENTIMINT %0, PATE AMENUMEN T ND. DATE
AMENEMERTS i
(Tl wilk ey aaknmwhe pus
etwrip Lo F umerivd Lupip B 12
SOLTITATICN fur uiTires
arvd relw et dnannir masbored
il sl )
18n Nalie ’ TAIGE FACTLITY i6  HAMEAKRDTTTLE OF PERSDN AUTBORIZFD 70 310N OCTER (Tpe or aritd]
HND
APIRISS GLOBAL SYSTEMS TECHNOLOGIES, INC. Achintya Bhattachazjee
OHRIGR 109 FLORAL YALE BLVD President
MORRISVILLE, PA 19067-5522
(RS INE M Qs bade mre vod ) 15C. CHECK1F REMIITANCE ATLRESS (ATLAL ‘I iR CFIER DAT,
15 THFTERENT FACH ABOVI ENTER o
|| SUCH ADDRESS W SCHEDULE A ] ! L E NAT Y D ’2.. J El 201 C!
AWARD 'To he coniplalat by viovarranentt -~ [
1D ACCTECTED AS T0 TSNS NIMBSRED T AMCUNT i ACCOUNTNG AND AMRCPRIATION
See Secnion (. of the Conliact.

v AVTHOLTY FORUSING O H2ZR THAN FULL AN OPEN CUSIPETTTION,

PLALL %aITM0Mew ) (| 4LUSCO28EN )

13 SUBRET iNVOITES 10 ADDASAS SIOWN 1N e
{4 mpier wikcay ctboruri g kpecrtted)

S Schedwle G. of the Contract.

F AOMINISTEREE BY (b et hac ikan1 73 CA0E

MM

Ty PAYMIHT WILL GL MADE RY 1I00E:

See Section G. of the Contracl

| SISC0

oh Ea\‘-ﬂ-’ O CONTRACTHG OFFICER {fyme orprit)

Hami1bn fhlaer

IMINHTANT =5 m. wilt ke inly an théx Forn, of af $iontad r&yflb, ar by oflvr s pGN wTinoo iwtica

18, AWARD DATE

4))5)2010

I
;
i



HSTS04-10-D-CTH06
Page 2 of 64

Section B- Supplies or Services and Prices/Costs

ITEM SCHEDULE OF QUANTITY | UNIT | UNIT PRICE | AMOUNT
NO, SUPPLIES/SERVICES !
00001 Professional Engineering and Logistics i LOT {b)(4)
Support Services

Specific CELINS will be established at the Task Order level on a finm-fixed price or time-and-materials
basis.

B.1 General

The Contractor shall provide Professional Engineering and Logistics Support services in accordance with
the general scope contained in Section C. Individual Task Orders {TOs) will be issued in accordance with
the terms and conditions stated in Sections H and . All services provided under this contract will be
purchased through the issuance of either a firm-fixed price (FFP} or Time and Material (T&M}) orders.

To the maximum extent practicable, orders under this contract will be on a finn-fixed-price basis.

B.2 Term of Contract

The term of this indefinite delivery indefinite quantity (IDIQ) contract is five vears. Task orders may be
issued at any time during the five-year ordering period at the rates established for the corresponding
contract vear,

B.3 Contract Pricing
B.3.1 Firm Fixed Pricing

All task orders issued on a FFP basis will be priced in accordance with the contractors proposed labor
rates and pricing set forth in Section B.4. Labor Rate Tables. The labor rates in this section will reflect
the fully-burdened rates for ¢ach labor category and will apply to all direct labor hours. The loaded
hourly rates are ceiling price rates and the Contractor may, ar i1s discretien, elgct 1o propose lower hourly
rates on a task by 1ask basis.

(a) Labor. The lullv-burdened labor rutes include all direct, indirect, general and administrative
costs and profit associated with providing the required skill. The fullv-burdened labor rates
include all labor and labor-related costs. such as. but not limited to, the following, list of
representative labor-relaled costs: salarics. wages, bonusces to include stock bonuses, incentive
awards. employee stock options, stock appreciation rights, employee stock ownership plans,
e¢mployee insurance. [ringe benefits, contributions to pension. other post-retirement benefits,
annwity, employee incentive compensation plans. incentive pay. shift difterentials, overtime.
vucation time. sick pay. helidays. and all other allowances based upon a comprehensive emplovee
compensation plan. All hourly rates are based on a 40-hour work-week (ex. 1,920 hours per year
or in accordance with the Contractor’s corporate policy).

Contractor Rates: [During the performance ol this contract. the Contractor shall lurnish fully-
burdened labor rates which include loads lor oifice space and all normal supplies and services
required to support the work. This includes, but is not limited to, telephones. faxes. copiers.
personal computers, postage (10 include courier services such as Federal Express), erdinary
business software (¢.g.. word processing. spreadsheets, graphics, ete.). normal copying and




B.3.2

HSTS04-10-D-CT7006
Pape 3 of 64

reproduction costs.

(b) Program Management Suppornt Costs. Contract-level program management sUpport ¢osts are
included as a percentage of each individual labor category rate, and encompass support for
contract-level management, reporting requirements and related travel and mecting attendance
costs associated with the Contractor’s program management stafl] as it relates 10 overall
management of the contract. As a resull, these program management support costs are allocated
across all of the task orders issued under this contract. These “program management™ support
costs are differentiated [rom individual task order ~“Task QOrder Manager™ or ~Project Manager”
support costs. which are billed as hourly labor rates against individual task orders for direct
support to the effort pertormed under those task orders. This will result in direct billings at the
task order level for labor hours in the “Task Order Manager™ or “Project Manaper™ categories, to
specifically support project management (or the task order.

For FFP type task orders, the quantity ol cach item or labor category ordered will be multiplied
against the rate(s) listed in this schedule, and the cumulative extended total ot al! items ordered
will define the lump sum [ixed price for the TO.

Time and Materials Pricing

All TOs issued on a Time and Materials (T&M) basis will be priced in accordance with the labor
rates in the contract and the proposed negotiated hours of the specitic task. For T&M TO’s the
contractor will propose the labor rates awarded under the contract and the number of hours the
contractor believes is necessary to complete the work. The labor hours will be negotiated prior to
the award of the task. Travel costs will be in accordance with the Federal Travel Regulations
(FTR), if applicable. and may be estimated for each TO and will be funded on a NTE basis.
Travel shall remain separate from the total fixed price tor labor and ODCs.

At any lime and throughout the life of the contract, at the request of either the Contractor or the
Government, the Contractor may propose additional labor categories, rates and descriptions in
addition to the Government labor categories identified in Section B.4. These additional labor
catepories, rates and descriptions will be negotiated on a case-by-case basis, The additional
categories, rates and descriptions proposed, upon determination by the Governiment that they are
necessary for contract perlormance and both fair and reasonable. will be incorporated by
modification into the Section B.4 Labor Rate Tables of this contract.

B.4 Labor Rate Tables

The following Labor Rate Table (Table 1) provides labor categories and {ully-loaded hourly labor rates
for the contractor’s site. The fully-loaded hourly labor rates are the ceiling rates representing the
maximum rates allowable for all Task Orders, Unless otherwise specilied in individual Task Orders, the
contractor shall only utilize ott-site labor rates. The Government will not be providing any on site
facilities.
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Table 1
Hourly Labor Rate ]
Labor Category Year 1 Year2 Year 3 i Year 4 Year 5

Sr. Manager

b)(4)

Program Manager

Subject Matter Expert

Sr. Enaineer

Engineer

Jr. Enginecr

SW Engincer

Electrical Engineer

Mechanical Engineer

Task Supervisor

Project Specialist

Statistician

Analyst

Administrator

In Table 2. the minimum labor categories and qualifications required to perform the work are listed.

Table 2

Sr. Manager

BS+20yrsor MS + 15 vrs

Program Manager

BS in Eng or ¢qual + 12 vrs and PMI Certified or equal

SME

BS + 13 yrs or MS - 10 yrs or PhD + 3 yrs

Sr. Engineer

BSinEng+12yrsorMSinEng +7yrs

Enginecer

BSinEng 4+ 7yrsor MSin Eng + 2 yrs

Jr. Engincer

BSinEng+ 2 yrs or MS in Eng + 0 yrs

SW Engineer

BS in SW Eng or related field ~ 5 yrs L

Flectrical Enginecr

BSEE or equal + 5 yrs or MSEE or equal ~ 2 vrs

Mechanical Engineer

BSME or equal + 5 vrs or MSME orequal ~ 2 vrs

Task Supervisor

BS/BA + Svrsorno degree + 10 vrs

Project Specialist

BS/BA + 3 vrs or no degree + 7 vrs

BA Math or equal ~ 10 yrs or MA Math or equal + §

Statistician ME N
Analyst BS/BA + 0 yrs or no degree +3 yrs
Admin Minimum ] yr of otfice admin cxperience

B.5 Contract Minimum/Maximum

{a) The minimuwm guarantee for the base IDIQ contract is one million dollars ¢(3$1.000,000) over the entire

contract term/period.

(b The specific products and quantities will be identified on each Task Order issued under the buse

coniract.

(c) The total combined maximum ceiling for all Task Orders issued under the two 11MQ contracts is
one hundred million dollars ($100,000,000),
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Section C- Description/Specification/Work Statement
Professional Engineering and Logistics Support Services
1. Introduction

1.1. Background
The Transportation Security Administration (TSA ) is charged with the mission of protecting the Nation's
transportation systems to ¢nsure freedom of movement for people and commerce. The Office of Security
Technology (OST) supports TSA™s overall mission by providing efficient and effective security
technology solutions through applied research. development, operational testing. deployment and lile
cycle management to ensure the free movement of people and commerce,

TSA-OST counters threats to security with 1echnologies and procedures that will prevent, deter, or render
ineftective any attempt 1o sabotage transportation. TSA-OST collaborates with Department of Homeland
Security (DI11S) Science and Technology (S&T). Lach agency within DHS TSA-OST and DS S&T has
primary responsibility for discreet phases of the acquisition lifecycle. TSA has primary responsibility for
the program initiation phase and S&T has primary responsibility for the concept and development phase.
TSA then assumes primary responsibility for the capability development and demonstration phase, and all
subsequent phases.

OST currently has five programs under its responsibility: Electronic Baggage Screening Program,
Passenger Screening Program, Security Technology Integrated Program, Advanced Surveillance
Technology Program and Air Cargo Security Programn, Based on the DHS MD 1400, two of the
programs are level 1, and three are level 1. OST level | programs receive extensive oversight from the
federal oversight organizations. such as, DIIS, General Accountability Office (GAQ). and the Inspector
General. The acquisition portfolio value for these five programs is approximately $1.2 billion per year.
Currently. there are several security technologies that are in different phases of the acquisition lifecycle.

OST relies heavily on contractor personnel to support its programs. Under this Contract. the Contractor
shall provide engineering and logistics support services to the tfive QST prograins to include other oftices
within OST. such as the Engineering, Transportation Security [ntegration Facility (TS1F), Integrated
Logistics Support (ILS) and Evaluation & Operational Integration (L&OI) branch.

The acquisition portfolio value for these five programs is approximaiely 51.2 billion per year. Currently,
there are several security technologies that are in different phases of the acquisition lifecycle.,

1.2. Scope

This SOW defines the requirements for services and materials necessary 1o support OST in fulfilling its
engineering and logistics support mission. The Contractor shall furnish and make available all personnel.
supplies. equipment, materials, data, facilities, and services necessary to assist the OST in engineering
and lifecvcle management and complete the work defined below.

2. Applicable Documents

The following specifications. handbooks, orders. standards. and drawings form a part of this SOW. and
are applicable 1o the extent specified herein.

The latest version of these documents as of the Contract Date shall apply.

2.1. Government Documents

| Exccutive Order 12336 _National Sccurity Information
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DoD 5220-22-M, February 28. 2006 National Industrial Security Prograsm Operating
7 Manual

LS. Department of Homeland Security Explosive Detection Systems

DHS 5CG TSA-002 Information and Data Security

February 17. 2003 . Classification Guide

Title 5 ULS.C. Section 552a Sensitive but Unclassified (SBU) ]

Title 49 CER Parts 15 and 1520 Fggt;):cnon ol Sensitive Security Information

Department ot Homeland Security Operational . . . . n

Analysis Guidance (v. 0.09). May 2006 DHS Operational Analysis Guidance ]

2.2, Military Standards

I National Consensus Standard for Conﬁguratimﬂ
I Management (CM)

i Implementation Guide for Configuration

' Management (CM)

MIL-STD-973 : Configuration Management

ANSIEIA-649A (2004)

GEIA-HB-649 (2003

2.3. Other Documents

DHS 4300A Sensitive Systems tlandbook
) . Safeguarding Sensitive but Unclassified (For
42 g £
DHS MD 110421 Otficial Use Onlv} information
DHS MD 1400/DHS AD 102 DIHS Investiment Review Process
MD 200.7 Records Management Program
d b ", ] ]
TSA MD 1000.10-1 Management Control Program/ Management
! Control Program Manual

Acquisition Program Planning. Review and
Reporting

TSA MT) 3300.2 Emergency Preparedness

OST Functional Requirements and
Specifications for OST Document Management
ANSVISO 9001:2008 Quality Management Svstems

TSA MIX 3008

July 10. 2008

2.4, Source of Documents

Requests for copies of DHS/TSA documents should be addressed to the Contracting Officer. Requests
should fully identify material desired and cite the solicitation ar contract number.

Military Standards and Specifications can be ordered from the Department ol Delense Single Stock Point
(DODSSP), Building 4/Section D. 700 Robbins Avenue, Philadelphia. PA (91 [1-53098. Information for
many Standards and Specifications is available at the tollowing websitc:

G Assintdou s ol s s o Dusie CTin,

Copies of ANSI/ASQC Q9000 series standards can be obtained from the following source: American
Society for Quality Control 611 East Wisconsin Avenue, P.Q. Box 3005: Milwaukee. Wisconsin 33201-
3005, Phones: (414) 272-8575 or {800) 248-1946; Fax: (414) 272-1734.

2.5, Order of Precedence
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In the event of conflict between this SOW and any of the applicable documents identified in 2.1 -2.4. the
provisions ot this SOW shall take precedence.

3. Rcquirements

This SOW outlines a wide range of required activities to support OS'1. The Contractor shall provide
sufficient personnel, both in number and qualilication, to perform work described in this SOW,

The Contractor shall be required to interface with Original Equipment Manufacturers (OEMs). Systems
Integrators (S1s). other OST support contractors, airport personnel. airport contractors, and personnel
from all modes of fransportation, as well as various Government and international entities. The
Contractor will also be required to perform work at multiple sites as defined by the Contracting Ofticer’s
Representative (COR).

3.1. Post-Award Confercncec

A Post-Award Conference shall be held, within ten (10) calendar days atter contract award. at a location
designated by the CO. An agenda for the Post-Award Conlference shall be prepared. At the Post-Award
Conference. the Contractor shall present their understanding ot the contract and identily any issues or
questions about contract execution. The TSA will designate conference attendees and will identify any
unigue conlerence support requirements. Mecting minutes for the Post-Award Conlerence shail be
prepared.

3.2. Contract Management

3.2.1. Gencral Contract Managemcent Requirements

The Contractor shall establish and maintain a formal organization to manage this Contract and any
associated subcontracts. A clear line of project authority shall exist among all organizational elements.
The Contractor shall develop and implement a management prograin to efficiently and eflectively execute
all the activities as required in this SOW, A Contract Management Plan shall be prepared. The Contract
Management Plan shall fully document the Cortractor’s approach and organization to managing and
executing the requirements of this Contract.

The Contractor shall ensure that assigninents are completed in a manner that is thorough and within
schedule and budget. The Contractor shall document the accomplishment ot all scheduled tasks. The
TSA requirements in performing this Contract demand that the Contractor’s engineering, technical.
analytical. logistics. and administrative support experience, and the demonstrated performance of the
Contractor personnel providing the services. are commensurate with the scope and complexity of the
Contract in order to ensure quality products.

3.2.2, Program Managcr

The Contractor shall be fully responsible for the integration and coordination of the work described in this
SOW. A Program Manager (PM) shall be assigned lor this contact and serve as the single focal point
within the Contractor’s activity for all required tasking. The Contractor’s PM shall be ready at all times.
given reasonable notice. 1o present and discuss with the CO and the Technical Officer the status of all
requirements and problems. The Contractor’s PM shall be Program Management [nstitute {PMI) certified
or equivalent {e.g., DHS Certified Acquisition Professional, Level 11: Defense Acquisition University
(DAUY; Department of Defense (DoD) Certified PM).

The Contractor shall identifv, in the contract, the P'M who is responsible for accomplishment of all tasks
required by this Contract. and who is authorized to commit the company. The PM shall organize. plan.
schedule. implement. control. anaiy ze. and report on all eletnents of this Contract. The PM shall have
resources and authority to ensure efficient and timely project execution.
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The PM shall keep the COR informed of any performance issues, cost or financial concerns. or potential
problems that, if unresolved, will adversely aftect the Contractor’s perfarmance. schedule or costs. and
take all appropriate measures to mitigate adverse impact to the Contract.

The Contractor's program manager shall be designated as Key Personnel.

3.3. Contract Status Reporting

3.3.1. Monthly Contract Status Reports

Contract S1atus Reports (CSRs) shall be prepared. CSRs shall address cost, schedule. performance, and
status of deliverables. The reports shall address problems and risks associated with each of the
Conitractor’s efforis under this Contract. The repornts shall describe the work accomplished during the
reporting period, problems encountered and corrective actions taken. and pending issues and work
planned for the next period. In particular. the reports shall address the extent to which any problems or
circumstances will cause conflicts with project schedules,

The monthly report shall present progress information. to include technical progress presented in terms of
performance goals, exit criteria. schedule progress, and cost impact. larned Value Analysis and
thresholds for variance reporting shall be established. The report shall specifically address reported
elements that fall outside specified thresholds. Estimates to Complete [or each assigned eftort shall be
provided and shall include both manhours and lunding that the Contractor estimates as being required to
complete the assigned etforts. These reports shall be as of the end of the Contractor’s business/financial
month. and submitted within five (3) business days afier the period.

3.3.2. Periodic Contract Reviews

The Contracior shall conduct periodic contract reviews at the TSA s oltices or other designated facilities.
beginning with the Post-Award Conference. The frequency of these reviews shall be negotiated between
the Contractor and TSA and may be adjusted as necessary throughout the period of performance. The
TSA reserves the right 10 increase or decrease the frequency of these reviews but the frequency will not
be more often than once per month. The purpose of the review shall be for the Contractor to present a
detailed contract status. review outstanding action items, review potential and actual performance and
programtnatic problem areas, evaluate performance relative to cost ceilings or budgets and milestones set
forth in the Task Schedules, and provide a forum for highlighting activities planned for the next period.
The Contractor shall also provide financial status. Copies of presentation materials shall be made
available at the review for all participants.

An agenda shall be prepared for each contract review. The agenda shall include. as a minimum.
accomplishments. action itemns. issues or problems. schedule, planned activities. and financial reporting.
Meeting minutes shall be prepared tollowing each contract review.

3.4, Financiai Managemecnt

For T&M and cost-reimbursement CLINs, Contract Funds Status Reports shall be prepared. The
Contractor shall maintain a cost control system 1o meet the requirement under this Contract. Each labor
category shall be tracked. This shall include a breakdown of labor hours used by the Contractor and any
subcontractors, associated T&M labor costs, material costs. travel costs, and any other direct costs
incurred. The Contract Funds Status Reports shall include reporting period and cumulative expenditures.
as well as remaining funding available, presented in both tabular and graphical forms.

The Contractor shall establish a uniform cost or financial control methodolowy that is consistent with the
Contractor’s schedules. The Contractor’s cost control methodology shall provide the TSA with insight
into monthly expenditures against performance requirements.
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3.5, Contract Document Library

A Contract Document Library (CDL)Y shall be prepared. The Contracior shall maintain a CDL that
contains all documents and data generated by the Contractor or provided to the Contractor by the TSA
during the performance ot this Contract, The CI[. shall be maintained in a digital electronic formnat.
except that documents and data provided by the TSA in paper-only format are exempt trom digital storage
requirements. but shall be included in the CDL in its paper format. A Document Library Index (DL1)
shall be prepared. The DLI shall list the decuments included in the CDL. including documents in paper-
only format. The Contractor shall provide the hardware, software. and paper forinat storage facilities
required for the CDL and DLI. The Contractor shall provide authorized TSA personnel access to the
CDL during the period of this Contract and deliver the CDL to the TSA at the end of the contract period
of perforinance, if so requested by the TSA. Access to the CDL and DL1Umay be via SharePoint, if
directed by the TSA.

3.6. Quality Assurance Program

The Contractor shall establish. implement, and maintain a documented quality assurance system in
accordance (with ANSIISOYASQ QS001:2008), as tailored in the data itemn description (IDID), as a means
of assuring compliance with all requirements of the Contract. The Contractor shall pass the appropriate
Contract requirements down ta its sub-suppliers to ensure compliance with the Contract. The Contractor
shal] require that sub-supplicrs have an appropriate documented quality system that controls the quality of
the services and supplies provided. The Contractor shall identify a single point of contact tor all
communication en quality-related issues. The Contractor shall identity in Section G of the Contract. the
quality representative who is responsible for accomplishment of all quality assurance tasks required by
this SOW. The Contractor's Quality manager shall be prepared at all times to present and discuss the
status of quality activities. requirements, and problems,

3.7. Mectings, Confercnees, and Reviews

Meetings shall be held as necessary to ensure cffective program management, and efficient and effective
resolution of problems throughout the life of the contract. The tvpes and frequencies of these meetings
shall include. as a minimum. those described in the tollowing paragraphs. Support provided by the
Contractor shall include, but is not limited to. facilities, materials. office equipment. clerical personnel.
projectors. computers, mockups, technical data, and subcontractor participation (when appropriate).

The Contractor shall conduct meetings and reviews in accordance with the TSA-approved Project Plan
and contract requirements. Meeting agendas, presentation materials. and meeting minutes shall be
prepared. The Contractor shall be ready to substantiate assumptions made and methodologies used in
arriving at recommendations or conclusions. The Contractor shall prepare formal written minutes,
accompanied by a summary of action items and all presentation materials used. for TSA approval.
Minutes for meetings and reviews shall not be considered finalized until approved by the TSA,

When hosting a meeting, the Contractor shall notify the attending partics of the time, date, location, and
proposed agenda of the meeting. This notice should be provided al least five (5) business days prior o
the meeting. whenever practical.

Periodically. the Contractor shall be required to travel in order to attend conterences, specialized training.
Technical Interchange Mectings (T1Ms). and other meetings. Upon the completion of travel. trip reports
shall be prepared. Trip reports shall summarize the conference or meeting and describe the pertinent
information pathered.

3.8. Projeet Management

3.8.1. Project Plans
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¢ Advance degree In engineering or management desirable.
3.8.4.1.2. Specification Developers

Contractor personnel proposed to support the scope of work contained in Section €.4.1.3.1.1 Technical
Specification Development Support shall mect the following qualifications:

» Possess a 3.5, in Enginecring, or equivalent science. math, or technical discipline. from
an accredited college or university.

s Have a minimum of four vears of professional experience related 1o design.
manufacturing. installation. operation. maintenance, or acquisition of complex electro-
mechanical equipment and systems.

» Have demonstrated success in writing technical documnentation, such as specifications,
technical manuals, test procedures, or similar.

*  Possess a working knowledge of current and emerging security screening technologies
and procedures.

« Possess a lamiliarity with the Government Printing Office Style Manual, Chicago Manual
of Style. or equal.

¢ Possess total mastery of M$ Ottice applications.

« Possess strong organizational skills and discipline in order to ensure document
configuration control.

3.8.4.2. Task Management

As part ot cach Project Plan, the Contractor shall identify Task Managers (TMs) tor specific tasks. The
TM is responsible for accomplishing all aspects of the tasks and mecting all requirements. The TM shall
have resources and authority to ensure efficient and timely program execution and shall be the
Contractor's tocal point tor all required tasks, The TM shall be ready at all times to present and discuss
the status ol task acrivities, requirements. and issues.

).9. Security Requirements

The Contractor shall possess a lacility security clearance and have the ability to receive, handle, and storc
classificd documents up 1o the level of Secret. All of the Contractor employees performing technical
elforts under this Contract shall have a security clearance at the level of Secret. The (Contractor shall
identify the statement of work elements that will be stafted by cleared personnel in the proposal. The
Contractor will be required 1o establish the required facility and personnel clearances within the 90-day
transition period, as defined in Section 11 of the Statement of Work.

4. Support Functional Arcas

4.1. Acquisition Support

The Contractor shall provide support the OST programs to facilitate acquisition strategies for the
procurement of security technology. In accordance with the federal acquisition repulation (FAR). the
contractor will support procurement actions, including Requests (or Information (RF1). preparing
Statements of Work (SOWs). Independent government cost estimates (IGCE), Market Research,
evalualion criteria, Sources Sought Announcements (S5A), Requests for Proposals (RFP). Source
Selections. and contract awards. The Contractor shall support O%'I' programs with the preparation of
acquisition docurnentation in accordance with DHS Acquisition Directorate AD-102 and program
management standards. At both the program and project level, the contractor shall prepare
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program/project Plans, Operational Requirements Documents (ORD), Alternative of Analvsis (AoA).
Functional Requirements Documents {(FRD). service level agreements (SLA). Integrated Logistics
plan. configuration management plans. Technical Specifications, Cost-Benefit Analyses. alternative
analysis. Concept of Operations (Conops). Life Cycle Cost Fstimates (LCCE), Test and Evaluation
Master Plans (TEMPY, Test and Evaluation strategies, capabilities development plan (CDP), and the
preliminary inission needs stateinents (PMNS). The contractor shall coordinated and assist the
program offices providing technical information as required for all required acquisition
documentation. The Contractor shall participate on Integrated Product Teams ([PTs) and project-
specific working groups.

4.2. Engineering

The Engineering Section is responsible for providing engingering support to all OS7T programs and
projects throughout the acquisition lifecycle. The Tngineering Section’s responsibilities include day-to-
day operation of the TSA Syvstems Integration Facility (TSIF). The comtractor shall provide all labor and
associated facilities and materials to suppon the requiremnents of the Engineering Section.

4.2.1. Section Planning

The Contractor shall provide engineering support to the OST Engineering Manager.  Types of support
provided can include data collection and analysis, torecasting, capabilities assessment. technology
evaluation, and stakeholder interface.

4.2.2  Systems Planning and Evaluation

The Sysiem Planning and Evaluation Unit is responsible for operating the Transportation Security
Integration Facility and providing planning and evaluation expertise for systems and technologies vet to
be deployed.

4.2.2.1 TSA Systems Integration Facility (TSIF) Operations

The TSIF provides a testing environment for screening and detection of passengers. baggage. and cargo.
The facility provides a complete in-line BHS. the ability 10 house multiple passenger checkpoints. and a
multi-purpose testing area. The contractor shall provide all labor and materials required for overall
management of the TSIF. The Contractor shall support the execution of tests, demonstrations,
evaluations/ussessinents, and other activities performed at the TSIF. Support efforts shall include but not
be limited to requirements definition, development and approval of, documentation, exccution of test and,
data analysis.

Types of testing that will be performed in the TSTF include qualification testing. testing of concept of
operations, integration testing. alternatives analysis, information technology/metwork. Transportation
Security Officer standard operating procedures. conducting enginecring/lechnology assessiments. and
performing modeling and sitrulation activities. The initial capacity of the TSIF will, at 4 minimum,
consist of simultaneous functional testing of up t¢ five (5) in-line EDS and up 1o three (3 checkpoint lane
systems.

4.2.2.1.1,  Facility Qperations and Maintenance

The contractor shall support the TSA Engineering Group by serving as a liaison o the TSA Onsite Real
Estate Munager (o ensure timely repair and maintenance of the TSIF building. The contructor is not
responsible tor repairing or maintaining the building but shall coordinate with TSA Onsite Real Estate
Manager. who is responsible for the necessary repair and maintenance services. Areas of coordination
and liaison include facility maintenance. coordinating purchase requests tor on-going operation and
maintenance activities of the facility, and rest materials and supplies ordering and management.
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4.2.2.1.2. Test Planning, Operations, and Administration

The contractor shall support the T'SIF Test Lead in coordinating and providing support in
administering the test and evaluation program including event planning, conduct. and
coordination. At a minimum, the ¢ontractor shall:

s Supportl development. coordination, and approval of test related documentation. Develop
and maintain a master integrated schedule of test activities planned at the TSIF.

« Coordinate the availability and readiness of test support equipment and articles to support
test events. This includes laboratory equipment, data collection devices., and other
support equipment and items arc available to support test events.

* Develop test articles for inspection to satisfy individual 1est event requirements (target
test bags representative of streamn of commerce. utilization of simulants or other targets).

¢ Develop an industrial safety program and ensure compliance with and adherence to
industrial safety standards and requirements.

s Suppert development and approval of 1SO procedures and support periodic reviews to
ensure compliance,

¢ Plan and execute all building and test area preparations for tesling.

s  Coordinate equipment deliveries, installations, and intcgration,

4.2.2.1.3. Site Planning and Surveys

The Contractor shall be responsible for coordination of all aspects ot OLM site surveys related to
the installation of transportation security equipment at the TSIF. The Contractor shall prepare
checklists to ensure thar all requirements are addressed during the site survey, The Contractor
shall prepare a report of site survey results, including a copy of the checklist used along with
sign-off by the staff conducting the site survev. The site surveys and associated reports shall
address placement of equipment, level of integration required, sile preparation required prior to
installation of security equipment, integration requirements, power requirements, facility
construction. environmental requirements. and primary points of contact for the site, and shall
identify contractors who will participate in the site preparation. The Contractor shall perform
configuration management of test resources and develop and maintain installation checklists for
use by the installation contractor.

4,2.2.2. Technical Requirements Management

The contractor shall provide all labor. supervision. and materials required to support the
Technical Requirements Management Unit. The Technical Requirements Management Unit is
responsible as lead liaison for TSA with the Research &Development community; developing
technical requirements documents; tracking engineering requirements; maintaining a robust
requirements database; and performing risk analysis. training support. and human factors
enpincering. OST currently manages approximately fifty security technologies. Tasks associated
with support include but are not limited to:

¢ Develop technical requirements for new security technologies.

« Develop technical requirements pracesses and related documents (e.g. Operational
Requirements Documents (ORDs). Interface Requirements Documents (IRDs), and
Interface Control Documents (1CDs)).

= (oordinate with internal and external stakeholders.
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T'he Contractor may conduct interviews with stakeholders to discuss requirements and possibly
reveal requirements not previously envisioned as being within the scope of the project. and
identify potentially contradictory requirements. Additionally, the Contracior may attend
stakeholder meetings, including the periodic Technology Advisory Board (TAB), wherein
stakeholders participate in discussions to determine and prioritize capabilities gaps. analyze
details, and determine if there are any cross-functional implications.

The contractor shall maintain schedules of technolegies that are within the concept and
technology development phase of the acquisition cycle to track status of the Technology Transfer
Apreements {TTA) and Technology Commercialization Agreements {TCA) (processes between
DHS 5&T and TSA} Additional suppert responsibilities shall include:

s  Analyze the market place to keep abreast of new technology availability and document
market research,

o  Porform research and analysis to validate technical requirements.

¢ Attend R&D meetings. tests, reviews. and other functions as specifically assigned by the
Technical Requirements Management Unit, and provide meeting minutes and status of
T'SA deliverables 10 DHS Science and Technology (S&T) and the Technical Support
Working Group (TSW().

» Populate and maintain a requirements database.

+ Support the development and periodic review and update of TSA Detection Standards for
all current and emerging sccurity screening technologies and equipment.

s Maintain the TSA Detection Standards and facilitate classified document transfer to
properly vetled vendors and agencies external to TSA.

The Contractor may be required to conduct studies for the detennination of engineering
requiremuents tor new threats identified by the Intelligence community. The Contractor shall
perform analyvses to validate that the identified program requirements will satisfy the operational
needs. The Contractor shall account tor the possibility of conflicting requirements of various
stakeholders while ensuring that the requirements are measurable. testable. related to identified
business needs or opportunities, and defined to a level of detail sufficient to support svstem
design.

4.2.2.3. Computed Tomography Image Quality (CTIQ) Test Consultation Support

The Contractor shall provide technical support in implementing the CTIQ Toolkit. The CTIQ Toolkit is
intended to allow an analytical determination of poor or degraded x-ray CT-based EDS performance
using field data collected from the EDS during operation. Field data can include reconstructed image
data, X-ray tube high voltage power supply voltage and current, conveyor belt speed, X-ray detector
failure and correction. and reconstruction C'l number mean and standard deviation shift. The analysis
will indicate the detection performance leve! of the EDS. allow the recalculalion ot allowable
performance levels. and aid in determining necessary corrective actions. Support will entail analysis and
evaluation of EDS performance and development of EDS performance data analysis reperts.

4.2.2.4. System Design and Analysis

4.2.2.4.1. Enginccring Develupment

The Contractor shall support the TSA in transforming an operational need into a description of system
performance parameters and system configuration, through the use of an iferative process of definition,
svnthesis. analysis. design. test. and evaluation.
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The Contractor shall integrate technical paramcters and ensure compatibility of all related, lunctional, and
program interlaces in a manner that optimizes the total system definition and design, while ensuring
integration of Reliability. Maintainability, and Availability (RMA), satety, survivability, huinan factors,
etc. into the total rechnical engineering effort to meet cost. schedule. and teehnical performance
objectives.

The Contractor shall perform an evaluarion of design goals 1o validate that they satisly the approved
requirements. The Contractor shall support elforts to research similar design solutions. as available. and
inscrtion of emerging technologies by means of a material. product. technology. or service 1o satisfy the
explicit set ol design requirements.

The Contractor shall support all phases of svstem developiment to include lterative. Prototyping, or Spiral
Development Models: system software; and the evaluation ol intermediate systems. The Contractor shall
monitor and evaluate the development process tor scope creep to ensure that the system, while satisfying
the approved requirements is not over-defined or overdeveloped.

4.2.2,4.2, Technology Assessments

The Contractor shall support review and evaluation of technical proposals and provide comprehensive
analyses and recommendations as to the accuracy and technical soundness of the proposals.

The Contractor shall conduct technology assessments as directed. The Contractor shall prepare planning
and reporting documents and provide recommendations. The Contractor shall review. assess, and
recommend improvements to OEM designs, products, processes and procedures, and documents and data.
The Contractor shall pertorm assessments of emerging technologies.

The Conrtractor shall analyze all aspects of human-machine and human-system interaction, including
analysis ol image quality, of user interface design, and of operational elTectiveness. This includes
ergonomic assessment of physical interactions between humans and equipment. Technology Assessment
Reports shall be prepared.

4.2.2.4.3. System lL.evel Design

The Contractor shall provide enginecring support to develop svstemn architecture and operating concepts
at the system level. Designs and concepts shall be integrated lor ease of incorporation into new and
existing airport lacilities and opcrations. System level design can include technologics, equipment,
personnel. and processes to leverage technelogical capabilitics into improvements in transportation
security. The Contractor shall interface with stakeholders as necessary to ensure specific requirements
and limitations are adequalely addressed in the design. Syster level architecture and design analysis
reports shall be prepared.

4.2.2.4.4. System Development Contract Technical Support

The Contractor shall provide planning and analysis services to supporl the acquisition ol rransportation
sceurity equipment. The Contractor shall review and assess deployment. installation, and integration
schedules for their impact on current acquisitions and to support planning for future acquisition of
equipment and services.

The Contractor shall assist povernment contracting officer technical representatives (COTR) in the
adminisiration of contract actions in accordance with Federal. DHS, and TSA pelicies and procedures.
The contractor may be required to participate in program management revigws (PMRs), conference calls.
and other meetings to provide technical and related consultation. The contractor shall assist the COTR in
all COTR functions including, but not limired to, file development and maintenance. contract funding
tracking, monitoring and surveillance. and closeout. In addition te those duties specitied in the COTR
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responsibilities. the contractor shall prepare SOW's, specifications, Contract Data Requirements Lists
(CDRLs). Data ltem Descriptions (DIDs). and supporting rationale and justifications. The Contractor
shall also review and track delivery schedules, pertorm Earned Value Management (EVM), including
trend analysis for cost. schedule and performance. and review and assess ECPs, RFWs. and RFDs.

4.3. Continuous Improvenment and Program Support

The Continuous lmprovement and Program Support Unit is responsible for providing engineering
support. and sustainment and improvenient services in support of operational systems, technologies, and
services, The continuous improvement and program support branch is organized in two units:
Engineering Support Services and Continuous [mprovement.

4.3.1. Engincering Support Services

The Engineering Support Services (ESS) Group is responsible for providing engineering expertise to QST
and other TSA organizations through the application of scientitic and mathematical principles and design
and analysis techniques. The ESS Group is charged with the following activities:

¢ Ascenaining technology and svstems requirements to support the TSA mission
s Assisting in analyzing and assessing readingss levels of technologies

e Supporting technology trade-oft analyses

s Preparing inputs to equipment and services procurement packages

¢ Developing solicitation and contract technical documents

s  Evaluating bidder proposals

* Reviewing change control board documents

e Conducting technical reviews of airport construction plans and specifications
¢« Providing field technical support

¢ Perforimance monitoring

« Cost estimating

e Planning and assessing performance of security screening systerns

* Providing engineering support to the technology Contracting Officer’s Technical
Representatives {COTRs)

[n support of OST prograins. the Contractor shall provide engineering and technical expertise in
conducting requirements analyses. market surveys. enginecring calculations and analyses, data collection.
. and technology assessments. The Contractor shall draft project plans, operational requiremnents
docwments, statements of work. technical specifications, and change requests. The Contractor shall
supporl industry days and other meetings by providing technical infonnation required to develop
presentation materials and follow-up responses and documentation.

The Contractor shall also provide technical support related 1o the following:

s OPL Development Process
*  Systemn Development Contract Technical Suppon
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*  System Production Contract Technical Suppon
s Testing Support
e Configuration Control Technical Support

4.3.1.1. Technical Specification Development Support

The contractor shall provide professional supporl services to develop technical specitications for security
screening equipment. Specifications shall document the performance characteristics. physical attributes,
and other requirements of equipment. The requirements shall be ascertained from project plans and
operational requirement documents. The specifications shall invoke applicable references. The
Contractor shall provide qualified personnel who have demonstrated knowledge of and experience in
transportation security technologies. the inherent science and engineering underlying the technologies.
application of technologies 1o the system of processes, people. and equipment that comprise the security
apparatus, and operational considerations that are key to successful integration of security screcning
eyuipment. {ontractor personnel who support specification development shall have familiarity with
vendor design. fabrication. testing, and delivery processes. TSA procurerment practices and policies, and
end user procedures and practices so as to facilitate the delivery of specifications that will support the
acquisition of equipment that meet TSA objectives. Specification development shall be supported by a
robust technical writing and editing staif and a quality assurance process such that dratt and final
specifications meet the quality expectations of the designated QST Engineering Lead. who will determine
the acceptability of specification deliverables, Contractor personnel proposed to support specification
development are Key Personncl,

4.3.1.2. Airport Design Review and Approval Support

The contractor shall maintain drawings of all security technology installations. The contractor shall
verify drawings on a semi-annual basis through coordination with the OST deployment sections and
OST’s svstem integration contractor

The Contracter shall review submitted airport checkpoint and checked baggage BHS designs and provide
recommendations to the TSA 1o ensure that the design is in compliance with applicable standards, such as
the Planning (Guidelines and Design Standards (PGDS) for Checked Baggage [nspection Systems (CBIS).
the Checkpoint Design Guidelines. and other performance standards. The Contractor shall provide
detailed comments and/or recommendations to TSA on formal approval/rejection, supported by
comments on the submitted plan, documents, and repotts,

The Contractor shall implement existing CBIS design review processes and shall develop a proposed
design review proccss for Checkpoint design review. The Contractor shall provide engineering expertise
to OST in executing approved design review processes, specifically in the areas of design package review
and comment. Design review process development and execution shall be in accordance with all
applicable standards. procedures, and policies. The Contractor shall provide technical support for internal
QST Design Review Meetings.

The Contractor shall maintain an electronic databasce to log and track all design packages submitted for
review: consolidate and track design review cominents, and support ceordination of design review
meetings with local stakeholders. Associated document control shall be in accordance with the
Contractor’s established quality management systen.

The Contractor shall provide support in updating guidelines and standards and shall provide annual
updates to these documents. The Contractor shall solicit comments on the guidelines from [ndustry and/or
TSA stakeholders and shall disposition each comment received. .

4.1.1.2.1. CBIS Design Review Support
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The Contractor shall attend CBIS design review meetings. Design review meetings can be comprised of
sile visits to interfuce with airport local design teams and examine local facilities. Design review
mectings can be conducted at airpors throughout the United States and travel will be required by the
Contractor 1o participate. Design reviews are estimated to number 20 meetings per vear under this
Contract.

Pre-Design Phase

The Contractor shall participate in an initial pre-desipn meeting to assist the TSA in clasifving the design.
development, review, and approval process and procedures.

Schematic Design Phase

The Contractor shall ensure that design submintals incorporate TSA requirements. The Contractor shall
provide a complete review, detailed comments, and recommendations on the following elemnents of the
Schematic Design Documents:

¢ Design compliance with Planning Guidelines and Design Standards for CBIS and other TSA
performance standards.

e Airport infrastructure and existing security screening syvsiems operational phasing and
constructability issues that will impact the proposed design. Infrastructure planning must address
security equipment environmental and maintenance/ logistics access requirements.

» Basis of Design Report.

e Preliminary Concept Plans.

¢ Proposed schedule, Rough Order Magnitude (ROM), and funding for the schematic design,

e Assist the T'SA in Memorandum of Agreement (MOA) and Other Transaction Agreements (OTA)
development.

¢ Provide recommendations to TSA on formal approval/rejection, supported by comments on the

submitted plan. documents. and repons.

Independently assess and validate airpon passenger and baggage screening data and accurately

identify the information resources used to validate.

30% Design Phase

The Contractor shall ensure that this sub-phase incorporates the TSA requiremems defined in the
Schematic Design Phase. The Contractor shall ensure that the Basis of Design Report has been updated
to incorporate the TSA’s requirements identified in the Schematic Design Phase. ‘The Contractor shall
ensure that the following design elements are adequately and properly incorperated into the submitied
plans and specifications:

s Bap routing on all sub-svstems.

*  Queuing conveyors before and after EDS machines.

+ Separation of alarmed and c¢leared baggape at each level of screening.

»  Cross-sections showing vertical dimensions of the CBIS.

o (BIS design will support high-speed and high-throughput screening technologies.

¢ LEnsure that the path to EDS units will suppon future relocations and major EDS upgrades and
provide maintenance/ logistics access for maintenance technicians.

o On-Screen Alarm Resolution Protocol {OSARP) decision time.

= Incorporation of multi-level s¢reening protocols.

e  Qutlined CBIS specifications with a description of system operation and sequence of operation.

s Resolution room lavout and bay tlow through the resolution room including level 2 and Level 3
resolution search areas.
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e Oul-of-gauge and oversized baggage processing.
s Level 3 resolution arca equipment layout and quantity.,
s CBIS automated reporting of operational performance and availability,

The Contractor shall conduct site visits, as required, conduct modeling of the screening system for design
validation, provide TSA with detailed comments and recommendations with regards to design compliance
with Planning Guidelines and Design Standards for CBIS and other TSA performance standards. and
provide recommendations to TSA on formal approval/rejection. supported by comments on the submitted
plans. documents. and reports,

70% Design Phase

The Contractor shall ensure that this sub-phase incorporates the TSA requirements defined in subsequent
design phases. The Contractor shall ensure that the design is following the Basis of Design Report
submilted in the 50% Design Sub-Phase Review. The Contractor shall ensure that the requirements
identified in the 30% design sub-phase review are incorporated into the 70% plans and specifications.
The Contractor shall provide the TSA with detailed comments and recommendations with regard 1o
design compliance with the Planning Guidelines and Design Standards for CBIS and other TSA
performance standards. The Contractor shall provide recommendations to TSA on formal
approval/rejection, supperted by comments on the submitted plans, documents, and reports. The
Contractor shall ensure that the tollowing design elements are adequately and properly incorporated into
the submitted plans and specitications:

¢ Detailed contingency plans identifying mitigation measures in the event of partial or complete
CBIS failure to screen baggage.

* Detailed plans and specifications identifying all other disciplines, demolition. and phased
construction plans necessary for the installation of the CBIS.

e Site-specific CM plans.

& DProbable construction and Operating and Maintenance (OQ&M) costs.

¢ Detailed cross sections of CBIS.

e Suspicious item removal routes.

s Personnel ingress and egress plans.

e EDS network drawings (if applicable).

» Diagrams showing maintenance logistics access routes to cach EDS machine.
e Condensate removal method (where applicable).

& Scismic requirements (where required).

s« Power for EDS and BHS equipment.

-

Bag centering/aligning methods,

s Detailed CBIS specifications with BIS Contractor responsibilities delineated for meeting TSA-
specified performance criteria, commissioning and integrated Site Acceptance ‘I'est (iISAT)
requircinents, and BIIS reporting capabilities.

o Detailed description of system operation and sequence of operation thoroughly describing the

baggage tracking methodology.

100% Design Phase

The Contractor shall ensure, during the review, that this sub-phase incorporates the TSA requirements
from subsequent reviews. The Contractor shall ensure that the screening system design is following the
Basis of Design Report submitted in the 30% Design Sub-Phase Review. The Contractor shall ensure that
the requirements identified in the 70% design sub-phase review are incorporated into the 100% plans and
specifications and that the {inal submitted 100% design package includes all discipline’s complete plans
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and specifications. The Contractor shall provide the TSA with detailed comments and recommendations
with regard to design compliance with the BSIS Planning Guidelines and Design Standards for CBIS and
other TSA perlormance standards. The Contractor shall provide recommendations to TSA on formal
approval/rejection, supported by coniinents on the submitted plans, documents. and reports.

Design Changes

The Contracior shall provide technical support to OST in identifying and prosccuting site design changes
necessary to ensure security screening equipment and system performance. The Contracter shall provide
suppert in design analysis. performance prediction, design change implementation, execution oversight,
change documentation. and design documentation and change package library maintenance,

4.3.1.2.2. Checkpoint Design Review Support

The Contractor shall attend checkpoint design review meetings and provide technical support in
reviewing design documentation, including drawings. specifications, and calculations. Design review
meetings can be comprised of site visits to interface with airpon local representatives and 1T50s and to
examine local fucilities. The Contractor shull provide input into establishing or revising checkpoint
design development and review processes.

4.3.1.3. Project Collaboration Website Development and Maintenance Support

The Contractor shall provide technical expertise and facilities to establish and maintain a project
collaboration website and repository for airpon design documents. Design documents can include facility
and system drawings. specifications. calculations, reports. and any other design package elements. The
Contractor shall alse manage and maintain change packages associated with these design documents.
Change packages can be comprised of hascline documents. revised documents. rationale for change,
approvals. stakeholder review comments, and change tracking administrative data. The Contractor shall
support OST in ensuring complete. accurate, and timely implemnentation of approved design changes and
accurate documentation of the implementations, The Contracior shall coordinate and interface as needed
with other stakeholders. such as equipment OEMs, systems integrators, site designers, airport authorities
and local jurisdictions, and regulatory bedies in providing this support. The project collaberation website
supporting the design document repository shall be hosted and maintained by the Contractor, The
contractor shall provide controlled remote access to authorized project team members, as directed by
TSA.

4.3.1.4, Field Technical Support

The Contractor shall support the engineering unit in conducting assessments and providing
recommendations that support continuous improvement of operational security technolegy solutions.
This includes support of the Baggage Assessment & Systems Cvaluation (BASL) team, support of the
PSP Equipment Assessment & Systems Evaluation {PEASE) team, and support to other checkpoint and
checked baggage screening system inlprovement or corrective action efforts.

The Contractor shall provide technical and engineering support during checkpoint and checked baggage
screening system. qualification, pilof testing, commissioning and vperation. us required. to analyze system
performance issues in conjunction with the OEM, BHS contractor. or other members of the design team.

The BASE and PEASIE Team's primary role is to provide high level technical assessments for certified
and operational systems which have transitioned from Deployvment to Engineering. These are systems
which are experiencing operational problems that are detrimental to the overall effectiveness and
etficiency of the sccurity screening system. The BASE and PEASE Teams also support the technical
resolution of svstem performance issues that arise during site design, equipment installation and
integration. testing, and any other activities leading to full-scale operation of the security screening
SYStem.
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The Contractor shall support the BASE and PEASE Teams by:

Reviewing design documentation 1o idenuify potential or suspected design and integration
weaknesses that could manifest as functional and operational issues following commissioning

Conducting site meetings with local 'TSA and airport operational personnel;

Reviewing and analyzing Passenger Screening Program equipment field trouble reports and QLM
reports to determine nalure of reported technical issues

Reviewing and analvzing BHS and £DS reports to determined what area of the svstem is
experiencing functional issues;

Conducting site assessments to observe systems operations from both a detailed mechanical and
controls perspective:

Analyze reports and operational data which has been gathered in order to provide a detailed
report which provides recommendations o optimize the system and address functional and
operational issues.

Generating quantifiable data 1o support recomnmendations generated from the site survey.

4.3.1.5. Cost Estimating
The contractor shall provide cost estimating support in accordance wilh the GAO principles for cost
estimating,

4,3.1.6. Sccurity Screening Equipment Test and Calibration Article

The Contractor shall maintain an inventory of x-ray step wedges. EMID operational test picces (OTP).
EMD encapsulated weapon test sets, and other security screening equipment test and calibration articles,
as required by the TSA, to support periodic requests for replacements and to support newly federalized
airports. .

4.3.2.

Continuous Improvement

The Continuous [mprovement (1) Group is responsible for providing ongoing monitoring of security
screening equipment performance to identify and develop strategies for implementation of technical
improvements to the deployed fleet, upgrade planning and deployment, and the eventual replacement of
equipment. The Contractor shall support the activities of the CI Group in planning. developing,
executing. monitoring. measuring. assessing. and reporting on improvement activities. At a minimum.
this support shall include:

Performance monitoring of deployed security technology in collaboration with the Life Cycle
Support branch. The Contractor shall collect data, observe operations. assess effectiveness of
current operations and systems, identily arcas for improvement, develop concepts for achieving
performance improvements, and assist in achieving performance improvements.

Technology evolution and upgrade evaluation. The Contractor shall provide engineering
expertise to assist the C§ Group in determining beneficial applications of eveiving technologies
and syvstem upgrades.

Technology upgrade planning. The Contractor shall support the Cl Group in planning technology
upgrade paths, including determinations of key milestones and other schedule clements.
Imphasis shall be placed on the state of technology. market conditions impacting the availability
of applicable technologies. and budgetary constraints that could impact upgrade plans.
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e Equipment refurbishment evaluation and planning. The Contractor shall support the CI Group in
determining suitable application of equipment refurbishment to maxiinize system utility while
maintaining performance and optimizing return on investment.

e Lifecycle Replacement planning. The Contractor shall support the CI Group in establishing plans
for routine replacement of security screening equipment and in executing replacement plans.
Replacement plans can include equipment specification and procurement. and collaboration on
deployment. maintenance. training. communications. etc.

*» Recommendations for equipment performance improvement. The Contractor shall provide
technical expertise to identify equipment perforinance improvements that are either necessary to
support operations or available through technology development and advancement. ldentified
improvements will be invoked in procurement efforts or implemented through change control
processes applicable to fielded equipment or equipment in the procurement process.

¢ [ngineering process improvement. The Contractor shall support the efforts of the Cl Group in
identifving needed engineering processes. developing new processes. moditving or adapting
existing processcs. reviewing proposed process improvements. and managing process
development to conclusion.

4.4. COTR Technical Support
4.4.1. Contract Monitoring and Associated Reporting

The contractor shall provide support to the COTR 10 assist in the monitoring and reporting on the
oversight for the OEM contracts QST supports approximately 50 technology contracts. These
contracts are for equipment procurement, maintenance, or both. QST has established indefinite
delivery, indefinite quantity contracts for each technology. Maintenance contracts are tixed price.
The contractor shall support the COTR in administering and monitoring technology contracts in
aceordance with federal. DHS. and TSA COTR requirements. This support shall consist of the
following burt is not limited o

» Provide Task Order (TO)VDelivery Order ([20O) management:

¢ Track status to ensure to work is progressing according to proposed cost und schedule
and to ensure expiring periods of performance are extended (when necessary) no less
than 30 days prior to expiration of period performance. I an extension is not
necessary. ¢nsure that a procurement request (PR) is submirtted to begin closeout
process.

o Develop SOWSs for new TO/DO that provides the vendors with required delivery
dates. tusks of work and deliverables required.

o Coordinate and finalize PR packages to inclnde at a minimum, PR form, SOW, and
[ndependent Governmnent Cost Estimate (IGCE}. Non-coniplex packages shall be
completed within 3 davs: complex packages within 14 days.

& Determine whether open 10/D0O should be modified to accomplish necessary new
work or prepared for closeout.

o Track, review. evaluate, and preparc comments on OEM CDRLS to advise the COTR
of any issues.

o Post and update all OEM CDRLS to the COTR SharePoint Library.
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Maintain COTR Audit documents library on SharePoint to include OEM CDRLS.
Contracts and PMR Documentation.

Provide hardcopy COTR documentation in accordance with applicable TSA
Acquisitions retention and audit guidelines.

Prepare and maintain receiving reports based on products or services received on
TO/DOs,

Establish surveillance plans for contracts to ensure comnpliance with contract terms
and conditions.

* Contractor shall provide a format for approval by the COTR.
v Contractor shall witness testing and provide technical support as needed.

» Contractor shall perform surveillance in accordance with approved
surveillance plan

»  Contractor shall verify successful completion of tasks and provide
verification of hours worked on time and materials or labor hour contracts

s Contractor shall review invoices to track hours worked, labor categories, and
materials are appropriate and in accordance with TO/DO proposal.

The contractor shall develop and maintain a product status report/overview for each
contract. The report shall consist of at a minimum:

» Dashboard — The dashboard shall provide a quick look of the overall contract

= (ontract status to include current funding, obligation, and ceiling left on the
contract.

*  Open TODOs with periods of performance
*  Deplovment schedule/production

= Identify any risks in projects in regard to schedule slippage and/or cost
increases.

Archive contract records {e.z. SOW, CDRLs, DIDs, deliverables. cic.) in compliance
with TSA MD 200.7 (Records Management Program). and OST Functional
Requirements and Specifications for OST Document Management.

Track inventories and make recommendations for purchases based on just in time
inventory control,

Configuration Management support to include participation in CCB meetings. as
required

Program management review support. including participation, action itemns, recording
and distributing meeting highlights

Track and report on program issues/trouble reports and provide recommended action
items.

Participate in the evaluation of the OEM’s guality programs and perforin audits of
OEM quality management systems. as required.

Participate in the technical review of proposals as needed.

Action items - identify. document. track and complete as required
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4.4.2. Future Technology Support and Associated Reporting

The Contractor shall assist OST with planning and technical review associated with future screening
technologies which are in R&D and OT&E phases of the equipment life cycle. The Contrzctor shall
coordinate with all applicable stakeholders within QST 1o assure that the Program Management Office
(PMQ) is adequately planning for and supporting future technology requirements. As a minimum. this
support shall include:

¢ (oordinate with associated OST organizations on the status/schedule of future technologies.

s Provide liaison 10 OST Engineering Branch for technical support/review of future technology
documents.

s  Critical Design Review (CDRY Preliminary Design Review (PDR) support. to include
participation in CDR/PDR meetings and completion of assigned action items,

s Assistin Technical Interchange Meetings (TIMs) on an as needed basis.

»  Budgetary support tor tuture technologies including analysis. estimating. projections and
tracking.

¢ Action items ~ identify, document. track and complete as required.
4.4.2.1. New OEM Contract Acquisition Support

The contractor shall assist in the procurement of new OEM equipment contracts necessary o support the
mission of the OST. As a minimum. this support shall include:

*  Assistin the development of overall PR package documentation and coerdinate various
stakeholder inputs.

¢ Support preparation tor and participate in industry day;

¢ Develop and Maintain OEM question tracker tollowing industry day and assist in
tracking/response to OEM questions:

e Develop PR documentation package {e.g.. PR summary sheet. SOW. Quality Assurance
Surveillance Plan {QASP), IGCE, etc.} tor submission to OST’s Business Management Office
{BMO).

« Track outstanding PRs and report on status to PMO,

e«  Action items — identity, document. track and complete as required.

4.5. Life Cycle Logistics Support

The Contractor shall provide life cycle logistics support services for security screening equipment (SSE).
The Contractor shall develop life cycle logistics plans and procedures. provide oversight of maintenance
and logistics programs implemented by OEM and third party Maintenance Service Providers {MSID), and
seek to improve the utilization, operational effectiveness and cost efficiency of current and tuture SSE.
Configuration management of SSE is another important role of life cycle logistics.

4.5.1. Integrated Logistics Support (ILS) Planning and Requirements Development

The Contractor shall develop performance-based logistics strategics that optimize total system availability
and life cycle cost. Consistent with approved logistics strategies. the Contractor shall develop ILS inpurs
to requirements documents (e.g. specitications), program plans (e.g. acquisition strategy plans. [1.SP), and
acquisition documentation (c.g. Exhibit 300).

r
=
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Contractor support shall include. but not be limited to:

o Develep and maintain a Life Cycle Support (LCS) strategic plan that is consistent with DHS,
TSA and OST strategic planning goals and objective. The plan shall recommend and define L.CS
goals and objectives necessary to implement higher level strategic plans. The plan shall also
identify and evaluate alternative strategies to increase competitive contract opportunities lor life
cycle support. including competition for equipment maintenance and call center operations, as
well as prometing life cvele costs as a source selection criterion for competitive equipment
procurements.

Develop management control objectives for each LCS Strategic Plan goal in accordance with

TSA MD [000.10-1 (Managemem Control Program) and the Management Control Program

Manual. A Management Action Plan shall be prepared.

o Develop strategies to implement Reliability Centered Maintenance {RCM) on equipment
maintenance contracts to improve operational availability and maintenance efficiency by
leveraging Scecurity Technology [ntegrated Program (STIP) initiatives.

o Develop strategies to implement Remote Maintenance Monitoring (RMM) capabilities.

2 Document logistics strategies into 11.S plans for LBSP and PSP. and up to 2 other programs (¢.g.

Cargo). The Contractor shall coordinate with TSA Operational & Technical Training (OTT)

division to define training requirements and plans for incorporation into ILS plans.

Translate logistics strategies into statement of work requirements for incorporation into SSTI

maintenance contracts.  Prepare associated CDRLs and DIDs to obtain the necessary logistics

products,

o Obtain schedules [or security equipment procurements and decommissionings. forecast the
associated maintenance budget impacts. and communicate findings 1o OST Life Cyvcle Suppont
personnel.

o Prepare logistics analyses and studies to define requirements to improve overall life cyvcle support

o Develop life cycle support/ logistics inputs in support of DHS and TSA Acquisition Reviews in

compliance with DHS Acquisition Directive 102 and TSA MD 300.8 (Acquisition Program

Planning. Review and Reporting)

Create. maintain and implement an emergency preparedness plan in accordance with TSA MD

3300.2 to ensure security equipment. that may be needed to support the varicty of TSA

emergency necds, is identificd along with a process [or obtaining such equipment: and that

identifies a process Tor expeditiously assessing equipment damage and repairing it following
cmergency cvents (e.g. hurricancs).

o Conduct Post lmplementation Reviews (PIR) and operational analvses for ficlded SSE to examine
whether SSL performance is meeting expected results. identify performance gaps or opportunities
to improve pertormance/ reduce life cyele costs, and develop recommendations for TSA
implememation,

Create. maintain and implement an Asset Management Plan for the efficient use of security
equipment in the TSA warchouse. Plan shall describe the responsibilities and procedures for
inventoryving and assigning condition codes for security equipment in the warehouse; considering
guantities of re-deployable equipment available in the warchouse when making new equipment
procurcments; and transferring to other IPHS component agencies or disposing of security
equipment that is excess to TSA requirements.

]

]

O

4.5.2. Maintenance and Logistics Program Support

The Contractor shall assist TSA to provide life eycle logistics support expertise 1o OST program offices
and L.CS maintenance COTRs.

Contractor support shall include. but not be limited to:
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Develop and maintain an organizational plan that defines each element in Lite Cvele Support
(e.g. Maintenance. Configuration Management): explains how each integrates with the other §.C$
clements and with OST program ottices; and defines procedures and “best practices™ for each
element.

Attend weekly Integrated Product Team (IPT) meetings and monthly Program Management
Reviews (PMR} with OEM/ maintenance contractors, Meetings generally rotate between TSA
headquarters and the OEM/ maintenance contractor’s tacilities.

Research call center/ MSP maintenance data to analyze individual maintenance tickets, compile
maintenance history by equipment or airport, and report findings to OST 1.CS. In response to
field requests (e.g. Remag) to replace security equipment due to maintenance problems, analyze
ticld maintenance data and provide recommendations to [.CS maintenance COTR.

Perform customer liaison activities between airports, OEMs, and maintenance service provides to
resolve escalated customer trouble reports.

lnvestigate and develop recommended solutions to life cyele support issues of importance to the
National Advisory Couneil (NAC).

Develop inputs to the EBSP and PSP Test and Evaluation Master Plans (TEMP} for assessment
of TSE RMA at the TSIF and during Operational Test & Evaluation (OT&E). Coordinate with
System Evaluation Team (SET) personnel {e.g. [PT test leads; Engineering & Operational
Integration (E&Q1) personnel, ete.) to implement and assess RMA & logistics supportability.

Logistics Engineering

The Contractor shall provide logistics engineering support to ensure proposed configuration changes
adequately address supportability impacts, and to drive performance improvements 1o specitications for
new equipment procurements based on supportability problems experienced by currently fielded
equipient.

Review Engineering Change documents (e.g. ECP, RFW. RF) 1o identify the impact of
proposed changes on the maintenance and supportability of security equipment.

Analyze security equipment designs and field problem reports to identify and propose
engineering changes with potential to improve reliability. maintainability and availability
performance, or 1o reduce maintenance ¢osts.

Develop and maintain an equipment life cycle replacement {recapitalization) plan that describes
the TSA strategy for determining when (o replace legacy equipment, and whether to replace or
refurbish it. The overall objective is to reduce the life cycle cost of acquiring and maintaining
security equipment 10 meet screening operational requirements.

Investigate, analyze and recommend candidates for equipment life cvele replacement (aka
recapitalization).

Perform life cycle analysis for individual security equipment end items. Research equipment
designs to identify and recommend whether Economic Service [Life (ESL) is a relevant factor in
making recapitalization decisions and, if so, at what service life. Determine feasibility of security
cquipment refurbishment and. if so, develop recommendations for implementation as part of the
recapitalization strategy.

4.5.4. Configuration Management Support

The Contractor shall provide Configuration Management (CM) support to develop, establish, implemcnt
and maintain CM policies. practices, procedures, and work instructions for enginecring activities and
products. MIL-STD-973 shall be used for guidance in implementing CM. CM support will be provided
to TSA personnel working at the TSIF. TSA headquarters. and at the Transportation Security |.aboratory
(TSL} in Atlanmic City. NJ.
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4.5.4.1. Configuration Management Planning & Administration

The Contractor shall provide planning and administration support including, but not limited to. the
following areas:

Update and implement the overall OST CM Plan. If required. develop or review system-specific
CM Plans.

Update and implement the Standard Operating Procedures (SOP) for internal OST CM activities
Prepare and review CM requirements for acquisition of equipment and services,

Review and comment on vendor CM plans.

Participate in technical reviews as required.

Update the Configuration Management Information System (CMIS) CM Library with all new
configuration items and configuration control changes (.. LCP, RFW, RI'T)

Document meeting minutes, correspondence. and perform distribution as required.

Generate correspondences for OST Contracting Officer {CO) related to contractual CM issues.
including govermment comments and approval of CM deliverables.

Attend weekly [PT meetings 10 ensure CM issues are identified and resolved.

4.5.4.2. Configuration [dentification

The Contractor shall provide configuration identification support tor the following arcas including, but
not limiled to:

Participate and recommend selection criteria for configuration items (CI).

Review, analvze, and report on Cl docurnentation including Master Configuration ltem Lists
{MCIL).

Review and comment on Configuration Audit Plans

Conduct Functional and Physical Configuration Audits (FCA/ PCA) for the initial procurement of
new sceurity equipment. as well as audits of deploved systems

Maintain C1 documentation and configuration audit records in the CMIS CM database

Prepare meeting agendas, minutes, schedules. and audit reports.

4.5.4.3. Configuration Control

The Contractor shall provide configuration control support for the following areas including. but not
limited to:

Preparing Configuration Control Board (CCB) documentation (e.g. agendas. schedules, meeting
minutes, correspondence. reports. etc.).

Distributc CCP/RFD/RFW for internal TSA review. Verify that the configuration baseline which
the ECP/RFTYRF W proposes to change matches with the TSA master configuration baseline that
is documented in the CM library.

Lipdate and maintain the TSA Svstemns [ntegration Facility (TSIF) security equipinent in the latest
approved hardware and software configuration baselines. Arranue for testing proposed
configuration changes in the TSIF to verily and assess operational impacts.

Perform data entry to maintain database documentation,

Participate in CCB mcetings.

4.5.4.4. Configuration Status Accounting

The Contractor shall provide configuration status accounting (CSA) support for the tollowing areas
including. but not limited to:
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e Assist in the establishment of OEM CM contractual requirements and verify OCM compliance
related to configuration status acccunting

» Review and comment on vendor CSA reports.

s Maintain CSA information in the CMIS database.

o (ienerate reports from the CM database summarizing the configuration status of fielded security
equipment end items compared to their approved configuration baselines. The Contractor shall
report the status of retrofit plans/ schedules.

A Configuration Status Accounting Summary shall be prepared.

4.5.4.5. Life Cycle Cost Analysis

The Contractor shall develop and update Life Cycle Cost Estimates for cach security technology. The
projected usctul service life of equipiment shall be used 1o estimate life cycle maintenance costs.

4.6, Independent Yalidation and Verification (IV&V)

The Contractor shai! provide technical and engineering expertise to support the TSA in the following
testing. verification, and reporting efforts:

4.6.1. Engineering Analysis and Assessment

4.6.1.1. Technical Interchange Meetings (T1Ms)

The Contractor shall provide subject matter experts (SMEs) in the areas of SSE testing to participate in
TIMs with SSE original equipment manufactures (OEMs) to ensure that IV&V issues are presented to
and addressed by OEMs. 1tis anticipated that five (5) such meetings per vear shall be supported under
this contract and travel 1o TSA HQ will be required tor these meetings.

4.6.1.2 Discrete Analysis and Assessments

The contactor shall pertorm discrete analyses and assessments related to SSE performance and the effects
on SSE testing. Qualified Subject Matter Experts (SMFEs) shall be used to perform the analysis. 1tis
anticipated that five (5) such analyses per year will be required under this task.

4.6.2. Test Articles Development and Maintenance

4.6.2.1. Development, Manufacturing, and Maintenance

The Contractor shall develop and implement a System Engineering Management program for the
definition. development, verification. mnanufacturing. and testing of required test equipment/articles for
First Article Test and Evaluation (FAT&E). I'actory Acceptance Tests (I'ATs), Site Acceptance Test
{SATs}) Operational Readiness Tests {ORTs). and Integrated SATs (iISATS).

4.6.2.2. Test Article Development

The Contractor shall develop, test. validate, manufacture, control, and maintain test articles and test kits
required during Faclory Acceptance Tests, Site Acceplance Tests, Operational Readiness

Tests, Integrated Sitc Acceptance Tests, and Sccurity Equipment Performance Tests. The Contractor
shall prepare a specilication and associated drawings for each type of test anticle and test kit developed.
The Contractor shall deliver (1) test article specifications and drawings for developed test articles and test
kits, {2) any software developed 10 analyze iinages produced by the test articles and test kits, to include
documentation. and source and object code. (3) any databases developed to track security equipment
performance based on results obtained from utilizing the test articles and test kits, and (4) any operator
manuals required to utilize the test articles and test kits.
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4.6.2.3. Special Test Article Development

The Contractor shall design. document, and manufacture specialized test arlicles to perform Security
Equipment Performance Tests {SEPTs). The Contractor shall purchase all required materials and services
as needed to produce the special test articles, Thesc 1est articles are expected 10 be “one-off™ designs
which are needed to check SE performance under specific test conditions or scenarios and are different
than production test articles, which are used for routine FAT&E/FAT/SAT/iISAT testing. It is anticipated
that up to 10 SEPT's per year may need to be supported under this Contract.

4.6.2.4. Integrated Logistics Support
The Contractor shall establish and maintain an [LS programn to ensure the government test equipment is
fully supported threugh its entire lifecycle.

4.6.2.5. Configuration Management Program

4.6.2.5.1. Confliguration Management

The Contractor shall establish, implement and maintain a Configuration Management (CM)
Program using MIL-STD-973. "Configuraticn Management.” as 1ailored in this section of the
SOW. The CM program shall provide an organizational structure with configuration
identification and conitrol mmethods, configuration audits. and configuration status accounting
procedures for test articles and test kits, associated test equipment and materials. including both
hardware and software, The Contractor shall identify a single focal point, under the Program
Manager. who will serve as the primary point of contact for all communication on CM-related
issues. The CM requirements are applicable to all test articles and kits. associated
equipment/materials and all deliverables produced or maintained under this contract. The
Contractor shall tollow MIL.-STD-973. Paragraph 4 - GENERAL REQUIREMENTS, including,
subparagraphs. Note: Any reference to “Military™ in the MIL-STT) is to be interpreted as the
government for this contract.

4.6.2.5.2. Configuration Management Plan

The Contractor shall develop a Configuration Management Plan (CMP) using MIL-STD-973
subparagraph 5.2.1 and Appendix A.

4.6.2.5.2.1. Configuration Baselines

The Contractor shall maintain the configuration baseline and the required decumentation to
support this baseline. The approved Product Baseline will be established after successtul
completion of the Functional Configuration Audit/Physical Configuration Audit (FCA/PCA}.
MIL-S1D-973 paragraph 5.3.4 and subparagraphs 5.3.1.1, 5.3.4.1.3 and 5.3.4.2 shall be followed
for establishing and maintaining the Product Baseline.

4.6.2.5,2.2. Conliguration Tdentification

The Contractor's PDL shall retain all documentation for identification, control and status
accounting of all Configuration Items (Cls) throughout the program life cycle. The Contractor
shall identifv each CI and its configuration documentation per MIL-ST1>-973 paragraph 5.3.6 and
subparagraphs 5.3.6.3 through 5.3.6.6. 5.3.6.6.2. 5.3.6.7. 5.3.6.7.1 through 5.3.6.7.3. The
configuration item identification shall be available in a Master Configuration Item Fisting
(MCIL).

4.6.2.5.2.3. Configuration Control

The Centractor shall apply configuration contrel measures to each baseline CI, and its
configuration documentation per MIL-STD-973 paragraph 5.3.5 and subparagraph 5.3.5.1. The
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Contractor’s configuration control system shall provide eftective means. as applicable. for
proposing changes to Cls and ensuring imnplementation ot the approved change. The Contractor
shall maintain contiguration control ot hardware. software. firmware, and
developmental/commercial documentation. The Contractor shall maintain configuration control
of hardware to the Line Replaceable Unit (LRU) level and software to the version level.

4.6.2.5.2.4. Engineering Change Proposal (ECP)

The Contractor shall establish and maintain a system for control and submittal ot engineering
chianges per M1 -STD-975 paragraph 5.4 including al! subparagraphs except the tollowing:
34.233.01.2.542351.342352.54236.2-53423.65 54244 and 54245,

4.6.2.5.2.5. Request for Deviation (RFD)

The Contractor shal! establish and maintain a system for control and submittal el deviations per
MIL.-8TD-973 paragraph 5.4.3 and subparagraphs.

4.6.2.5.2.6. Request for Waiver (RFW)

The Contractor shall establish and maintain a system tor control and subimittal of waivers per
MI[.-STD-973 paragraph 5.4.4 and subparagraphs,

4.6.2.5.3. Configuration Status Accounting

The Contractor shall maintain a Configuration Status Accounting (CSA) Information System to
assure accurate identification of each CL. The Contractor shall ensure that the C8SA information is
available for review by the government, upon request. The CSA information shall be available in
the Contractor's PDL. as a monthly Contiguration Status Accounting Report {CSAR). The
Contracter shall use MUL.-STD-973 paragraph 5.5 and associated appendices tor puidance in
cstablishing the CSA Information System. The CSA System shall be described in the CM Plan.

4.6.2.5.3.1. Confliguration Audits

The Contractor shall support configuration audits using MIL-STD-973 paragraph 3.6 and
subparagraphs. The Contractor shall prepare and submit a Configuration Audit Plan for
FCA/PCA. The Contracter shall be responsible for ensuring that subcontractors. vendors, and
suppliers participate in the configuration audits, as proposed and approved via the Configuration
Audit Plan, The Contractor shall prepare and submit a Configuration Audit Summary Report
documenting the findings of each audit.

4.6.2.5.3.2. Functional Confignration Audit

The Contractor shall support a Functional Configuration Audit (FCA) using MIL-8TD-975 as
puidance. The FCA shall be conducted in conjunction with the First Article Test and Evaluation
(FAT&L). The FCA will include the verification of test articles and test kits and associated
equipment requiremenis irrespective of the test guidance provided from any requirements or
verification test matrix, The intent is to audit the attainment of all functional requirements and to
validate their alainment during the FCA. Upon successtul completion of the FCA a Physical
Contiguration Audit will be performed.

4.6.2.5.3.3. Physical Configuration Audit

The Contractor shall support a Physical Configuration Audit (PCA) of a first production test
arlicle and test kit and associated equipment prior to the start of production. Subcontractor,
vendor, and supplier PCAs shall be performed Tor Cls developed for the SET procurement or
modilied for use by other than the SET contractor. Successful cempletion of the PCA shall
include, but not be limited to, successtul conclusion of FCA and government approval of the
Contracior's final submission of the associated CDRL items.

4.6.2.6. Required Authorizations.
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The Contractor shall work with the TSA to ensure that required authorizations (detailed below)
are obtained as needed for this task.
¢ Contractor shall procure TSA approved explosives simulants. 1'SA authorization
shall be provided directly to the explosive sitnulant supplier(s). The contractor shall
provide, as an attachment to their proposal, a sample authorization letter and a list of
proposed sitnulant suppliers (with contact information).
¢ Contractor shall use airport systems as part of the test article verification process.
TSA authorization required.
+  Contracior shall use factory accepted units at the OEM facilities as part of the test
article veritication process. Factory authorization required.

4.6.2.7, Reporting Requirements:

Security Lquipment Database-- The Contractor shall maintain the Security Equipment
Database. This database shall collect all relevant testing data for individual security
equipment witness/tested ot to be witness/tested by the Contractor.

Test Article/Test Kit’/Equipment Database-- The Contractor shall establish and maintain a
Test Article/Test Kit/Equipment database. This database shall be a collection of data that
documents the design, production, test, and maintenance of Contractor-prepared and
maintained security test articles and test kits, both hardware and software. All security
test articles/test kits and associated equipment manulactured or procured by the
Contractor shall be tracked in the database. The Contractor's plan for preparing and
maintaining this database shall be documented in a Project Plan. according to the
requirements of Section C.3.8.1. A summary of data contained in this database shall be
included in program status reports and PMRs.

4.6.3. FAT/SAT Support

4.6.3.1. Plan/Procedure Review

The contractor shall review new or updated SSE FAT/SAT plans/procedures and provide
comments and questions to the TSA OEM COTR when requested. The contractor will participate
in teleconferences related to the review of plans/procedures as needed by the TSA OEM COTR.

4.6.3.2. Test Report Review and Documentation Maintenance
The Contractor shall review OEM failure analysis test results and provide comments on the
nature ol the failure and its impact on SE validation and acceptance. This analvsis is often
required when site acceptance test (SAT) results are inconclusive and a detailed offline analysis is
needed prior to SE acceptance. It is anticipated that 150 such analyses will be required per year
under this task.

The Contractor shall maintain a Program Trouble Report (PTR) database. This database will
document each SSL: testing failure or problem discovered Juring testing and also document the
corrective action taken {if' any) to resolve the problem. Monthly status reports shall be generated
and delivered 1o TSA documenting PTR contents,

4.7. Evaluation and Operational Integration (E&QOT) Support

The Contractor shall provide services as required to support the E&O1 section in developing and
implementing strategies for technology evaluation and eventual transition to operational
environments. This includes monitoring studies to evaluate security technologies. processes, and
policies: reviewing, analysing, and assessesing data obtained from various testing programs and
other data sources 1o evaluate systemn eflectiveness and suitability: deriving evaluation criteria
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and incorporating transportation vector expertise in developing overall methodologies: applying
enpineering, scientific, and mathmatical techniques to solve complex operational and functional
tesling problems and issues; and applying systems analysis techniques {such as linear
programming, simulations. and other mathmatical analysest. engineering principles, and
operational expertise to identify improvements to systems and technologies that screen
passengers, accessible property, checked baggage. and air cargo for explosives, incendiaries,
weapons, and other prohibited items onboard aircraft and other transportation vectors (rail.
highways. and waterways) and enhance perimeter and infrastructure security. The Contractor
shall provide support to ensure successful test and evaluation of complex aviation and other
fransportation security systems through the application of systems analysis, engineering, scientitic
and mathematical concepts, principles, methods, and techniques. This support shall include
providing technical and / or transportation domain expertise for analytical projects, studies, and
testing and evaluation planning and lollow-up activities.

4.7.1. Engineering Analysis

The contractor shall plan and develop comprehensive and continuous evaluations of aviation
security and other transportation vector systems in support of TSA objectives, using sound
engineering and systems analysis theorics and methodologies. in accordance with acguisition and
testing and evaluation guidelines, and applying the findings ot such studies to support DHS / TSA
initiatives.

Support shall include monitoring execution of inegrated testing and evaluation strategies In
general, and monitoring execution of operational testing and evaluation activities in particular, for
acquisition programs, technology readiness evaluations, concept demonstrations. and other T&L
events in order to assess and enhance the effectiveness. efficiency. and suitability of OST systems
and technologies.

4.7.2. Systems Analysis

The contractor shall apply expertise in transportation vector operations. engineering, operations
research. database design and applications. computer simulation, and operational impact analyses.
cost’henefit analyses, data process modeling/analyses of problems, and regression analyses to
ensure successful wransition of complex systems and technologies to the field environment.

4.7.3. Data Analysis

The Contractor shall analyze data and provide supporting engineering analyses 1o provide critical
information to OST management in achieving organizational goals and objectives, provide inpint
to optimization efforts; modeling and simulation; fault isolation, detection and remediation
activities: and operational impact analyses: and related continuous improvement efforts for major
OST programs and projects.

Support shall include synthesis of findings and drawing of conclusions trom multiple data sources
and analyses, and providing oral/written recommendations for TSA consideration, review, and
approval.

4.8. Safety and Optimization Technical Support
The Contractor shall support the Safety and Optimiczation Branch of OS7 in the following areas:
4.8.1. Safety Hazard Mitigation

The contractor shall provide the techmical & administrative support services necessary 10 assist
the Branch with planning and execution of projects, including any of the following functions:
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» Plan and conduct airport site visits as directed by TSA to identify safety issues requiring
resolution, and submit recommended solutions to TSA.

» Review airport project proposals (which may include associated construction projects) to
identify required corrections or mitigations of unsafe. hazardous. and/or especially harsh
screener working enviromment conditions that contribute 10 on-the-job accidents & injuries or
ilinesses.

s Assist the Optimization & Safety Project Manager with collection, collation, analysis,
presentation and reporting of haseline & post-deployment performance data.

¢ Safety Related Technical Support.

The contractor shall provide general technical support and coordination for Safety Hazard
Mitigation. and Ancillary Fquipment activities. Tasks will include:

> Collecting and analyzing information

¢ Providing specific safety or related expertise as required by the Government,
o Reviewing desipns. drawings. and plans [or new construclion or renovation ol
passenger checkpeints and baggage screening locations

.

4.8.2. Optimization & Safety Site Visit Support

In support of the TSA Optimization and Satety Team visits. the Contractor shall provide
the following field support and deliverables:

The contractor shall provide one {1) person to accompany the TSA team on the initial site
visit. This person shall be a project manager or equivalent with multidisciplinary
knowledge and skills to include: architectural and engineering systems, baggage handling
systems. and checkpoint systems. The specific timing for the Contractor’s participation
in cach airport visit will be determined by the TSA Optimization and Safety Team leader
for that visit or by the COTR.

The contractor shall provide an Initial Site Survey Report tor all airports visiled. within
five (5) business days of completion of the trip. The report shall include:

¢ A summary of the activities conducted and areas surveyed during the visit.

« A list of all the obscrvations and recommendations made by the team.

e Any supporting malerial generated or developed during the visit, including but not
limited to sketches, photographs. and other documents that support the
recommendations.

TSA may identify a need for additional subject matter expertise. one (1) additional
person at the senior engineer or equivalent level of experience shall accompany and
supporl the initial site visit. This person shall have specific kneowledge of one or more of
the tollowing disciplines: baggage handling systems. checkpoint systems. mechanical and
cleetrical systems, occuparional safety and health. andfor acoustical specialist.

5. Government Furnished Information (GFI)
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The Government will provide the tollowing intormation:
OST PR package standard operating procedures.

TSA MD 300.8

TSA COTR Handbook

DHS MD 1400 and AD 102

OMB 300 guidance

6. Government Furnished Facilities

The Government will not provide any dedicated work space for Contractor personnel. The Government
may arrange contference room space for interviews. meetings, or other on-site activities needed to
complete the work. Because of limited space. the contractor shall notify the COTR when meeting space
is necessary at least five {3} days prior to the need. The government will make all eftorts to accommodate
the contractors’ needs for temporary space for meetings, interviews. or other on-site activities.

7. Government Furnished Equipment (GFFE)

The contractor will be required to access the TSA information technology system. The government will
provide up to ten white packages for use at the contractor’s facility and will provide access to the TSA 1T
system. The contractor shall ensure that the equipment is stored in a secured area to ¢nsure the security of
the equipment and that unautherized personnel are not provided access 1o the TSA T svstem.

8. Use and Sensitivity of Records

All TSA and other governinemt forms, records, reports, and data to which contractor personnel will have
access are the property of TSA and shall be used selely for performing the work described in this SOW.
Contractor persennel shall not use, disclose, or retain any materials except as described in this SOW or as
directed by the Contracting Otticer’s Representative (COR).

9, Travel

Contractor personnel shall travel as needed to accomplish work as directed by this SOW. Work locations
will primarily be at various transporiation sites and other locations throughout the centinental United
States but may include other non-contingntal United States locations. The TSA COR shall approve all
travel in advance ot'its occurrence. The Contractor shall not be reitmbursed for any unauthorized travel.

The Government will reimburse the Contractor only tor travel and per diem costs incurred in the
performance of this contract. Reimbursement will be at cost only and in accordance with Joint Travel
Regulations uf the Federal Government. The Government will not reimburse the Contractor tor travel
costs incurred in the replacement of personnel when such replacement is accomplished for the
Contraclor’s or emplovee’s convenience,

10. Deliverables

Cach work product shall be submitted in draft for Government review and approval before preparation of
the final deliverable. Development or preparation schedules and Government review periods shall be as
defined. Written deliverables, charts, graphs. schedules, spreadsheets, analytic products, and databases
will be developed using the Microsoft Office family of applications. or other standard commercial tools
and applications it approved tor use by the COR. No proprietary tools. software. or applications shall be
used unless upproved by the COR. All deliverables shall be delivered in both electronic and hard copy
tormats.



HSTS04-10-D-CT?006
Page 35 ol 64

Conference

meeting

Category ! Deliverable Format | Due Date | Workload
| J ! Estimates
Post-award i PAC Agenda Contractor 5 days prior to One time, with

revision per Gowvt
comments

Post-award
Conference

PAC Minutes

Contractor

3 davs after
meeting

One time. with
revision per Gowvt
comments

comments

]

Contract i Contract Transition Contractor 10 days after One time, with i
Management Plan contract award | revision per Govt |
comments y

Contract Contract Management |  Contractor 30 days after One time, with |
Management Plan contract award | revision per Govt 'i

| Contract Status

Monthly Contract

Contractor

Monthly 5%

Upto 12 per year

Agendas

Reporting Status Report day
Contract Status Periodic Contract Contractor 5 days prior 1o Lip to 12 per year
Reporting Status Review meeting

Contract Status
Reporting

Periodic Contract
Status Review
Minutes

Contractor

3 days after
meenng

Up to 12 per vear

Financial

Monthly Centract

Contractor

Monthly 5"

Up to 12 per year

Conterences, and

tormat. as

neeting

Managpement Funds Status Report | ____day
; Contract Contract Document Contractor Within 30 One time

Document Library format. as days of

Library -_ approved by | contract end

| Government .

Quality ; Quality System Plan CDRL A001 ' With Proposal One time, with
Assurance i revision per Govt
Program i comments
Meetings. Meeting Agendas Contractor Sdays priorto ¢ Up to 24 per year

Reviews approved by
Government
Meetings, Presentation Contractor 3 days prior to Up to 24 per year
Conferences, and Materials tormat, as meeting
. Reviews approved by
| CGjovernment B
i Meetings. Meeting Minutes Contractor 3 days alter Up to 24 per vear
Conferences. and format. as meeting
Revigws approved by
Governmment
Project i Project Plans Contractor Within 10 tp to |2 per year
Management format, as days ot tasking |
' approved by
L ! CGovernment
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Reports

approved by

TSIF Inventory Database Contractor Monthly 3" | Updates monthly N‘
Test Planning. day ;
operations, and !
administration | )
TSIF - Site Survey Contractor Within 5 days | Upto 2 per month
Test Planning, Checklists of tasking
operations. and
administration !
TSIF Site Survey Reports Contractor Within 15 Up 1o 2 per month
Test Planning, days of tasking
operations, and
administration
TSIF Test Plans Contractor Draft duc 20 Up to 2 per month
Test Planning, format. as days before
operations, and approved by test
administration Government Final due §
davs before
! fest
TSIF Integrated Schedule MS Project 30 days after | Est. 2 test events per
Test Planning, receipt of month
operations. and tasking
administration Updated
Monthiv }
TSIF Test Reports Contractor Draft dug 20 | Est. 2 test events per
Test Planning. format. as days after test month
operations, and approved by Final due 5
adminislration Government | davs after test
TSIF Conliguration Contractor Draft due 20 Esl. 2 per month
Test Planning, manageinent of test format. as days after
operalions, and reSOURCes approved by assigned
administration Government Final due 5
days after
assigned
Updated '
¢ quarterly ! |
thereafter | !
TSIF . Installation checklists Contractor Within 5 days Fst. 2 per month
Test Plunning, format. as of tasking
operations. and approved by
administration Government
. 1 e .-
CTIOQ Test i EDS Performance Coniractor Within 5 days Est. 1 per month
Support . Data Analysis format. as of tasking
|

Government
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Engineering Teehnology Cantractor Draft due 20 Est. 3 per quarier |
Development Assessment Reporis format. as davs afler i
approved by 1 assigned
\ Government |  Final due 5
! ! days after
' receipt ol
comments
Engineering  Design Analysis | Contractor Draft due 20 | Est. 3 per quarter
Development . Reports ' [ormat, as days after
j approved by assigned
i Government Final due 5
i days after |
! i receipt ol '.
! ‘ comments
" Engineering Contract Data Contractor Draft due 20 Est. 3 per quarter
~ Development format. as days after
i approved by assigned
! Government Final due 5
days after
receipt of
comments
Engineering Operational Government Draft due 20 Est. | per month
Support Services Requirements Format days afier
| Documients assigned

]

Final due 3
days after
receipt of
comments

Engineering

Support Services i

|

Statements of Work

Government
Format

Draft due 20
days after
assigned
Final due 5
davs after
receipt of
comments

Est. 1 per month

Engineering

Support Services

Technical
Specilications

Government
Format

Draft due 20
davs after
assigned
Final due 5
days after
receipt of
comments

Est. 1 per month
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Airport Design Design Review Centractor Draft due 20 Est. 1 per month
Reviews : Reports format. as day s after
: approved by assigned
Government Final due 5
days after
receipt of
comments
Airport Design Project Collaboeration Contracter : Within 90 One time, with
Reviews Website format. as days of monthly updates
approved by | contract award
Governument Updaies
! monthly )
i Airport Design Design Standards Government Draft due 20 As required
! Reviews updates Format days after
' assigned

Final due 5
days after
receipl of
COMMents

Field Technical
Support

BASE Team Reports

Contractor | Draft due 20 | Est. 3 per month

format. as
approved by
(iovernment

days afier
assigned
Final due 5
days after
receipt of
comments

F

Cost Estimating

(C'ost Estimates

Contractor
tormat, as
approved by
Government

Dratt due 20
days after
assigned

Final due 3
days afler
receipt of

Est. 3 per month

| comments
Continuous ¢ Continuous Contractor Within 90 Quarterly
Improvement : Improvement Plans tormat, as days of
: approved by contract
! Government award
:' Updates

Quarterly
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' Continuous Continuous Contractor | Draft due 20 Quarterly
' Improvement Improvement format. as days after
, Metrics approved by assigned
Governinent r Final duc 5
i days after
I reeeipt of
' comments
Requircments ' New requirements | Government | Draft due 20 . Est. 6 per quarler
Management package t Format days after
, ‘ assigned
i Final due 5
[ dayvs after
! receipt of
i ' comments
} Updated
' quarterly
thereafter |
Requirements Schedule of all i MBS Project Developed for Lpto 30
Management technologies all Technologies
technologies
within the ,
acyuisition }
cyele and I
updated as
; needed at a
! minimum
: ' ~_menthly
Requircments IPT support Government As required One cach week per
:  Management Format technology
. Requircments Database Government As reguired L'pdate monthly
Management Format
Requirements Requirements Government Dratt due 20 Up to 2 per month
Management Analvsis Format days after
assipned
! Final due 5
' days after
assigned
Updared
quarterly
! thereafter
T&E Support | Test Plan Review Governiment As Required Up 10 5§ per month
{ Comments Format
T&E Support 7 Test Data Review (iovernment As Required Lp to § per month
" _Conmments Format _ .
COTR Support PR Packages Government Uptofive ¢ Upto 20 per COTR
Format Jays after per month

. tasking based
on complexiry
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COTR Support Surveillance Report (rovernment Monthly (One per contract
I'ormat
COTR Support Project schedule Contractor Weekly 52 reports per
tracking format as contract,
approved by
the Giovt
COTR Suppont | Weekly Status reporls Contractor Weekly 52 reports per
format as contract.
approved by
the Govt

COTR Support

PR package review
findings

Per OST PR
Package SOP

As Required

Approximatelv 200
PR Packages are
reviewed annually
for all contracts,

COTR Support | Minutes for [PT/PMR Contractor As Required Supply and
meetings format Maintenance
Contracts have
approximately |
PMR per month per
i contract. N
COTR Support CDRLs review Contractor As Required Maintenance :
findings format contracts have

approximately |
annual and 5

monthly CDRL
submissions

COTR Support

Receiving Reports

Govt, F'ormat

As Required

Supply Contracts
have approximately
10 equipment
receipts per month,

COTR Support | Surveillance findings Contractor As Required Minimum monthly
» ['ormat .
COTR Support Product status report Clontractor Weekly I monthly per !
format contract '
COTR Support Review of contractor | Govt. tormat Annually or | QA Program per
quality program more supply and
[requently as maintenance
needed contract per year.
COTR Support Technical proposal Govt, format | Bi-Weekly or Approximately 30
¢ and ECP review maore per month
| findings frequently as
needed
COTR Support [ndustry Day Contractor | Contractor will Approximately &6 !
presentations tormat be given 7 per vear :
days advance
notice

COTR Support

Invoice tracking log
and approval
recommendations

Contractor
format

As required

Approximately 20
maintenance
invoices per month.
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.‘ Lite Cycle Lite Cvele Support Contractor Initial draft 60 | Approximately one
| Support: Strategic Plan format days after per year E
ILS Planning and contract !
Requirements Final 10 days i
Development after receipt of :
government !
comments l
Update
annually by !
,. August 31 B
Life Cycle | Management Control Contractor Initial draft 60 | Approximately one !
Support: : Objective Plan format | days after year
ILS Planning and * : contract
Requirements + Final 10 days
Development ! | after receipt al
| govemment
comments
' Update
annually by
) August 31
Life Cycle Emergency Contractor Initial draft 60 | Approximately one
Support: Preparedness Plan tormat days alter per year
[LS Planning and contract
Requirements Final 10 days i
Development after receipt of
. povernment
! commenis i
d Update '
: annually by 1
o ! N‘larCh 31 S, ...___E
Lile Cycle Inputs to Acquisition | Govt. format | Qtrly; as Approximately + per :
Support: Plans and Self , required vear X
ILS Planning and Assessment i :
Requirements Questionnaires i i 'i
Development , i }
Life Cycle Prepare [LSP for 1 Gost. format | Initial draft One for EBSP; one !
Support: security equipment | due 90 days for PSP each year. I
ILS Planning and afler contract plus up to 2
' Requirements Final due 10 | additional each year
i Development days afier [or another OST
receipt of } program (c.g,
government Cargo)
comments
LUpdated
annually by
E September 30.
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Life Cycle
Support:
ILS Planning and
Requirements
Development

11.8/ Maintenance
Statements ot Work

Crovt, format

Draft due 30
days after
assigned

Final due 10
days after

Approximately 6 per
year

Frogram Support

final 10 days
after NAC
meeting that
reflects
decisions

made

! reeeipt of
: poverniment
:' comments
Life Cvcle Organizational Plan Contractor Initial dralt ; Approximately one
Support: and Procedures format due 120 days per year
Maintenance & after contract
Logistics Final due 10
Program Support davs after
receipt of
government
comments
Updated
annually by
September 30.
Life Cycle  ; ILS Status Report Contractor Weekly Approximaltely 52
Support: - including 1PT meeting format per year
Maintenance & | highlights: field !
Logistics I scrvice/ Remag i
* Program Support | analysis results: ! -
‘ escalated trouble i '
reports and !
resolutions; :
equipment i
procuremcnts &
decommissionings:
Life Cycle Post Implementation | (ot format Submitted Submittal and :
Support: Review/ Operational cach May 15 update to OST,
Maintenance & Analysis and updated as TSA. DHS.and !
Logistics requircd by OMB for each
Program Suppart TSA. DHS, program. May
and OMB, require updates at
each review point.
Life Cvcle National Advisory | Contractor Quarterly; 4 per vear: plus up
Support: Council (NAC) issue lormat draft 10 days to 2 special reports
Maintenance & analysis and before cach
Logistics recommendations NAC meeting;
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f

|
H
t
P
|

Lite Cycle ! Supportability Contracior Bi-weekly: 2 Approximately 26
Support: impacts ot proposed format days betore per year
Logistics LCPs each CCB

Engineering

Life Cycle Potential design Contractor [nitial report 2 per year, or as
Support: changes 1o improve format due 120 DAC: identified.
Logistics RMA and reduce lite | subsequent

Engineering cycle costs. ' reports semi-
annually .

Lite Cycle Life Cycle Contractor [nitial Draft 1
Support: i Replacement Plan format due 90 DAC | Up to 2 updates per
Logistics I Final due 10 year

Engineering . days after
i receipt of
, | government
comments
Updated as
required

Life Cvcle [ife Cycle Contractor Initial Draft
Support: Replacement/ tormat due 120 DAC Up to 3 per vear
Logistics Refurbishment Final due 10

FEngineering Reports davs after
receipt of
governmnent
i . comments
|| : Updated as
) | required

Life Cycle Asset Management | Contractor Initial Draft
Suppeort: Plan {ormat due 60 DAC [Jp to 2 per year
Logistics Final due 10 |

Engineering days after !

receipt of ‘|

government !

comments 1|

Updates as |

: . required |

i Configuration ! CM Plan Government Initial Draft | Upte 2 in first vear: :
i Management: format due 150 DAC once a vear in

Planning & FFinal due 10 succeeding yvears

Administration days alter

receipt of
government
comments

v Annual update

i each

[ September 30,
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Configuration CM Procedures Government fnitial Draft | Upto 2 in first year:
Management: format due 150 DAC ONCE a year in |
Planning & Final due 10 succeeding years
Administration davs after
receipt of
government
comments
Annual update
cach
September 30.
Configuration CM Correspondence Contractor As required Up to 100 per yvear
Managenent: (e.g. CDRL format
Planning & comments)
Administration
Configuration CM Status Report Contractor Weekly cach Approximately 52
Management {e.g. issues. audit format Friday per vear
: . schedules. cte.) a
: Configuration FCA/ PCA audit Contractor As required Up to 10 per year
Management: reports tormat
Planning &
Administration .
Configuration CCB Documentation Contractor 1 day prior to Per CCB. one i
Management: (e.g. agenda, minutes, format bi-weekly agenda & minutes,
Configuration contracting officer’s cCB up to 20 other letters
Control letters) .
Configuration Configuration Status Contractor Monthly or as Up to 18 per vear
Management: Accounting Summary format requested
CM Status
Accounting ]
Evaluation and | Project Status Reports Contractor Wecekly Up to 12 per year
Operational format
Integration ]
Evaluation and Trip Reports Contractor As Required, Up to 12 per vear
Operational format within five
[ntegration davs of
completion of
: TDY
. Evaluation and Analysis Reports and Contractor As Required Up to 12 per year
' Operational Briefings tormat
[ntegration

11. Transition

Task Order 001 is for Functional Area Support and is currently being performed by an incumbent
contractor. The government will provide the TO 001 awardee contractor with a 90-day transition period.
The contractor is expected to work with the incumbent contractor to support the government during this
timeframe. Once this transition period is completed. the contractor shall be expected to be {ully staffed
and at full performance. The Contractor will be required to establish the required facility and personnel
clearances within the #0-day transition period. The contractor shall provide a transition plan for
Government approval.



12, Acronyms

BsIS
CAD
CBIS
cCcp
CDD
CDRL
CIFR
CM
coO
COOP
COR
COTR
COTS
CPQO
CTD
DCRARA
DHS
DID
DLI
DoD
DODSSP
ECP
EDS

EVM
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Baggage System Investment Study
Computer-Aided Design

Checked Baggage [nspection System

Call Center Plan

Capability Development and Demonstration
Contract Data Requirements List

Code of TFederal Regulations

Configuration Management

Contracting Officer

Continuity of Operations Plan

Contracting Officer's Representative
Contracting Officer’s Technical Representative
Commercial-Otf-the-Shelf

Credentialing Program Office

Concept and Technelogy Development
Data Collection, Requirements Analysis, Reporting & Archival
Depariment of Homeland Security

Data Item Description

Deocument Library Index

Department of Detense

Department of Defense Single Stock Point
Engineering Change Proposal

Explosives Detection System

Earned Value Management



FAA

FAR

FAT

GFE

GFI

1ICMM

iSAT

IED

IGCE

150

ISP

JRD

LRU

MOA

MD

O&M

oDC

OEM

Ol

oMB

oS

OSARP

OSsT

I'ederal Aviation Administration
Federal Acquisition Regulation

FAA Acquisition System Toolset
Factory Acceptance Test

Government Furnished Equipment
Government Furnished Information
Integrated Capability Maturity Model
Integrated Site Acceptance Test
Improvised Explosive Device
Independent Government Cost Estimate
Integrated Logistics System
Integrated Product Team

International Organization for Standardization
Integrated Support Plan

Joint Requirements Docume[}t
Lowest Replaceable Unit
Memorandum of Agreement
Management Directive

Operaticns & Maintenance

Other Direct Cost

Original Equipment Manufacturer
Operational Integration

Office of Management and Budget
Operations & Support

On-Screen Alarm Resolution Protocol

Office of Security Technology
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OTA
P&D
PDL
PGDS
PMBOK
PMI
PMR
POC
PPM
PSR
QA
QSP
RFD
RFP
RFW
RMA
S&T
SF

sl
SLMTP
SME
SOW
SPQA
SSI
T&E

TEP

Other Transaction Agreements
Production & Deployment

Program Document 1 .ibrary

Planning Guidelines and Design Standards
Project Management Body of Knowledge
Program Management Institute

Program Management Review

Point of Contact

Program Planning and Management
Program Status Report

Quality Assurance

Quality System Plan

Request for Deviation

Request for Proposal

Request for Waiver

Reliability, Maintainability, and Availability
Science & Technology

Standard Form

Systenis Integration

System Level Master Test Plan

Subject Matter Expert

Statement of Work

Strategic Planning and Quality Assurance
Sensitive Security [ntormation

Test and Evaluation

Test and Evaluation Plan
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TIM Technical [nterchange Meeting

TSA Transportation Security Administration
TSIF TSA Systems [ntegration Facility
WBS Work Breakdown Structure

Section D — Packaging and Marking

D.t All supplies to be furnished under this contract shall be packed and marked in accordance with
standard commercial practices as defined in ASTM-D-3931 for the packaging of supplies and equipment.
The contractor shall ensure that packaging is sufficient to prevent damage to supplies and that shipping
costs are minimized. The shipping documentation shall contain the following information:

TSA contract nmmber
Contractor’s name and address
i.ist of contents

Delivery Order number
Shipment Date

© a0 T

Section E — Inspection and Acceptance
E.1 CLALUSES INCORPORATED BY REFERENCE

52.246-1 [nspection of Services — FFixed Priced (AUG 1996}
52.246-16 Responsibility for Supplies (APR 1984)

E.2 CLAUSES INCORPORATED IN FULL
52.246-13 Cenificate of Conformance (Apr 1984}

{a} When authorized in writing by the cognizant Contract Administration Office (CAO), the Contractor
shall ship with a Certificate of Conformance any supplies for which the contract would otherwise require
inspection at source. In no case shall the Govermment’s right to inspect supplies under the inspection
provisions of this contract be prejudiced. Shipments of such supplies will not be made under this contract
until use ot the Centificate of Conformance has been authorized in writing by the CAQ, or inspection and
acceptance have occurred.

{b) The Contractor’s signed certificate shall be attached to or included on the top copy of the inspection or
receiving repont distributed 10 the payment office or attached to the CACG copy when contract
administration (Block 10 of the DD Form 2503 is performed by the Defense Contract Administration
Services. [n addition. a copy of the signed certificate shall also be attached 1o or entered on copies of the
inspection or receiving report accompanying the shipment.

(¢) The Government has the right to reject defective supplies or services within a reasonable time after
delivery by written notification to the Contractor. The Contractor shall in such event promptly replace,
correct. or repair the rejected supplies or services at the Contractor’s expense.
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(d) The certificate shall read as follows:

[certifvthaton _ [imserrdatre].the  [imsert Contractor’'s same) turnished the supplies or
services called for by Contract No. via _ |Carrier]on lidentify the bill of luding cr
shipping docrment] in accordance with all applicable requirements. I further centify that the supplies or
services are of the quality specified and conform in all respects with the contract requirements,
including specifications, drawings. preservation. packaging. packing. marking requirements, and
physical itern identitication (part number). and are in the quantity shown on this or on the attached
acceptance document.

Date ol Execution:

Signature:

Title:

Section F- Deliveries or Performance
F.1 CLAUSES INCORPORATED BY REFERENCE

5 Stop-Work Order {APR 1584)
7 Government Delay of Work {APR 1984)

F.2  PERIOD OF PERFORMANCE

The PPeriod of Performance shall begin upon contract award and consist of five { vear ordering periods,
not options. The total ordering peried is 60 months.

Section G- Contract Administration Data

G.1. Contract Administration Data

CONTRACTING OFFICER Holly Hamilton Bolger | 571-227]

CONTRACTING OFFICER’S Elaine Jappinga 571-227;
TECHNICAL REPRESENTATIVE

G. 2. lovoicing

G.2.1 SUBMISSION OF INVOICES (FEB 2006)

{a) The Transportation Security Administration (TSA) partners with the United States Coast Guard
Fipance Center for financial services in support of TSA operations, including the payment of Contractor
invoices. Therefore. all Contractor invoices must be submitted to. and will be paid by, the U.S, Coast
Guard Finance Center {FinCen).

(b) Invoices may be submitted via 1).S. Mail. electronic mail, or facsimile. Contractors shall utilize
ONLY ONE method per inveice submission. The submission information for each of the three
methods is as follows:

(1) U.S, Mail:

United States Coast Guard Finance Center
TSA Commercial Invoices
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P.O. Box 4111
Chesapeake, VA 23327-4111

{2) Electronic Mail:

SIN-SME- I SAINVOICE S,

{3) Facsimile:
757-413-7314. Facsimile submissions should be addressed to TSA Invoices.

{c¢) The clectronic mail address and facsimile number listed above shall be used by Contractors for
ORIGINAL invoice submission only. Il either elecironic mail or facsimile submission is utilized,
Contractors shall not submit hard copies of invoices via the U.S, mail, 1t is the responsibility of the
Contractor to verify that invoices are received. regardless of the method of submission used. Contractors
may inguire regarding the receipt of invoices by contacting the LS. Coast Guard Finance Center via the
methods listed in subparagraph () of this clause.

(d} Upon receipt of Contractor invoices, FinCen will electronically route invoices to the appropriate TSA
Contracting Officer’s Technical Representative and/or Contracting Officer for review and approval.
Upon approval. the TSA Contracting Officer will electronically route the invoices back 1o FinCen, Upon
receipt of approved invoices from a TSA Contracting OfTicer, and the subsequent certification by an
Authorized Certifving Official, FinCen will initiate payment of the invoices.

(e) Payment Status: Contractors may inquire on the payment status of an invoice by any of the following
means:

(1) Via the internet: Dtip~2"w vy dipaen ey ranil - coure PH mear, um

(2) Contacting the FinCen Customer Service Section via telephone at (757) 523-6940 { Voice Option
#1). The hours of operation for the Customer Service line are 8:00 AM to 5:00 PM Eastern Time.
Monday through Friday. However, the Customer Service line has a voice-mail feature that is available 24
hours per day, 7 days per week.

(3) Via the Payirnent Ingairy Fore bupsian ww Jineen.useg nibseonre/paxment hun

G.2.3 PREPARATION OF INVOICES (FEB 2006)

(a) Invoices shall include the intormation required in subparagraph ta) (2) of the Prompt Payment Clause,
contained in this Section of the Contract, including EFT banking intormation. Taxpayer [dentification
Number {TIN}, and DUNS number.

(b) Invoices that tail to provide the information required by the Prompt Payment Clause may be rejected
by the Government and returned to the Contractor. Such rejection by the Government does not entitle the
Contractor to interest payments from the date of submission of a rejected invoice. Interest pavments
apply only 10 proper invoices that are received by the Government.

() Supplemental Invoice Documentation: Contractors shall submit all supplemental invoice
documentation (¢.g. copics of subcontractor invoices, travel vouchers, cic) necessary to approve an
invoice along with the original invoice, The Contractor invoice must contain the information stated in the
Prompt Payment Clause in order to be received and processed by FinCen. Supplemental invoice
documentation required tor review and approval of invoices may. at the written direction of the
Contracting Otficer. be submitted directly to either the Contracting Officer. or the Contracting Officer’s
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Technical Representative.

G. 3.  Accounting and Appropriation Data

Procurement Request Number: 210200CT7006

Accounting Information: SAVIGIBOIOD2G1GSWEO44GEQ12523006200622C T/

6200000000000000/251B/TSA DIRECT/DEF. TASK
Amount:[ (BX4)

G. 4.  Mandatory Information for Electroni¢c Fund Transfer (EFT) Payment — Central Contractor
Registration (CCR) (February 2003)

{a) Method of payvment. For any pavment to be made after June (. 2001, the Contractor shall provide EFT
information to the CCR database. Paviments by the TSA under this contract. including invoice and
contract tinancing payments, will be made by EFT. except as provided in paragraph {a) ). I payment is
made by EFT. the TSA may, art its option, also forward the associated payment information by electronic
transfer. As used in this clause, the term "EFT™ refers to the funds transfer and may also include the
information transfer,
¢ 11 In the event the TSA is unable to release one or more payments by LFT. the Contractor agrees
to either:
(i} Accept payment by check or some other mutually agreeable method of payment; or
(i) Request the TSA to extend the payment due date until such time as the TSA can make
pavment by EFT {but see paragraph (d) of this clause).

(b) Mandatory submission of Contractor's EFT information.
(1) The Contractor is required, as a condition to any payment under this contracet, o provide the
Central Contractor Registration (CCR) database with the information reguired in the CCR 1o
make payment by EFT. The Contractor may register to the CCR online at v s v 2on, or call
the CCR Assistance Center toll free at (888)-227-2423 and request the necessary registration
torms. The Contractor must have a DUNS number to begin registration. To obtain a DUNS
number, call Dun & Bradstreet, [nc. at (800) 234-3867. In the event that the EFT information
changes. the Contractor shall be responsible for providing the updated information to the CCR
database.
(2) if the Contractor has identified multiple pavment receiving points (i.c.. more than one
remittance address and/or EF T information set) in the CCR database, and the Contractor has not
notified the TSA of the payment receiving point applicable to this contract, the TSA shall make
payment to the tirst payment receiving point (EFT information set or remitrance address as
applicable) listed in the CCR database.

(¢) Mechanisms for EFT payment. The TSA may make payment by EFT through either an Automated
Clearing House (ACH) subject to the banking laws ot the United States or the Federal Reserve Wire
Transfer System at the TSA's option, The rules governing Federal payments through the ACH are
contained in 31 CFR part 210.

{d) Suspension of payment.
(1) Notwithstanding the provisions of any other clause of this contract. the TSA is not required to
make any payment under this contract until after the correct EFT payment intermation from the
Contractor has been provided to the CCR database. o invoice or contract tinancing request shall
be deemed to be valid. as defined by the Prompt Payment Act. until correct EFT information is
received into the CCR database.
(2) Changes made 1o an existing record in the CCR database will become eftective not later than
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the 30th day after receipt in the CCR database. However, the Cantractor may request that no
further payments be made until the changed EFT information is implemented into the CCR
database. If such suspension would result in a late payment under the Prompt Payment clause of
this contract, the Contractor's request for suspension shall extend the due date lor payment by the
number ot days of the suspension.

(e) Contractor UFT arrangements. The Contractor shall designate a single [inancial agent capable of
receiving and processing the electronic [unds transfer using the EFT methods described in paragraph {c)
of this clause. The Contractor shall pay all fees and charges for receipt and processing of transfers.

{f) Liability lor uncompleted or erroneous translers.
(1} If an uncompleted or erroneous transfer occurs because the TSA lailed to use the Contractor-
provided EI'T information in the CCR database in the ¢orrect manner, the TSA remains
responsible for
(i) making a correct payment.
(i1) paying any prompt payment penalty due. and
(iii) recovering any erroneously directed funds.
(23 1f an uncompleted or erroneous transfer occurs because Contractor-provided EFT information
in the CCR database was incorrect. or was revised within 30 days at the time of TSA release of
the EIFT payment transaction instruction to the Federal Reserve System. and:
(1) Il the funds are ne longer under the control of the payment ottice, the TSA is dectned
10 have made payment and the Contractor is responsible for recovery of any errongously
directed funds: or
(i1} It the funds remain under the control of the payment office. the TSA retains the right
to either make payment by mail or suspend the payment in accordance with paragraph (d)
of this ¢lause.

(g} EFT and prompt payment,

(1) A payment shall be deemed to have been made in a timely manner in accordance with the
Crompt Payment clause of this contract il in the EFT payment transaction instruction given to the
Federal Rescrve System, the date specilied tor settlement of the payment is on or before the
prompt payment due date, provided the specified payment date is a valid date under the rules of
the Federal Rescrve System.

(2) When payment cannot be made by CF T because of incorrect CFT infarmation provided by the
Contractor to the CCR database. no interest penalty is due after the dawe ol the uncompleted or
errongous payment transaction. provided that notice of the defective CFT inlormation is issued 1o
the Contractor within 7 days after the TSA is notified of the defecetive EFT information.

(h) EFT and assignment of ¢claims. If the Contractor assigns the proceeds of this contract as provided for
in the Assignmnent of Claims clause of this contract, the Contractor shall require as a condition of any
such assipnment, that the assignee shall register in the CCR database and shall be paid by EFT in
accordance with the terms of this clause. In all respects. the requirements ol this clause shall apply to the
assignee as il it were the Contractor. EFT information. which shows the ultimate recipient of the transfer
ta be other than the Contractor. in the absence of a proper assignment of cluims acceptable to the TSA, is
incarrect EFT information within the meaning of paragraph (d) of this clause.

(i} Liability for change of EFT information by financial agent. The Contractor agrees that the Contractor's
financial agent may notify the TSA of u change to the routing transit number, Contractor account number.,
or account tvpe. The TSA shall use the changed data in accordance with paragraph (d) (2) of this clause.

The Contractor agrees that the information provided by the agent is deemed to be correct information as if
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it were provided by the Contractor. The Contractor agrees that the agent's notice of changed EFT data is
deemed 1o be a request by the Contractor in accordance with paragraph (d (2) that no further payments be
made unti! the changed EFT information is implemented by the payment office. The TSA is not liable for
errors resulting from changes 1o EFT information made by the Contractor's financial agent.

(End of clause)
Section H — Contract Special Terms and Conditions
H-1 Contracting Officer Authority

fn no event shall any understanding or agreement between the Contractor and any Government
employee other than the Contracting Officer on any contract, modification, change order, letter
or verbal direction to the Contractor be effective or binding upon the Government. All such
actions must be formalized by a proper contractual document executed by an appointed
Contracting Otticer. The Contractor is hereby put on notice that in the event a Government
employee other than the Contracting Officer directs a change in the work to be performed or
increases the scope of the work to be performed, it is the Contractor's responsibility 1o make
inquiry of the Contracting Officer betore making the deviation. Pavments will not be made
without being authorized by an appointed Contracting Officer with the legal authority to bind
the Government.

H-2  Authorized Changes Only By the Contracting Officer

{a) Except as specitied in paragraph (b) below. no order, statement, or conduct ol Governmment
personnel who visit the contractor's facilities or in any other manner communicates with
contractor personnel during the performance of this contract shall constitute a change under the
"Changes" clause of this contract.

(b) The Contractor shall not comply with any order, direction or request of Govenument
personnel unless it is issued in writing and signed by the Contracting Officer. or is pursuant to
specific authority otherwise included as a part of this contract.

{¢) The Contracting Officer is the only person authorized to approve changes in any of the
requirements of this contract and notwithstanding provisions contained elsewhere in this
contract. the said authority remains solely the Contracting Officer's. In the event the contractor
effects any change at the direction of any person other than the Contracting Officer. the change
will be considered to have been made without authority and no adjustment will be made in the
contractor price to cover any increase in charges incurred as a result thereof. The address and
telephone number of the Contracting Officer is:

Name: Holly Hamilton Bolger

Address: Department of Homeland Security
Transporiation Security Administration
Office of Acquisition. TSA-23
601 South 12" Street
Arlington, VA 20598

Telephone: (571 227~W

H-3 News Releases
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The contractor shall obtain explicit, written consent from the contracting officer before making reference
to the cquipment or services furnished pursuant to the provisions of this contract in any news release or
commercial advertising, or in connection with any news release or comnercial advertising.

H-4 Key Personnel or Facilities
3052.215-70 Key Personnel or Facilities (DEC 2003)

(a) The personnel or facilities specified below are considered essential to the work being perfornmed under
this contract and may. with the consent of the contracting parties. be changed from time to time during the
course of the contract by adding or deleting personnel or facilities. as appropriate.

{b} Before removing or replacing any of the specified individuals or facilities, the Contracior shall notify
the Contracting Officer. in writing, before the change becomes effective. The Contractor shall submit
sufficient information to support the proposed action and to enable the Contracting Officer to evaluate the
potential impact of the change on this contract. The Contractor shall not remove or replace personnel or
facilities until the Contracting (Mticer approves the change.

The Key Personnel or Facilities under this Contract:

(Specify kev personnel or tacilities)

(End of clause)

H-5 Non-Personal Services

{a} As stated in the Federal Repister, Volume37, No. 190, page 45096, dated September 30, 1992, Policy
Letter on Inherentlv Governmental Functions. no personal services shall be performed under this contract.
No Contractor emplovee will be directly supervised by the Govermment. All individual emplovee
assignments. and daily work direction, shall be given by the applicable employee supervisor. [f the
Contractor believes any Govermnent action or comimunication has been given that would create a
personal service relationship between the Government and any Contractor employee, the Contractor shall
promptly notify the CO ol this communication or action.

{b} The Contractor shall not perform any inherently governmental actions under this contract. No
Contractor employee shall hold him or herself out to be a Governiment employee. agent. or representative.
No Contractor employee shall state orally or in writing at any time that he or she is acting on behalf of the
Government. In all communications with third parties in connection with this contract, Contractor
employees shall identify themselves as Contractor employees and specity the name of the company for
which they work tor. [n all communications with other Government Contractors in connection with this
contract, the Contractor employee shall state that they have no authority to in any way change the contract
and that if the other Contractor believes this communication to be a direction to change their contract,
they should notify the CO for that contract and not carry out the direction until a clarification has been
issued by the CQO,

{c) The Contractor shall insure that all of its employces working on this contract are informed of the
substance of this clause. Nothing in this clause shall limit the Government’s right in any way under any
other provision of the contract, including those related to the Government’s right to inspect and accept the
services to be perforined under this contract. The substance of this clause shall be included in all
subcontracts at any tier.
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H-6 Personnel Requirements
H.6.1. Clearances

All personnel shall have appropriate clearances prior to the commencement of work for work performed
at the contractor’s facility. The Contractor will adhere to TSA MD 2800.71 for submission of appropriate
information before commencement of work. The Government will vet the Contractor’s personnel if a
current clearance is not active, Some Contractor personniel may access classitied materials: in this case.
the Contractor will require a current SECRET clearance. TSA Personnel Security will review and process
all proposed contractor employee clearance information to ensure identification and compliance with
security requirements and practices.

H.6.2 Training

This etfort requires that all Contractor personnel have appropriate DHS and TSA training. Recurring
training is also required, usually on an annual schedule. Training includes, but is not limited to
Information Security, Privacy/SS1 Policy and Procedures, TSA Privacy, and Physical Security, The
COTR and Program Sccurity Officer will identity specific training requirements.

H.6.3 Privacy Training

All contractor personne! shall receive Program privacy training and Departiment of Homeland Security
privacy training as part of the on-boarding process and thereafter must complete annual refresher privacy
training. [n addition, contractor personnel may be required to receive program-specific role-based
privacy training.

H.6.4 SS1 Handling

In accordance with 49 U.S.C. 114{s). 881 is information obtained or developed in the conduct of secunty
activities. including research and development. the disclosure of which TSA has determined would:
» Constitute an wnwarranted invasion of prnivacy {including. but not limited to. information
contained in any personnel, medical, or similar file),
¢ Reveal trade secrets or privileged or confidential information obtained from any persen,
* DBe detrimental to the security of transportation,

SSI is a specific category of information that requires protection against disclosure. The governing
document that defines the scope, categorization, handling and disposition of information deemned S81is
the 49 Code of Federal Regulations 1520 (hiip;: ecfi.gpoaceess.eovy. Although it is subject to certain
legal disclosure limitations. SST is not classified national security information subject to the handling
requirements governing classified information.

All Federal employcees und contractor employees possessing SS1[ are responsible for ensuring that the
information and records containing SS1 are safeguarded at all times from disclosure to unauthorized
personnel. When the S8 for which an individual is responsible is not under the individual’s direct
physical control, the individual is responsible for ensuring that it is safeguarded and protected in such a
way that it is not physically or visually accessible to persons who do not have a need to know. lor
example: when unattended. SS1must be secured in a locked container or office, or other restricted access
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arca.

Prior to a contractor gaining access to S8 the contractor must meet the processing requirements
cstablished by TSA Management Directive (MD) 2800.71.

H.6.5 Section 508

Scction S08 ot the Rehabilitation Act. as amended by the Workforce Investment Act of 1998 (P.L. 105-
2203 requires that when Federal agencics develop. procure, maintain, or use ¢lectronic and information
technology, they must ensure that it is accessible to people with disabilities. Federal employees and
members of the public who have disabilities must have equal access to and use of information and data
that is comparable to that enjoyed by nen-disabled Federal employees and members of the public.

All CIT deliverables within this work statement shall comply with the applicable technical and tunctional
performance criteria of Section 508 unless exempt. Specifically, the following applicable standards have
been identitied:

36 CFR 1194.21 — Software Applications and Operating Systeins. applies to all Electronic and
information technology (EIT) sofiware applications and operating systems procured or developed under
this work statement including but not limited to GOTS and COTS software, [n addition, this standard is to
be applied to Web-based applications when needed to fulfill the tunctional pertormance criteria. This
standard also applies to some Web based applications as described within 36 CFR 1194.22.

36 CFR 1194.31 — Functional Performance Criteria applies to all EIT deliverables regardless of delivery
method, All LT deliverable shall usc technical standards. regardless ot technology. to fulfill the
functional pertormance criteria,

36 CFR 1194.41 - Information Documentation and Support, applies to all documents, reports, as well as
help and support services. To ensure that documents and reports fultill the required *1194.31 Functional
Performance Criteria™. they shall comply with the technical standard associated with Web-based Intranet
and Internet Information and Applications at a minimum. Inn addition. any help or support provided in this
work statement that otfer telephone support. such as. but not limited to, a help desk shall have the ahility
to transmit and receive messages using TTY.

Cxceptions for this work statement have been determined by DHS and only the exceptions described
herein may be applied. Any request for additional exceptions shall be sent to the COTR and determination
will be made in accordance with DHS MD 401¢.2. DHS has identitied the following exceptions that may
apply:

36 CFR 1194.2(by (COTS/GOTS products). When procuring a product, cach agency shall procure
products which comply with the provisions in this part when such products are available in the
commercial marketplace or when such products are developed in response to a Governinent solicitation.
Agencies cannot claim a product as a whole is not commercially available because no product in the
marketplace meets all the standards. If products are commercially available that meets some but not all of
the standards. the agency must procure the product that best meets the standards,

When applying this standard, all procurements of [:1T shall have documentation of market research that
identify a list of products or services that first meet the agency business needs. and from that list of
products or services. an analysis that the selected product met more of the accessibility requirements than
the non-selected products as required by FAR 39.2. Any selection of a product or service that meets less
accessibility standards due to a significant ditticulty or expense shall enly be permitted under an undue
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burden claim and requires approval from the DHS Office on Accessible Systems and Technology (OAST)
in accordance with DHS MD 4010.2.

36 CFR 1194.3(b} — incidental to Contract. all LiT that is exclusively owned and used by the contractor
te fulfill this work statement does net require compliance with Section 308. This exception does not apply
to any EIT deliverable, service or item that will be used by any Federal employee(s) or member({s) of the
public. This exception only applies to those contractors assigned to fulfill the obligations of this work
statement and for the purposes of this requirement, are not considered meinbers of the public.

H-7 Personnel Security

All individuals seeking to provide services to TSA under a TSA contract are subject to a suitability
deterinination to assess whether their initial employment and continued employment on a TSA contract
protects or promotes the efficicney of the agency. TSA, by and through the Office ot Security. Personnel
Security Division (PerSec). will allow an individual to commence employment on a TSA conrract only if
a review of the individual's preliminary background check is favorable. Individuals with untavorable
preliminary background checks will not be allowed to work on a TSA contract.

A suitability determination involves the following three phases:

Phase 1: Preliminary Background Check: areview of an individual's consumer credit report. criminal
history records. and submitted security forms to determine, to the extent possible. if the individual has bad
debt and/or criminal offenses and/or falsification issues that would prohibit employment as a TSA
contractor, A tavorable Preliminary Backeround Check is not a final suitability determination; rather. it
is a preliminary review of external data sources that allows the individual to commence work prior to the
required backsround investigation being completed.

When an individual is deemed suitable to commence work on a TSA contract. TSA PerSec will notity the
appropriate Contracting Otficer’s Technical Representative {COTR} of the favorable determination.
Similar netitications will be sent when an individual has not passed the preliminary background check
and has been deemed unsuitable.

Phase 2: Background Tonvestigation: Once the individual commences work en a TSA contract. TSA
PerSec will process all submitted security forms to determine whether the contractor has previously been
the subject of a federal background investigation sutficient in scope to meet TSA minimum invcstigative
requirements. Contractors who have a federal investigation sufficient in scope will immediately be
processed tor final suitability adjudication. Those contractors who do not have a previous tederal
background investigation sufficient in scope will be scheduled for the appropriate level background
investigation through the submission of their security forms 1o the Qffice of Personnel Management
(OPM).

Phase 3;: Final Suitability Adjudication: TSA PerSec will complete the final suitability adjudication
after receipt and review of the completed OPM background investigation. The final suitability
adjudication is an assessment made by TSA PerSec to determine whether there is reasonable cxpectation
that the continued employment of the TSA contractor will or will not protect or promote the efficiency of
the agency. An unfavorable final suitability determination will result in a notification to the COTR that
the contractor has been deemed unsuitable for continued employment and thar he/she shall be removed
from the TSA contract.

{Lnd of Clause)
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H-8 Task Order Procedures

a) Only the Contracting Officer may issue Task Orders, providing specific authorization or direction to
pertorm work within the scope of the contract and as specified in the schedule. The Contractor may incur
costs under this contract in the performance of Task Orders and modifications issued in accordance with
this clause. No other costs are authorized unless otherwise specitied in the contract or expressly
authorized by the Contracting Officer.

b} Priortoissuing a Task Order, the Contracting Officer will provide the Contractor with the following
data:

1) A tunctional description of the work identifying the abjeetives or results desired trom the
contemplated Task Order.

2) A request tor a Task Plan [rom the Contractor to include the technical approach. period of
perfonmance. appropriate cost information required 1o determine the reasonableness of
the Cantracior’s proposal.

¢) Within [0 calendar days alter receipt ol the Contracting Officer’s request. the Contractor shall submit
a Task P’lan conlorming to the request.

d) Aflerreview and any necessary discussions, the Cantracting Olficer may issue a Task Order to the
Contractor comaining as a minimum, the following:
1. Date of the order

2. Contract number and order number

3. Appropriation and Accounting Data

4. CLIN(s} & Description of Services to Be Performed

3. Place ol Delivery/Performance {as applicable)

6. Period ol time in which the services are to be pertormed, including start and end
dates

7. labor catcpories

8. The estimated price of the Order (FFP or CPAF)

9. A lunctional description ol the work identilving the objectives or
results desired from the Task Order, including special instructions
or other information necessary tor performance of the task.

10. Government-Furnished [nformation (GF1)'Govermment-Furnished
Propeny (GFP)

e) II'the Government approves the Task Plan as submitted, the Contracting Officer inay sign the Task
QOrder incorporating the Plan, resulting in a lully executed Task Order. If the Government disapproves the
Task Plan. the Contractor shall negotiate with the Contracting Officer in good faith for a mutually
acceptable Plan,

f) If agreement cannot be reached on a Task Plan. the Contracting Otficer may unilaterally direct the
Contractor to begin work on the Task Order in accordance with the Plan issued by the Government.
Failure to agree will constitute a dispute subject o contract clause “CONTRACT DISPUTES™

H-9 Fair QOpportunity

(a) The Contracting Officer will provide all awardeces a “tfair opportunity™ to be considered lor each order
in excess of $2.500. unless one of the conditions, below, applies.
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(1} The agency need for such services is so urgent that providing a fair opportunity would result
in unacceptable delays.

(2) Only one awardee is capable of providing the services required at the level of quality required
because the services ordered are unique or highly specialized.

(3) The order must be issued on a sole-source basis in the interest of economy and efficiency
because it is a logical follow-on 1o a Delivery Order already issued under this contract, provided that all
awardees were given a fair opportunity to be considered for the original order.

(4) [t is necessary to place an order to satisty a minimum guarantee.

(b) Prior to award of individual delivery orders the Government will provide a statement of work and
request a technical proposal for the purposes of evaluation. The award of the task order will be best value
basis.

Section 1 — Contract Clauses
1.1 CLAUSES INCORPORATED BY REFERENCE

FAR PROVISIONS AND CLAUSES

52.202-1 Definitions. (JUL. 2004)

52.203-3 Gratuities. (APR 1984}

52.203-5 Covenant Against Contingent Fees. (APR 1984)

52.203-6 Restrictions on Subcontractor Sales to the Government. {(JU1. 1993)

32.203-7 Anti-Kickback Procedures. (JUL 1995)

52.203-8 Cancellation, Rescission, and Recovery of Funds for lllegal or Improper Activity. (JAN 1997)
32.203-10 Price or Fee Adjustment for [llegal or Improper Activity. (JAN 1997)
52.203-12 Limitation on Payments to Influence Certain Federal Transactions. {SEP 2005)
52.204-2 Sccurity Requirements (Aug 1996}

52.204-4 Printed or Copied Double-Sided on Recycled Paper. (ALG 200(0)

52.204-7 Central Contractor Registration. (JUL 2006)

52.209-6 Protecting the Government's Interest When Subcontracting with Contractors Debarred,
Suspended. or Proposed for Debarment. (JAN 2003)

52.211-5 Malterial Requirements, (ALUG 2000)

52.215-2 Audit and Records-Negotiation (JUN 1999}

52.215-8 Order of Precedence — Uniform Contract Format (OCT 1997)

52.215-10 Price Reduction for Defective Cost or Pricing Data {OCT 1997}

32.213-12 Subcontractor Cost or Pricing Data {OCT 1997)

213-14 Integrity of Unit Prices. (OCT 1997}

2153-19 [ntegrity of Unit Prices. (OCT 1997) - Altermate 1 {OCT 1997}

.216-7 Allowable Cost and Payment {DEC 2002)

216-18 Ordering {Oct 1995}

52.216-22 Indefinite Quantity (OCT 1995)

52.219-6 Notice of Total Small Business Set-Aside (JUNE 2003)

52.222-20 Walsh-Healey Public Contracts Act. {DEC 1994)

52.222-21 Prohibition of Segrepated Facilities. (FEB 1999)

52.222-26 [iqual Opporunity. {(APR 2002)

52.222-26 Equal Opportunity. (FI:B 1999) - Alernate | (FEB 1999)

32.222-35 Equal Opportunity for Special Disabled Veterans, Veterans of the Vietnam Era. and Other
Eligible Veterans. (DEC 2001)

52.222-36 Affirmative Action for Workers with Disabilities, (JUN 1998)
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52.222-37 Employment Reports on Special Disabled Veterans, Veterans of the Vietnam Era, and Other
Eligible Veterans. (DEC 2001

52.222-39 Notification of Employee Rights Concerning Payment of Union Dues or Fees. (DEC 2004)
52.222-50 Combating Trafficking in Persons (AUG 2007)

32.223-6 Drug-Free Workplace. ({MAY 2001)

52.223-14 Toxic Chemical Release Reporting. (AUG 2003)

52.225-1 Buy American Act - Supplies, (JUN 2003)

52.225-3 Buy American Act - Free Trade Agreements - Israeli Trade Act. {IUN 2006}

225-13 Restrictions on Certain Foreign Purchases. (FEB 2006)

226-1 Litilization of Indian Organizations and Indian-Owned Fconomic Fnterprises. {(JUN 200(0)
227-1 Authorl?dllon and Consenl (IUL 19935)

At

52,
ol
&
2

SZ 2"0 5| Federal State, and Lmal ]axes (Slalt.. and Local Adjustments). (APR 2003)
52.232-1 Payments. {APR 1984)
.232-8 Discounts for Prompt Payment. (FEB 2042}
.232-11 Extras. {APR 1984)
52, 23‘.-16 Progress Payments (APR 2003)
2,232-16 ALT 1 Progress Pavments (APR 2003)
32-17 Interest. {JUN 1996)
2-19 Availability of Funds for the Next Fiscal Year. (APR 1084)
”3 Assignment of Claims, (JAN 1986)
3 Prompt payment. {OQCT 2003)
33 Payvment by Electronic Funds Transfer - Central Contractor Registration. {OCT 2003)
"i -1 Disputes. {JUL 2002)
33-1 Disputes. {JUL 2002} - Alternate 1 (DEC 1991)
33 3 Protest Alter Award. (AUG 1996)
33-4 Applicable [.aw For Breach Of Contract Claim (OCT 2004)
4"" 3 Penalties For Unallowable Costs (May 2001)
42
4
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2-4 Certification of Final Indirect Costs. {JAN 1997)52.242-13 Bankruptey {AUG 1996)
2-15 Stop-Work Order (Aug 1989)
3-1 Changes - Fixed-Price. (ALG 1987)
.244-3 Competition in Subcontracting, (DEC [996)
2.214-6 Subcontracts for Commercial ltems (FT.B 2006)
52.245-1 Property Records. (APR 1984)
52.246-23 Limitation of Liability. (FEB 1997)
52.249-2 Termination for Convenience of the Government (Fixed-Price). (MAY 2004)
32.249-8 Default {Fixed-Price Supply and Service). (APR 198
52.251-1 Government Supply Sources. (APR 1984)
52.253-1 Computer Generated Forms. (JAN 1991)

LA LA
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th

HSAR CLAUSES

3052.219-70 Small Business Subcontracting Plan Reporting (JUN 2006)
3052.217-93 Subcontracis (USCG) (DEC 2003)

3032.223-70 Handling of Hazardous Material

3052.223-90 Accident and fire reporting { USCG) (DEC 2003)
3052.211-70 Index lor specifications {DEC 2003)

3052.242-72 Contracting Officer’s Technical Representative (DEC 2003)

1.2 CLAUSES INCORPORATED IN FULL
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52.216-1 Type of Contract. (APR 1984)

The Government awards an Indefinite Delivery. Indefinite Quantity contract with the ability to issue Firm
Fixed Price and Time and Materials Task Orders.

52.216-19% Order Limitations. (OCT 1995}

(a) Minimum order. When the Government requires supplies or services covered by this contract in an
amount ot less $300.00 the Goverrunent is not obligated to purchase. nor is the Contractor obligated to
turnish. those supplies or services under the contract.

(b} Maxinmum order. The Contractor is not obligated to honor -
(1) Any order for a single item in excess of $5.000.000;
{2y Any order for a combination of items in excess of $10,000,000: or

{3) A scrics of orders from the same ordering office within [30] days that together call for quantities
exceeding the limiration in subparagraph (b) 1) or (2) of this section.

(c) LF this is a requirements contract (i.e., includes the Requirements clause at subsection 52.216-21 of the
Federal Acquisition Regulation (FARY). the Government is not required to order a part of any one
requirement from the Contractor if that requirement exceeds the maximum-order limitations in paragraph
(b} of this section.

(d) Notwithstanding paragraphs {b) and (c) of this section, the Contractor shall honor any order exceeding
the maximum order limitations in paragraph (b). unless that order (or orders) is returned to the ordering
office within [ Jdays afier issuance, with written notice stating the Contractor's intent not to ship the item
(or items) called for and the reasons. Upon receiving this notice, the Government may acquire the
supplies or services from another source.

{End of clause)
52.217-8 Option to Extend Services. (NOV 1999)
The Government may require continued performance ot any services within the limits and ar the rates
specified in the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates
provided by the Secretary of Labor. The option provision may be exercised more than once, but the total
extension of performance hereunder shall not exceed 6 months. The Contracting Officer may exercise the
option by written notice 10 the Contractor within /3 days of expiration.

(Fnd of clause)

52.223-11 Ozone-Depleting Substances (May 2001)

(a) Definition. ~Qrone-depleting substance,” as used in this clausc. means any substance the
Environmental Protection Agencey designates in 40 CFR Part 82 as—

(13 Class 1. including. but not limited to. chlorofluorocarbons, halons. carbon tetrachloride. and methyl
chloroform: or
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(2) Class 11, including, but not litnited to, hydro chlorofluorocarbons.
{b) The Contractor shall label products which comain or are manufactured with ozone-depleting
substances in the manner and to the extent required by 42 [0 8.0 76715 (b)Y, (0). and ¢d) and 40 CFR

Part 82, Subpart E, as follows:

Warning Contains (or manulactured with, if applicable) * . & substance(s) which harm{s) public
health and environment by destroying ozone in the upper atinosphere.

«  The Contractor shall insert the name ol the substance(s).

{End of clause)
52.252-2 Provisions Incorporated by Reference (Feb 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as if they
were given in full text. Upon request, the Contracting Officer will make their full text available. Also, the
full text of a clause may be accessed electronically at this/these address(es):

WWWARNET.GOV/TAR

(End of clause)
3052.204-71 Contractor employee access (JUN 2006)

(2) Sensitive Information, as used in this Chapter. means any information, the loss, misuse. disclosure, or
unauthorized access to or modification of which could adversely atfect the national or homeland security
interest. or the conduct of Federal programs. or the privacy to which individuals are entitled under section
332a of title 5. United States Code (the Privacy Act), but which has not been specifically authorized under
criteria established by an Executive Order or an Act of Congress to be kept secret in the interest of
national defense. homeland security or foreign policy. This definition includes the lollowing categories of
information:

(1) Protected Critical Inlrastructure Information (PCIIY as set out in the Critical Infrastructure
[nformation Act of 2002 (Title II. Subtitle B, ot the Homeland Security Act. Public Law 107-296.
196 Stat. 2133). as amended. the imnplementing regulations thereto (Title 6. Code of Federal
Regulations. Part 29 as amnended, the applicable PCII Procedures Manual, as amended, and any
supplementary guidance officially communicated by an authorized official of the Nepariment of
Homeland Security (including the PC1I Program Manager or his‘her designee):

{2) Sensitive Security Information (SS1). as delined in Title 49, Code of Federal Regulations. Part
1320, as amended. ~Policies and Procedures ol Safeguarding and Control of 5 S1.” as amended.
and any supplementary guidance otficially communicated by an authorized ofTicial of the
Department of Homeland Security (including the Assistant Secretary [or the Transporiation
Security Administration or his/her designee);

{3} Information designated as “For Official tJse Only,” which is unclassified information ol a
sensitive nature and the unauthorized disclosure of which could adversely impact a person’s
privacy or wellare, the conduct of Federa) programs. or other programs or operations essential to
the national or homeland security interest: and
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{4y Any information that is designated “sensitive™ or subject to other controls, safeguards or
protections in accordance with subsequently adopted homeland security information handling
procedures,

(b) "Information Technology Resources™ include, but are not limited 1o, computer equipment. networking
equipment. telecommunications equipment. cabling, network drives. computer drives, network software,
computer software, sofiware programs. intranet sitcs, and internet sites.

() Contractor employees working on this contract must complete such forms as may be necessary [or
security or other reasons, including the conduct of background investigations to determine suitability,
Conpleted forms shall be submitted as directed by the Contracting Officer. Upon the Contracting
Officer's request. the Contractor's employees shall be tingerprinted. or subject to other investigations as
required, All contractor employees requiring recurring access to Govermment facilities or access to
sensitive information or 1T resources are required to have a favorably adjudicated background
investigation prior to commencing work on this contract unless this requirement is waived under
Departmental procedures.

(d) The Contracting Officer may require the contractor to prohibit individuals from working on the
contract if the government deems their initial or continued employment contrary to the public interest for
any reason. including. but not limited to, carelessness, and insubordination, incompetence, or security
CONcerns.

{e) Work under this contract may involve access to sensitive information. Theretore. the Contractor shall
not disclose. orally or in writing. any sensitive inlormation to any person unless authorized in writing by
the Contracting Officer. For those contractor emplovees authorized access to sensitive information. the
contractor shall ensure that these persons receive training concerning the protection and disclosure of
sensitive information both during and after contract performance.

(f) The Contractor shall include the substance of this clause in all subcontracts at any tier where the
subcontractor may have access to Government facilities, sensitive infortnation. or resources.

(g) Before receiving access to 1T resources under this contract the individual must receive a security
briefing, which the Contracting Officer’s Technical Representative (COTR) will arrange. and complete
any nondisclosure agreement furnished by DHS.

{h) The contractor shall have access only 1o those areas of DHS information technology resources
explicitly stated in this contract or approved by the COTR in writing as necessary for performance of the
work under this contract. Any attempts by contractor personnel to gain access to any information
technology resources not expressly authorized by the statement ol work, other terms and conditions in this
contract, or as approved in writing by the COTR. is strictly prohibited. [n the event of violation of this
provision, DHS will take appropriate actions with regard 1o the contract and the individual(s) involved.

(i} Contractor access to DHS networks from a reimote location is a temporary privilege for mutual
convenience while the contractor performs business for the DHS Component. It is not a right. a guarantee
of access, a condition of the contract. or Government Furnished Equipment (GFE).

¢)) Contractor access will be terminated for unauthorized use. The contractor agrees to hold and save DS
harmiless from anyv unauthorized use and agrees not 1o request additional time or money under the contract
for any delavs resulting from unauthorized use or access.
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{k) Non-L11.S. citizens shall not be authorized to access or assist in the development. operation.
management or maintenance of Department I'T svstems under the contract, unless o waiver has been

granted by the Head of the Component or designee. with the concurrence of both the Department’s Chief
Security Officer (CSOY and the Chief Information Officer (C10)) or their designees. Within DHS

Headquarters, the waiver may be granted only with the approval of both the CS0O and the CIO or their
desipnees. In order for a waiver 1o be granted:

{1} The individual must be a legal permanent resident of the LS. or a citizen of Ireland. Israel.

the Republic of the Philippines. or any nation on the Allied Nations List maintained by the
Department of State;

{2) There must be a compelling reason for using this individual as opposed 1o a U. S, citizen; and

(3) The waiver must be in the best interest ot the Governinent.

{1y Contractors shall identify in their proposals the names and citizenship of all non-11.S. citizens proposed

to work under the contract. Any additions or deletions of non-ULS. citizens after contract award shall also
be reported to the contracting otficer.

(End of clause?}

Scction J- List of Attachmcnts

1. Contract Data Requirements List (CDRLs) Duata ltem Description(s) {DIDs)



