















































training. We've got a report that would just knock your socks off. They train probably
twice as many people as they’ve employed. More than double -- at a cost of billions.”

“It may be time for him to consider doing other things.”























































































Sir -

The Oversight/T&I hearing went well from our perspective. Chris and Steve were excellent
witnesses in the face of some interesting questions. Just below I’'ve noted some of the
notable issues raised by some of the Members in attendance.

And following up on the Rep. Dave Reichert (R-WA) issue, he was re-booked on a flight
through LAX and is on his way to DCA now. FSD Jim Spinden has been in touch w his staff
and has a meeting scheduled for next Monday at 2:15 pm to discuss the incident further.
At this point, there is not a request to speak with you or the Secretary, but we’ll continue
to monitor this w staff.

Oversight/T&I Hearing Summary
Darrell Issa (R-CA)

Read off some of the Facebook comments about passengers’ pat-downs and passenger
screening

Citied the growth of TSA staffing levels (from 16,000 to 60,000+)

Cited wait times as evidence that TSA isn’t providing a security benefit
Elijah Cummings (D-MD)

Asked a number of questions about the timeline for the TWIC Reader Rule
John Mica (R-FL)

Referred to staffers visiting the Dallas technology warehouses and seeing “trucks” moving
equipment to hide it from view. (Not true, per OLA staff who were on the trip)

Talked about BDO and cited the GAO report that says 17 terrorists traveling on 24
occasions past BDOs.

Blake Farenthold (R-TX)

Was chairing the hearing after Issa and Mica departed and entered a number of “negative”
passenger comments into the hearing record.

Mentioned the youtube clip of the 2 yr old that attracted media attention last week (Chris
did a good job setting the record straight on this)

Said SPOT would be more effective if it was more “engaging.”












personal liberty in the name of security.”

Chaffetz has derided TSA’s use of pat-downs in the past, and says he wants to see the agency use
more explosive-sniffing dogs for screening operations, rather than increase its number of body scanners.

Mica released a briefing for the hearing, which noted that a 2010 Government Accountability Office
report questioned whether the body scanners would have detected the explosives Umar Farouk
Abdulmutallab smuggled in his underwear onto a plane in the 2009 Christmas Day bombing plot. It also
noted that the GAO has found persistent problems with the Transportation Security Identification Card, a
multimillion dollar program intended to provide secure IDs for maritime facility workers. However, the
GAO has questioned whether the cards are an improvement over previous approaches.

Witnesses include Christopher L. McLaughlin, TSA’s head of security operations, Stephen Sadler, head of
intelligence and analysis, Real Adm. Paul F. Zukunft, head of marine safety, security and stewardship at
the Coast Guard and Stephen M. Lord, director of the GAO’s Homeland Security Program.






would ask TSA to consider extending TWIC expiration dates, mailing TWIC cards to
applicants, and requiring only one visit to enrollment centers. It would also require that
TWIC card expiration dates align with relevant immigration status dates. OCC and the TWIC
program have provided input as part of DHS’ comments to committee on the bill.

e USO/Checkpoint $ bill (HR 2179) will be marked up by the full House Homeland
Committee. We’ve shared concerns from CFO (notably that we would like the authority to
retain such funds as necessary to administer the program) with majority and minority, as
well as Senate counterparts.

Best,
Pete
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Bottom of Form
ORLANDO, Fla. -
Federal officials exaggerated and misstated facts surrounding an aviation terrorism
scare at Orlando International Airport, as they attempted to defend and expand an
expensive anti-terrorism program that has yet to find a confirmed terrorist, a Local 6
investigation has found.

The Transportation Security Administration has repeatedly cited the 2008 arrest of a
man carrying "all of the components for an explosive device" at OIA as an example
of the effectiveness of its $250-million-a-year behavior detection program.

The agency claims its behavior detection officers (BDOs) were able to intercept Kevin
Christopher Brown on April 1, 2008 through careful examination of his involuntary
behavior — subtle cues of deception exhibited by possible terrorists that BDOs are
specially trained to recognize.

But a Local 6 investigation raises doubts about both claims, which TSA has repeated
to the public and Congress as it tries to justify its employment of more than 3,000
BDOs in a nearly five-year-old program that has never nabbed a real terrorist.

Most glaringly, it turns out there were "no initiators, explosives or exploding devices'
in Brown’s luggage, according to an August 8, 2008 FBI laboratory report.

Yet the TSA in 2010 continued to claim its behavior detection officers in Orlando
"spotted an individual who was discovered to have explosive components.”

That comment, reported by the Associated Press, came as the agency defended itself
from a critical Government Accountability Office report. It found no evidence the
program did better at identifying lawbreakers in airports than would a random
selection of people passing through terminals.

The government’s own explosives experts had by then determined the two bottles of
model rocket fuel, pipes, end caps and batteries in Brown’s luggage were not
explosives and could not have been assembled into an explosive device.

While the diluted fuel was flammable, it was not explosive-grade material and there
was no initiator, such as a blasting cap, among the materials, which is a necessary
component to an explosive device, according to FBI experts.



Moreover, the FBI lab concluded, the pipes and end caps "would serve no useful role
in the construction of an improvised incendiary device" in conjunction with the other
materials in the luggage.

Local 6 found the misstatements of fact by government officials reached the highest
level of the Department of Homeland Security, which includes TSA.

In April 2008, then-Homeland Security Secretary Michael Chertoff told Congress
behavioral detection officers in Orlando found "all of the components for an explosive
device" after searching Brown’s bag — a bag, the FBI later confirmed, contained
neither explosives nor the initiator needed to create an explosion.

Chertoff also testified the TSA officers detected Brown "behaving in a suspicious

"

way.

But any suggestion it took trained TSA professionals to detect Brown’s strange
behavior is refuted by witnesses who say symptoms of his mental illness were obvious
to anyone who saw him at the airport that day.

Brown had been involuntarily committed to a mental health unit two months earlier,
after repeated threats and at least one attempt to commit suicide, according to court
records. He was also prescribed medication for mental illness.

Passengers waiting with Brown to check in to Air Jamaica Flight 80 to Montego Bay
noticed his strange behavior and, according to Brown’s attorney, alerted airline staff.

“A passenger at some point had talked to the counter persons and expressed concern
about his demeanor,” said attorney Wayne Golding.

"He looked rather crazy, actually,” one of the passengers told Local 6 the day of the
incident. "He was rocking left to right, almost up and sound, you know, kind of
wacko."

A TSA employee, who asked not to be identified, confirmed Brown was acting out
emotionally for all to see.

"Kind of back and forth, looking around, sweating when it really wasn’t that hot, just
acting real weird," the TSA employee said. "So you don’t have to actually have any
type of particular training for that. Anyone can pretty much see that."
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behavior is refuted by witnesses who say symptoms of his mental illness were obvious
to anyone who saw him at the airport that day.

Brown had been involuntarily committed to a mental health unit two months earlier,
after repeated threats and at least one attempt to commit suicide, according to court
records. He was also prescribed medication for mental illness.

Passengers waiting with Brown to check in to Air Jamaica Flight 80 to Montego Bay
noticed his strange behavior and, according to Brown’s attorney, alerted airline staff.

“A passenger at some point had talked to the counter persons and expressed concern
about his demeanor,” said attorney Wayne Golding.

"He looked rather crazy, actually,” one of the passengers told Local 6 the day of the
incident. "He was rocking left to right, almost up and sound, you know, kind of
wacko."

A TSA employee, who asked not to be identified, confirmed Brown was acting out
emotionally for all to see.

"Kind of back and forth, looking around, sweating when it really wasn’t that hot, just
acting real weird," the TSA employee said. "So you don’t have to actually have any
type of particular training for that. Anyone can pretty much see that."

TSA’s trumpeting of the Brown case bothers U.S. Rep. John Mica (R-Winter Park), a
frequent critic of the agency.

"Using a failure or purporting to do something they haven't done is inappropriate,”
Mica told Local 6. He said the GAO report found the TSA program has never resulted
in the detention of a terrorist, even though 16 of them at some point passed through
airports where the officers were deployed.

"Terrorists continue to target the aviation sector. TSA won't say whether we've caught
actual terrorists,” a TSA spokeswoman said. "Many of the cases that resulted in
arrests remain under active investigation by law enforcement. We may not know if the
people (the program) caught in the country illegally, using fake passports or IDs or
smuggling money or drugs were doing so to assist with a larger plot. But it's clearly
an effective means of identifying people engaged in activity that may threaten the
security of the passengers and the airports and has become a very effective
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But Mica disputed Adams' account.

"l said that we both could win in either district," said Mica, who lives in Winter Park and
has represented most of the new district during his 20-year congressional career.

"My home is there. This is a decision | made with my wife, my family and my supporters,"
he said.

If neither budges, a Mica-Adams primary could be a rough-and-tumble affair. Mica chairs
the House Transportation Committee and would bring to bear all the weapons of an old
bull Republican — well-heeled connections groomed by two decades on Capitol Hill.

And as of the end of 2011, Mica had about three times as much campaign money — about
$860,000 to her $313,000.

Adams, though, can count on the backing of the Tea Party caucus and could cast the race
as a battle for the soul of the Republican Party. Differences in their attitudes toward
federal spending likely would be central to that effort.

That would leave businessman Craig Miller the only announced candidate for the District 6
seat. The former CEO of Ruth's Chris Steakhouse, Miller dropped his U.S. Senate bid to run
there on the same day Adams said she's running for District 7.

Adams, for now, is sticking to her guns.

"The congresswoman has declared where she is running and what her intentions are, and |
think that statement speaks for itself right now," said Charlie Keller, her chief of staff.









the barcode, and travelers deemed "low-risk," will likely be allowed to
keep on belts, shoes and jackets and leave laptops and liquids in bags
when being screened.

Not everyone is eligible to participate in the program, which is already
being tested at airports in Atlanta, Dallas, Detroit, Miami, Las Vegas,
Los Angeles and Minneapolis-St. Paul. Eligible travelers are some of
those who participate in American and Delta airlines' frequent flier
programs, as well as travelers in three other trusted traveler programs,
which do charge fees to participate. About 336,000 passengers have been
screened through the program since the testing began last year,
according to the Transportation Security Administration.

By the end of 2012, the government expects select passengers in frequent
flier programs for US Airways, United and Alaska Airlines to be eligible
to participate. The program is expected to be operating in Reagan
National Airport near Washington, Salt Lake City International Airport,
John F. Kennedy International Airport in New York and Chicago's O'Hare
International Airport by the end of March.

"We are pleased to expand this important effort, in collaboration with
our airline and airport partners, as we move away from a
one-size-fits-all approach to a more intelligence-driven, risk-based
transportation security system," said TSA chief John Pistole.

Pistole has said he hopes to eventually test the program at all airports
and with all airlines around the country, but that might take years.

The program is expected to be operating in these airports by the end of
2012: Baltimore-Washington International Thurgood Marshall Airport,
Charlotte Douglas International Airport, Cincinnati/Northern Kentucky
International Airport, Denver International Airport, Fort
Lauderdale-Hollywood International Airport, Houston's George Bush
Intercontinental Airport, Honolulu International Airport, New York's
LaGuardia Airport, Lambert-St. Louis International Airport, Louis
Armstrong New Orleans International Airport, Puerto Rico's Luis Munoz
Marin International Airport, Orlando International Airport, Philadelphia
International Airport, Phoenix Sky Harbor International Airport,
Pittsburgh International Airport, Oregon's Portland International

Airport, San Francisco International Airport, Seattle-Tacoma
International Airport, Florida's Tampa International Airport and

Alaska's Ted Stevens Anchorage International Airport.






travelers we consider our trusted partners.”

“TSA Prev' ™ moves us closer to our goal of delivering the most effective and efficient
screening by recognizing that most passengers do not pose a threat to security,” said TSA
Administrator John S. Pistole. “We are pleased to expand this important effort, in
collaboration with our airline and airport partners, as we move away from a one-size-fits-all
approach to a more intelligence-driven, risk-based transportation security system.”

TSA Prev/ ™ is currently operating with American Airlines at airports in Dallas, Miami, Las
Vegas, Minneapolis and Los Angeles, and with Delta Air Lines at airports in Atlanta, Detroit,
Las Vegas, and Minneapolis. US Airways, United Airlines and Alaska Airlines are all opting
in new passengers and will begin operations later this year.

As part of the initiative’s expansion, TSA Prev' ™ will be implemented at the following
airport locations throughout 2012:

e Baltimore/Washington International Thurgood Marshall Airport (BWI)
e Boston Logan International Airport (BOS)

e Charlotte Douglas International Airport (CLT)

e Cincinnati/Northern Kentucky International Airport (CVG)
e Denver International Airport (DEN)

e Fort Lauderdale-Hollywood International Airport (FLL)

e George Bush Intercontinental Airport (IAH)

¢ Honolulu International Airport (HNL)

e Indianapolis International Airport (IND)

e John F. Kennedy International Airport (JFK)

e LaGuardia Airport (LGA)

e Lambert-St. Louis International Airport (STL)

e Louis Armstrong New Orleans International Airport (MSY)
e Luis Muiioz Marin International Airport (SJU)

e Newark Liberty International Airport (EWR)

e (O’Hare International Airport (ORD)

e Orlando International Airport (MCO)

e Philadelphia International Airport (PHL)

e Phoenix Sky Harbor International Airport (PHX)

e Pittsburgh International Airport (PIT)

e Portland International Airport (PDX)

e Ronald Reagan Washington National Airport (DCA)

e  Salt Lake City International Airport (SLC)

e San Francisco International Airport (SFO)

e Seattle-Tacoma International Airport (SEA)

e Tampa International Airport (TPA)

e Ted Stevens Anchorage International Airport (ANC)

e  Washington Dulles International Airport (IAD)

































The House Rules Committee announced late this afternoon that the rule and conference report
will be considered on the House floor tomorrow and Friday.

Additionally, OLA made notifications concurrent with OSQ’s airport notifications this
morning at 11 a.m. We received little to no feedback from staff, other than that staffers
from HSGAC and Commerce were concerned about the timing of the announcement given
their work on the FAA bill. A brief readout of personal office notifications follows:

Sen. Max Baucus (D-MT): Staffer was unavailable, followed up with voice mail & TSA
statement.

Sen. John Tester (D-MT): Staffer had little knowledge of the program and was neutral on
the decision.

Rep. Denny Rehberg (R-MT): Staffer had little knowledge of the program, and was neutral
on the decision.

Sen. Nelson (D-FL) - Staffer was unavailable, followed up with voice mail & TSA statement.
Sen. Rubio (R-FL) - Staffer was unavailable, followed up with voice mail & TSA statement.
Rep. Mica (R-FL) - spoke with staffer who had never heard of SPP; he was receptive.
Followed up by e-mail with TSA statement.

Rep. Corrine Brown (D-FL) - spoke with LA who was receptive, emailed statement.

Rep. Webster (R-FL) - Staffer was unavailable, followed up with voice mail & TSA statement.

We will keep you updated on any followup details on the subject.

Mica/Chaffetz/Issa Letter

As discussed earlier, the House Committee on Oversight and Government Reform sent TSA
a letter requesting documentation on warehoused equipment in Texas, to include a copy of
the quarterly warehouse inventory report. A copy of the letter is attached. Rep. Cravaack
(R-MN) and Rep. Farenthold (R-TX) have also historically expressed interest in this issue, to
include a letter from Rep. Farenthold and a series of questions from Rep. Cravaack at
Robin’s most recent technology hearing before the CHS Transportation Security
Subcommittee. Committee staff have been briefed on this as well. Your visit to the
warehouse should provide some additional context for future inquiries from the Hill and/or
the media. It looks like the Chaffetz/Mica staffers tour will occur the week of 2/20.

Collins AIT Safety

OLA’s Dave Rosenbaum followed up with Senator Collins’ (R-ME) staff to talk about the bill
and reiterate your availability for a discussion. DHS OGC is circulating the legislation
Department-wide for comment among the various affected components.









Subject: OLA Update, 1/31/12
Sir =
Here’s today’s update...

SPP

2 item on SPP — there appears to be movement towards closure on the FAA authorization
bill so we’re running the traps with our committee staffers regarding the SPP language it

contains. Nelson and DHS OLA are up to speed. More details on this as we have them —
though most of the staffers involved are currently in conference discussions.

Secondly, we are lined up with OSO and OPA regarding notifications on the 3 SPP
applications. At 11 am, OSO will contact the affected airports and OLA will notify
committees and local congressional delegations. As you’ll recall, Orlando Sanford is located
in Rep. John Mica’s district and so tomorrow’s announcement will certainly generate some
interest. Your meeting with Rep. Mike Rogers is at 1145 and we’ll make sure his staff is
apprised before we arrive there. On a related note, we have scheduled a short phone call
between you and Rep. Sheila Jackson Lee on Thursday pm at 315. You'll be at the airport
and will have a few minutes to speak with her prior to departure.

Collins/AIT

As discussed earlier, Sen. Collins introduced her bill today that would instruct S&T to
conduct a study on the safety or backscatter technology and would impose certain AIT
signage requirements on TSA.

Oversight Committee staff in Dallas

Staffers for Reps. Jason Chaffetz and John Mica have requested to visit DFW and the
warehouses in which TSA stores technology equipment next week. We are coordinating on
this now.

Rep. Thompson Letter on HNL and BDO

The response to Rep. Bennie Thompson was delivered to the committee today, thereby
closing out all committee correspondence in advance of next week’s hearing.

Best,
Pete

Peter Hearding
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Fy 2010 breakdown
Dan
Airport Code
Hub Airport Amount
ABE
Lehigh Valley International Airport $ 54.10
ABQ
Albuquerque International Sunport Airport $ 1,953.04
ACY
Atlantic City International Airport $ 207.96
ALB
Albany International Airport $ 1,032.79
ANC
Ted Stevens Anchorage International Airport $ 1,400.83
ATL
Hartsfield Atlanta International Airport $ 16,523.83
AUS
Austin-Bergstrom International
$ 2,333.79
BDL
Hartford-Bradley International Airport $ 1,246.92
BHM
Birmingham International Airport $ 1,012.27
BIL
Billings Logan International Airport $ 707.85
BIS
Bismarck Airport $ 263.47
BNA
Nashville International Airport $ 3,233.56

BOI



Boise Air Terminal/Gowen Field $ 458.03

BOS

Logan International Airport $ 5,357.00

BTR

Baton Rouge Metropolitan Airport $ 429.05

BTV

Burlington International Airport $ 146.01

BUF

Buffalo Niagara International Airport $ 1,083.25
BUR

Burbank-Glendale-Pasadena Airport $ 1,252.28
BWI

Baltimore-Washington International Airport $ 3,989.70
CAE

Columbia Airport $ 410.01

CHS

Charleston International Airport/AFB

$ 1,029.42

CLE

Cleveland-Hopkins International

$ 1,947.98

CLT

Charlotte Douglas International Airport $ 4,438.88
CMH

Port Columbus International Airport $ 1,213.21
COS

Colorado Springs Municipal $ 823.72

CPR

Natrona County International Airport $ 1,272.20

CRW



Yeager Airport $ 131.73

CVG

Cincinnati/Northern Kentucky International Airport $ 1,319.94
DAL

Dallas Love Field

$ 3,024.18

DAY

James M. Cox Dayton Intl Airport $ 460.84
DCA

Reagan Washington National Airport $ 2,502.83
DEN

Denver International Airport $ 3,066.22

DFW

Dallas/Fort Worth International Airport

$ 14,048.71

DSM

Des Moines International Airport $ 718.67
DTW

Detroit Metro Wayne County Airport $ 5,208.04
ELP

El Paso International Airport $ 654.32

EWR

Newark International Airport $ 3,895.41

FAI

Fairbanks International Airport $ 73.60

FAT

Fresno Yosemite International Airport $ 410.79
FLL

Fort Lauderdale-Hollywood International Airport $ 4,640.02

FSD



Sioux Falls Airport $ 208.92

GEG

Spokane International Airport $ 479.74

GJT

Walker Field Airport $ 299.78

GRB

Austin Straubel International Airport $ 181.73
GRR

Gerald Ford Airport $ 236.62

GSN

Saipan

$ 30.02

GSO

Piedmont Triad International Airport $ 444.45
GUM

Guam-Antonio B Won Pat International Airport $ 34.37
HNL

Honolulu International Airport $ 2,892.72
HOU

Houston-Hobby Airport $ 993.47

IAD

Washington Dulles International Airport $ 13,945.18
IAH

George Bush Intercontinental Airport

$ 8,493.53

ICT

Wichita Mid-Continent Airport $ 85.41

IND

Indianapolis International Airport $ 1,430.27

JAN



Jackson Evers International Airport $ 2,726.08

JAX
Jacksonville International Airport $ 3,042.55
JFK
John F. Kennedy International Airport $ 46,918.06
JNU
Juneau International Airport $ 483.79
KOA
Kona Hawaii Airport $ 754.76
LAN
Capital City Airport $ 296.41
LAS
McCarran International Airport $ 14,027.19
LAX
Los Angeles International Airport $ 19,110.83
LBB
Lubbock International Airport $ 644.83
LGA
LaGuardia Airport $ 11,204.84
LGB
Long Beach Airport $ 1,024.06
LIH
Lihue Airport $ 784.41
LIT
Little Rock National Airport $ 1,113.18
MCI
Kansas City International Airport $ 3,315.50
MCO

Orlando International Airport $ 6,165.50



MDT

Harrisburg International Airport $ 266.77

MDW

Chicago Midway Airport $ 3,186.80

MEM

Memphis International Airport $ 630.34

MIA

Miami International Airport $ 15,844.83

MKE

General Mitchell International Airport $ 1,414.93

MLI

Moline-Quad City International Airport $ 724.67

MOB

Mobile Regional Airport $ 227.70

MSN
Dane County/Madison

$ 249.45

MSP

Minneapolis-St. Paul International Airport $ 3,876.71



MSY

New Orleans International Airport $ 1,876.75

OAK

Metropolitan Oakland International Airport $ 2,992.76

OGG

Kahului Airport $ 1,533.50

OKC
Will Rogers World Airport

$ 594,22

OMA
Omaha-Eppley Airfield

$ 1,166.25

ONT

Ontario International Airport $ 2,434.67

ORD
O'Hare International Airport

$ 15,231.40

ORF

Norfolk International Airport $ 1,450.66

PBI

Palm Beach International Airport $ 1,771.50



PDX

Portland International Airport $ 2,358.94

PHL

Philadelphia International Airport $ 6,144.54

PHX

Phoenix Sky Harbor International Airport $ 7,513.62

PIT

Pittsburgh International Airport $ 1,196.86

PNS

Pensacola Airport $ 2,110.86

PPG

Pago Pago International Airport $ 5.51

PVD

T. F. Green State Airport $ 727.85

PWM

Portland International Jetport $ 443.11

RDU

Raleigh-Durham International Airport $ 2,921.69

RIC

Richmond International Airport $ 6,703.21



RNO
Reno/Tahoe International Airport

$ 1,308.42

RSW

Southwest Florida International Airport $ 2,126.86

SAN

San Diego International Airport, Lindbergh $ 5,128.79

SAT

San Antonio International Airport $ 4,157.96

SAV

Savannah International Airport $ 512.91

SBA

Santa Barbara Municipal Airport $ 97.29

SDF

Louisville International Airport $ 1,238.32

SEA

Seattle-Tacoma International Airport $ 4,951.42

SFO

San Francisco International Airport $ 15,908.02

SJC



San Jose International Airport $ 1,427.06

SLC

Salt Lake City International Airport $ 3,817.32

SMF

Sacramento International Airport $ 1,922.39

SNA

John Wayne Airport $ 2,976.58

STL

Lambert St Louis International Airport $ 3,647.12

STT

Cyril E. King International Airport $ 745.04
SYR

Syracuse-Hancock International Airport $ 321.69
TLH

Tallahassee Regional Airport $ 160.50
TPA

Tampa International Airport $ 2,906.29
TUL

Tulsa International Airport $ 1,094.00
TUS

Tucson International Airport $ 544.65

TVC

Cherry Capital Airport $ 112.92

TYS

Knoxville-McGhee Tyson Airport $ 430.09































































detection than when officers interpreted the images. France plans to conduct a new test of the
millimeter-wave scanners in 2012.

In Italy, the rate of false alarms was 23 percent, said Giuseppe Daniele Carrabba, head of the airports
coordination department for the Italian civil aviation authority.

Italy tested two L-3 scanners with the automated detection software at the airports in Rome and Milan.
The test ended in September, and officials are awaiting a final decision on whether to deploy the
machines later this month. Carrabba said he thinks Italy will use them, and that the false positive rate will

improve with more training and better preparation of the passengers for screening.

L-3 attributed the variations in experiences to the different settings that countries choose for what to
detect and what to ignore.

Other countries that have deployed millimeter-wave scanners -- Canada with 51 machines and the
Netherlands with 60 -- said they had not experienced problems with false alarms. They declined to
disclose their false-positive rates.

The American Experience

In the United States, the TSA has deployed more than 250 millimeter-wave machines and plans to install
300 more by next spring.

The TSA declined to answer detailed questions. Instead, the agency released a statement saying that it
had tested the automated detection software rigorously.

"Once it met the same high standards as the technology currently in use, TSA successfully tested the
software in airports to determine whether it was a viable option for deployment," the statement said.
"While there are no silver bullet technologies, advanced imaging technology with this new software is
effective at detecting both metallic and non-metallic threats."

Shortly after the machines were developed, preliminary tests at Seattle-Tacoma International Airport in
1996 resulted in a false alarm rate of 31 percent, according to a research paper presented at a
conference the following year. During the tests, screeners who were new to the machine viewed images
of people carrying various weapons, explosives and innocuous objects and had up to 27 seconds to
identify them. According to the paper, researchers did test the results with layered clothing.

In 2000, those same images were run through a primitive model of the automated detection and privacy
software. The false alarm rate increased to 38.5 percent when the machine was set on high sensitivity but
decreased to 17 percent when set on low sensitivity, according to another study by the same researchers
at the Pacific Northwest National Laboratory.

"Overall, these results show comparable performance" between the software and the human screeners,
the researchers concluded.

The TSA ran additional tests over several years before deploying the scanners, but late last year,
administrator John Pistole told Congress the tests were still showing a high rate of false alarms with the
software. Officials said the false alarm rate improved, and the agency began installing the software over



the summer.
Still, American travelers frequently complain about false positives similar to those experienced in Europe.

Lynne Goldstein, an archaeologist at Michigan State University, said she generally prefers the scanners
because, with two knee replacements, she always sets off the metal detectors and has to undergo a pat-
down.

But, she said, a cotton shirt she frequently wears while traveling set off the millimeter-wave machine
several times while flying out of Detroit. TSA agents told her it was the shirt's "kangaroo pocket" similar
to those found on sweatshirts that triggered the alarm.

"The last time, they did a full pat-down," Goldstein said. "The thing that's ironic to me: | actually like the
machine."

Many travelers, however, also reported false alarms with the X-ray body scanner.

Jason Ritchie, an associate chemistry professor at the University of Mississippi, said he was flying out of
Memphis on his way to a conference in August when the operator of the X-ray machine spotted
something that required further checking.

The suspicious item: The pockets of his cargo pants, he was told.

"It kind of annoys me when | have to go through the X-ray system because | don't like to be irradiated
unnecessarily," Ritchie said. "To have to go through that and then be told | also had to get a pat-down
was frustrating."

ProPublica tried to get a handle on the false alarm rate in the United States by commissioning a poll by
Harris Interactive. The poll of 2,198 people was conducted online to ensure that those who responded
could view images of the machines in addition to reading a description.

Of the 581 people who said they had taken a flight in the past six months, nearly two-thirds, or 367,
reported going through a body scanner.

About 11 percent of those scanned said they were patted down anyway despite having nothing on them -
- the equivalent of a false alarm.

Among this group, the rate of false alarms was slightly higher for the millimeter-wave machine over the
X-ray scanner. But Harris Interactive cautioned that because the sample size of people reporting this
experience was small, the result cannot be generalized to the population at large.

Possible Solutions

Improving the technology to increase detection but limit false alarms is extremely challenging because of
the great variety of body shapes and clothing, said McMakin of the Pacific Northwest National
Laboratory.

The machine can be taught to recognize patterns in clothing such as a left breast pocket in men's dress



























Senator Collin's staff is finalizing a memo on AIT radiation that the Senator should receive
this evening . In the memo, her staff explain the thorough process/review that was
conducted to verify AIT safety standards and note that the DHS IG's report says TSA is
adhering closely to these standards. In the memo they will recommend that the Senator
consider a few options moving forward:

1. Having peer reviews of original safety standards.
2. Having outside groups evaluate original standards.

3. Ask FDA and other groups who set the standards to reevaluate the guidelines since
almost two decades have passed since they were set (1993, | believe)

So we continue to make significant progress at the staff level — hopefully the staff can gain
traction with the Senator. We’ll continue to monitor this closely.

Wareh Technology Equipment

The briefing for Reps. Mike Rogers (R-AL) and Blake Farenthold (R-TX) and House
Homeland Security Committee staff was largely uneventful. The Members posed some
questions over the amount of time it takes to deploy equipment once it is purchased and
received by TSA, and whether TSA could employ more direct buy/deliver contracts.
Farenthold recounted his experience running a computer company and explained how his
vendors delivered products directly to the end-user. Robin explained - at length - TSA’s
requirement to test and verify that screening equipment is operating correctly prior to
deployment.

carol Beck Officially (Re-) Joining TSA OLA

I am very happy to report that Carol Beck will be officially returning to TSA OLA as
Legislative Director. Her official “start” date is 1/28/12; however, she is physically here at

TSA as of yesterday. (Building renovations at DHS OLA’s 7th & D offices have displaced that
office until late January). Nelson Peacock and DHS OLA are aware — everyone is in good
shape.

Best,
Pete

Peter Hearding
Deputy Assistant Administrator

Office of Legislative Affairs
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