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The purpose of this modification is to make administrative changes to the current contract based on
negotiations, the stop work order and ATO, and the revised cost proposal which reflects the changes to
the facility and the period of performance. As an attachment to this modification, a revised contract
body will be provided for continuity. Therefore, the contract is revised as follows:

1) Based on the Stop Work order and the Authorization to Proceed issued 10 months later, a
revised cost proposal was received and the period of performance has been revised
accordingly. The contractor performed one month of services from May to June and has
billed accordingly. In summary, the new POP for this contract will be as follows:

Base Period (1 MO): May 27, 2009 through June 19, 2009

OPT 1 (12 MO): February 16, 2010 through February 15, 2011
OPT 2 (12 MO): February 16, 2011 through February 15, 2012
OPT 3 (12 MO): February 16, 2012 through February 15, 2013
OPT 4 (12 MO): February 16, 2013 through February 15, 2014
OPT 5 (1! MO): February 16, 2014 through January 15, 2015

2) Based on the final revised cost proposal to include the new facility and changed POP, the
total contract ceiling has been increased from $26,038,181.68 by $2,069,160.3 to
$28,107,342.05.

3) The tables below replaces, in its entirety, Section B of the contract. These negotiated
changes reflect the lease of a new facility, adjustments to the hourly and indirect rates
because the Period of Performance commenced nearly 10 months later, and de-obligation
from CLIN 0004 ODCs ($146,229), and adjustments due to the revised cost proposal.

No new funds are required to replace section B; available funding obligated under the base period
will roll over to the newly adjusted option period. As of modification P0O002, the current period of
performance is option period 1. The Authorization to Proceed (ATO) was issued by the
Contracting Officer and work commenced under this contract on February 8, 2010,

The contractor performed and billed one month of services prior to the “Stop Work Order”
being issued. The total amount billed and paid by the Government was $8,587.44, The below
base year table reflects one month of services.
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Rase Period: ! month from Date of Award
May 27, 2009 through June 19, 2009
CLIN DESCRIPTION QTY UNIT RATE TOTALNTE FUNDED
AMOUNT
0001 Labor 1 JB $8,257.50 $8,257.50
0002 Base Fee 1 Month 4% $330.29 $330.29
0003 Award Fee Pool 1 JB 6% $0.00 $0.00
0004 Other Direct 1 JB $0.00 $0.00
Cost
Base Period Total Funded $8,587.79 $8,587.79
Option Period 1: 12 months
February 16, 2010 through February 15, 2011
CLIN DESCRIPTION QTY UNIT RATE TOTALNTE FUNDED
AMOUNT
1001 Labor 1 JB — | $4.981,512.42
$2,146,270.64
1002 Base Fee 12 Months 4% $91,830.46 $91,500.17
i)
1003 Award Fee Pool 1 JB 6% $137,745.69 $137,745.69
1004 Other Direct Cost 1 JB $1,031,318.94 $360,912.71
Base Period Total Funded | $6,242.407.51 $2,736,429,21

**Explanation of funding realignment for OPT I: $146,229 was de-obligation from CLIN 1004, reducing the
obligation from $507,141.71 to $360,912.71. CLIN 1003 was reduced from $267.835.1 to $137,745.69; the
difference of $130,089.41 was realigned to CLIN 1001. CLIN 1002 was reduced from $178,556.73 to $91,830.46;
the difference of $86,726.27 was realigned to CLIN 1001. Lastly, $8,257.50 and $33{.29 from the base year CLINs
0001 and 0002 respectively, was reduced from OPT 1 CLINs 1001 and 1002,
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Option Period 2: 12 months
February 16, 2011 through February 15, 2012
CLIN DESCRIPTION | QTY UNIT | RATE TOTAL FUNDED
AMOUNT
2001 Labor : B $5,143,213.95 s
2002 Base Fee 12 Months | 4% $97,937.40 TBD
2003 Award Fee Pool 1 JB 6% | $146,906.10 TBD
2004 Other Direct Cost 1 JB $437,002.63 TBD
Base Period Total Funded | $5,825,060.08 TBD
Option Period 3: 12 months
February 16, 2012 through February 15, 2013
CLIN DESCRIPTION | QTY UNIT | RATE TOTAL FUNDED
AMOUNT
3002 Base Fee 12 Months | 4% $89,028.42 TBD
3003 Award Fee Pool 1 JB 6% | S$133,542.63 TBD
3004 Other Direct Cost 1 JB $450,112.71 TBD
Base Period Total Funded | $5,290,881.54 TBD
Option Period 4: 12 months
February 16, 2013 through February 15, 2014
CLIN DESCRIPTION | QTY UNIT | RATE TOTAL FUNDED
AMOUNT
4001 Labor i JB $4,717,602.13 —
4002 Base Fee 12 Months | 4% $91,168.73 TBD
4003 Award Fee Pool 1 JB 6% $136,753.09 TBD
4004 | Other Direct Cost 1 JB $463,616.09 TBD
Base Period Total Funded | $5,409,140.04 TBD
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TSA classified information to cleared subcontractors when access is necessary to perform
tasks or services for fulfillment of a prime or sub- contract. In accordance with the NISPOM,
Chapter 5, Section 5-506, the contractor shall not disclose classified information received or
generated under this TSA contract to any other Federal agency unless specifically authorized
in writing by the TSA Program Office that has classification management jurisdiction over
the information and the TSA COTR. In accordance with the NISPOM, Chapter 5, Section 5-
509, the contractor shall not disclose classified information to another contractor except to
support a contract, subcontract or other TSA purpose.”

3) Section VIII. Constraints:
Insert:  *(J) Security Classification Guide

No DHS/TSA Security Classification Guide is applicable to this contract since the classified
information originates from other federal agencies. For example, the Transportation Threat
Assessment and Credentialing (TTAC) Program utilizes information obtained and shared
from other U.S. government and law enforcement agencies.”

4) Section G.1 Contract Administration Data:

From:  Contracting Officer (CO): John Culmer, 571-227{%° ]
Contracting Specialist (CS): Marcelle Loveday, 571-227{2® ]
Contracting Officer Technical Representative (COTR): Christine Tomasson

To: Contracting Officer (CO). Marlene Betler, 571-22?etc
Contracting Specialist (CS): Audrey Taylor, 571-277-[P6_}tc
Contracting Officer Technical Representative (COTR): Jill Smith, etc

5) Section H.2 Authorized Changes Only By The Contracting Officer

From: John Culmer

To: Marlene Betler

6) Section H.6.2 Privacy Training

From:  * All Contractor personnel shall complete Secure Flight privacy training and
Department of Homeland Security privacy training as part of the on-boarding process
and thereafter must complete annual re-fresher privacy training. In addition,
contractor personnel may be required to complete specific Secure Flight role-based
privacy training. The Contractor shall ensure all personnel employed or assigned by
the Contractor to support the Secure Flight program have received initial training, as
well as annual recurring training thereafter.”

To: “ All Contractor personnel shall complete TSA privacy training as part of the on-
boarding process and thereafter must complete annual re-fresher privacy training. In
addition, contractor personnel may be required to complete specific TSA role-based
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this includes charging billable hours.”
10) Add Section H.9 Requirements

H.9 SECURITY OF SYSTEMS HANDLING PERSONALLY IDENTIFIABLE
INFORMATION AND PRIVACY INCIDENT REPONSE

(a) Defmitions.

“Breach” (may be used interchangeably with “Privacy Incident’) as used in this clause means
the loss of control, compromise, unauthorized disclosure, unauthorized acquisition,
unauthorized access, or any similar situation where persons other than authorized users, and for
other than authorized purpose, have access or potential access to Personally Identifiable
Information, in usable form whether physical or electronic.

“Personally Identifiable Information (PI[)” as used in this clause means any information that
permits the identity of an individual to be directly or indirectly inferred, including any other
information that is linked or linkable to that individual regardless of whether the individual is a
citizen of the United States, legal permanent resident, or a visitor to the United States,

Examples of PIl include: name, date of birth, mailing address, telephone number, Social
Security Number (SSN), email address, zip code, account numbers, certificate/license numbers,
vehicle identifiers including license plates, uniform resource locators (URLs), Internet protocol
addresses, biometric identifiers (e.g., fingerprints), photographic facial

images, or any other unique identifying number or characteristic, and any information where it
is reasonably foreseeable that the information will be linked with other information to identify
the individual.

“Sensitive Personally Identifiable Information (Sensitive PII)” as used in this clause is a subset
of Personally Identifiable Information, which if lost, compromised or disclosed without
authorization, could result in substantial harm, embarrassment, inconvenience, or unfairness to
an individual. , Complete social security numbers (SSN), alien registration numbers (A-
number) and biometric identifiers (such as fingerprint, voiceprint, or iris scan) are considered
Sensitive PII even if they are not coupled with additional PII. Additional examples include any
groupings of information that contains an individual’s name or other unique identifier plus one
or more of the following elements:

(H Driver’s license number, passport number, or truncated SSN (such as last 4 digits)

(2) Date of birth (month, day, and year)

3) Citizenship or immigration status

4) Financial information such as account numbers or Electronic Funds Transfer
Information

(5) Medical Information

(6) System authentication information such as mother’s maiden name, account passwords

or personal identification numbers (PIN)

Other Personally Identifiable information may be “sensitive” depending on its context, such as
a list of employees with less than satisfactory performance ratings or an unlisted home address
or phone number. In contrast, a business card or public telephone directory of agency
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must be accomplished in accordance with DHS Sensitive System Publication 4300A, which the
contracting officer will provide upon request. Certification of data removal will be performed
by the contractor’s Project Manager and written notification confirming certification will be
delivered to the contracting officer within 15 days of termination/expiration of contractor work.

(d) Data Security. Contractor shall limit access to the data covered by this clause to those
employees and subcontractors who require the information in order to perform their official
duties under this contract. The contractor, contractor employees, and subcontractors must
physically secure Sensitive PII when not in use and/or under the control of an authorized
individual, and when in transit to prevent unauthorized access or loss. When Sensitive PII is
no longer needed or required to be retained under applicable Government records retention
policies, it must be destroyed through means that will make the Sensitive PII irretrievable.

The contractor shall only use Sensitive PII obtained under this contract for purposes of the
contract, and shall not collect or use such information for any other purpose without the prior
written approval of the contracting officer. At expiration or termination of this contract, the
contractor shall turn over all Sensitive PII obtained under the contract that is in its possession
to the Government.

(e) Breach Response. The contractor agrees that in the event of any actual or suspected breach
of PII (i.e., loss of control, compromise, unauthorized disclosure, access for an unauthorized
purpose, or other unauthorized access, whether physical or electronic), it shall immediately,
and in no event later than one hour of discovery, report the breach to the contracting officer, the
Contracting Officer’s Technical Representative (COTR), and the TSA Director of Privacy
Policy & Compliance (TSAprivacy@dhs.gov). The contractor is responsible for positively
verifying that notification is received and acknowledged by at least one of the foregoing
Government parties.

(f) Personally Identifiable Information Notification Requirement. The contractor has in place
procedures and the capability to promptly notify any individual whose Sensitive PII was, or is
reasonably believed to have been, breached, as determined appropriate. The method and
content of any notification by the contractor shall be coordinated with, and subject to the prior
approval of the Government, based upon a risk-based analysis conducted by the Government in
accordance with DHS Privacy incident Handling Guidance. Notification shall not proceed
unless the Government has determined that: (1) notification is appropriate; and (2) would not
impede a law enforcement investigation or jeopardize national security.

Subject to Government analysis of the breach and the terms of its instructions to the contractor
regarding any resulting breach notification, a method of notification may include letters to
affected individuals sent by first class mail, electronic means, or general public notice, as
approved by the Government. At minimum, a notification should include: (1) a brief
description of how the breach occurred; (2) a description of the types of personal information
involved in the breach; (3) a statement as to whether the information was encrypted or
protected by other means; (4) steps an individual may take to protect themselves; (S) what the
agency is doing, if anything, to investigate the breach, to mitigate losses, and to protect against
any further breaches; and (6) point of contact information identifying who affected individuals
may contact for further information.
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The purpose of this modification is to make administrative changes to the current contract by deleting, adding, or
replacing the following sections identified below:

SOO Section VI. Period and Place of Performance

DELETE:

“Prior to contract start date, contractor personnel access to classified information at the TOP SECRET

level must be accredited in accordance with DD254 and is required to support TTAC programs.”

ADD: “Contract place of performance will be Federated IT 3076 Centreville Road, Suite 200, Herndon, VA 20171
(Offsite Location) and TSA Government locations (Arlington, VA, Annapolis Junction, MD, Colorado Springs,

CO).

FROM:
(a)

The Contractor shall access classified information within Suite 200, second floor location of identified
place of performance at a later date determined by the TSA Program Office. The storage and
safeguarding of classified material at this location will be approved by the DHS prior to contractor
performance.

(b) The Contractor will store and safeguard classified material in accordance with Executive Order 13526,

TO:
(a)

Classified National Security Information, at the TOP SECRET level in support of program office
requirements at a date determined by the TSA Program Office. Additionally, in accordance with the
Department of Defense (DOD) Manual 5220.22-M, “National Industrial Security Program Operating
Manual (NISPOM) for Safeguarding Classified Information,” Chapter 5, Section 5-502, the contractor
is authorized to disclose TSA classified information to cleared subcontractors when access is necessary
to perform tasks or services for fulfillment of a prime or sub- contract. In accordance with the
NISPOM, Chapter 5, Section 5-506, the contractor shall not disclose classified information received or
generated under this TSA contract to any other Federal agency unless specifically authorized in writing
by the TSA Program Office that has classification management jurisdiction over the information and
the TSA COTR. In accordance with the NISPOM, Chapter 5, Section 5-509, the contractor shall not
disclose classified information to another contractor except to support a contract, subcontract or other
TSA purpose.”

The Contractor may have access to classified information at TSA Headquarters (HQ). The storage and
safeguarding of classified material at this location is approved by the DHS.

(b) The Contractor will store and safeguard classified material in accordance with Executive Order 13526,

Classified National Security Information, at the TOP SECRET level in support of program office
requirements at TSA HQ. Additionally, in accordance with the Department of Defense (DOD) Manual
5220.22-M, “National Industrial Security Program Operating Manual (NISPOM) for Safeguarding
Classified Information,” Chapter 5, Section 5-502, the contractor is authorized to disclose TSA
classified information to cleared subcontractors when access is necessary to perform tasks or services
for fulfillment of a prime or sub- contract. In accordance with the NISPOM, Chapter 5, Section 5-506,
the contractor shall not disclose classified information received or generated under this TSA contract to
any other Federal agency unless specifically authorized in writing by the TSA Program Office that has
classification management jurisdiction over the information and the TSA COTR. In accordance with
the NISPOM, Chapter 5, Section 5-509, the contractor shall not disclose classified information to
another contractor except to support a contract, subcontract or other TSA purpose.”
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