U.8. Department of Homeland Security
JIK / AMB Logisties Center

230-39 Rockaway Boulevard, Suite 210
Jamaica, New York 11413

sNggdy Transportation

S| Security
"%f) Administration

MEMORANDUM OF UNDERSTANDING
BETWEEN THE TRANSPORTATION SECURITY

ADMINISTRATION AND JFK INTERNATIONAL AIR
TERMINAL, LLC (JFK TAT) REGARDING VIEWING AND

3

COPYING CCTV VIDEO IN THE TERMINAL

PARTIES. The parties to this memorandum of understanding (MOU) are the
Transportation Security Administration (TSA) at John F. Kennedy International
Airport (JFK) and JFK International Air Terminal, LLC (JFK IAT), the Terminal 4
operator.

AUTHORITY. This MOU is authorized under the provisions of 49 U.S.C.
Sections 106(m) and 114(m), TSA Management Directive 1000.2, Interagency
Agreements, June 14, 2004 and TSA Delegation:of Authority to Federal Security
Directors, Delegation 400.2, January 16, 2009. '

PURPOSE. The purpose of this MOU is to set forth the terms on the availability
for use and review of CCTV video by the TSA in Terminal 4 as well as to require
that all Freedom of information Act (FOIA) requests from third parties or any
other third party subpoenaed requests for CCTV footage which shows any
security related images in the TSA baggage or passenger screening areas of
Terminal 4 are vetted by the Federal Security Director (FSD} or designee at JFK
to ensure that the TSA policy on these third party CCTV requests that may
contain Sensitive Security Information (SSI) is followed.

RESPONSIBILITIES. The TSA upon occurrence of a security incident, reported

allegation of theft or other crime, or an alleged procedural violation by a TSA
employee affecting TSA-JFK Terminal 4 will request access to the CCTV video
system in Terminal 4. This access will include the viewing and copying of
recorded imagery generated by the CCTV system. The TSA will make these
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MEMORANDUM OF UNDERSTANDING _
BETWEEN THE DEPARTMENT OF HOMELAND SECURITY AND
THE PORT AUTHORITY OF NEW YORK AND NEW JERSEY
REGARDING AIRPORT CHECKPOINT DIGITAL CLOSED CIRCUIT TELEVISION
AT JOHN F. KENNEDY INTERNATIONAL AIRPORT

SECTION 1: PARTIES

The parties to this Memorandum of Understanding (“MQU") are the Transportation Security
Administration (“TSA”), an agency within the Department of Homeland Security (“DHS™),
acting by and through the Federal Security Director (“FSD™) at John F. Kennedy International
Airport (*JFK”), and the Port Authority of New York and New Jersey (*Port Authority™).

SECTION 2: AUTHORITY
Section 2.1

TSA enters into this MOU under the provisions of the Aviation and Transportation Security Act
(“ATSA”), Public Law 107-71, in particular 49 U.S.C. §§ 106(]) and ().

Section 2.2

The Port Authority enters into this MOU pursuant to McKinney's Unconsol. Laws of N.Y.
§6401 ef seq.; N.I.S.A. 32:1-1 et seq. In accordance with the provisions of McKinney's
Unconsol. Laws of N.Y. §6631 ef seq.; NJ.S.A.32:1-35.1 ef seq, the Port Authority is carrying
out essential governmental functions that include, inter alia, public safety and security activities
and initiatives related thereto.

SECTION 3: DEFINITIONS

As used in this MOU, the JFK Airport Checkpoint Digital Closed Circuit Television (“ACDTV™)
system at JFK includes only those ACDTV cameras and its hardware as well as all system
software and associated equipment, which shall be limited to computers used for running the
system, computer recording devices and monitors, at JFK acquired pursuant to the Agreements

between the Port Authority and the Department of Homeland Security dated August 9, 2007 and
May 15, 2012.

The ACDTV system is considered an Electronic Surveillance System (“ESS”) which is defined
by the TSA as being an electronic video surveillance system that serves a collateral aviation
security purpose, as well as other security purposes, and is owned or operated by an airport
operator.










All TSA JFK personnel who have or will have responsibilities under this MOU will be instructed
on the proper use of the ACDTV system and all video media and data generated by the system
and the TSA shall promptly provide written acknowledgment to the Port Authority of the names
of all individuals who have received such instruction.

Section 5.3 Operation, Maintenance, and Reporting
5.3.1 Operation

The Port Authority will operate the ACDTV system and ensure the system records with accurate
date and time displayed provided. The TSA JFK Coordination Center shall promptly notify the
Port Authority of any problems with the ACDTV system. The ACDTV system will be deployed

in accordance with the agreed upon camera views mutually developed by the Port Authority and
TSA JFK.

5.3.2 Maintenance

The Port Authority will maintain all ACDTV equipment. Reconfiguration and/or modification
of the JFK screening locations and exit lanes may result in a need to modify camera angles
and/or placement. The Port Authority may make modifications, at the TSA’s request, to the
camera angles and/or placement when appropriate and to the extent cost will not be incurred. If
the Port Authority determines that modifications need to be made regarding camera angle and/or
placement at the screening locations and exit lanes, the Port Authority may make such
modifications upon notice to the TSA.

The Port Authority will conduct operational tests confirming functionality of the ACDTV system
at least monthly. Upon discovery of any system malfunction involving the cameras focused on
screening locations and exit lanes, the Port Authority will immediately notify the FSD or
designee and take corrective action. Upon log in, and during the course of daily operations,
TSA JFK will immediately notify the Port Authority JFK Operations Desk and the Port
Authority JFK Manager of Security of any issues pertaining to physical equipment or camera
views which are either not operating properly, no longer show desired views or appear to be out
of focus and the Port Authority will take corrective action.

TSA JFK will replace ink cartridges for the printers that are supplied by the Port Authority in
conjunction with this system. TSA JFK will keep the Port Authority JFK Security Manager
apprised of the need for ink and will insure an adequate supply is available.

5.3.3 Reporting

The Port Authority and TSA JFK will promptly communicate incidents of interest such as
ACDTV system disruptions and security related incidents captured on the ACDTV system for
mutual awareness and cooperation.




SECTION 6: NOTICES

Any notice, demand, request, consent or approval that either Party may or is required to give the
other, shall be in writing and sent by email, fax or certified first class mail, postage prepaid,
addressed as follows:

For TSA:

Federal Security Director
Transportation Security Administration
Department of Homeland Security
230-59 Rockaway Boulevard, Suite 210
Jamaica, NY 11413

For the Port Authority of New York and New Jersey:

JFK Manager of Security

The Port Authority of New York and New Jersey
John F. Kennedy International Airport

Jamaica, NY 11413

Assistant Director, Aviation Security and Technology,
Aviation Department

The Port Authority of New York and New York

225 Park Avenue South, 9" Floor

New York, NY 10003

The Port Authority of New York and New Jersey Police Department
Commanding Officer of John F. Kennedy International Airport
John F. Kennedy International Airport

Jamaica. NY 11413

Any notice, request or consultation specifically required in Sec. 5.2.3 shall not be affected by this

‘Section.

SECTION 7: EFFECTIVE DATE

The effective date of this MOU is the date on which it is signed by appropriate representatives
for DHS/TSA and the Port Authority, and shall be the date of the last signature.
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SECTION 13: SEVERABILITY

In the event any term, condition or provision of this MOU is held by any court or tribunal of
competent jurisdiction to be invalid or in conflict with any Jaw, rule, order or regulation of DHS
or TSA, the invalidity of any such term, condition or provision shall in no way affect any other
term, condition or provision herein contained.

APPROVED BY;

. 1i
Ahnyjﬂf JAlZL-3
Joseph }3 Terrell : Date

Fedétal Security Director

Transportation Security Administration
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Agreement Numhber: HSTS04-12-H-C14006
Reguisition Number: 2112112CT4006

ARTICLE XVII., PROTECTION OF INFORMATION

The parties agree that they shall take appropriate measures to protect all proprietary, privileged,
or otherwise sensitive information that may comte into their possession as a result of this
Agreement, including Sensitive Security Information (SSI) and pperational information.

ARTICLE XVIIL LIMITATION OF ASSIGNMENT

The Airport Authority may not assign its rights or obligations under this Agreement ta any other
entity or person without the prior written consent of the TSA.

ARTICLE XIX. PUBLICITY

All publicity or public affairs activities related to the subject matter of this Agreement must be
coordinated with the TSA Office of Strategic Communication and Public Affairs.

ARTICLE XX. SURVIVAL OF PROVISIONS

In the event of the completion of the performance of the scope of work of the OTA, or the
termination of this OTA. whichever event oceurs first, the following provisions shail remain in
fult force and effect: Subsections 1.3, 1.4, 1.5, and 2.0 of Article 111. - Roles and Responsibilities;
Arucle VI - Audits; Article X[V - Disputes; Article XV - Limitation of Liability; Article X VI{
- Protection of Inforrnatmn Article XIX — Publicity; and Artiele XX ~ Survival of Provisions.

AGREED:
AIRPORT AUTHORITY TRANSPORTATION SECURITY
THE PORT AUTHORITY OF ADMINISTRATION

NEW YORK AND NEW JERSEY

Ly .f,-:.f %‘j LT <
BY: \3{ g’z«{r;iff\_;;:_éi. (AT %&W\ﬁ’,
Stephanie Dawson “&hisan Messina '
Acting Chief Operating Officer Contracting Officer
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