


Identification Media (SIDA Procedures), I1I(g).

According to TSA guidelines a decision must be issued within 30 days of the
closing of the record. The delay in issuing this decision was occasioned by the physical
and legal logistics difficulties inherent to a classified hearing and the subsequent drafting
and editing of this decision.

Procedural History

On February 5, 2010, TSA issued an IDTA and an IDE to Respondent. The
IDTA advised Respondent that based upon materials available to TSA, it determined
Respondent posed, or is suspected of posing, a security threat to the United States. The
IDTA further advised Respondent that as a result of its determination, TSA was initiating
the process of revoking all Respondent’s Federal Aviation Administration (FAA)
certificates. The IDE advised Respondent he may not be eligible to hold an airport-
approved and/or airport-issued personnel identification media as the TSA will not
authorize an airport-approved and/or airport-issued personnel identification media if TSA
determines Respondent does not meet all Security Threat Assessment (STA) eligibility
requirements.

In response to the IDTA and IDE, Respondent sent TSA requests for all releasable
materials. On April 10, 2012, TSA sent Respondent the redacted releasable materials.

On May 22, 2012, the Agency issued a Final Determination of Eligibility (FDE)
finding Respondent did not meet the eligibility requirements to hold airport-approved
and/or airport-issued personnel identification media. In response to both the IDTA and

the FDE, Respondent requested a hearing before an Administrative Law Judge (ALJ).

’TSA’s Interim Rules provide that when the TSA determines that a citizen or a national of the United
States, who holds or is applying for a certificate, rating, or authorization issued by the Federal Aviation









by TSA. Due to the classified nature of the documents offered at the April 12, 2013
closed session of the hearing, the court DENIED Respondent’s Motion for Additional
Releasable Materials.

On April 25, 2013, the court convened a post-hearing teleconference with the
parties. The court afforded both parties an opportunity to submit proposed findings of
fact and conclusions of law, together with their respective written, closing arguments.
The court requested the parties make their final written submissions by May 17, 2013, at
which time the Court closed the administrative record and commenced deliberations.

After a through review of the entire record including all documentary and
testimonial evidence, the undersigned finds that TSA demonstrated, by more than a
scintilla of evidence, that Respondent poses a security threat as defined in 49 C.F.R.

§1540.117(c).

Findings of Fact

1. On February 12, 2004, ReSpondent was issued a SIDA badge. On December 28, 2009,
Respondent renewed or received a reissuance of a SIDA badge. See Agency Ex. 2.

2. On August 29, 2000, Respondent was issued an FAA Mechanics Certificate. See
Agency Ex. 2.

3. Bombardier Aerospace in Ft. Lauderdale, Florida, employed Respondent as an airplane
mechanic from 2004 to 2010. See Transcript 12/18/12 pg 70-72.

4. Although Respondent was born in Trinidad and Tobago, Respondent is a U.S.

Resident. See Transcript 12/18/12 pg 72.

? As discussed, supra, Respondent, Respondent’s counsel, and the public were excluded from the closed
session of the hearing as the Agency’s proof consisted of classified materials and testimony. Of further









arise out of a singular investigation. However, the procedures for the removal/suspension
of each document are covered by distinct, yet similar, instructions. Thus, for the sake of
judicial economy, the court amalgamated the two sets of procedural rules.

Throughout, the undersigned held TSA to its burden to establish, by substantial
evidence, that Respondent poses a security threat. As explained by the Supreme Court,
“substantial evidence is more than a mere scintilla. It means such relevant evidence as a
reasonable mind might accept as adequate to support a conclusion.” Consolidated Edison

Co. of New York v. National Labor Relations Board, 305 U.S. 197, 229 (1938). See also

Martin v. Ligon Preparation Company, 400 F. 3d 302, 305(6™ Cir. 2005), citing Peabody
Coal Company v. Groves, 277 F.3d 829, 833 (6™ Cir. 2002). In determining whether
evidence presented during a case is enough to amount to substantial evidence the
reviewing authority should assess “the logical connection between the evidence and

conclusions.” Kopff v. District of Columbia Alcoholic Beverages Control Board, 381

A.2d 1372, 1387 n. 26 (D.C. 1977).

Title 49 C.F.R. §1540.117(c) states a person is a “security threat” if that person is
suspected of posing, or is known to pose:

A threat to transportation or national security;

A threat of air piracy or terrorism;

A threat to airline or passenger security; or

A threat to civil aviation security.

Accordingly, the court must weigh the TSA’s evidence to determine whether
substantial evidence exists to believe Respondent is a security threat.
During the course of the December 18, 2012, open session, Respondent testified

on his own behalf. In sum, he testified that he poses no threat to the United States.

Respondent’s own testimony revealed several meetings he attended with FBI agents.



Respondent explained that the FBI Agents wanted to him to identify certain individuals by
name and by photograph and also asked Respondent to reveal his connection to those
individuals. When presented with a list of names Respondent stated he didn’t recognize
any of the names. See Transcript 12/18/12 pg 80-81.

However, when shown photographs, Respondent claimed he recognized certain
individuals as persons who attended the Sunrise Mosque, the same mosque Respondent
sometimes attends. See Transcript 12/18/12 pg 85-86.

Specifically, Respondent explained his connection to one individual in a
particular photo was an individual he has seen praying at the mosque and that the
individual also owned a Honda Civic. See Transcript 12/18/12 pg 86. Respondent
testified that, on one particular occasion, he saw that individual trying to fix his Honda
Civic. Respondent testified that, inasmuch as he was a mechanic, he stopped and offered
the subject help with his car. See Transcript 12/18/12 pg 86-87. Respondent testified that
he never actually helped the individual fix his car, but did tell the individual “here’s my
number, if you want to fix it, just give me a call.” See Transcript 12/18/12 pg 87.

Respondent further testified that the FBI agents questioned him concerning his
religion and personal beliefs. The Agents asked him what he believed in, which Pl‘;'JpheT.S
he followed, and any Imam lectures he had listened too or attended. Respondent testified
that he was also asked about his views on certain quotes from the Quran. Finally,
Respondent testified that FBI Agents asked Respondent about Jihad. Respondent testified
that he responded:

[ am not an Arab but my understanding about Jihad is it’s a

struggle, and basically, I don’t know. I gave an example. Okay. I

get up in the morning. I get up at 6:00 in the morning and I have to
go to work at 7:00, and that’s a struggle. And I say I have to feed



my family, but in order to feed my family I must do this task, and
that is my understanding of it [Jihad].

See Transcript 12/18/12 pg 94.

The court finds Respondent’s testimony generally credible. All of Respondent’s
statements concerning his meetings with FBI agents, his description of the encounters, and
the subjects of the questioning seem logical. However, Respondent’s statements regarding
his definition of Jihad gives the court pause. Respondent’s testimony in this regard
seemed evasive and uncertain. Although it is not reflected in the above quote, the court
heard Respondent pause during his testimony and then stated “basically, I don’t” know. I
gave an example. Okay” prior to giving his definition. The court was left with a troubling
impression that Respondent was trying to provide the court with a benign definition of
Jihad. His explanation of Jihad simply lacked credibility.

Conclusions of Law
1. At all times relevant to this matter and prior to the of initiation of the Initial
Determination of Threat Assessment (IDTA) and the Initial Determination of
Eligibility (IDE), Respondent held a SIDA badge and a FAA Mechanics Certificate
See Agency Ex. 2.
2. Respondent poses, or is properly suspected of posing, a Security Threat as defined in

49 C.F.R. §1540.117(c).
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alien holders of airman certificates) to 49 C.F.R. § 1540.115(e), which it claimed applied
to United States citizens like Respondent.

On July 31, 2009, the Agency sent Respondent a letter clarifying that the
applicable statutory/regulatory procedures to the Agency’s actions were governed not by
49 C.F.R. § 1540.115(e), but rather the statutory requirements of 49 U.S.C. § 4611 1.2

On August 5, 2009, Respondent (1) made a Request for Hearing under Section
46111 and (2) requested a summary of classified materials and the basis for TSA’s
charges.

On August 11, 2009, the Agency responded to the Request for Hearing by
submitting a letter to the United States Coast Guard’s (“Coast Guard”) ALJ Docketing
Center.” This response asserted that the matter was not ripe for review by an
administrative law judge until such time as the Agency issued its Final Determination of
Threat Assessment and claimed that a Coast Guard administrative law judge thus did not
yet have jurisdiction.

On August 20, 2009, this matter was assigned to the undersigned by the Coast
Guard’s Chief Administrative Law Judge via the Notice of Assignment of Administrative
Law Judge (“Notice of Assignment”). The Notice of Assignment highlighted the
provisions of Section 46111 that call for a hearing on the record should a United States

citizen be adversely affected by an order of the FAA Admimstrator under that statute.

* The Agency effectively repealed its regulations dealing with security threat assessments against FAA
certificate holders in light of the passage 0of 49 U.S.C. § 46111. See Coalition of Airline Pilots
Asgsociations v, F.A. A, 370 F.3d 1184 (D.C. Cir, 2004).

¥ The United States Coast Guard Office of Administrative Law Judges performs administrative law judge
functions for the TSA under an Interagency Agreement within the Department of Homeland Securiry. To
the extent Respondent argues that “there remains a question as to whether [the] hearing is Constitutional”
because the Coast Guard is part of the Department of Homeland Security (see Closing Briefat 11, fn. 7),
such an argument is noted and preserved for appeal to a court of competent jurisdiction.
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See 49 U.S.C. § 46111(b). The Notice of Assignment determined that the immediate
suspension of Respondent’s Airman Certificates triggered a right to a hearing before an
administrative law judge if so requested. The triggering of the heaning requirement
emanates from the involuntary taking of a property right (i.e., the Airman Certificates)
pursuant to the Administrative Procedure Act (“APA™). See 5 U.S.C. § 554 et seq.;

Benneft v. N.T.S.B., 66 F.3d 1130, 1137 (10th Cir. 1995) (finding that Fifth Amendment

due process protections apply to revocation of a pilot’s license); see also Bell v. Burson,

402 U.S. 535, 539 (1971) (holding that due process is required for revocation of a
driver’s license).?

On August 25, 2009, Respondent filed a Motion for Return of Temporarily
Suspended Airman Certificates. The undersigned reviewed Respondent’s motion and the
Agency’s response and determined that Respondent was not entitled under either due
process concems or Section 46111 to a return of his Airman Certificates pending a
hearing in this matter. See Order on Motion for Return of Temporarily Suspended
Airman Certificated {September 14, 2009).

On September 24, 2009, the undersigned set the matter for hearing on December
1, 2009 in Long Beach, California. On November 25, 2009, the Agency filed its
Memorandum of Law Regarding 49 U.S.C. § 46111, On November 28, 2009,

Respondent filed his Trial Brief.

* To date, the Agency has not issued a Final Notice of Threat Assessment (1} determining whether
Respondent poses, or is suspected of posing, a risk of air piracy or terrorism, or a threat to airline or
passenger safety; and (2) if affirmative, what is the appropriate sanction. Accordingly, as a result of this
proceeding, the undersigned will make the final threat assessment for the Agency and determine the
appropriate sanctiom.






the Under Secretary [for Border and Transportation Security of the Department of
Homeland Security].” 49 U.S.C. § 46111(c).

1. Statutory Background Of Section 46111

Congress created the TSA through the Aviation and Transportation Security Act
(“ATSA™), Pub. L. 107-71, 115 Stat. 597 (November 19, 2001). At that time, the TSA
was given responsibility to improve security in the nation’s transportation system. H.R.

CONF. REP. NO. 107-296, at 53 (2001).> The ATSA transferred civil aviation security

responsibilities from the FAA to the TSA. This transfer of responsibility included the
requireinent to establish procedures for individuals known to pose, or suspected of
posing, a threat of air piracy or terrorism or threat to airline or passenger safety. See 49
U.S.C. § 114(h)(2).

In March of 2003, the TSA was transferred to the newly created Department of
Homeland Security. Homeland Security Act of 2002, Pub. L. No. 107-296, § 424, 116
Stat. 2133, 2185 (codified at 6 U.S.C. § 234 (Supp. IV 2004)). At that time, the TSA had
established rules regarding threat assessments for citizen airman certificates issued by the
FAA. See Threat Assessments Regarding Citizens of the United States Who Hold or
Apply for FAA Certificates, 69 Fed Reg. 3756 (Jan. 24, 2003) (codified at 49 C.F.R. §
1540.115) (repealed). On December 12, 2003, Congress enacted the Vision 100 --
Century of Aviation Reauthonization Act (“Vision 100 Act™), Pub. L. 108-176, 117 Stat.
2490 (December 12, 2003).

The Vision 100 Act is important for several reasons: (1) it nullified the TSA’s

then present rules of practice (49 C.F.R. § 1540.115) used in proceedings against citizens

> The United States Court of Appeals for the District of Columbia Circuit considered the historical
development of Section 46111 in some detail. See Coalition of Airline Pilots Associations v. F.A A, 370
F.3d 1184 (D.C. Cir. 2004).




or nationals of the United States holding or applying for FAA issued certificates, ratings
or authorizations; (2) it created a right to a formal hearing process before an
administrative law judge that was not previously provided; and (3) it established the
foundation and statutory framework for the conduct of the present proceeding. See 45

U.S.C. §46111. Indeed, the Coalition of Airline Pilot Associations decision explicitly

recognized the enhanced procedural protections occasioned by Section 46111°s passage
when compared with the pre-existing procedural regulations the statute rendered
inapplicable. See 370 F.3d at 1190 (D.C. Cir. 2004) (recognizing that Section 46111
“requires far more robust procedural protections than are available under the [then-
existing] rule™).

In March of 2004, the TSA published a formal rulemaking stating that the rules of
practice formally found at 49 C.F.R. § 1540.115 would no longer be used and that new
procedures would be created to address actions against citizens or nationals of the United
States holding or applying for FAA issued certificates, ratings or authorizations. See

Coalition of Airline Pilots Associations, 370 F.3d at 1188-1189. The TSA has still not

published any formal rules of practice governing the conduct of this proceeding.®
2. Processes By Which Federal Agencies Implement And Interpret The Law

Generally, under the Administrative Procedure Act (see 5 U.S.C. § 533 et seq.),
an agency 1s statutorily authorized to use its delegated authority from Congress to
interpret and implement the terms of a statute {1) so long as such interpretation is not
inconsistent with the plain terms of the statute itself and (2) the agency’s position is a

permissible one under the statute, See Chevron U.S.A, Inc. v. Natural Resources Defense

® The adoption of such rules would obviate the need to delve into unresolved procedural questions and
appeal procedures in proceedings brought under Section 46111.
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Section 46111 clearly reflects a Congressional effort to impose a level of independent
review upon the Agency’s actions.®

Section 46111 does not abrogate the establishment of agency law through case
precedent. In this regard, the statute only modified the appeal route and who will be the
“decider” for the Agency. Thus, there can be no question that this proceeding: (1) is
conducted in accordance with the APA; (2) that the administrative law judge’s decision
and order is subject to appeal and review by the Transportation Security Oversight Board
(“TSOB™)? established by 49 U.S.C. § 115; (3) the Undersecretary for Border and
Transportation Security can appeal any decision by the TSOB panel! to the appropriate
court of appeal under 49 U.S.C., § 46110 if the Undersecretary decides that the action of
the panel “will have a significant adverse impact on carrying out this part” (49 U.S.C. §
46111(e)); and (4) as a result of this process, Agency law will be established through case
law precedent, including, the traditional agency regulatory process of fleshing out the

intent of Congress, the meaning of undefined statutory terms, and filling in the

implementing regulations based on Agency’s experience and expertise.

® With respect to this second point, the statute clearly mandates such independence. First, Section 46111
mandates that the presiding administrative law judge give no deference to Agency interpretations of law
and regulations and findings of fact. See 49 U.S.C. § 46111{c) (emphasis added). The proceeding before
the undersigned is thus de novo. Second, the Agency does not review this Decision and Order on appeal.
Rather, a panel established by the TSOB {which panel cannot have as one of its members 2 TSA employee)
will conduct such review. See 49 U.S.C. § 46111(d). The direct appeal to a non-Agency panel takes these
proceedings out of the norm of adminisirative procedure and practice, but the general principles of the APA
rematn in effect.

 Under 49 U.S.C. § 113, the TSOB is composed of the following individuals: (1) the Secretary of
Homeland Security (or the Secretary’s designee); (2) the Secretary of Transporntation {or the Secretary's
designee); (3) the Attorney General {or the Attorney General’s designee); {4) the Secretary of Defense {or
the Secretary’s designee); (5) the Secretary of the Treasury (or the Secretary’s designee); (6} the Director of
the Central Intelligence Apgency (or the Director’s designee; and (7) one member appointed by the President
to represent the National Security Council.












b. Definition Of “Terrorism”

For the purposes of this Decision and Order, “terrorism” is defined as:

An activity that involves a violent act or an act dangerous to human life
that is a vielation of the criminal laws of the United States or of any State,
or that would be a criminal violation if commitied within in the
jurisdiction of the United States or of any State, and appears to be intended
to intimidate or coerce a civilian population to influence the policy of a
government by intimidation or coercion or to affect the conduct of a
government by assassination or kidnapping. This definition encompasses
a security risk/threat to transportation and/or pational security.

See 49 U.S.C. § 44703(g) (the Federal Aviation Act definition, which in turn, defines its

reference to “terrorism” by referring to 18 U.S.C. § 3077. See 49 U.S.C. § 44941(a)).
Several other statutes define “terrorism” or “acts of terrorism.” Seg, e.g., 18

U.S.C. § 2331 (defining domestic and international terrorism); 18 U.S.C. § 2332b{g}(5)

(defining federal crime of terrorism); see also 18 U.S.C. § 3077 {defining “act of

terrorism’™ as an act of international or domestic terrorism as defined in 18 U.S.C. §
2331). Section 2331 defines “international terrorism” as:

activities that —
{A) involve violent acts or acts dangerous to human life that are a
violation of the criminal laws of the United States or of any State, or that
would be a criminal violation if committed within the jurisdiction of the
United States or of any State;
(B) appear to be intended —

(1) to intimidate or coerce a civilian population;

(ii) to 1nfluence the policy of a govermment by intimidation or
goercien, or

(iii) to affect the conduct of a government by mass destruction,
assassination, or kidnapping; and
(C) occur primarily outside the territorial jurisdiction of the United States,
or transcend national boundaries in ferms of the means by which they are
accomplished, the persons they appear intended to intimidate or coerce, or
the locale in which their perpetrators operate or seek asylum.,

“Domestic terrerism” is defined as:

activities that--









Furthermore, under general principles of criminal law, one who aids and abets the
commission of an offense is liable for such criminal act. See 18 U.S.C. § 2 (criminalizing

the aiding and abetting of any federal crime}; see also Gonzales v. Duenas-Alvarez, 549

U.S. 183, 189-190 (2007) (observing the universal treatment under both state and federal
criminal Jaw of principals and categories of aiders and abettors of criminal acts).

Given this background and the broad purposes of the statute, limiting Section
46111 s scope to the nisk of an actual commission of a direct act of “terrorism™ by
Respondent would be nonsensical. The Agency thus need only prove that there is a risk
of Respondent’s involvement in an act of terrorism, either by his providing material
support for such a terrorist act or by aiding and abetting such an act of terrorism. To the
extent Respondent is arguing that the Agency must prove that Respondent will commit
such an act directly (see Respondent’s Closing Brief at 15}, such argument is rejected as
matter of law.
c. Definition Of “Threat To Airline Or Passenger Safety”

For the purposes of this Decision and Order, a “threat to airline or passenger
safcty” means:

Any activity within the special aircraft jurisdiction of the United States

that involves a violent act or threatened act of violence directed at any air

transportation system, including its equipment, routes, operating personnel

and management, or any activity dangerous to those traveling by such air

transportafion system, in violation of the laws of the United States or of

any State. This definition encompasses a security risk/threat to

transportation and/or nationa! security.
This definition is adopted under the plain meaning of the terms used in the statue
because, in confrast to the terms “air piracy” and “terrorism,” there is no statutory
definition for “threat to airline or passenger safety” to use as a touchstone for interpreting
what that phrase means in the context of Section 46111. The only other reference to the
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phrase in the United States Code was found under the Agency’s statutory duty to
establish procedures for notifying “airline security officers of the identity of individuals

known to pose, or suspected of posing, a risk of ... terrorism or a threat to airline or

passenger safety.” 49 U.S.C. § 114(h)(2) (emphasis added). No definition is provided as
to what a “threat to airline or passenger safety” means under Section 114(h}(2), and
nothing was found in the Congressional record to offer any substantive aids in
interpreting this phrase.

In the absence of a statutory definition, the common meaning of such terms

control. See BP Am. Prod. Co. v. Burton, 549 U.S. 84, 91 (2006). Dictionaries are a

fundamental tool for ascertaining the plain meaning of common terms used 1n statutes

that are not otherwise defined. See Lachman v. United States, 387 F.3d 42, 51 {1st Cir.

2004) (citing Carey v. Saffold, 536 U.S. 214, 219-20 (2002)). The words of a statute
must be read in their context taking into account the overall objective and policy of the

statute. See Gonzlon-Peretz v. United States, 498 U.S. 393, 407 (1991); Brower v.

Evans, 257 F.3d 1058, 1065 (9th Cir. 2001); Tralfalgar Capital Assoc. v, Cuomo, 159

F.3d 21, 30 (1st Cir. 1998).
“Threat” means “an expression of intention to inflict evil, injury, or damage” or

one who so threatens { Webster’s Ninth New Collegiate Dictionary at 1229-1230 (1987)

or “[o]ne that 1s regarded as a possible danger; menace” (The American Heritage

Dictionary. Second College Ed. at 967 (1982)). “Airline” is defined as “an air

transpertation system including its equipment, routes, operating personnel and

management” (Webster’s Ninth New Collegiate Dictionary at 67 (1987)) or “[a] system

for scheduled transport of passengers and freight by air” or ““[a] business organization
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providing such a system of air transport” (The American Heritage Dictionary, Second

College Ed. at 90 (1982)). “‘Passenger” means “a traveler in a public or private

conveyance” (Webster’s Ninth New Collegiate Dictionary at 860 (1987)) or “[a] person

who travel in a train, airplane, ship, bus, or other conveyance without participating in its

operation” (The Amencan Hentage Dictionary, Second College Ed. at 907 (1982)).

Finally, “safety” means “the condition of being safe from undergoing or causing hurt,

injury, or loss” (Webster’s Ninth New Collegiate Dictionary at 1036 (1987)) or “{t]he

condition of being safe; freedom from danger, risk, or injury” (The American Heritage

Dictionary. Second College Ed. at 1084 (1982)).

d. What Does It Mean To “Pose” Such A “Risk”?

Section 46111 does not quantify the level of risk required for the Agency to take
action against Respondent’s Airman Certificates. The meaning of “poses, or is suspected
of posing, a risk™ therefore must also be discussed to understand the meaning of the
statute,

The relevant definition of “pose” means “to put or set forth: OFFER” — Webster’s

Ninth New Collegiate Dictionary at 917 (1987) - or alternatively, “To present or put

torward: pose a threat.” The American Heritage Dictionary, Second College Ed. at 967

(1982).
“Risk” means a “possibility of loss or injury: PERIL” or “a dangerous element or

factor” - Webster’s Ninth New Collegiate Dictionary at 1018 (1987) — or altematively

*“{tihe possibility of suffering harm or loss: danger” or “[a] factor, element, or course

involving uncertain danger; hazard” — The American Heritage Dictionary, Second

College Ed. at 1065 (1982). These definitions are hereby accepted as reasonable and

within the ambit of Congressional intent.
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The standard of “‘posing a risk” clearly must therefore be a rather broad one
encompassing the idea that the Agency must show that Respondent offers or represents a
possibility of danper with respect to the listed items in the statute —i.e., “air piracy,”
“terrorism” or a “threat to airline or passenger safety” — by evidence contained on the
record. The above-noted definitions parallel one another and are hereby accepted as
reasonable and within Congressional intent for the purposes of construing Section 46111.

e. What Does It Mean To Be “Suspected Of Posing” Such A Risk?

“To suspect” means “to surmise to be true or probable; imagine” ~ The American

Heritage Dictionary, Second College Ed. at 1224 (1982) — or alternatively, “to imagine

{one) to be guilty or culpable on slight evidence or without proof” or “to imagine to exist

or be true, likely or probable™ — Webster’s Ninth New Collegiate Dictionary at 1189

(1987). See also Black’s Law Dictionary (8th ed. 2004) (defining “to suspect” as “[t]o

consider {something) to be probable. 2. To consider (something) possible. 3. To consider
(a person) as having probably committed wrongdoing, but without certain truth™).

The “suspected of posing” standard in Section 46111 must obviously be even
broader than that of just “posing a risk” discussed above. Respondent argues that this
standard is constitutionally vague and impermissible. The undersigned does not have
appropriate jurisdiction to rule on such issues and must take the statute as written.
Respondent’s arguments on the potential vagueness and over breadth of the statute are
noted for the record and are preserved for a court of competent jurisdiction.

Despite the fact the undersigned may not rule on the constitutionality of the
statute’s langnage with respect to the “suspicion” standard, it is necessary to come to
some understanding of what such standard means to apply Section 46111 under the facts

and circumstances of this case.
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The statute clearly does not define what level of confidence the Agency must
have to act when faced with a citizen “suspected of posing” the statutorily listed risks.
An analogy can be drawn, however, from other arenas to help elucidate the required
standard. While this is not a criminal case and the standard of proof in an administrative
proceeding is significantly less onerous, a ciminal law analogy is quite helpful. For
example, a police officer may brietly detain an individual for questioning if the officer
has “reasenable suspicion to believe that criminal activity ‘may be afoot.”™ United States

v. Arvizu, 534 U.S. 266, 273 (2002) (quoting United States v. Sokolow, 490 U.S. 1,7

(1989)); see also Terry v, Ohio, 392 U.S. 1, 30 (1968). While no perfect definition of

reasonable suspicion exists, “it is well established that, in terms of the continuum of
knowledge, reasonable suspicion requires more than a mere hunch but less than probable

cause.” United States v. Ruidiaz, 529 F.3d 25, 29 (1st Cir. 2008).

Reasonable suspicion requires **‘a particularized and objective basis” for

suspecting the person {who is] stopped of criminal activity.” Omelas v. United States,

517 U.S. 690, 696 (1996) (quoting United States v. Cortez, 449 U.S. 411, 417-18 (1981)).

“Thle] particularnty requirenient means, in effect, that such a finding must be ‘grounded

in specific and articulable facts.”” United States v. Espinoza, 490 F.3d 41, 47 (1st Cir.

2007) (guoting United States v. Hensley, 469 U.S. 221, 229 (1985)). The “objective”

component requires courts to “focus not on what the officer himself believed but, rather,
on what a reasonable officer in his position would have thought.” Id.

Suspicion is a somewhat amorphous concept, and yet, some flesh must be put on
the bones as it were. With no specific direction coming from the statute, the undersigned

therefore finds that the level of “suspicion” contemplated by Section 46111 cannot be
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baseless under general principles of due process but rather must have some grounding in
articulable and reasonable facts on the record.® This standard comports with the APA’s
requirements (i.€., an agency’s action cannot be arbitrary or capricious to withstand
judicial scrutiny) and makes it clear that the TSA’s action toward Respondent’s Airman
Certificates must be based on some rational evaluation of Respondent’s potential risk. 16
B. Burden And Standard Of Proof

The statute provides an affected citizen a right to a hearing on the record. 49
U.S.C. § 46111(b). The Agency bears the ultimate burden of proof in this matter (see
Interim Rules at (1)(6)), but under the APA, the proponent of a rule or order bears the
burden of going forward fo establish the proffer. See 5 U.S.C. § 556(d). The parties in
this matter stipulated to the use of certain parts of the Agency’s unpublished Interim
Rules (attached hereto as in Appendix C) te provide a procedural framework for this
proceeding. See Prchearing Conference Report and Order (November 25, 2009)
(reflecting the parties’ stipulation that Sections (g) through (j) of the Interim Rules would

govern these proceedings).’

" To be clear, the undersigned is not adopting the “reasonable suspicion” standard as developed under
Terry and its progeny, but rather viewed the statements concemning “‘reasonable suspicion” contained in that
case law as instructive for viewing what “suspected of posing” reasonably means under Sectien 46111, As
discussed in this Decision and Crder, the current proceedings are not criminal in nature and direct
importation of concepts from criminal law would not be appropriate for a variety of reasons.

' C.f., Poett v. United States, 657 F.Supp.2d 230 (D.C. Dist. 2009) (examining and ultimately remanding
for further agency proceedings a claim by a chemist employed by the United States Department of
Agricolture who was denied access under 42 U.S.C. § 262a(e)(3)b){ii} to certain agents and toxins within
the course of his work because he was “reasonably suspected” of involvement with an organization that
engages in domestic or international terrorism). In Poett, the agency apparently determined that such
suspicion was “reasonable” based on a 1992 Iener the plaintiff wrote to the British Ambassador expressing
regret over his past participation with the Irish Northern Aid Committee in America — an organization that
had been identified by the United States as an international terrorist organization. Id. at 234-235.

' Importantly, although Sections (j)(1)-(3) of the Interim Rules refer to the undersigned making a finding
of whether Respondent poses a “security threat,” Respondent never stipulated to the definition of “security
threat” referred to in the Interim Rules at Section (). As such, the undersigned will not apply this
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found in Respondent’s garage have military applications for use on aircraft that are used
by Iran, Agency Exh. 18 at 2-3.

48.  One of the items found in Respondent’s garage was a Rockwell Collins
filter. According to the United States Navy, this filter is used by aircraft to communicate
with submarines. Tr. at 254-55.

49.  Authorities also seized “parts list[s]” fromi Respondent’s home. On the
top of one “parts list,” there was a handwritten notation: “jet engine F-4-F-5-maybe F-
14.” On a second **parts list,” the handwritten notation read: “For Airforce RFQ.”
Printouts, listing vendors who could provide these parts for sale, were also recovered
from Respondent’s residence. Agency’s Exh. 18 at 6.

50.  During his proffer session, Respondent stated that he had become aware in
the early 1980s of “shopping lists” produced by the Iranian military/government for parts
it needed. Respondent stated that he would obtain the lists from his cousin in Iran, buy
parts in the United States, and then ship the parts to Iran through Germany. Respondent
also stated that the part lists were provided by a General Mothama, who was paid a 10%
commission. General Mothama was in the Iranian Air Force. The Iranian government
would only pay Respondent for the parts that were on the list. Tr. at 245-47, 249-50, 252.

51. Pursuant to a written plea agreement, Respondent pleaded guilty to
“willfully attempt[ing] to export and transship from the United States to Iran, aircraft
parts, including approximately three F-14 maintenance kits, without first obtaining...a
license or written authorization for export and transshipment, knowing such a license or

authorization was required.” Tr. at 257; Agency Exhs. 10, 12, 15.
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66.  On June 24, 2009, TSA learned from a reporter that Respondent had been
convicted of atternpting to sell F-14 parts to Iran. Tr. at 42-43; Agency Exh. 31-32.

67. Upon leaming of Respondent, TS A analysts searched various government
systems, including the Treasury Enforcement Communication System {TECS) and the
National Crime Information Center, for confirmation of his crirninal conviction, A
printout from the TECS confimmed that Respondent had been charged with violating the
International Emergency Economic Powers Act. TSA also confirmed that Respondent
held active and valid FAA airman certificates. Tr. at 43-47; Agency Exhs. 6-7, 31-32.

68.  After a review of the information regarding Respondent’s criminal actions
by semor leaders at TSA, Acting Deputy Administrator Keith Kauftman decided to
request that the FAA suspend Respondent’s airman certificates. An Initial Notification of
Threat Assessment (INTA), dated June 25, 2009, was sent to Respondent. TSA also
mailed a letter to the FAA requesting that Respondent’s airman certificates be suspended.
Tr. at 53-60, 269; Agency Exhs. 2-3, 31-32.

69.  The FAA issued an “Immediately Effective Order of Suspension” to
Respondent on June 25, 2009. Tr. at 269; Agency Exh. 4.

70.  TSA later provided Respondent with a “Summary of Basis for TSA’s
Initial Notitication of Threat Assessment.” Tr. at 277-79; Agency Exh. 5.

71.  Subsequent to sending the INTA to Respondent, TSA reviewed additional
information regarding Respondent’s criminal case, including court documents and

records from the investigation conducted by Immigration and Customs Enforcement

(ICE). Tr. at 73-74.

35



72. Respondent’s attempts in both his testimony (see, e.g., Tr. at 463, 469,
479-494) and in his post-hearing brief (see Closing Brief at 6-7, 21-22) to minimize his
contacts with Iranian government personnel and prior illegal shipping activities 1s
rejected and Respondent’s testimony is found not credible on these points.

IV. ANALYSIS

This proceeding is not a re-litigation of Respondent’s conviction for a violation of
the International Emergency Econoniic Powers Act (“IEEPA™), 50 U.S.C. §§ 1701-1705.
Respondent pled guilty to attempting to export F-14 maintenance kits to Iran in violation
of IEEPA and on May 7, 2007 was convicted of a felony and sentenced to twenty-four
(24) months in prison, followed by three (3) years of supervised release. Stipulation § 11;
Agency Exhs. 10, 13. The fact of Respondent’s guilt on that offense is absolutely
established, and any atterupts by Respondent to distance himself from the facts of that
conviction must be rejected. "’

The question before the undersigned is limited: whether the Agency has
sufficiently established that Respondent poses, or can be suspected of posing, a risk of air
piracy, terrorism, or a threat to airline or passenger safety so that the action taken against
his Airman Certificates is warranted. The details of Respondent’s conviction are crucial
to this determination because it is through Respondent’s past conduct (as reflected in the
facts surrounding his prior illegal activities) that one must evaluate the Agency’s

concerns about Respondent’s risk or threat contemplated by Section 46111.

" Pursuant to his plea agreement, Respondent pled guilty to “willfully attempt[ing} to export and transship
from the United States to Lran, aircraft parts, including approximately three F-14 maintenance kits, without
first obtaining . . . a license or written authorization for export and rransshipment, knowing such a license
or authorization was required.” Agency Exhs. 10, 12, 15; Tr. at 257.
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This is not a simple matter, and the stakes are of the highest order with concerns
about national security and threats of international terrorism looming in the background.
Nevertheless, the undersigned independently evaluated (as required by Section 46111)
the TSA’s actions to ensure that Respondent’s right to due process and property interest
in his Airman Certificates are properly balanced against any such legitimate concermns and
possible threats. While Respondent’s Airman Certificates represent a valuable property
interest, such licenses are a privilege and not a right. Therefore, the government may
revoke, suspend, or otherwise limit such interests for legitimate reasons. See Kratt v.
Garvey, 342 F.3d 475, 483 (6th Cir. 2003) (“Although revocation of a pilot’s license may
stgnificantly impair the ability of a professional pilot to earn a living, such a license 1s
generally not essential to a person’s survival™). The fundamental question in this matter
1s therefore the following:

o Does the fact of Respondent’s prior willingness to violate the law for
monetary gain in a way that was directly contrary to the security interests

of the United States provide sufficient justification for the Agency’s
actions under Section 461117

Agency counsel argues that Respondent’s conviction provides adequate support for
the Agency’s threat determination. The Agency determined that Respondent poses, or is
suspected of posing, a security threat after the Agency’s senior leadership assessed the
Iramian government’s well-document support of terrorism, the military purposes of F-14
aircraft, and “the particular harm that an individual flight instructor without scruples
might pose in training pilots who may intend to commit acts of terrorism against the
United States.” See Agency Exhs. 31, 32. Agency counsel’s basic argument is that

Respondent’s attempt to sell the F-14 maintenance kits to Iran, a state sponsor of
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in flying activities by the FAA. See Stipulation § 13 (discussing FAA medical
examiner’s opinion that Respondent did not pose a threat to the community).

But these records and statements did not result from proceedings under 49 U.S.C.
§ 46111, The goals and purposes of the criminal proceedings, post-incarceration matters
within the probation office, and medical certifications under the FAA are fundamentally
different than the current inquiry and are entitled to very little weight in the analysis
required for this case. For example, the Department of Commerce’s Bureau of Industry
and Security reveked Respondent’s export privileges under statutory/regulatory authonty
which had different causes of action with separate elements of proof. . See In re Reza
Mohammed Tabib, Order Denying Export Privileges, United States Dept. of Commerce,
Bureau of Industry and Security (June 23, 2008), published at 73 FR 38971 (July 8§,
2008).

These statements and opinions from other contexts reflect, at most, an assessment
that Respondent does not pose an immediate, direct threat to the community within the
particular scope of analysis made by those individuals. As developed at the hearing,
however, the Agency’s concerns are not so much that Respondent would commit an act
of terror directly (i.e., fly a plane into a building or commiit an act of air piracy or
otherwise use a plane himself in the commission of a terronist act), but rather that he
represents a significant “insider threat” or would aid another in committing an act
contemplated by Section 46111. Respondent’s proffering of allowances, opinions, or
assessments by non-Agency personnel who are not responsible for making the particular
risk and threat assessments called for by Section 46111 are not competent to speak to or

evaluate such risk or threat potential.
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lighter sentence and then tried to backpedal from the implications of such pled facts in
the current proceeding. See Agency Exh. 15 (plea bargain agreement including statement
of facts).

Such efforts cast a serious pall on the credibility of Respondent’s testimony in this
case. Respondent either misled the United States Attormey’s office during his proffer
session, or 18 seeking to mislead the undersigned in this case by re-characterizing the
extent and nature of his illegal conduct. Respondent’s testimony is thus found to be
unsubstantiated, self-serving, and inherenily incredible on several points.

B. The Risk Or Threat Respondent Poses, Or Can Be Suspected Of Posing, Under
The Terms Of Section 46111

The risk or threat contemplated by the Agency 1s not necessarily that Respondent
will commit a further violation of IEEPA or will directly engage in an act of terrorism or
air piracy. Rather, the Agency argues that as an “insider” licensed pilot/flight instructor
with contacts to a terrorist government hostile to the United States, Respondent is a risk
of “terrorism” or a threat to national transportation. See Agency Post-Hearing Brief at 3;
Agpency Exhs. 31, 32; Tr. at 30-31, 89-90 {Agency witness describing the concept of
“insider threat™); 68 Fed. Reg. 3756, 3757 (Jan. 24, 2003) (Agency recognition that those
who hold FAA certificates, ratings, or authorizations are “in positions to disrupt the

transportation system and harm the public.”).*

3% Agency counsel also argued that no factual nexus is required between Respondent’s conduct and his
Airman Certificates. See Agency Post-Hearing Brief at 13-14. Rather, Agency counsel suggests that the
only link required is that Respondent holds FAA issued certificates and the Agency has determined that he
is a risk or can be suspected of posing a risk under the terms of the statute. Id. This argument is rejected
because interpreting Section 46111 as requiring no connection would, in effect, conven a licensing decision
mto an arbitrary and capricious denial of property rights without just cause. See, e.g., Walters v. MclLucas,
597 F.2d 1230, 1232 (9th Cir. 1979} (upholding revocation of pilot’s license of individual convicted of
possessing marijuana for sale, finding a *“rational relation between a conviction for the possession of drugs
for sale and the unsafe use of aircraft for drug smuggling”). The Agency is entitled to make reasonable
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transportation system of the United States through holding such certificates and 1s also an
insider with conneciions and contacts to Iran and its military. Respondent’s status as a
holder of the Airman Certificates and his connections and contacts to [ran and its military
renders him an “insider threat” for purposes of determining the level of risk or threat
conternplated by 49 U.S.C. § 46111.

4. Based upon a preponderance of substantial, credible and reliable evidence,
it is hereby found that Respondent poses, or is suspected of posing, a risk of aiding and
abetting or providing material support to those who would commit air piracy.”

5. Based upon a preponderance of substantial, credible and reliable evidence,
it is hereby found that Respondent poses, or is suspected of posing, a risk of aiding and
abetting or providing material support to those who would commit terrorism.

6. Based upon a preponderance of substantial, credible and reliable evidence,
it 1s hereby found that Respondent poses, or is suspected of posing, a threat to airline or
passenger safety either through direct acts by Respondent or by abetting and abetting or
providing material support to those who would present a threat to airline or passenger
safety.

7. The Agency has therefore proven by a preponderance of substantial,
credible and reliable evidence that Respondent poses, or is suspected of posing, a risk of
air piracy or terrorism or a threat to airline or passenger safety under 49 U.S.C. § 46111,

8. The Agency’s actions and the FAA’s Order of Suspension with respect to

Respondent’s Airman Certificates were justified and appropriate under the terms of 49

** Importantly, even if one assumes that the definitions of “air piracy,” “terrorism,” and “threat to airline or
passenger safety” did not encompass a broad notion of a security risk/threat to transportation and/or
national security as suggested in Section IL.A.3 of this Decision and Order, the undersigned finds
Respondent poses, or is suspected of posing, such risks and threats under a more limited definition of these
terms by a preponderance of substantial, credible and reliable evidence.
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As pointed out in this Decision and Order, the Agency has not adopted any
procedural regulations applicable to these proceedings, and it is left to the undersigned to
determine how best to effectuate the statute’s requirements according to principles of due
process and the APA generally. Respondent was properly put on notice of the charges
against him (through the Agency’s INTA and the Agency’s pre-hearing pleadings and
communications to Respondent in this case). Respondent also had to be aware of the
potential sanctions — up to and including revocation of his Airman Certificates — for an
adverse finding based upon the explicit language of 49 U.S.C. § 46111, which provides
that upon a finding that Respondent “poses, or is suspected of posing, a risk of air piracy,
terrorism or a threat to airline or passenger safety” the Administrator of the FAA “shall

issue an order amending, modifying, suspending, or revoking” any part of an airman

certificate (emphasis added). See, e.g., Air North America v. Dept. of Transportation,
937 F.2d 1427, 1434 (9th Cir, 1991) (observing that when a statute authorizes a number
of alternative remedies, the agency must be allowed to choose among such sanctions
explicitly left to its discretion following notice and opportunity to be heard).

The record has been fully developed following a hearing, and the only appropnate
sanction 1s the revocation of Respondent’s Airman Certificates. Should Respondent or
the Agency wish to appeal this Decision and Order, such appeal shall be made to the

Transportation Security Oversight Board under 49 U.S.C. § 46111(d).

Lh
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VII. ORDER
WHEREBY:
IT IS HEREBY ORDERED that this Decision and Order shall constitute the Agency’s
Final Notice of Threat Assessment finding Respondent poses, or is suspected of posing, a
risk of air piracy, terrorism, or a threat to airline or passenger safety;
IT IS HEREBY FURTHER ORDERED that the Undersecretary for Border and
Transportation Security of the Department of Homeland Security, or the Undersecretary’s
lawful designee, request the FAA to immediately revoke Respondent’s Airman
Certificates; and
IT IS HEREBY FURTHER ORDERED that the service of this Decision and Order

triggers appeal rights pursuant to 49 U.S.C. § 46111(d).

Done and dated on this 14th day of April, 2010 at

Alameda, California.

- i B

= T

Hon. Parlen L. McKenna
Administrative Law Judge
United States Coast Guard
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10.

Qods Force provided aid in the form of weapons, training, and funding to
HAMAS and other Palestinian terrorist groups, Lebanese Hizballah, Irag-based
militants, and the Taliban in Afghanistan. Iranian authorties have provided lethal
support, including weapons, training, funding, and guidance, to Iraqi militant
groups that target Coalition and Iraqi forces and kill innocent Iragi civilians. Tr.
at 80-82; TSA’s Ex. 8.

RULING: Accepted and incorporated.

The F-14 aircraft is a fighter aircraft developed for the United States Navy. It was
developed primarily as an air-to-air fighter and was outfitted with air-to-air
missiles. The F-14 has also been used for air-to-ground missions and it can be
affixed with bombs. Tr. at 83-84; TSA’s Ex. 31.

RULING: Accepted and incorporated.

F-14s are currently in the inventory of the Iranian Air Force. The Iranian Air
Force uses F-14 aircraft for air-to-air defense, electronic radar, and air-to-ground
missions. It can also be used as a weapon for offensive means. Tr. at 84-85;
TSA’s Exs. 31-32.

RULING: Accepted and incorporated.

Iran purchased F-14 aircraft from the United States in the late 1970s and early
1980s. The United States did not sell F-14 aircraft to any other foreign country.
Tr. at 85.

RULING: Accepted and incorporated.

Iran is unable to obtain spare parts or maintenance parts for F-14 aircraft through
legitimate means because the United States has embargoed those military
technologies. Tr. at 85-88.

RULING: Accepted and incorporated.

Upon learning of Respondent, TSA analysts searched various government
systems, including the Treasury Enforcement Conununication System (TECS)
and the National Crime Information Center, for confirmation of his criminal
conviction. A printout from the TECS confirmed that Respondent had been
charged with violating the International Emergency Economic Powers Act. TSA
also confirmed that Respondent held active and valid FAA airman certificates.
Tr. at 43-47; TSA’s Exs. 6-7, 31-32.

RULING: Accepted and incorporated.
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30. On October 18, 2006, Judge Carter signed another order regarding
Respondent’s flying activities. (Stipulation and Order Re Allowing Flying
Lessons Exhibit C). It permitted him “to fly aircraft owned by other individuals
in his capacity as a flight instructor and [to give] flying lessons under the same
terms and conditions he is currently permitted to fly his own aircraft.” The reason
given was that “many times defendant’s flying students own their own airplane
and want to get lessons on the plane they will actually fly rather than on
defendant's plane. Therefore, in order to eam a living and give lessons fo these
students, defendant needs permission from the Coust to fly their aircraft as well as
his own aircraft.” This order was also based on a stipulation that was signed by
Assistant U.S Attorney Lee. (Stip. 19)

RULING: Accepted and incorporated.

31. On January 12, 2007, Judge Carter signed a third order regarding
Respondent’s flying activities. (Stipulation Allowing Flying Lessons Exhibit D
and Order Allowing Flying Lessons Exhibit E.) It allowed him to trave! to “three
airports in Kingman, Arizona, Laughlin, Nevada, and North Las Vegas, Nevada
for the period January 22, 2007-February 3, 2007 for the purpose of giving flying
lessons to his...students.” Again, this order was based on a stipulation that was
signed by Assistant U.S. Attorney Lee. (Stip. §10)

RULING: Accepted and incorporated.

32. Upon his arrest 13,000 airplane parts were seized from Respondent’s
garage. This was a loose count of parts fotaling only about 300 different types, of
which only 10 types had any potential military application at all and none would
have been of any significant military utility to Iran. Moreover, with the exception
of the F-14 Maintenance Kits provided to Respondent by the ICE informant, there
was no systematic or reasonable connection between the items in the inventory
and the weapon systems currently in use in the country of Iran. (Moss Report
admitted info evidence as expert testimony by stipulation. Exhibit G} All of the
items in the garage were purchased by Respondent on E-bay with the intent to
resell them. Before Respondent pled guilty, the govemment returned the parts to
him. (Order retumning parts. Exhibit F).

RULING: Accepted in part and incorporated, rejected in part for the reasons
stated in the Decision and Order above. The fact that 13,000 parts were seized
from Respondent’s garage and that these parts were returned by the government is
accepted and incorporated. The conflicting information from the Moss Report
and the report by the Demilitarization Coding Integrity Branch is discussed in the
Decision and Order above.









APPENDIX C — INTERIM RULES®

Citizens or nationals of the United States holding or applying for certificates,
ratings, or authorizations issued by the Federal Aviation Administration (FAA).

(a) Applicability. This section applies when TSA determines that a citizen or a
national of the United States who holds or is applying for a certificate, rating, or
authorization issued by the FAA pursuant to Title 14 of the Code of Federal Regulations
(CFR) poses a security threat.

(b) Representation by counsel. A person may be represented by counsel at his or

her own expense,

(c) Security Threat. A person poses a security threat when the person is suspected

of posing, or 1s known to pose—
(1) A threat to transportation or national security;
(2} A threat of air piracy or terrorism,;
(3) A threat to airline or passenger security; or
(4) A threat to civil aviation security.

(d} Initial Determination of Threat Assessment. If TSA determines that a person

applying for or holding an FAA certificate, rating, or authorization poses a security
threat, TSA serves upon the person and the FAA an Initial Determination of Threat
Assessment and requests that the FAA certificate, rating, or authorization be suspended,
revoked or, in the case of an application, denied. TSA may request the immediate
revocation of the FAA certificate, rating, or authorization.

(e) Respondent request for materials. No later than 30 calendar days from the

date of service of the Initial Determination of Threat Assessment, the respondent may

® As discussed in this Decision and Order, the parties only stipulated that Section (g) through (j) of these
Interim Rules would apply. See Prehearing Conference Report and Order (November 25, 2009).
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submit a written request for copies of the releasable materials upon which the Initial
Determination of Threat Assessment is based and an unclassified summary of the
classified information upon which the initial determmation is based.

(f) TSA provision of materials. No later than 30 calendar days, or such longer

peried as TSA may determine for good cause, after receiving the respendent’s request for
materials and unciassified summary, TSA provides all reievant documents that support
the determination, to the maximum extent possible, subject to the following provisions:
(1) TSA will not disclose to the respondent, or the respondent’s counsel, classified
information, as defined in Executive Order 12968 section 1.1(d).
(2) TSA reserves the right not to disclose any other information or material not
warranting disclosure or protected from disclosure by law or regulation.

(g) Respondeni reply and request for hearing. No later than 30 calendar days

from the date of service of the releasable materials and unclassified summary, or 30
calendar days from the date of service of the initial determination if no request for
materials is made, the respondent may serve upon TSA a written reply.

(1) The reply may include any relevant information TSA should consider in
reviewing the basis for the Initial Determination of Threat Assessment.

(2) The reply may include a request for an in-person or written hearing.

(1} The hearing will be conducted by an administrative law judge who possesses
the appropriate security clearance necessary to review classified or otherwise protected

information and evidence,
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(3) If the respondent fails to reply to an Initial Determination of Threat
Assessment, TSA may issue a Final Notification of Threat Assessment to the FAA. The
final notification is final with respect to the parties.

(h) Duties of the administrative law judge. The administrative law judge may:

(1) Determine whether a request for an in-person hearing is granted.

(i) If granted, the hearing will be held at TSA’s headquarters building, or at an
alternate location selected by TSA within the metropolitan area where the TSA
headquarters building is located.

(i1) If the request for an in-person hearing is denied, the administrative law judge
will state the basis for the denial.

(2) Give notice of, and hold, pre-hearing conferences and other conferences if
necessary.

(3) Rule on offers of proof.

{4) Receive relevant and material evidence on the record.

(5) Examine witnesses.

(6) Regulate the course of the hearing, including granting extensions of time
limits the administrative law judge may impose during the hearing.

(7) Dispose of procedural motions and requests,

(1) Hearing. The hearing must begin within 60 calendar days of the date of receipt
of the request for hearing. The hearing is a limited discovery proceeding and is

conducted as follows:
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(1) The administrative law judge schedules and provides notice of the date and
time of the in-person hearing or the date and time for written submissions. The notice
includes a description of the issues in dispute.

(2) The administrative law judge determines whether the in-person hearing, or
portions of the hearing, may be open to the pubiic.

{(3) A party may present the party’s case or defense by oral testimony, or by
documentary, or demonstrative evidence, submit rebuttal evidence, and conduct cross-
examination, as permitted by the administrative law judge. The Federal Rules of
Evidence may serve as guidance, but are not binding.

(4) The administrative law judge will review any classified information on an ex

parte, in camera basis, and inay consider such information in rendering a decision if the

information appears to be material and relevant.

(5). The administrative law judge must exclude irrelevant, immaterial, or unduly
repetitious evidence.

{6) The burden of proof is on TSA.

(7) The standard of proof'is substantial evidence on the record.

(8) The parties may submit proposed findings of fact and conclusions of law.

{9) If an in-person hearing is conducted, a verbatim transeript will be made of the
hearing and will be provided upon request at the expense of the requesting party. In
cases in which classified or otherwise protected evidence is received, the transcript may
require redaction of the classified or otherwise protected information.

(1) Decision of the administrative law judge. The administrative law judge issues

an vnclassified wrtten decision no later than 30 calendar days from the close of the
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record and serves the decision on the parties. The administrative law judge may issue a
classified decision to TSA. The record is closed once the certified transcript and all
documents and materials have been submitted for the record.

(1) If the administrative law judge determines that the respondent poses a security
threat and the respondent does not timely request review of the decision by a panel of the
TSOB, TSA issues a Final Notification of Threat Assessment to the FAA. The Final
Notification is final with respect to the parties.

(2) If the administrative law judge determines that the respondent does not pose a
security threat and TSA does not timely request review of the decision by a panel of the
TSOB, TSA issues a Withdrawal of Initial Determination to the respondent and the FAA.

(3) If the administrative law judge determines that the respondent does not pose a
secunty threat, the respondent’s certificate, rating, authorization, or application must not
be reinstated until TSA has exhausted the administrative process.

(k) Extension of time. TSA may grant an extension of the time limits described in

this section for good cause shown. A request for an extension of time must be in writing
and be received by TSA within a reasonable time before the due date to be extended.
TSA may grant itself an extension of time for good cause shown. This paragraph does
not apply to time limits set by the ALJ during the hearing.

(1) ISOB review. (1)} A party may petition for review of the decision of the
administrative law judge by a panel of the TSOB no later than 30 calendar days after the
date of service of the decision of the administrative law judge. A petition received by

TSA after 30 calendar days will not be accepted, except for good cause.



(i) The petition must be in writing, served on the other party, and may only
address the following issues:

(A} Whether each finding of fact is supported by substantial evidence on the
record; and

{B) Whether the rulings and decision are arbitrary, capricious, or contrary to law.

(i1) No later than 30 calendar days after receipt of the petition, the other party may
file a response.

{2) Upon request of the panel, the admimistrative law judge will provide the panel
with a certified transcript of the hearing and all unclassified documents and material
submitted for the record. TSA will provide any classified materials.

(3} The members of the panel—

(1) Will not include employees of TSA; and

(i1) Will have the level of clearance necessary to review classified material.

(4) No later than 30 calendar days after receipt of the petition, or if the other party
files a response, 30 calendar days after receipt of the response, or such longer period as
may be required, the panel issues an unclassified decision and serves the decision on the
parties. The panel may affirm, remand, modify, or reverse the decision of the
administrative law judge. The panel may issue a classified opinion to TSA. The decision
of the panel is a final agency order.

(i) If the panel determines that the respondent poses a security threat, TSA issues
a Final Determination of Threat Assessment to the FAA.

(ii) If the panel determines that the respondent is not a security threat, TSA issues

a Withdrawal of the Initial Determination to the respondent and the FAA
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(m) Judicial review. Compliance with the procedures in this section is required

before the respondent may seek judicial review of a final agency order as provided m 49

U.S.C. 46110,
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after the conclusion of the hearing, The administrative law judge’s decision may be
appealed by either party to the Transportation Security Oversight Board (TSOB). The
TSOB shall issue a Final Determination, which constitutes a final agency order. You
should serve all documents upon:

Peter Zolper

Assistant Chief Counsel

Threat Assessment and Internal Investigations
TSA Headquarters

12" Floor, TSA -2

601 South 12" Street

Arlington, VA 20598

TSA does not disclose classified information, as defined in Executive Order 12968
section 1.1(d), and TSA reserves the right to not disclose any other information or
material not warranting disclosure or protected from disclosure under law,

You may, if you choose, be represented by counsel during this process at your own
expense.

Sincerely,
J. W. Halinksi
Deputy Administrator

ce: The Honorable Michael P. Huerta
Acting Administrator
Federal Aviation Administration












Peter Zolper

Assistant Chief Counsel

Threat Assessment and Internal Investigations
TSA Headquarters

12" Floor, TSA-2

601 South 12" Street

Arlington, VA 20598

TSA does not disclose classified information, as defined in Executive Order
12968 section 1.1(d). and TSA reserves the right to not disclose any other information or
material not warranting disclosure or protected from disclosure under law.

You may, if you choose. be represented by counsel during this process at your
OWn expense.

Not later than 30 calendar days. or such longer period as TSA may determine for
good cause, after TSA receives your reply, TSA will issue a final determination.

Sincerely,
W ) '

J. W. Halinski
Deputy Administrator

ce: The Honorable Michael P. Huerta
Acting Administrator

Federal Aviation Administration

enc.



Transportation Security Administration, DHS

(ii) A statement that the Assistant
Administrator has determined that the
individual poses a security threat.

(2) Request for Materigls. Not later
Lthan 15 calendar days after the date of
service of the Initial Notification, the
individual may serve a writlen request
for copies of the releasable materials
upon which the Initial Notification was
based.

(3) TSA response. Not later than 30
cilendar days, or such longer period as
TSA may determine for good cause,
after receiving the individual's request
for copies of the releasable materials
upon which the Initial Notification was
basod, 1'SA serves a response. TSA will
not include in its response any classi-
fied information or other information
desceribed in paragraph tg) of this sec-
tion,

(4) Reply. The individual may serve
upon TSA a written reply to the Initial
Notification of Threat Assessment not
later than 15 calendar days after the
date of service of the Initial Notifica-
tion, or the date of service of TSA's re-
sponse to the individual's request
under paragraph (e)2) if such a request
was served. The reply may include any
information that the individual be-
lieves TSA should consider in review-
ing the basis for the Initial Notifica-
tion.

(5) TSA final determination. Not later
than 30 calendar days. or such longer
period as TSA may determine for good
cause. after TSA receives the individ-
ual's reply. TSA serves a final deter-
mination in accordance with paragraph
(f) of this section.

tf) Final Notification of Threat Assess-
ment—(1) In general. The Deputy Ad-
ministrator reviews the Initial Notifi-
cation, the materials upon which the
Initial Notification was based, Lhe indi-
vidual's reply, if any. and any other
materials or information available to
him,

(2) Review and Issuance of Final Notifi-
cation, If the Deputy Administrator de-
termines that the individual poses a se-
curity threat, the Administrator re-
views the Initial Notification. the ma-
terials upon which the Initial Notifica-
tion was based. the individual's reply.
if any, and any other materials or in-
formation available to him. If the Ad-
ministrator determines that the indi-

§1540.117

vidual poses a security threat, the Ad-
ministrator serves upon the individual
a Final Notification of Threat Assess-
ment and serves the determination
upon the FAA Administrator. The
Final Notification includes a state-
ment that the Administrator person-
ally has reviewed the Initial Notifica-
tion, the individual's reply, if any. and
any other materials or information
available to him, and has determined
that the (ndividual poses a security
threat.

(3) Withdrawal of Initial Notification. 1f
the Deputy Administrator does not de-
termine that the individual poses a se-
curity threal, or upon review, the Ad-
ministrator does not determine that
the individual poses a security threat,
T8A serves upon the Individual a With-
drawal of the Initial Notification and
provides a copy of the Withdrawal to
the FAA Administrator.

() Nondisclosure of certain informa-
tion. In connection with the procedures
under this section., TSA does not dis-
close to the individual classified infor-
mation, as defined in Executive Order
12968 section 1.1(d). and reserves the
right not to disclose any other infor-
mation or material not warranting dis-
closure or protected from disclosure
under law.

(68 FR 3761, Jan, 24, 2003, as amended at 68
FR 49721, Aug. 19, 2003]

§1540.117 Threat assessments regard-
ing aliens holding or applying for
FAA certificates, ratings, or author-

izations.

(a) Applicability, This section applies
when TSA has determined that an indi-
vidual who is not a citizen of the
United States and who holds, or is ap-
plying for, an ajirman certificate, rat-

ing, or authorization issued by the
FAA Administrator, poses a security
threat.

(th) Definittons. The following terms
apply in this section;

Assistant Administrator means the As-
sistant Administrator for Intelligence
for THA,

Date of service means—

{1) The date of personal delivery in
the cage of personal service:

(2) The mailing dale shown on the
certificate of service;
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(3) The date shown on the postmark
if there is no certificate of service; or

(4) Another mailing date shown hy
other evidence if there is no certificate
of service or postmark.

Deputy Administrator means the offi-
cer next in rank below the Adminis-
trator,

FAA Administrator means the Admin-
istrator of the Federal Aviation Ad-
ministration.

Individug! means an individual whom

TSA determines poses a security
threat.
(¢) Security threat. An individual

poses a security Lhreat when the indi-
vidual is suspected of posing., or is
known to pose—

(1) A threat to transportation or na-
tional security:

(2) A threat of air piracy or ter-
rorism:

(3) A threat to airline or passenger
securily: or

(1) A threat to civil aviation secu-
rity.

(d) Representation by counsel. The in-
dividual may. if he or she so chooses,
be represented by counsel at his or her
own expense.

(e} Inttial Notification of Threat Assess-
ment—(1) Issuance. 1f the Assistant Ad-
ministrator determines that an indi-
vidual poses a security threat, the As-
sistant Administrator serves upon the
individual an Initial Notification of
Threat Assessment and serves the de-
termination upon the FAA Adminis-
trator. The Initial Notification in-
cludes—

(1) A statement that the Assistant
Administrator personally has reviewed
the materials upon which the Initial
Notification was based: and

(ii) A statement that the Assistant
Administrator has determined that the
individual poses a security threat.

(2} Request for materials. Not later
than 15 calendar days afler the date of
service of the Imitial Notification, the
individual may serve a written request
for copies of the releasable materials
upon which the Initial Notification was
based,

{3) TSA response. Not later than 30
calendar days. or such longer period as
TSA may determine for good cause,
after receiving the individual's reguest
for coples of the releasable materials

49 CFR Ch. XII (10-1-09 Edition)

upon which the Initial Notification was
based, TSA serves a response. TSA will
not include in its response any classi-
fied information or other information
described in paragraph (g) of this sec-
tion,

(4) Reply. The individual may serve
upon TSA a written reply Lo the Initial
Notification of Threat Assessment not
later than 1§ calendar days after the
date of service of the Initial Notifica-
tion, or the date of service of TSA's re-
sponse to the individual's request
under paragraph (e)(2) if such a request
was served., The reply may include any
information that the individual be-
lieves TSA should consider in review-
ing the basis for the Initial Notifica-
tion.

(5) TSA final determination. Not later
than 30 calendar days, or such longer
period as TSA may determine for good
cause, after TSA receives the individ-
ual's reply, TSA serves a final deter-
mination in accordance with paragraph
(1) of this section.

(f) Final Notification of Threat Assess-
ment-—(1) In general. The Depuly Ad-
ministrator reviews the Initial Notifi-
cation, the materials upon which the
Initial Notification was based, the indi-
vidual's reply, if any, and any other
materials or information available to
him,

(2) tssuance of Final Notification. If the
Deputy Adminigtrator determines that
the individual poses a security threat,
the Deputy Administrator serves upon
the individual a Final Notification of
Threat Assessment and serves the de-
termination upon the FAA Adminis-
trator. The Final Notification includes
a statement that the Deputy Adminis-
trator personally has reviewed the Ini-
tial Notification, the individual's
reply, if any, and any other materials
or information available to him. and
has determined that the individual
poses a security threat.

(3) Withdrawal of Initial Notification. If
the Deputy Administrator does not de-
termine that the individual poses a se-
curity threat, TSA serves upon the in-
dividual a Withdrawal of the Initial
Notification and provides a copy of the
Withdrawal to the FAA Administrator.

(8) Nondisclosure of certain informa-
tion, In connection with the procedures
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under this section, TSA does not dis-
close to the individual classified infor-
mation, as defined in Executive Order
12968 section 1.1(d), and T'SA reserves
the right not to disclose any other in-
formation or material nol warranting
disclosure or protected from disclosure
under law,

(68 FH 3768, Jan, 24, 2003]
Subpart C—Security Threat
Assessments

Spumck: 72 FR 3592, Jan. 25. 2007. uniess
otherwise noted

BFFECTIVE DATE NoTe: At 74 FR 47700,
Sept. 16, 2009, subpart C was revised. effec-
tive November 16, 2008. The new subpart ap-
pears after the text of Lhis subpart.

§1540.201 bility and terms
used in this subpart.

ia) This subpart includes the proce-
dures Lhat certain aircraft operators,
foreign alr carriers, and indirect air
carriers must use Lo have securily
threal assessments done on certain in-
dividuals pursnant to 49 CFR 1544.228,
1546.213, 1548.7, 1548.15, and 1548.16. This
subpart applies to the following:

(1) BEach airecraft operator operating
under a full program or full all-cargo
program idescribed in 49 CFR 1544.101(a)
or (h).

12) Bach foreign air carrier operating
under a program described in 49 CFR
1546.101(a), (h), or (e).

(3) Bach indirect air carrier operating
under a security program described in
19 CFR part 1548,

(4) Each applicant applying for
unescorted access to carge under one of
the programs described in (a¥l)
through (a)(3) of this section.

{6y Each proprietor, general partner.
officer, director, or owner of an indi-
rect air carrier as described in 49 CFR
1548.16.

(h) For purposes of Lthis subpart—

Apphicant means the individuals list-
ed in paragraph (a)4) and (a)5) of this
section.

Operator means an aircraft operator,
{foreign air carrier, and indirect air car-
rier listed in paragraphs (a)(1) through
taM3) of this section.

t¢) An applicant poses a security
threat under this subpart when TSA

§1540.203

determines that he or she is known to
pose or suspected of posing a threat—
(1) To national security:
(2) To transportation security: or
(3) Of terrorism.

[T2 FR 4692, Jan, 36, 2007: 72 PR 14049, Mar. 26,
2007)

§$1540.203 Operator responsibilities.

(a) Kach operator subject to Lthis sub-
part muast ensure that each applicant
described in §1540,201(a)(4) and (axs)
completes the Security Threat Assess-
ment described in this section.

(b} Each operator must:

(1) Authenticate the identity of the
applicant by—

(i) Reviewing two forms of identifica-
tion, one of which must be a govern-
ment-issued picture identification: or

(ii) Other means approved by TSA.

(2) Submit to TSA a Security Threat
Assessment application for each appli-
cant that is signed by the applicant
and that includes:

(1) Legal name, including first, mid-
dle, and last; any applicable suffix: and
any other names used previously.

(11) Current mailing address, includ-
ing residential address if it differs from
the current malling address, and all
other residential addresses for the pre-
vious five years, and e-mail address, if
the applicant has an e-mail address.

(1i1) Date and place of birth.

(iv) Soclal security number (submis-
ston 18 voluntary, although failure to
provide {t may delay or prevent com-
pletion of the threat assessment).

(v} Gender,

{vi) Country of citizenship, and if
naturalized in the United States, date
of naturalization and certificate num-
ber.

(vii) Alien registration number, if ap-
plicable.

(viii) The following statement read-
ing;

Privacy Act Nolice: Authority: The suthority
for collecting this information is 46 U.S.C.
114. 40113, and 49 U.8.C. 51034, Purpose: This
information is needed Lo verify your identity
and Lo conduct a Security Threat Assess-
ment to evaluate your suitability for com-
pleting the functions required by this posi-
tion. Failure Lo furnish your SSN may resalt
in delays in processing yvour application. but
will not prevent completion of your Security
Threat Assessment. Furnishing the other in-
formation is also voluntary: however. failure
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Constance Genter

Senior Counsel

Threat Assessment and Internal Investigations
TSA Headquarters

12" Floor, TSA-2

601 South 12" Street

Arlington, VA 20598

TSA does not disclose classified information, as defined in Executive Order
12968 section 1.1(d), and TSA reserves the right to not disclose any other information or
material not warranting disclosure or protected from disclosure under law.

You may, if you choose, be represented by counsel during this process at your
Own expense.

Not later than 30 calendar days. or such longer period as TSA may determine for
good cause, after TSA receives your reply, TSA will issue a final determination.

Sincerely,
Gale Rossides

Deputy Administrator

cc:  The Honorable J. Randolph Babbitt
Administrator
Federal Aviation Administration

enc.
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(3) The date shown on the postmark
if there 18 no certificate of service: or

(4) Another mailing date shown by
other evidence if there is no certificate
of service or postmark.

Deputy Administrator means the offi-
cer nexl in rank below the Adminis-
trator.

FAA Admunigtrator means the Admin-
istrator of the Federal Aviation Ad-
ministration.

Individual means an individual whom
TSA determines poses a security
threat.

(¢) Security threat. An individual
poses a security threat when the indi-
vidual is suspected of posing, or is
known to pose—

(1) A threat to transportation or na-
tional security;

(2) A threat of air piracy or ter-
rorism;

(3) A threat to airline or passenger
security; or

(4) A threat to civil aviation secu-
rity.

(d) Representation by counsel. The in-
dividua! may, if be or she so chooses,
be represented by counsel at his or her
oOWn BxXpense.

(@) Initial Notification of Threal Assess-
meni—(1) Issuance. If the Assistant Ad-
ministrator determines that an indji-
vidual poses a security threat. the As-
sistant Administrator serves upon the
individual an Initial Notification of
Threat Assessment and serves the de-
termination upon the FAA Adminis-
trator, The Initial Notification in-
cludes—

(1) A statement that the Assistant
Administrator personally has reviewed
the materials upon which the Initial
Notification was based: and

(ii) A statement that the Assistant
Administrator has determined that the
individual poses a security threat.

(2) Request for materials. Not later
than 15 calendar days after the date of
service of the Initial Notification, the
individual may serve a written request
for copies of the releasable materials
upon which the Initial Notificalion was
based

(3) TSA response. Not later than 30
calendar days, or such longer period as
TSA may determine for good cause,
after recelving the individual's request
for copies of the releasable materials

49 CFR Ch. Xl (10-1-09 Edition)

upon which the Initial Notification was
based. TSA serves a response, TSA will
not include in its response any classi-
fied Information or other information
described in paragraph (g) of this sec-
tion,

(4) Reply, The individual may serve
upon TSA a written reply to the Initial
Notification of Threat Assessment not
later than 15 calendar days after the
date of service of the Initial Notifica-
tion, or the date of service of TSA's re-
sponse Lo the individual's request
under paragraph (e)(2) if such a request
was served, The reply may include any
information that the individual be-
lieves TSA should consider in review-
ing the basis for the Initial Notifica-
tion.

(6) TSA final determinuation. Not later
than 30 calendar days, or such longer
period as TSA may determine for good
cause, after TSA receives the individ-
ual’'s reply, TSA serves a [inal deter-
mination in accordance with paragraph
(1) of this section.

(f) Final Notification of Threat Assess-
ment—{(1) In general. The Deputy Ad-
ministrator reviews the Initial Notifi-
cation, the materials upon which the
Initial Notification was based, the indi-
vidual's reply, if any, and any other
materials or information available to
him.

(2) fssuance of Final Notification. 1f the
Deputy Administrator determines that
the individual poses a security threat,
the Deputy Adminigtrator serves upon
the individual a Final Notification of
Threat Assessment and serves the de-
termination upon the FAA Adminis-
trator. The Final Notification includes
# statement that the Deputy Adminis-
trator personally has reviewed the Ini-
tial Notification. the individual's
reply, if any, and any other materials
or information available to him, and
has determined that the individual
poses a security threat,

(3) Withdrawal ef Initial Notification, 1§
the Deputy Administrator does not de-
termine that the individual poses a se-
curity threat, TSA serves upon the in-
dividual a Withdrawal of the Initial
Notification and provides a copy of the
Withdrawal to the FAA Administrator.

(8) Nondisclosure of certain informa-
tion. In connection with the procedures
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under this section, TSA does not dis-
close to the individual classified infor-
mation, as defined in Executive Order
12968 section 1.1(d), and TSA reserves
the right not to disclose any other in-
formation or material not warranting
disclosure or protected from disclosure
under law.

[68 FR 3768, Jan. 24, 2003]
Subpart C—Security Threat
Assessments

Sovres; T2 FR 8582, Jan. 25, 2007, unless
otherwise noted.

EFFECTIVE DATE NOTE: At 74 FR 47700,
Sept, 16, 2008, subpart C was revised, effec-
tive November 16, 2008, The new subpart ap-
pears after the Lext of this subpart.

$1540,201 licability and terms
used in?gg subpart.

(a) This subpart Includes the proce-
dures that certain aircraft operators,
foreign air carriers, and indirvect air
carriers must useé 10 have security
threat assessments done on certain in-
dividuals pursuant to 49 CFR 1544.228,
1546.213, 1548.7, 1548.15, and 1548.16. This
subpart applies to the following:

(1) Each aircraft operalor operating
ander a full program or full all-cargo
program described in 49 CFR 1544.101(a)
or (h).

(2) Each foreign air carrier operating
under a program described in 49 CFR
1546.101¢a), (b), or (e).

(3) Each indirect alr carrfer operaling
under a security program described in
49 CFR part 1548.

(4) Kach applicant applying for
unescorted access Lo cargo under one of
the programs described In  (a)l)
through (a)3) of this section.

(5) Each proprietor, general partner,
officer, director, or owner of an indi-
rect alr carrier as described in 49 CFR
1548.16.

(h) For purposes of this subpart—

Applicant means the individuals list-
ed in paragraph (a)(4) and (a)5) of this
section.

Operator means an atreraft operator,
foreign air carrier, and indirect air car-
rier listed in paragraphs (a)1) through
(a)(3) of this section.

(¢) An applicant poses a securily
threat under this subpart when TSA

§1540.203

determines that he or she is known to
pose or suspecled of posing a threat—
(1) To national security:
(2) To transportation security; or
(3) Of terrorism.

[72 FR 35392, Jan. 25, 2007, 72 FR 14049, Mar. 26,
20071

§1540.203 Operator responsibilities.

(a) Each operator subject to this sub-
part must ensure that each applicant
described in §1540.201(a)(4) and (a)®b)
completes the Security Threat Assess-
ment described in this section.

(b) Each operator must:

(1) Authenticate the identity of the
applicant by—

(1) Reviewing twa forms of identifica-
tion, one of which must be a govern-
ment-issued pleture identification; or

(ii) Other means approved by TSA.

(2) Submit to TSA a Security Threat
Assessment application for each appli-
cant that Is signed by the applicant
and that includes:

(i) Legal name, including first, mid-
dle, and last; any applicable suffix: and
any other names used previously.

(ii) Current mailing address. includ-
ing residential address if it differs from
the current mailing address. and all
other residential addresses for the pre-
vious five years, and e-mail address, if
the applicant has an e-mail address,

(iii) Date and place of birth.

(iv) Social security number (submis-
sion is voluntary, although failure to
provide {t may delay or prevent com-
pletion of the threat assessment),

(v) Gender.

(vi) Country of citizenship, and if
naturalized in the United States, date
of naturalization and certificate num-
ber.
(vii) Alien registration number, if ap-
plicable,

(viil) The following statement read-
ing:

Privacy Act Notice: Authority: The authority
for collecting this information is 49 U.8.C,
114, 40113, and 49 U.S.C. 5103a, Purpose. 'This
Information is needed to verily your identity
and to conduct & Security Threat Assess-
ment to evaluate your suitability for com-
pleting the fupctions required by this posi-
tion. Failure to furnish your SSN may result
in delays in processing your application, but
will not prevent completion of your Security
Throat A ent ishi the ather in-
formation is also voluntary: however, fatlure

Fur
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