






























































U8, Department of Homeland Security
Offica of Secirity Operations ;:

601 South E2th Street

Azlingmn_. VA 22202

MEMORANDUM TO: Federal Security Directors (FSD)
' ‘Supervisory Air Marshals in Charge (SAC)

FROM: ' Lee R. Kair
- Agsistant Administrator, OS50
Robert 8. Bray
Assistant Administrador, OLE/FAMS

SUBJECT: Counter-Terrorism Focus of VIPR Operations

The mission of the VIPR Program is fo promote public confidence in and proteet our Nation's
transportation systems through risk-based targeted deployment of integrated Transportation Security
Administration (TS A} assets in coordinated acnvmes fo augment the security of any made of :

trassportation.

All VIPR 0peraﬁons should be focused on prevention, detesrence and detection and of terrorism-
related activities, not based on iocal anti-crime initiatives, VIPR assets should continue to augment,
rather than replace, local law enforcement and transportation security assets.

Exaines of VIPR operations that would not mest the gmdancs of this directive include:
s Farefticket checks in mass ransit venues

¢ Primary enforcernent of Transportation Worker ldentification Card (TWIC) status

¢ Deaployment on local and interurban buses

=  Operations focused specifically on the detsation of I general criminal activity

* Screening ot mdmdu&s when legving a tramspartahon venue

Please reference MD 100.4 Transporiation Secumty Searches for additional guldemce regarding
sereening.

FSDs and SACs should review the planning and deployment of VIPR assets, focusing on counter-
terrotism operations. Cf particular impoﬁance is to focus deployments at locations of high risk,
considermg the potential human and economic consequences of a successful ferrorist attack and the
vulnerahilifies that a VIPR deployment can mitigate.

AL o .M

1£e R. Kair, Assistant Administrator, 0SO Date
M L ﬂM:( / zw/
Robert S. Bra istamt Adm:mmrator OLEFAMS Date
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CSX POLICE SUPER BOWL 2012
OPERATIONS ORDER

SITUATION DEPLOYMENT: Super Bowi 2012, Indianapolis, Indiana

DATE(S): ' Jan 29 thru Feb 5, 2012
DEPLOYMENT HOURS: 2417

THREAT: Current Intelligence reports indicate no known threat to the 2012 Super
Bowl, particularly as it relates to CSX assets and Infrastructure within the downtown
area of Indianapolis, IN. Under current information, consider all Intelligence reports for
Extremist groups and Terrorist organizations when approaching any situation.

MISSION:

Primary. CSX Police and Rapid Response Team will provide aacumy to diminish any
liabilities as it relates to CSX Infrastructure within the downtown Indianapolis area: as
well as pretecting the general public during this event.

Secondary. The CST Police and RRT members will provide emergency assistance to
any other Law Enforcement organization if warranted and/or requested during this

event.

TERRAIN: Primary area of operation is the elevated CTSX Tracks in the downtown
Indianapolis area, this area is referred to as the CSX U Interlocking confrolled by IC
Dispatcher (refer to Radio Frequencies listed) Agents will inspect and -maintain
~security using Indianapolis Union Station as central location. East to CP I1J (QS 0.80)
and west to E. Washington St. Bridge at (Ql 283.20). CSX elevated tracks are located
Y2 block north of Lucas Oil Stadium, venue for Super Bowl 2012, street location is
Capital and South Streets. Secondary areas of operations are CSX Avon yard located
in the city of Avon, Hendricks County Indiana and South Anderson yard located in the
city of Anderson, Madison County Indiana. The secondary areas will have inspection
teams in place to conduct inspection of all trains carrying hazardous material moving
into the Indianapolis area. See Annex A: :

CONCEPT OF OPERATION (COMMANDER’S INTENT):

Great Lakes Division Agents, RRT and DHS Viper team members will work as one unit
and will be strategically deployed to provide security during the above-mentioned
event and heightened security hours during game time activities.

Anngx B. Shift Schedule:

SCHEME OF MANUEVER:
All operations will be based upon a 24 hours period with 9 hour overlapping shifts

review. Note: Members of DHS Transportation Security Administration will accompany

team members during patrols. Members of the Federal Air Marshal's VIPER Teams

will be assigned to the team also upon review of their schedules and assets.
























AMTRAK SCHEDULE:

Amtrak Trains Operating during the event is as follows: (subject to change)
P050 — Chicago to Washington DC — Tue-Thru-Sat — 0010 hrs

P051 ~ Washington DC to Chicago — Wed-Fri-Sun — 0444 hrs

P318 — Chicago to Indianapolis —~ Mon-Wed-Fri-Sun — 2350 hrs

P317 — Indianapolis to Chicago — Tue-Wed-Fri-Sun — 0630 hrs

ANNEX/REFERENCES:
Annex A - Satellite iImages of Deployment Areas/Maps/TBA

Annex B — Work Schedules/TBA
Annex C- CSX Transportation Special Operating Plan/Hazmat restriction list TBA

Annex D- IMPD Public Safety Plan will all POC numbers/ TBA

GENERAL SAFETY NOTES: (subject to change)

1. Conduct Shift Operation Brisfing Changes and - Safety Briefings

2. Conduct personal risk assessments

3. All CS8X/DHS members are required to wear Police Safety Vests when operating on
or near Rail Operations and daily infrastructure inspections

4. During shift change, cut going unit will brief relieving unit on any and all incidents or
information prior to departure from operational area.

5. K-9 — No unit member will open or enter K-8 vehicle without direct permission from

handler — reference new department policy
6. All Injuries will be reported to shift leader and Commander in a timely manner.

— BE SAFE!
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Operational Response Plan
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Fire/Life Safety/Hazardous Materials Subcommittee Operational Response Plan
XL VI Super Bowl - Indianapolis, IN
February 5Sth, 2012

Mission Statement:

The mission of this sub-committee is to implement an operational plan for the response to and mitigation of
incidents involving fire, life safety, and hazardous materials incidents to include Weapons of Mass Destruction
(WMD) which may impact the SEAR 1 (Special Event Assessment Rating Level 1) Event. The committee is
comprised of representatives from local, state and federal agencies which have crisis and conscquence
management responsibilities related to thcse subjects.

General Overview:

The 2012 Super Bowl Event Area is defined as the Lucas Oil Stadium (1.LOS) and the area within the LOS
secure perimeter, and supporting arcas such as the NFL Experience in the Indianapolis Convention Center, and
the official NFL venues/hotels. This committee has assessed the defined areas and developed a response plan
which includes dedicated assets, predetermined evacuation routes, predctermined staging areas, predetermined
decontamination areas and an integrated response from mutual aid responders local, state and fedcral. Included
in this plan is the composition, numbers, specific role, area of responsibility, and staging location of each
element as it pertains to the Operational Response Plan. Several specialized personnel from various government
agencies are being utilized to enhancc the capabilities of local and state assets.

& Indianapolis Fire Department (IFD), and the Indianapelis Metropolitan Police Department (IMPD) arc
providing the majority of the assets and personnel dedicated to fire/life safety and hazardous materials

operations.
Additional supporting agencies:

53 Civil Support Team (Indiana National Guard)
Indiana State Police (ISP)

Marion County Health Department

FBI Hazardous Materials Response Units
Department of Energy (DOL)

Environmental Protection Agcncy (EPA)
Transportation Safety Administration {TSA)

Bureau of Alcohol, Tobacco, & Firearms (ATF)
Federal Bureau of Investigations (FBI)

Indiana Department of Homeland Security (TDHS)
Indiana Department of Emergency Management (IDEM)
Indiana State Fire Marshalis Otfice

Department of Homeland Security (DHS)

CSX Railroad Police Department

United States Postal Inspectors

" United States Secret Service




- Yndianapolis Fire Department Area Command:

in order to maintain situational awareness of events happening throughout the metropolitan area, and to insure
that responses to actual or perceived incidents are responded to in a timely, effcctive, and appropriate fashion, it
is propused that an Arca Command be established. Representatives from the Indianapolis Fire Department,
Indianapolis Metropolitan Police Department and the Division of Homeland Security will make up the area
commanders in the unified command post. The Indianapolis Fire Area Commander will oversee hazardous
materials responders, fire department personnel, emergency medical personne! and environmental health
activities in the Hard and Soft zones related to Super Bowl XL VI venues. Fire Control will notify the SB XLVI
Area Command of any incident commands established in the city in order to maintain situational awareness and
determine if that incident may be related to the events related to SB XLVT or of another large scale incident that
may require re-distribution of manpower and assets.

The Fire Area Commander will maintain contact with the five functional Section Chiefs in the downtown area.

The Area Command Post will be established on the grounds of the Public Safety Compound located at 545 W.
McCarty St.

Continuity of Operations:

It will be necessary to continue normal public safety operations during the Super Bowl so it will be very
important to use resources only where needed. Any service requests that are outside operational times and dates
of this plan will be handled by the normal 911 system and following IFD standard operating procedures,

e Indianapolis Fire Department resources assigned 1o the downtown area during events leading up to and
uncluding the super bowl are made up of units fixed in place, mobile units within the hard/soft zone, and units
staged outside the immediate area. This organization provides for the initial operations to begin immediately,
with a progressive reach back capability, if on site resources and fixed sites arc compromised.

The Indianapolis Fire Department will operate a typical Inctdent Management Team structure that consists of
Command and General Staff positicns as well as functional branches. The Area Commanders and most of the
general staff positions will be in the Unified Command Center located at the Public Safety Compound located at
545 W. McCarty St.

The exception to this will be on game day when the Area Command will move to the Lucas Oil Stadium Public
Safety Operations Center. This will allow situational awareness through the technology in the center as well as
close contact with National Football League Officials.

Joint Hazard Interdiction j!‘eggg s (HIT)

The Joint Hazard Interdiction Tcams (HIT) was developed to provide a quick and cohesive response team that
is able to provide immediate incident assessment as well as joint command, control, and comumunications during
actual or potential incidents at Special Events. During the 2012 Super Bowl, cach HIT will bc comprised of
hazmat technician representatives from Indianapolis Firc Department (IFD), the Indianapolis National Guard
53 Civil Support Team (CST), the FBI Hazardous Materials Operations Unit (FBI HMOU) and the
_Indianapolis Metropolitan Police Department Explosive Device Response Team (IMPD EDR).

] partnership created by joining these agencies provides for a rapid, effective, and concise deployment of
*...anical resources during major events. Each HIT is able to share information and request appropriate response
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-~ =lements based on a rapid on-site assessment and the advanced knowledge of all security and response plans.
eneral responsibilities of the membecrs are as follows:

Note:

IFD - Rcpresent the local agency having jurisdiction with respect to Fire/Lifc Safety/Hazmat incidents
and operations. The IFD representative is the leader on all life safety issues.

IMPD EORD - Represents the local agency having jurisdiction with respect to Explosive Ordinance
incidents and operations, The IMPD representative is the leader on all explosive ordinance issucs.

53" CST - Support local assets with respect to Fire/Life Safety/Hazmat incidents.

FBI HMOU - Support local assets with respect to Fire/Life Safety/Hazmat incidents. This asset will be
in a supporting role unless if is determined to be a criminal incident.

All members will consult/confer with each other and ranking officials as to actions being taken and

further actions advised, i.e.; level of response, cvacuations, etc.

Command and Control

The HIT assets asscmbled for Super Bow! 46 will be dispatched from the HIT Desk located at the Public safety
Compound. A HIT Group Supervisor will be available to manage the HIT asscts in the event of multiple HIT
requests.

HIT will respond to the following:

e Any fire or rescue incident, or medical emergency involving multiple patients.
e An actual/suspected release of an unknown chemical, biological, or radiological agent.
» Unattended/suspicious packages.
e The functioning of any hazardous device or improvised explosive device (IED).
* Any structural collapse.
e Any confined space emergency.
e Any Law Enforcement Tactical operation involving Hazardous Materials.
» Any incident that may have an impact on the LOS site, ICC or any Super Bowl venue/hotel.
e Any incident when directed by the All Hazard Desk in the JOC, :

HIT will perform the following:

Rapid situation assessment.

Establish incident command.

Regquest the appropriate resouices as needed (Sampling Team, Fire, EMS, etc).

Notify and advise the HIT Desk at the PSC of all actions being taken and any recommendations.
Each member will make appropriate notifications to their respective agencies as required.

Note: Command of the incident will subsequently change/be relinquished to the appropriate responding units in
accordance with established proccdures/jurisdiction or as directed by the Hit Desk at the PSC.

. HIT will offer an immediate response capability to provide an on scene assessment of any fire/life safery
~ident, hazardous matcrials concerns cvaluate the thrcat and make recommendations and coordination of
tional response resources as appropriate.




- HIT team members will be in communication with their respeciive agencies, the HIT Desk at the PSC, and will
nsure all matters of significance are receiving adcquate attention and resources from the tesponding HIT(s).

The HIT’s will carry minimal portable detection/monitoring equipment along with their own PPE (Personal
Protective Equipment) to aid in the detection of hazardous materials, will coordinatc sampling and testing of
samples by calling the appropriate Sampling Team assets forward.

HIT personnel will be dressed discreetly, without agency logos.

HITs will not be used to mitigate the problem except where an immediate and inescapable threat to human lite
cXists.

Communications Plan for HIT:

» A HIT Operations Channel will be established and moenitored by the HIT Desk at the Public Safety
Compound and IFD Area Command. This will be the primary HIT dispatch mechanism through the HIT
Desk at the PSC.

e Each member of HIT will maintain and monitor all additional means of communication supplied by
their respective agencies.

o Each member of HIT will maintain celiular and/or other commercial communications as a backup to
radio communications,

reserve HIT will be staged at the Public Safety Compound located at 545 W. McCarthy.

The staging location for the HIT teams working the event venues will be decided at a later date.

Areas of Responsibility/Hours of Operation:

Joint Operations Center (JOC)
All Hazards Desk

City & State Desk

Two command staff personncl for the Indianapolis Fire Department, in support of the JOC at the All Hazards
Desk and City & State Desk located at the Marion County Regional Operations Center (ROC) during scheduled
operational periods. -

The JOC all Hazards Desk will munage all incidents with a CBRNE nexus and communicate and coordinate all
responses with the Public safety Compound (PSC) for subscquent investigation and resolution applicably
deployed public safety assets.

The JOC City & State Desk will support resource requests from the Super Bowl Area Cominand and stay
updated on other fire/lifc safety/hazardous materials incidents within Indianapolis and State of Indiana. The
JOC City & State Desk must be ready to support resource requests and communicate with the Public Safety
- Compound {PSC) to maintain situational awareness between the City, State, JOC and PSC.

The JOC will be staffed as follows:




Thursday, January 26, 2012
2:00pm — 10:00pm -

Friday, January 27, 2012
2:00pm - 10:00pm —

Saturday, January 28, 2012
2:00pm — 10:00pm —

Sunday, January 29, 2012
2:00pm — 10:00pm —

Monday, January 30, 2012
6:00am — 2:00pm —
2:00pm — 10:00pm —

Tuesday, January 31, 2012
6:00am — 2:00pm —

2:00pm — 10:00pm -

IFD Chief Officer - City & State Desk
IFD HM Tech — All Hazards Desk

IED Chiefl Officer — City & State Desk
IFD HM Tech — All Hazards Desk

[FD Chief Officer — City & State Desk
IFD HM Tech - All Hazards Desk

IFD Chief Officer — City & State Desk
IFD HM Tech — All Hazards Desk

IFD Chief Officer — City & State Desk
IFD 1M Tech - All Hazards Desk
IFD Chief Officer — City & State Desk
IFD 1M Tech - All Hazards Desk

IFD Chief Officer — City & State Desk
IFD HM Desk — All Hazards Desk
IFD Chicf Officer — City & State Desk
IFD HM Tech - City & State Desk

Wednesday, February 1, 2012

6:00am — 2:00pm —
2:00pm - 10:00pm —
Thursday, February 2, 2012
6:00am — 2:00pm —
2:00pm ~ 10:00pm —
Friday, February 3, 2012
6:00am — 2:00pm ~
2:00pm ~ 10:00pm —

10:00pm - 6:00am --

IFD Chicf Officer - City & State Desk
IFD HM Tech — All Hazards Desk
IFD Chief Officer -- City & State Desk
IFD HM Tech — All Hazards Desk

[FD Chicf Officer — City & State Desk
IFD HM Tech — All Hazards Desk
IFD Chiet Officer -- City & State Desk
IFD HM Tech — All Hazards Desk

IFD Chief Officer -- City & Statc Desk
IFD HM Tech — All Hazards Desk
IFD Chief Officer — City & State Desk
IFD HM Tech — All Hazards Desk
IFD Chicef Officer — City & State Desk
IFD HM Tech — All Hazards Desk




Saturday, February 4, 2012
6:00am - 2:00pm —  IFD Chief Officer — City & State Desk
IFD HM Tech — All Hazards Desk
2:00pm - 10:00pm — IFD Chief Officer -- City & Statc Desk
IFD HM Tech — All Hazards Desk
[0:00pm — 6:00am — [FD Chiet Officer - City & Statc Desk
IFD HM Tech - All Hazards Desk

Sunday, February 5, 2012 '
6:00am — 2:00pm —  IFD Chief Officer — City & State Desk
IFD HM Tech —~ All Hazards Desk
2:00pm -~ 10:00pm - IFD Chief Officer - City & State Desk
IFD HM Tech — All Hazards Desk
10:00pm - 6:00am — [FD Chief Officer -- City & Statc Desk
IFD HM Tech — All Hazards Desk
Monday, February 6, 2012
6:00am — 2:00pm —  IFD Chief Officer — City & State Desk
[FD HM Tech — Al Hazards Desk
2:00pm — 10:00pm — IFD Chief Officer — City & State Desk
IFDD HM Tech — All Hazards Desk
Public Safety Compound (PSC)

HIT Desk (Bomb Managemeant Center) (BMC)
-5 West McCarty Street, Indianapolis, IN

The primary operational location for the CBRNE group will be the HIT Desk and will be located
at the PSC. The Hit Desk will be staffed with a representative from the EDR group, IFD Hazmat Team, and/or
HDOC. The HIT Desk will commence operations on Thursday, January 26, 2012 commensurate with the
initiation of the JOC. The HIT Desk will cease operations on February 6, 2012.

All responscs to potential BBRNE incidents are managed by the HIT Desk/BMC, which will act
as a forward command post, provide applicable support, and ensure that all incidents with a CBRNE nexus are
subsequent investigated and resolved with applicably deployed public safety assets, to includc HITS. The Hit
Desk/BMC will ensure that investigative and resolution status of all incidents with a CBRNE nexus arc
immediately communicatcd to the JOC All Hazards Desk. '

The HIT Desk will be staffed as follows:

Thursday, January 26, 2012
2:00pm — 10:00pm — IFD HM Tech

Friday, January 27, 2012
2:00pm - 10:00pm — IFD HM Tech

Saturday, January 28, 2012
2:00pm — 10:00pm — IFD HM Tech

Sunday, January 29, 2012
2:00pm - 10:00pm - IFD HM Tech
8




Monday, Janué:y 30, 2012
6:00um ~ 2:00pm — [FD HM Tech
2:00pm - 10:00pm — TFD HM Tech

Tuesday, January 31, 2012
6:00am -- 2:00pm - IFD HM Tech
2:00pm —~ 10:00pm —~ 1FD HM Tech

Wednesday, February 1, 2012
6:00am - 2:00pm - IFD HM Tcch
2:00pm - 10:00pm - TFD HM Tech

Thursday, February 2, 2012
6:00am — 2:00pm —~ IFD HM Tech
2:00pm - 10:00pm - IFD HM Tech

Friday, February 3, 2012
6:00am - 2:00pm - IFD HM Tech
2:00pm — 10:00pm — IFD HM Tech
10:00pm — 6:00am — [FD IIM Tech

Saturday, February 4, 2012
6:00am - 2:00pm — IFD HM Tech
2:00pm — 10:00pm — IFD HM Tech
10:00pm — 6:00am — IFD HM Tech

Sunday, February 5, 2012
6:00am - 2:00pm — IFD HM Tech
2:00pm — 10:00pm — IFD HM Tech
10:00pm ~ 6:00am — IFD HM Tech

Monday, February 6, 2012
6:00am — 2:00pm — IFD HM Tech
2:00pm ~ 10:00pm ~ IFD HM Tech

Lucas Oil Stadium (L.OS)
Super Bowl XLVI

500 South Capitol Avenuc, Indianapolis, IN.

ITITs assigned 1o LOS will have primary responsibility for all incidents and/or requests for
service occurring both inside LOS and Immediately outside LOS within the security perimeter. HITs will
maintain their presence within their assigned areas unless directed by the Hit Desk to respond to another area to

assist.

HITs assigned to LOS will stage at pre-designated locations which are still being identified..

1.OS will be staffed as follows:




Friday, IFebruary 3, 2012:
8:00pm — 2:00am (Sat) — Facility Sweep — All Hands

Saturday, February 4, 2012:
9:00am — 4:00pm — HIT - IFD HM Tech
9:00am - 4:00pm — HIT — [FD HM Tech
4:00pm — 12:00 midnight — HIT — [FD HM Tech
4:00pm - 12:00 midnight — HIT — IFD HM Tech

Sunday, February 5, 2012:
10:00am — 4:00pm ~ HIT (interior) — IFD HM Tech
10:00am - 4:00pm — HIT (interior) — [FD HM Tech
10:00am — 4:00pm — HIT (exterior) — IFD HM Tech
10:00am - 4:00pm — HIT (exterior) - IFD HM Tech
4:00pm ~ 2:00am (Mon) — HIT (interior) — IFD [IM Tech
4:00pm — 2:00am (Mon) — HIT (interior) — IFD HM Tcch
4:00pm — 2:00am (Mon) — HIT (exterior) — IFD HM Tech
4:00pm - 2:00am (Mon) — HIT (exterior) — IFDD HM Tech

Indianapolis Convention Center (ICC)
NFL Experience (NFLX)

*9%Q South Capitol Avenue, Indianapolis, IN.

HITs assigned to ICC for NFLX events will have primary responsibility for all incidents and/or
requests for service occurring both inside and immediately adjacent to ICC. '

HITs assigned the ICC venue will also have responsibility for the NFL Village located on
Georgia Street between Capitol and Pennsylvania avenues as well as the HFL Tail Gate/Game day Far Plaza
Event located in the parking lots between the ICC and LOS. HITs will maintain their presence within their
assigned areas vnless directed by the Hit Desk to respond to another area to assist.

HITs assigned to the ICC will stage in rooms 108/109 in the interior of ICC. HITs will also stage
one (1) Bomb Response Truck on Maryland Avenuc which will provide flexibility for response (o either the
ICC or adjacent relatcd SBXLVI venues.

The ICC wilf be staffed as follows:

Friday, January 27, 2012:
8:00am ~ 12:00pm — Facility Sweep — All hands
2:00pm — 10:30pm —~ HIT ~ IFD HM Tech
2:00pm - 10:30pm — HIT — IFD kM Tech

Saturday, January 28, 2012:
9:30am — 4:00pm — HIT ~ [FD HM Tech
9:30am — 4.00pm — HIT -~ IFD HM Tech
4:00pm — 10:30pm — HIT — IFD HM Tech
4:00pm — 10:30pm — HIT - IFD HM Tech
10




Sunday, January 29, 2012:
8:30am - 3:30pm — HIT - [FD HM Tech
10:30am ~ 3:30pm — HIT ~ IFD HM Tech
3:30pm — 8:30 — LIIT — IFD HM Tech
3:30pm — 8:30 — HIT - IFD HM Tech

Monday, January 30, 2012:
12:30pm — 8:30pm — HIT — IFD HM Tech
2:30pm -- [(:30pm ~ HIT - IFD> HM Tech

Tuesday, January 31, 2012:
2:30pm ~ 10:30pm - HIT — IFD HM Tech
2:30pm — 10:30pm — HIT — IFD HM Tech

Wednesday, February 1, 2012:
10:30am - 2:30pm -- HIT - [FD HM Tech
2:30am - 10:30pm — HIT — IFD HM Tech
2:30am - 10:30pm — HIT — IFD HM Tech

Thursday, February 2, 2012:
12:30pm — 8:30pm — HIT — [FD HM Tech
2:30pm — 10:30pm — HIT - IFD HM Tech
2:30pm — 10:30pm — HIT — [FD HM Tech

Friday, February 3, 2012:
2:30pm — 10:30pm — HIT — IFD HM Tech
2:30pm - 10:30pm ~ HIT - IFD HM Tech

Saturday, February 4, 2012:
9:30am — 3:30pm — HIT — TFD HM Tech
9:30arn - 3:30pm — HIT - IFD HM Tech
3:30pm — 10:30pm — HIT — IFD HM Tech
3:30pm - 10:30pm — HIT — IFD HM Tech

Sunday, February 5, 2012:
12:00pm — 9:30pm — HIT — IFD HM Tech
12:00pm — 9:30pm — HIT — [FD IIM Tech

Indianapoiis Area / Downtown (IAD)

HITs assigned to TAD arc considered area mobile teams and will have responsibility for all
incidents and/or requests for service occurring outside the SBXLVI perimeter. This responsibility includes all
NFL venues, sanctioncd events, and request for service which occur exterior to the SBXLVI perimeter. In
- ~Adition, IAD HITs will be preparcd to respond into the SBXLVT perimeter should the need arise.

HITs assigned to IAD will stage at a pre-designated area still to be determined
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IAD will be staffed as follows:

Friday, January 27, 2012;
4:00pm — 12:00 midnight — HIT — IFI> HM Tech

Saturday, January 28, 2012:
4:00pm — 12:00 midnight — HIT - [FD IIM Tech

Sunday, January 29, 2012:
4:00pm — 12:00 midnight — HIT — TFD HM Tech

Monday, January 30, 2012:
4:00pm — 12:00 midnight — HIT — JFD HM Tech

Tuesday, January 31, 2012:
4:00pm — 12:00 midnight — HIT - IFD HM Tech

Wednesday, February 1, 2012:
4:00pm — 12:00 midnight — HIT - IFD HM Tech

Thursday, February 2, 2012:
4:00pm ~ 12:00 midnight — HIT — IFD HM Tech

Friday, February 3, 2012:
9:30am — 6:30pm — HIT — IFD HM Tech
4:00pm - 12:00 midnight — HIT — IFD HM Tech

Saturday, February 4, 2012:
9:30am — 6:30pm — HIT — IFD HM Tcch
4:00pm - 12:00 midnight — HIT — IFD HM Tech

Sunday, February §, 2012:
10:00am — 4:00pm — HIT — IFD HM Tech
4:00pm — 2:00pm - HIT — IFD HM Tech
4:00pm ~ 2:00pm — HIT — IFD HM Tech

VACIS QOperational Site {(VOS)
514 Drover Street, Indianapolis, IN.

HITs assigned to VOS will have primary responsibility for all incidents and/or requests for
service occurring with a nexus to VACIS operations. The VOS site will also possess a Large Vehicle Bomb
Limprovised Explosive Device (LVBIED) mitigation area.

For purposc of operational clarification, the VACIS site will operate two (2) inspection lanes
dedicated to NFL deliveries. On Friday, February 3, 2012, a third VACIS lane will be established and dedicated
“Inited States Postal Service (USPS) related deliveries. This third VACIS lane will operate on a continual

.S untit 4:00 am on Sunday, February 3, 2012.
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VOS will be staffed as follows:

Monday, January 30, 2012:
6:00am — 12:00pm — HIT - IFD HM Tech
12:00pm - 6:00pm - HIT - IFD HM Tech

Tuesday, January 31, 2012:
6:00am -~ 12:00pm ~ HIT — IFD HM Tech
12:00pm — 6:00pm — HIT - IFD HM Tech

Wednesday, February 1, 2012:
6:00am — 12:00pm — HIT — [FD HM Tech
12:00pm — 6:00pm — HIT — JFD HM Tech

Thursday, February 2, 2012:
6:00am — 12:00pm ~ HIT ~ IFD HM Tech
12:00pm — 6:00pm — HIT — IFD HM Tech

Friday, February 3, 2012:
6:00am — 12:00pm - HIT - IFD HM Tcch
12:00pm — 6:00pm — HIT - IFD HM Tech

Saturday, February 4, 2012:
6:00am — 12:00pm — HIT — [FD HM Tech
12:00pm - 6:00pm — HIT — IFD HM Tech

Sunday, Fcbruary 5, 2012:
6:00am — 10:00am — HIT - [FD HM Tech

Sampling Team

A Sampling Team will be established for the purposes of providing a rapid, cohesive response eicment in
support of HIT Operations during the SBXLVI Event. The Sampling Team will be comprised of local, state,
and federal assets that provide a capability to detect, monitor, collect, and in some instances analyze hazardous
materials.

The Sampling Team will have the capability to collect Public Safety Samples for the purposes of providing the
Incident Commander with information to guide response. This capability will be Ied by the Marion County
Health Department.

The Sampling Team will have the capability to collect evidence in support of a criminal investigation. This
capability will be led by the FBIL. ' .

- The Sampling Team will have the capability to respond to situations involving Biological, Chemical, and/or
'iological materials.

U e Sampling Team will be comprised of personnel from the following agencies:
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s Marion County Health Department

o 53 Indiana National Guard Civil Support Team

e Department of Energy

» Environmental Protection Agency

s [FBI Fgazardous Materials Scicnce Response Unit
s FBI Hazardous Materials Response Team Unit
s FBI Hazardous Materials Response 'I'eam

e IDEM

The Sampling Team will be staged in the Public Safety Compound. Upon discovery of a potential or crediblc
hazardous materials incident, the HIT will contact the HIT Desk to request specitic assets from the Sampling
Team to move forward to the incident site.

The cntire Sampling Team will not normally move forward as 4 unit, only the assets required to perform the
task requested.

The Sampling Team will develop Standard Operating Protocols for the collection, transportation, and analysis
of samples and evidence. (See Annex #1)

Areas of Responsibility/Hours of Operation:

lividuals assigned to the Sampling Team are qualified experts from their respective agencics. During the
«J12 Super Bowl the Sampling Team will be on standby in the PSC anytime the HITs are operational in the
ficld. .

Indianapolis Fire Department Fast Action Suppression Team (FAST)

FAST will consist of two (2) Indianapolis Fire Department represcntatives. Each FAST will be dedicated to a
specific division of the venue. They will provide initial assessment, establish incident command, and mitigate
incidents involving fires, smoke, or alarms within their assigned arca of operation.

FAST Response
FAST wil! respond to the following situations:

» Any fire incident within their scctor
* Any location as directed by HIT
e Any location as directed by LOS Stadium Command or IFD Area Command
FAST Duties
FAST will perform the following duties:
e General Fire/EMS/Life Safety surveillance
e Fire Suppression activities as necded
e Size-up and resource requesting through Stadium Public Safety Operations or IFD Area Commanders

- - e Technical Rescue size-up and simple mitigations
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e EMS functions as directed by Stadium Command or IFD Area Command
1ea of Responsibility
FAST 1,2,3,4 will be inside 1.OS on Sunday 2/5
FAST 5 & 6 will be inside the Inner Perimetcr on Sunday 2/5
FAST 7 will be assigned the Convention Center/NFL Experience on Sunday 2/5
FAST 8 (Grass Rig 53) will be used for inaccessible areas of downtown in licu of full-size assets

To support the FAST teams in LOS and Convention Center, an IFD Engine Company will be stationed on the
Fire Department Connection (Capitol St. Side of .OS & Maryland St. side of ICC) with the intent to supply the
fire department conncction if the FAST requests water.

Communications Plan

Each member of a FAST will maintain and monitor all means of communication supplicd by their respective
agency.

FASTs will report to the assigned IFD Branch Director

Structural Fire Suppression Operations Plan

Reports of structural fire alarms, smoke in the arca, or visual fire reports in the area of L.OS or ICC wili be
managed by the FAST teams.

the event that additional resources arc needed it will be requested through the Arca Commander and will be
Jer the direction of the LOS or ICC Branch Director.

Station 19 staging:

Resource Type Manpower
Engine 19 L\ 4 -3+0IC
Engine A 4 - 3+01C
Ladder 19 A 4 - 3+0IC
Ladder A 4 -3+0IC
Battalion Chief 2 — Aide+OIC

A resource list of Suppression companies assigned to staging will be included at a later date.
The resources assigned to the staging arca will report to the staging area manager.

Urban Search & Rescue (US&R)

» The Indiana Task Force | US&R Team will on standby during the Super Bowl. During daytime hours, the team

will be available within a 2-hour response time. After hours response will be via normal US&R request
procedures.

- Emergency Medical Services
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- 1FD, IEMS and IU Health are the lead agencies for all cmergency medical services supporting the Super Bowl;
1ey will be providing assets and personnel for routine operations as well as assets and personnel to provide
medical care and support emergency opcerations within the event area of operations

Hazardous Materials Response

In the event of a full hazardous materials response in the venue or in other locations in downtown Indianapolis,
the following assets will respond:

Resource Type Manpowecr
Engine 13 A 4 - 3+01C
Ladder 13 A 4 - 3+0IC
Tactical 13 Dual Staffed
Squad 13 2 — 1+0IC
Battalion 13 2- 1+0IC

ALS transport will be needed if team moves up.

As needed:
- (DYHIT
53 Civil Support Team (CST) assets
o Analytical Laboratory System
o Unified Communications Suite (UCS)
o Advon Command Suburban.
-  DOE Assets
EPA Assets
FBI Assets

]

Hazardous Materials Operations Plan

The Hazmat Branch Director shall locate at IFD Station 13 and provide command and Lomrol of Hazmat
Branch resources as directed by Operations Section Chief.

Hazmat Task Force 13 (Hazmat 13) will be staged at [FD Station 13 and conduct Hazmat operations as directed
by the Hazmat Branch Director. There areas of responsibility include the venue aréas supporting SB XLVL

53rd WMD CST will be staged at the Public Safety staging area and conduct Hazmat operations as directed by
the Hazmat Branch Dircctor or Area Command. Their areas of responsibility include the entirc Hard/Soft Zonc.

The 53 WMD CST will also provide members for each HIT team in opcratmn

Huzmat Branch Staffing

Hazinat Branch Director —  IFD Battation Chief (Command Unit)
" Hazmat 13 - IFD 2 officers, 1 engineer, 5 FF’s/Hazmat Tech (Tactical Unirt)
ad 13 - IFD | officer, | engineer (ALS Unit)
~ gine Company ? - IFD 1 officer, 1 engineer, 2 FF's (Type | Fire Enginc)
53¢ 5T - Indiana National Guard Unit
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7 "ALS Transport TEMS 1 EMT, | Paramedic (ALS transport Unit)

Decontamination (Gross Decontamination/Technical Decontamination Plan):

The following make up the dedicated assets for a decontamination response:

- One Battalion Chief — IFDD

- Four Engine Companies — IFD

- Two Ladder Companies — IED

- One ITazardous Matcrials Unit — IFD

- Four ALS Ambulance Units — [FD

- IMPD Resources

As needed:
- (1) HIT
53" Civil Support Team (CST) assets

o Analytical Laboratory System
o Unified Communications Suite (UCS)
o Advon Command Suburban.

- DOE Assets

- EPA Assets

Primary sites:

.cation: South St. & Senate
Purpose: Gross Decontamination
Number: Decon Site |
Staffing: Two Engine Companies & One [.adder Comp

Location: Post Office Maintenance Garage

Purpose: Technical Decontamination

Number: Decon Site 2

Staffing: Two Engine Companies & One Ladder Company & IFD Decontamination Task Force

Environmental Monitoring

Environmental monitoring in and around LOS will be conducted by (to be determined and written by
committee)

Any samples collected within LOS will be Field Screened to determine the appropriate faboratory for analysis.

Biological samples will be transported to the Marion County Department of Public Health Lab, which is the
locat LRN Laboratory. Samples will be transported by FBI personnel. For further details, refer to the Sampling
Team Guideline Document (Annex #1).

Chemical samples will be Field Screened for their relative volatility and threat, and transported to an
~~oropriate laboratory for analysis. For further details, refer to the Sampling Team Guideline Document (Annex
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" Radiological samples will be Field Serecned to rule out other threats, spectra obtained, and identified via DOE
isets. For further details, refer to the Sampling 'Team Guideline Document (Annex #1).

Radiological Screening

Screening for the presence of radiological materials will be performed in support of Super Bowl 2012.
Activities will include but are not limited to screening of vehicles and persons entering the LOS perimeter.

Agencies involved in radiological screening will include:

¢ Department of Energy
¢ Environmental Protection Agency
¢ Transportation Safety Administration

The DOE is the lead Federal Agency for the radiological screening initiative, and will develop the plan for that
activity (Refer to Anncx #2)

FEDERAI BUREAU OF INVESTIGATION (FBD)

The FBI is supporting the 2012 Super Bowl with the following assets:

Hazardous Materials Response Tcams Unit (HMRTU) & Hazardous Materials Response Team (HMRT)

¢ HMRTU & BMRT component at the Super Bowl will be comprised of:
e Two (2) Supervisory Special Agents (SSAs)
e TBD #s HMRT
o Program Analyst

The SSA’s will be assigned to the Sampling Tcam and the JOC/FBI CP (TBD), the HMRT will be assigned to
the Sampling Team, and the Program Analyst will be assigned to the JOC.

The SSA’s will provide command and control of HMRT tesources, and will act as team leaders in the event of a
hazardous materials crime scene response.

The FBI will deploy HMRT personnel to support the Sampling Team. All requests to deploy HMRT resources
will be coordinated by the HMRTU SSA. Once deployed to a scene, the HMRT Team Leader will maintain
communication through the HMRTU SSA. Operaticnal and safety guidance will be scught through the on-
scene HIT and HMOU Hazmat Officer. Each HMRT will respond to an incident with appropriate equipment
and personnel to effectively collect evidence within a hazardous environment.

Hazardous Materials Science Response Unit (HMSRU)

The HMSRU component at the Super Bow! will be as follows:
¢ (1) Chernist
e (1) Microbiologist
v (1) Nuclcar Specialist
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- T'TMSRU scientists will provide scicntific and technical assistance, including scientific assessments of hazardous

iterials incidents, and technical advice during field screcning, material recognition, and collection and
preservation activities. HMSRU will be assigned to the Sampling Team, and will take the Icad by developing
the sampling plan during the collection of evidentiary sampies.

Hazardous Materials Operations Unit
The HMOU component at the Super Bowl will be as follows:
e (2) Supervisory Hazardous Materials Officers (S/HMO)
e (5) Iiazardous Materials Officers (HMO) & Hazardous Materials Specialists (HMS)

The HMO/HMS will provide real-time evaluation and assessment of evolving and potential threats as part of the
HITs. The HMO/HMS will provide support to any investigation that involves Confined Spaces or other
technical hazards. The HMOs will provide support to any FBI Tactical Operation requiring a HMO.

HMOU will provide a Supervisory HMO for LOS Stadium Command to assist in the coordination of the HITs.

Department Of Energy (DOE

The Department of Energy is supporting Federal Bureau of Investigations (FBI) and the 53rd CST (Civil
Support Team) in operations relfated to radiological hazards. It is anticipated that prc-mapping and real time
surveillance will be provided.

» DOE Radiological Assistance Program (RAP) teams will conduct pre-event surveillance of radiotogical
.anations from areas designated by the FBI, IMPD or IFD. RAP members will be assigned to the Sampling
Team as appropriate in order to identify any radiological sources of concern during the Super Bowl.

DOE Radiological Identification Teams will be located outside the LOS in order to conduct analysis of potential
radiological sources. They will be deployed at the request of the responding HIT via the appropriate Command
Element.

Environmental Protection Agency (EPA

The EPA is supporting FBI and DOE operations related to radiological hazards. EPA will be coordinating with
DOE on pre-mapping and real time surveillance.

The EPA will be assigned to the Sampling Team as appropriate in order to assist in the identification of
radiological sources during the Super Bowl,

Transportation Safety Administration (TSA)

The TSA is supporting FBI and DOE operations related to i‘adiological hazards. TSA will be coordinating with
DOE on pre-mapping and real time surveillance.

The TSA will be deploying VIPR teams as appropriate in order to assist in the identification of radiological
rces during the Super Bowl. All responscs and/or alarms will be reported to the Hit Desk
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53" Indiana Civil Support Team (CST)

The 53 CST supports civil authorities at a domestic Chemical, Biological, Radiological, or Nuclear incident
site by identifying CBRN agents/substances, assessing current and projected consequences, advising on
response measures, and assisting with appropriate requests for additional support.

CST personnel will be assigned to HIT as well as the Sampling Team. CST vehicles will be staged in the Public
Safety Staging Area. '

Fire Departroent
Organizational Chart




~ NSSE Evolution

if the SEAR 1 Event transitions to a National Special Security Event (NSSE) the Uaited States Secret Service
(USSS} must be included in the Fire/Life Safety/I{azmat plan.

In the event that Super Bowl 2012 is declared an NSSE, the following inclusions will be made to the plan:

The UJSSS will assume the lead for all securily planning for the Event

A member of the USSS Technical Security Division will join each HIT Team

A member of the USSS TSD will join LOS Stadium Command

A member of the USSS TSD will join IFD Area Comumand

A USSS Multi-Agency Coordination Center (MACC) will be established, and Public Safety agencies
may be requested to have a presence.

e The USSS will deploy additional resources to augment radiclogical detection capabilities, and will
coordinate with DOE and FBI assets.
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3.

¢  Provides near Real Time Information Sharing across the ICS system via a variety of sources
detailed in the “Communication” Section

e  Throughout the period, develops, collects data and feedback for, and populates the After
Action/Lessons Learned Report (AAR/LL) for final review and approval

PROTOCOLS
Protocols provide an environment which promotes maximum effectiveness while minimizing

disruption. The ICC can get hectic, and the mare critical the situation, the more important the need
for positive contral through established protocols, The list below is not all inclusive - protocols can
be adjusted as determined by staff in cooperation with the ICC Manager to meet the current

operational tempo.

3.1. The ICC manager is responsible for establishing and maintaining protocols

3.2. Only those assigned to the ICC, or on official business, may remain in the ICC. Step outside or
into another room for side discussions, lengthily organizational meetings, and visitors.

3.3. Keep noise to a minimum. Use headsets, earpieces, mute computer sounds, regulate
television volume, set blackberries to vibrate, use notes to pass information, avoid speaker
phones except as operationally appropriate

3.4. Food and drink, while not prohibited, should be handled in a manner that maximizes the work
environment. Eat large meals in the break room

3.5. Clean up before the end of each shift, and empty trash whenever needed

3.6. Provide in-briefs to incoming duty personnel at each shift rotation

STAFFING .
4.1. Beginning January 26, the ICC is staffed until termination of the last VIPR operation currently

scheduled for February 6, 2012
4.2. As the control center for all VIPR operations, ICC staffing must match operational needs. ICC
leads may expand and contract staffing in accordance with NIMS and the NRF to accomplish
the mission.
4.3. Schedule according to operational need {Schedule and Hours (See Attachment X)
4.4. 050 and FAMS ICC Representatives
¢ Must have decision making authority
» Responsible for ensuring real time and historical tracking and accountability is completed
far all VIPR operations and resources, human and materiat
s Coordinate communication between and among field and support functions
* Document current conditions and operational status locally and in Web-EOC
e Establish Planning, Logistics, and/or Administrative Branches as needed per NIMS

January 26 - February 6, 2012 4
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4.5. ICC Manager
' The ICC Manager is on site to support assigned personnel by ensuring the ICC operates

smoothly throughout the operational period. Prior to operations, the manager equips and
prepares the facility, and provides training as necessary. tach day, the manager should have
the ICC operational prior to staff arrival, and should be prepared to troubleshoot any
equipment problems. At the end of each day, the manager ensures the room is clean and
prepped for the next day, all equipment is accounted for, and computers and the room are

secure.

4.5.1. Manager Responsibilities
« Setup
s Equipment Acquisition and Maintenance
s Supplies - Acquisition and Restocking
e Documents - ICC Manual, Maps,

5. STAFF SUPPORT
Support staff varies according to need. Every effort should be made to follow NIMS, dividing and

assigning tasks into planning, logistics, and administration sections. The C-Center representative
supports the ICC as noted below. Administrative support is a generic term indicating any function
required to meet staff needs. ICC staff can add or reduce support functions and personnel as
necessary to ensure a proper workload balance based upon operational tempo in consultation with

the operations coordinator.

5.1. Coordination Center Representative
The ICC is staffed by a Coordination Center representative during all hours of operation to

support command staff and provide continuity and effective communication by:

e Maintaining, updating and completing Web-EOC and other information system logs and
dacuments

e Posting all relevant information, such as schedules, personnel, contacts, on heads up
disptays {monitors, white boards, etc) throughout the ICC

e Coordinate and liaison with other operation/coordination centers

e Assist and support the Coordination Center during an incident or increased operationai
tempo as determined by ICC and C-Center command staff

5.2. Administrative Support

No specific personnel are dedicated to a seat in the ICC to provide administrative support;

however, ICC staff may draw fram various FSD staff to assist on an as needed basis depending
upon the expertise of the group or individual and ICC activity level.
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. Procurement

e  Human Resources

¢  Make copies, print, fax

¢  Answer phones and other systems

e Dataentry and information updates

s T Support - Contract employee on call

COMMUNICATION HARDWARE
The 1CC is equipped with hardware and software to support both normal and emergency operations.

Some equipment is general use {phones), while others {I-VIEW, Smart Board, Web-EOC} require
software installed on the specific computer or pre-approved access. The ICC manager can assist with
all communication system needs and is the POC for troubleshooting.

6.1.Phones
6.1.1. VOIP DIAL 9 FOR QUTSIDE LINE

e Light VOIP lines around the staff table

e FEight Head Sets with volume control adaptable to VOIP phones are available and
recommended for use

6.1.2. Blackberry

e Blackberry phones are not furnished by TSA or the Super Bowl. Each agency uses
their authorized cel] device

e There are reports cell coverage is averloaded on Super Bowl Sunday. Text messaging
and landiines are viable options

¢ Contact infarmation for all cell phones are maintained in the ICC and CC contact fist

o Blackberry email is the preferred means of forwarding VIPR updates and regular
reports to the ICC at IND-ICC@TSA.DHS.GOV

6.2. Computers
6.2.1. Main Controlier

The main controller is located in the far right carner (see diagram} and is the computer

“nerve center.”

6.2.1.1, Staffed by C-Center Representative

6.2.1.2. Time Qut Feature is Deactivated
6.2.1.2.1. Person logged in remains and there is free access to this computer
6.2.1.2.2, This computer must be accessible oniy to assigned ICC personnel and

security maintained to prevent any unauthorized use
6.2.1.3. Controls TV Wall Monitors 2 through 5 and Smart Board White Board
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6.2.2. Position Switch
A position switch, located under the conference table, is operated by the ICC manager or
designee. The switching devise allows any of eight computers at the table, one ot a time,
to be displayed on the whiteboard through the overhead projector. The number of items
displayed is dependent upon splitting the computer’s screen. The more items displayed,
the smaller the size of each. The switch can also display items from the master control
with the same constraints.

6.2.3. Data Bases

6.2.4, Web Communicator (See # 8 Below)

6.2.5. Internet Connectivity
6.2.5.1. Eight TSA Ethernet Connections are available around the main conference table

6.2.5.2. Additional TSA Ethernet Connecticns are available on walls around the room.

The STE and TRACE phone and Ethernet may not be unplugged or disconnected

at any time.
6.2.5.3. No WI-Fl in the Sguthern Ave Office

6.2.5.4. Cell phone with VPN tether capability is a backup option
6.2.6. FAMS Computers
6.2.6.1. Provide their own lap tops
6.2.6.2. Reqguire VPN to connect
6.2.6.3. May require other means to connect depending on systems and firewalls

6.3. SMART Board

6.4.

SMART Board is an electronic whiteboard with wide ranging functions, including mapping
similar to the WEB-EOC MAPTAL. If saved, information from the board can be emailed or
stored. Constraints:

6.3.1. Must be connected via white USB cable

6.3.2. Can only be used with one computer

6.3.3. Camputer must have software installed

Monitors
Monitors provide heads up display of information selected by staff based upon capabilities

listed below. To provide consistency and reduce confusion, each monitor is assigned specific
display information throughout the aoperational period. (ie: monitor 1 - INDHS and TSOC Web
EQC, monitor two - today’s VIPR schedules and contacts)

6.4.1. Six monitors
6.4.1.1. Monitor A - Cable TV
6.4.1.2. Monitor 1 to 5 - Operatiocnal Awareness
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s Webh-EOC
e Current Operations
e Schedules

+ Contacts

®  FAA Flight Tracker
e  Weather

e Plans

6.5. Radios
FAMS, TSA-IND and IAA radios, batteries, and accessories are stored in a secure office near the

ICC. Bank chargers are available and batteries will be kept in a charger until checked out to
ensure equipment remains in a ready state.

Radios and all equipment are inventoried. Any equipment leaving the room or being returned ;
must be lagged in on the inventory sheet located in the ICC. The ICC manager will open the '
room and verify the item(s) disposition. The manager is tasked with ensuring all equipment is

accounted for prior to close of business each day.

6.5.1. FAMS Radios
Organic VIPR Team equipment given to: VIPR Team FAMs Crypto fills will be

coordinated with each VIPR Team SFAM and TSA Indianapofis LMR POC to ensure
consistent crypto fill and inter-team communications ability.

6.5.2. 800 MHz APD/MECA Public Safety
The 1AA AOC has supplied TSA with Ten (10} 800 MHz radios

» interoperable with alt regional first responders

e  Provided to SFAMS .
s Extra batteries available through iCC
e The primary law enforcement channei is $1-T2 (IMPD DISPATCH]). {

e Interagency Command is assigned S1-T1
« A comprehensive list of radio channels is included in the index and is available in

the ICC"

6.6. Scanner
A Uniden Bearcat scanner capable of scanning public safety, weather, and miiitary for purposes

of monitoring real time responder activity. If an incident occurs which can impact operations or
personnel, the ICC notifies the Team Lead(s) for their awareness and action as appropriate.
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WEB-CAM COMMUNICATOR
Outlook based Web-Cam Communicator is connected to the Master Controller for teleconferencing.

The camera is located above the monitors with a full room view.

This system may not be active when any classified materials are out or during any classified

discussion

SECURE COMMUNICATION -

The COMSEC. Custodian is availabie on site or on call throughout the operational period (317-695-
1463). If there is a problem or any possible concern, the COMSEC Custodian should be contacted
prior to taking any action. Any breach should be reported immediately.

° STE phone line and TRACE Ethernet may not be unplugaed or disconnected ¢t gny time

e Al cell phones must be turned off any time classified activity takes place
e  Non-secure landlines or other communications devices may not be on during use
e Verify the clearance leve! of all personnel prior to any classified activity - only persons with a

verified clearance fevel and a need to know may remain in the room during classified activity

9.1. TRACE

s located in an office near the EOC

= Authorized TSA IND staff on the access list are available to check computer on a regular
basis and are on call in case of urgent information release

= (learance level must be verified on each person prior to sharing classified information

= Only those on the TRACE access list regardless of position may be given access to the
computer, passwords, or the ability to view the screen

= Evansville Airport is the backup system for IND

* ASTE phone is available in the same room as TRACE

e The same rules apply for access and use

s A person on the access list may permit the one time use of the phone
¢ Dial the number for the person

e Verify the identity of the person

« Then give the phone to the requesting individual

10. MILITARY AUXILIARY RADIO SYSTEM (MMARS)

The Military Auxiliary Radio System (MARS) provides Department of Defense
sponsored emergency communications on a local, national, and international basis.
MARS also _provides auxiligry communications for milita. ederal, civil, and/or
disaster officials during periods of e ency. They assist the military and other
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organizations in effecting normal communications under emergency conditions. They provide a

reserve of personnel trained in military radio communications, techniques, and procedures as well
as to initiate efforts to improve radio-operating techniques.

10.1. TSA MARS
10.1.1. The TSA MARS is located at the TSA Southern Avenue administration office. The radio is

set up in a cube directly outside the ICC. There is currently one CC staff member
trained and certified to use MARS.
10.1.2. Per TSA national policy, MARS may only be used to communicate with TSA

Headquarters
10.1.3. Capability is limited to voice and small emails without attachments

11. CONTINUITY OF OPERATIONS

11.1. ICC Alternate Site
The TSA C-Center is the alternate ICC site. If any incident {ie: power failure, fire, flood),
prevents access to the ICC, staff reports to the C-Center and assumes positions at open desks.
Critical information, such as those listed, available on iShare, drive folders, or previously ;
retained at the C-Center, allow continuation of critical functions.

e Contacts
e Schedules
» Operational Plans

i ICC staffing is full and operations are normal, ICC and C-Center staff will continue their
respective duties divided between normal and VIPR operations. ]

11.2. Severe Winter Weather :
All ICC staff are FSD and FAM-SAC designated emergency employees during the Super Bowi :
period, especially Super Bowl Weekend. Team members will be notified and kept updated by

AIM NOTIFICATION SYSTEM until normal operations are resumed.

11.2.1. Should severe winter weather prevent operations but ICC staff is able to report, plans
are in place to use the time constructively. VIPR team members may also be involved in 1
activities if they are stranded.

e Development of Alternate Work Schedules
e Exercises - TTX, Workshops

e After Action Preparation

e Plan Revisions Reflecting Current Situation

» Normal telework duties able to be conducted from their location and properly

documented
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11.2.2. Declared Administrative Leave
The FSD and/or FAM SAC determine the course of action, if administrative leave is

granted, according to Management Directive, policy, and best practice. VIPR
notification of decisions will be provided via AIM in the ICC.

11.2.3. IT Failure
If the IT failure is localized, the Coordination Center assumes critical operations until

the issue is resolved. If the outage is widespread, a Spoke or other alternate airport
may be designated.

11.2.4. Cell Phone Overload

11.2.4.1. GAME DAY cell colling coverage can overload during peak periods such as pre-
kick off, half time or after any exciting play. There are GETS cards available,
and carriers have brought in additional mobile equipment for past Super

Bowls,

11.2.4.1.1. lLandlines, portable radios, and email/text messaging are viable,
reliable alternatives during peak periods and should be utilized as
much as possible in lieu of calls.

11.2.4.1.2. If local exchanges overload, a viable option is passing information
to a long distance number such as TSOC for relay back to the field
by other means (email or W-EQC).
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ATTACHMENT A - 1CC SET UP
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ATTACHMENT B - OPERATION CENTERS
PLACEHOLDER - FINAL PRODUCT IN PROGRESS

Public CONVENTI
Safaty o IN-DHS ADC I LUCAS ON DWNTOWN HIT VACIS
Compound CENTER
0700 - 0000 | 0700 - 0000 h 0900 -0000 | 0900-2300 | 0930-0000 | 0700 -0000
0700 - 1600 | 0700 - 1600 0900 - 1600 | 0900 - 1500 | 0930 - 1830 | 0700 - 1600
1500 - 0000 | 1500 - 0000 1600-0000 | 0300- 1600 | 1600-0000 | 1500 - 0000
2300-0700 § 2300- 0700 T 1500~ 2300 2300 - 0700
1500 - 2300
L 2200 - 0600 )
BECKIUS
NFL Experience scheduie (hours subject to change):
Friday, Jan. 27: 3 p.m.- 10 p.m.
Saturday, Jan. 28: i0a.m.-1G p.m.
Sunday, Jan. 29: 11z.m. -8 p.m.
Monday, Jan. 30: 3p.m.-10p.m.
Tuesday, Jan. 31; 3 p.m.-10 p.m.
Wednesday, Feb.1: 3p.m.-10 p.m.
Thursday, Feb. 2: 3p.m. -10pm.
Friday, Feb. 3: 3p.m.-10p.m.
Saturday, Feb. 4: 10 a.m.-10 p.m,
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ATTACHMENT C - FLOW CHART

"TSAIND
INCIDENT
COMMAND CENTER

January 26 - February 6, 2012
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ATTACHMENT D - ICC CHECKLIST

Initial Activation

E

T

™

3 71 71 N

Upon receipt of a confirmed/valid warning message or by being made aware of an incident,
emergency, or impending incident that may necessitate activation, the ICC Manager gathers as
much information as possible and determines if circumstances warrant recommending

activation.

If warranted,

Make or cause to make contact with ali appropriate ICC staff and/or all persons that should
report fo the ICC.
Prepare an initial briefing to include, but not limited to:

Scope and known specifics

Names and locations of incident Commanders and incident Command Posts.
Location of incident(s) {i.e. countywide, area, specific location, etc.).

Number of units or personnel currently assignad or dispatched to the incident(s).
Number of known injured or dead.

Weather conditions.

Initial personnel to staff the ICC.

Expected length of activation.

Security / Safety

Sign in and sign out process.

Messaging

Communications (i-e. telephone number assignments, radio assignments, etc.).

Establish ICC incident command.

Ensure personnel are assigned to and understand their assignment to one or more of the five

rou

Command Operations Planning Logistics Finance

Turn on alt electronic displays.
Turn on and ensure operation of ali computer equipment and software.
Activate ali telephones and place telephone books at work areas.

Ensure sufficient warkspace and work equipment is on hand and in good working condition.

January 26 - February 6, 2012 - 16
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Start an iCC event/incident log (major events).

Prepare an Incident Action Plan (1AP).

Contact the State EQC or State EM Operations and submit initial EM-43 (Situation Report or
SitRep) to the State.

Full / Partial continued activation
Conduct a full briefing when ICC staff arrives.

M 11

The briefing includes but is not limited to:

incident scope and known specifics

The names and locations of incident Commanders and incident Command Posts.
Location of the incident{s} {i.e. countywide, area, specific location, etc.).
Number of units or personnel currently assigned or dispatched to the incident{s).
Number of currently known injured or dead.
Weather conditions.
The expected time pertod of activation.
Security / Safety.
Sign in and sign out process.
Messaging.
Communications (i.e. telephone number assignments, radio assignments, etc.).
"Housekeeping”.
Maps.
Group assignments.
Likelihood of a "secand shift" requirement.

Continue briefings as necessary, but at least every two hours, to update staff on new
information and to be updated by them on their activity.

Establish and maintain contact with State Emergency Management, either the Branch Office,
or the State EQC, whichever is appropriate or dictated by NCDEM.

Receive and process resgurce requests,

Fstablish and maintain communications with:

On scene incident commanders / command posts.
State / Federal agencies as appropriate,
Communications Center.

ytilities / NCDQT as appropriate.

Media (through the Public Information Officer)

January 26 - February 6, 2012
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Maintain the level of EQC activation as appropriate or until the incident is terminated.
Preparé IAP for each shift.
Submit follow up reports {Situation Reports or SitReps) to the State in a timely manner.

As necessitated by the incident as it progresses, contact additional personnel for activation or
possible activation, Such as:

s i W |

Damage Assessment {Tax Assessor)
Debris Management (Solid Waste)
Animai Control

Radiation Protection
Transportation (ICATS)

Closing or deactivating the EOC _

[T Whenitis determined EOC closure is imminent, prepare z final debriefing. This debriefing
should allow each EOC staff member to make comments, suggestions and offer a “thumbnail"
critique of specific actions or inactions. During the debriefing include:

Return of equipment.
Reparts due or to be coilected.

Final reminders of safety or security.

Overall EOC performance.

Success stories (or not 50 successful stories).

Lessons learned.

Date and time of the incident/emergency/disaster response critique.

Only close or deactivate the EQC if the incident or incidents have been terminated or ail
actions successfully concluded.

Make backups or archives of all computer records.

Print copies of reports or ather documents that will be necessary to present to state/federal
agencies.

Collect all damage assessment reports or reports from other agencies relative to the
incident(s)/emergency/disaster. _ _!_
Gather and return all rented or borrowed equipment, ;

Turn off displays.
Return telephones and telephone books and other supplies to their storage locations.

Clean or have the EOC cleaned and ready

T T T 1M
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