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SECTION II - STATEMENT OF WORK

Security Technology integration Program (STIP)
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1. Background Inforimation
The Sceurity Technology Integration Frogram {STIP) is an agency wide information technology program
within the TSA Office of Security Capabilitics (OSC) which enables TSA to move their established airport
security systemn 1o the next generation of capability by connecting myriad Transportation Sccurity Fquipment
(TSE) to one network. STIP cstablishes a centralized enterprise data management system, the Enterprise
Manager (EM), that facilitates the exchange of information between TSE located al the nation’s airports and
the people who use and maintain them. STIP supports new innovative approaches to exchanging information
and servicing equipment, assisting managers in more cffectively administering TSE, deploying personnel, and
adapting 1o changing security needs.

STIP is structured into multiple, distinet work sireanis that will implement the full STIP capability over a
periad of time. The timeline for full realization of the STIP capability is dependent on imnpleientation of
enhanced TSA busincss processes to leverage the full STIP capability.

2. Technical and Operational Overview

The STIP Appiication Suite (STIP AS) comprises a number of separate applications and interfaces with many
different systems within TSA. These inchwde the STIP Hnterprise Manager (1M), Threat Image Protection
(TIP) applications, TSE User Management (TUM), and the govermment Property Management (GPM)
Database.

STIP connects with the retote TSE by using a STIP Agent that resides on each individual TSE. The basis for
the communication between the Agent and the STIP EM is defined in the STIP Interface Requirements
Document (LRD). The IRD has been developaed to identify the functional design characteristics for the data
transfer between the TSE and the STIP EM,

The STIP also interfaces with Secure Flight in support of the Credenlial Authentication Technology (CAT)
Networked Solution as well as the Service Management Application (SMA) to assist in automating OSC’s
configuration management processcs, In the future, STIP will also interface with the Electronic Performance
Management, Plattorm {¢PMP) to alleviate the burden of manual data collcetion currently experienced by the
Office of Security Operations (OS0).

2.1 STIP Applications and Capabilities
2.1.1  STIP Enterprisc Manager (EM)

The STIP EM consists of the legacy system, STIP Legacy Axeda, which is currently being phased out,
and the STIP Enterprise Mission Manager (STEMM), which is the new systerm, currently being phased
in.

2.1,1.1 STIP Enterprise Mission Managesr (STEMM)

STEMM comnccts the STIP servers and TSE via a standards-based, govermmeni-owned custom
software solution. STEMM and associated functionality will replace the legacy system, increasing
reliability and scalability to acconunodate future needs,

2.1.1.2 STIP Legacy Axeda EM -

Axeda is a Commercial-Qff-The-Shelf (COTS) product that connects the STIP servers and the remote
"TST. This is accomplished by using an Axeda Agent that resides on each individual TSE as wetl as a
COTS Enterprise Management solution which is hosted on centralized STIP servets.
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212

214

22

Service Management Application (SMA)

SMA is a system that interfaces with both the STIP EM and GPM 1o capture configuration change
information on TSEs, TSA business efficiencies will be impaiced if any piece of SMA connectivity is
broken, 'The primary users of the SMA system will be the Integrated Logistics Support (IE.S) Brauch to
track confipuration changes on TSEs,

Government Property Management {GPM) System

GPM system is an asset management database that tracks asset information related to security
equipnent and serves as the system of record for OSC. The information is maintained in the system
by ILS.

TSE User Management (TUM)
TUM is a user management database that tracks information related to security cquiprent uscr access.

It is the system for TSA Globaily Unique User Identification (GUUID). The information is maintained
in the system by airport personnel with STIP Help Desk support.

Threat Image Projection (T1P)

TIP tests a Transportation Screening Offcer’s ability to detect known threats by X-ray, Potential threat
images, including guns and explosives, are projecied onto real X-ray imtages of carry-on bags and
TSOs are scored on their ability to recognize and properly resolve these images. ST has developed a
suite of application to support the automated management of library images and analysis of TIP
performance data.

STTP Technology Reports

STIP Technology Reports is the data analtytics and veporting application within the STIP AS. These
reports can be accessed through the OSC portal. Data from each report are pulled inlo graphics and
tables to help analyze the information being collected,

S$11P STAKEHOLDERS AND USERS

There are several user groups and slakeholders that will utilize STIP and its capabililies; these groups span
multiple offices within and external to TSA. As new capabilitics are identificd and TSA’s nceds evolve,
STIP will fikely be relied on for capability enablement and enhancement.

Suy: Dyuami ransfer of information between
the enterprise and TSLL « STIP Help Desk Administrators

IR
s Transpottation Security Officers (TSO)

S i T e

Configuration Management: Auntomatic upload of | e Configuration Managers (CM)
configuration updates and softwarc on TSE, as well | « GPM Users

as capabilily to efficiently collect, track, and ¢ TIP Administrators

harmonize configuration settings on TSE. » Original Bquipment Manufacturers (OEM)

¢ STIP Help Desk Administrators

Information Sharing and Enterprise Management: * Reporting Users
Automated data collection processes nsed to capture | o STIP Help Desk Administrators
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and maintain aperational data for TSH.

Resource Manageinent: Collection and maintenance
of TSO performance data from TSE as well as user
management capabilities,

» Reporting Users

« TIP Adinistralors

¢ TUM Administrators

« STI? ITelp Desk Administrators

Remote Monitoring and Maintenance: Remote
monitoring and maintaining of TSE health.

» Mield Service Technicians (FST)

* TSA Service Response Center (TSRC)
¢ Reporting Users

» STIP Help Doesk Administrators

Table 1: STEP Users

STIP also has various TSA stakeholdexs that do not interact with the system dicectly but are involved in the
planning and implementation of different programimatic aspects. Those stakeholders are aligned to STIP’s core
capabitities.

Secwity: Dynamlc transfer of information between
the enterprise and TSE.

Configuration Mahagetﬁent: Automatic upload of
configuration updates and software on T8E, as well
as capability to efficiently collect, track, and

« Office of Secur y Operations {OS0)

» Office of Security Capabilities (0SC), including the
Mission Analysis Division (MAD), the Passenger
Screening Prograin (PSP), and (he Electronic
Baggagc Screening Program (EBSF)

« Office of Intelligence and Analysis (OLA)

» Office of the Chief Risk Officer (QCRO)

« Office of Information Technology (OIT)

=050
* OSC, including the Deployment and Logistics
Division (DI.D), PSP, EBSP

harmonize configuration settings on TSE. * OEMs
I _ OIT
Information Sharing and Enterprise Management: ¢« 0S50
Automated data collection processes used to capture | @ OSC, including DLD, PSP, EBSP
and maintain operational data for TSE. s OIA
) _ +OIT
Resource Management: Collection and maintenance | » Office of Training and Workfor ce Engdgement
of 'I'SO performance data flom TSE as well as user (OTWE)
management capabilities. + 080
+«OSC
«OIT -

Remote Monitoring and Maintenance: Remote
monitoring aid maintaining of TSE health.

« O8C, inctuding the Deployment Division, PSP,
EBSP

« OEMs

« Maintenance Service Providers (MSP)

| eOIT

Table 2: STIP Stakcholders
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23  APPLICABLE DOCUMENTS

The following government documents provide technical overview and guidance:

Directive (MD) 1400.3
Department of Homeland
Security (DIIS) 4300 A

DIHS Sensitive Systems Handbook V11.0 - April 30, 2014

Federal Information
Processing Standards
 ¢1ps) 1402

OIT Release Change and
Configuration
Management (RCCM)
Process

Sceurity Requiremests for Cryplographic Modules - December 3, 2002 (Change
Notice 2)

This document provides an overview of the Refease Configuration Change
Management (RCCM) process for TSA’s Office of Information Technology
(01T} Customer Engagement & Development Division (CEDD). The purpose of
the RCCM is to ensure service delivery is accomplished using high quality,
repeatable and well docmnented processes.

The following topics are covered in this document:

- New, Major, Significant or Minor Applications Relcases

- Infrastructure Releases (OED or outside vendor initiated changes and paiches)
- Repair Operations Releases (data fix only, no code changes)

Table 3: Government Documents for Guidance

The following STIP documents arc applicable to this Statement of Work (SOW):

(CONOPS), V2.0

STIP Concept of Operations

DEET = :
The CONOPS documents the high level requirements of STIP, and
describes the characteristics of the system from the users® perspective,

STIP Functional
Requirements Dowwment
(FRD), VIS

The FRID describes the features and functionality of the systen.

Interface Requirements
Document {IRD) 4.14

The [IRD éstab]ishes, defines, and is the comrolliifg"iﬁgé_r"ﬁﬂce and for
documenting detailed mterface desipn definition for the STIP program.

STIP AS System Design
Document (SDI), V1.5
RevK

The SDD defines the high level design for alt compotents of STIP,

“STIP Opesation
Requirements Docunent
{ORD) v2

STIP CAT Data
Management Console
(CDMC) and Secure Data
Monitor (SDM) Admin
Manua}

The ORD describes the high level operational requirements for the STIP
system,

This STIP CDOMC and SDM User Mamuial System Administrative Role are
o help System Adininistrators to vaderstand and maintain STIP COMC
and SDM.
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Detailed ﬁésigﬁ Document
(DDD) for the STIP
Databases

This DDD establishes the design for the development of the STIP database
instances,

STIP Requirements
Validation Dacumernt
(RVI_J) 29

The RVD establishes the requitements for the development of the software
products for STIP,

STIP Secure Flight

(ICD)

Interface Control Dacument

This document establishes the functional and performance interface
requirements between STIP and Sceure Flight.

STIP ePMP Interface
Conitrol Docuent (ICD)

requirements between STIP and ePMP.

24

Table 4: STIP Documents for Guidance

STIP O&M SUPPORT TASKS

This requircment is comptised of seven (7) core tasks that will be covered in more detail in subsequent

scelions.

o R e

2.5

STIP help desk support
STIP TSIF environment support

TSE and software deployment support
TSE connectivity and maintenance support
STIP network sceurily support

STIP engineering suppott requests
Program management

STIP APPLICATICN SUITE (STIPAS) COMPONENTS

This section provides an overview of the following STIPAS components:

STIPAS Component .

Description

OSC Portal

‘The OSC Portal provides a single sigﬁ-on (8S0) solution for STIPAS users
and provides links to the STIPAS applications. This STIPAS S50 sotution
does nol integrate with TSA. applicstions outside the STIPAS,

STIP Agent

The Axeda Service Link systeni is a COTS product. Its main purpose is o
enable commutication between the STIP central servers and the remote TSE,
The Service Link system accomplishes this thiough tie use of a software
agent (the STIP Agent} residing on the TSL and a Service Link Entorprise
Manager (Service Link EM) residing on the central STIPAS application
servers. I addition to communication to the TSE, the Service Link EM also
provides a browscer-based interface for management of the TSE, data analysis
and reporting,

STIP BEnterprise
Manager (STIP TM)

Custom exlensions to Service Link TM allow OST users to centrally manage
the TSE configaration patameters and TSE software versions on the TSE.
The out-of-the-box Service Link EM application, the Cognos business
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mtelllgcnce tool aud the STTP—Spcmﬁc custo;mzatmns 'md exlensmnb to lhc
Service Link EM are collectively referred to as the STIP EM.
Authorized STIP users way ufilize the TIM applicatien to manage the 119
itnages included in & specific TIP library version, or to create a new TIP
TIP Library image library version that can be assigned to TSE devices using the TIPCM
Management {TLM) application. The STTP uscr can view the image thumbnail or the full image,
activate/inactivate the iinage, change the image’s category, add image
categories, and include or exclude the image in a specific library version.
ST1P/Secure Elight ‘The Secure Flight Interface with STIP is responsible for the transfer of
Interface information from Sccure Flight to STIP,

Tsble 5: STIP Ap plicatioii Suite Componehts

2.0 APPLICABLE BOCUMENTS

The following government documents will provide background on the STIP system:

| Document Name | Description

I TSA MD 1400.3 Tlansport'ltwn St,u.u ity Admnustldtmn (TSA) Mdnd,g,cment Ducctwe No 2400
- TSA Information ?ecuuty Pohcy -May 20, 2013

| Version 10.0

Department of Homeland Security Sensitive Systems Handbook V6.1.1 - May 14,

DHS 4300 A 2008

FIPS 140-2 Sem:lrity Requirements for Cryptographic Modules - December 3, 2002 (Change
Notice 2)

TSA SDIC ‘Transportation Securitj}' Administration (I“EA) Sysféms Develal-;ﬁiént Lifef;ycle

EAS 5QL. Scripts

Standards and Identifies standards and guidclines for SQL scripts.

Guidelines v3.0

Table 6: Applicable Government Documents

The following STIP documents are applicable to this SOW:

-1 Deseription e

(CONOPS), V1.2

STIP Concept of Operations

‘Yhe CONOPS documents the hlgh ievel lequnemeuts of STIP
and describes the characteristics of the system from the users’
perspective.

STIP Functional Requirements

"The FRD deseribes the features and functionality of the system.”

Document (FRD), V1.4

“STIP Application Suite System Design | The SDD defines the high level design for all components of
Document (SDD), V1.5 Rev A STIP,
STIP Operation Requirements The ORD describes the high level operational requirements for
Document (ORD) vl the STIP system,

| | OM 2011-007 Reset switch port to _Metllodolog_y REC
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Document Nape 7 Sl 00 “Pescription
clear MAC address v1oiat10n fcn S I IP
RKC 2011-0030 Reset switch port to \
clear MAC address violation for STIP | Me090108 RFC
-2

REC-2008-0264 Rev 2 Antivirus Port Metho dochgy RIC
Opening _ )
OMT2999—0663 Methodology - YLAN Configuration Consolidation
STIPTSEC ivily SOP (drafl

e s onnectivity (dra Procedures and processes for contecting TSE to the TSANet.
3C document)

3 Objective

Table 7: Applicable STIP Documents

The vbjcctive of this SOW is to provide support fo the S11P program office in the seven core areas outlined
above. Two of those areas, (5) Security Management Requirements, and (6) IT Engineering Services are
leveraged from the ITIP Bridge Contract (JISTS03-15-J-CI0656).

This modification provides for lier pricing for the numbers of TSE supported, and aligns with the base IDIQ

contract.

4 Scope of Work

The contractor shall provide the following tasks as stated in the lable below. Each of these tasks and the
deliverables associated with each task are defined in farther detail in the subsequent sections.  (Tier I support
for alt STTP applications is currently being provided by the STIP EM developruent contractor.) Please see
Altachment 2 for a list of CLINs and descriptions.

-.?1‘551(\'_1\_15'11'1”_(; S | Task Dcscuptlon

STIP Help Desk
Support

Actively monitor the comlccthty and cmmmmlcatmns of STIP apph(,dhons
on the TSA network, including the health of the STIP EM, applications and
connected TSEs,

Provide Tier I support to users of the STIP Enterprise Manager and STIP
Agent. Provide Tier I suppott to system owners, end users, and conteactors of
the STIP applications suite. Tier I and I support includes documenting, and
reporting of issues and tickets from inception to closuze.

TSIF Support

Provide engineering and hosting services to suppoit two gover pment-ownecd
testing environments at a TSA facilily in Artington, VA {TSIE).

Deployient
Support

Su'ppmt for collection, coordination, and distribution of pertinent data is
required for each new ST deployment of EM applications, updates, new
TSR deployments, and software deployments to TSE in the field. Liaise with
appropriate stakeholders to gather and disseminate appropriate information
related ta a STIP deployment. Additionally, work with the deployment team
to provide initial configuration settings and coordinate opening and
verification of port connectivity.

I'SE

| The contractor shalt monitor and ensure the TSANet connectivity of TSA’s
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Tasl{ Name | 'Tagk Descnptmu . -

(,mmectmty | fleet of TSE, This !ask mclude.s ﬁ(,ld dispatch,

Maintenance

Support

STIP Scouity Provide POAM and C&A suppf)r.t for {he STIP program sé]irel:s (_nc?t TSEs)

Managerment per FISMA, IDHS and TSA policies and procedures, As described in the ITIP
Bndgc (Hb TS03-15- I—CIOGSG) Perfmlmnce Wor k Statement.

glgifxgering As described in the I'1'(P Bridge (HS1803-15-J-CK)656) Performance Work

Servicus (RSRs) Statement,

Program

Management Provide Program Management Support for the STIP O&M Support
Support

Figure 1: SOW Tasks

5 Tuask 1: STIP Help Desk Support

5.1 STIP Network Monitoring & Health Support
STIP Monitoring and Health Support

The contractor shall provide connectivity monitoting and troubleshooting ot connected STIP enabled TSEs.
These calls will originate from multiple sources. If it is found that a 'I'SE goes offline for more than 24 hours,
the contractor must begin the troubleshooling process, which includes calling the TSRC to see if there was a
recent ticket opened for the machine, calling the airpart to determine if the machine was intentionally taken
offline, and working with the appropriate stakeholders to bring the machine back online. Once the machine is
back online, the contractor will work with the appropriate Tier I support personnel to verify all of the
expected data collected while the TSE was offline has been sent (o the EM. Connectivity statistics will be
tracked and provided to the government through the Program Status Report (as described in section 8.1),

Network Monitoring and Healih Support

The contractor shall provide connectivity monitoring and troubleshooting of the STIP application suite as it
resides on the TSA network {TSANet).

The contractor shall liaise with all applicable STIP siakeholders including the Office of Information
Teclnology (OIT) Network Infrastructure contractor in order to address system health and connectivity issues
that occur. The contractor shall be prepared to develop any applicable RFC in order to address and resolve a
connectivity issue that arises. Connectivity statistics will be tracked and provided to the government through
the Program Status Report (as described in section 8.1).

The contractor shail be responsible for preparation, submission and management of single occurrence and
recurring RFCs. It the case of recurring RFCs the contractor shall be responsible for tmckmg the RECs and re-
submitting the RFCs to prevent a lapse in RFC coverage.
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'The contractor shall provide STIP network monitoring and heaith support Monday thru Friday from 8:00 AM
to 5:00 PM (EST). ‘The network monitoring shall include from the Wide Area Network (WAN) to the
connected network switch The EM, which is supported by the Tier Il STIP Operation Centeor, monitors from
the commected network switch to the TSE.

5.2 Tier I and {1 Troubleshooting Support

TSA requires a Help Desk futiction to address user inquiries and encountered issues with STID applications or
network connectivity, The contractor shall document, repott, resolve, or escalale all tickets as described in the
Ticket Escalation Process 5.2.3.

The contractor shall provide a Help Desk function that with personnel who have functional knowledge about
the: STIP application suite and will be responsible for taking and troubleshooling telephone and email inquirics
in support of the Bnterprise Manager, GPM, STIP/Secure Flight Intecface and STIP Agent applications.

5.2.1 Tier I Troubleshooting Support

The contractor shall serve as the single point of contact between all customwrs who open tickets for aity of the
STIP applications or systems and the other support contractors, The contractor shall have processes and
procedures in place for keeping customers informed about the status of their issue, shall be i tegular
communications with the STIP PMO, OIT, and the STIP Development contractor support te coordinate any
knowi connectivity outages, and maintain high customer satisfaclion ratings.

‘The contractor shall understand issues related to the RMM and TFA, and know fo escalate these issues to the
appropriate service level for resolution, If further diagnosis is required, the contractor shall provide
troubleshooting support to address STIP systetn issues, user additions or deletions, and probieins with STIP
applications or network connectivity. ‘The contractor shall document, report, resolve, or escalate all tickets as
deseribed in the Ticket Escalation Process 5.2.3.

The contractor shail provide a service desk, leveraged from the ITIP Bridge Task Ordey, for troubleshooting
telephone, email, and ticketing system issues in support of the Enterprise Manager, RMM, GPM, STIP/Secure
Flight Interface and STIP Agent applications. The contractor shall provide basic help desk support 24%7%x365.
'The contractor shall track trouble tickets in a consolidated database to closure and communicate ticket updates
at regular intervals to STIP stakeholders.

Tor tickets associated with username additions or deletions, the contractor shall request the necessary
pertnissions from “F'SA stakeholder groups and implement user additions or deletions from STIF applications.
Should additional uscr access be needed from a system outside of the STIP application suite, the contrac{or
shall coordinate the effort to obtain the aceess through the necessary stakeholders and the STIP system awners

The contractor shall support other maintenance tasks, The maintenance tasks consist of!

Port resets;

Troubleshooting connectivity issues, e.g., network;

Work with maintenatice service providers (MSPs) to troubleshoot maintenance issues, e.g., bad '1SE
network card;

Work user IDs and password issues with Threat Image Prajection (TIP) contractor as they arisc;
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Establish and maintain user IDs and passwords for MSP, OEMs and 'I'lP contractor;
Create and mairntain a database of the data capture sheets to facititate troubleshooting,
s Other tasks similar to those above.
» The contractor shall support software updates. The software update tasks consist of:
»  Support software updates pushed by the STIP EM to TSE

o Application updates

o Security patches

o Software deployments
e Other software deployment tasks similar to those above.

L

The contractor shall coordinate updates wilh cach airport and schedule an acceptable time (usually when
checkpoints arc closed).

52,2 Tier IL Troubleshooting Support

‘I'he conttactor shall be responsible for investigating and resolving all issues (hat do not requite coding changes
or database modifications.

'The contractor shall have processes and procedures in place for keeping customers informed about the status of
their issuc, shall be n regular comtnunications with the STIP PMO, OIT, and the ST1P Development
contractor support te coordinate any known connectivily outages, and maintain high custormer satisfaction
ratings. ‘The contractor shall liaise with stakcholders related to assigned tickets in order to drive tickets to
completion,

The contractor shali be yesponsible for investigating and resolving connectivity issues. The contractor shall
notify the appropriate support teams and the issue will be tracked te closure,

The contractor shall provide support to aid in the diagnosis of complicated and technical STIP-related
incidents,

The contractor shall provide Tier TI STIP Operation Center support Mouday thra Yriday from 8:00 AM to 5:00
PM (EST).

5.23 Ticket Escalation Process

The contractor shall use the following process for escalating STIP Application tickets:

s Tfaticket cannot be closed, the ticket shall be escalated to the next level of support.

¢ Ifnoresolution is found the ticket will remain open and forwarded to the STIP Development support
contractor,

« Ifnoresolution is found in at the STIP Development contractor support, the ticket will remain open
and the issue will be forwarded to the STIP program leadership. Tlhie STIP leadership is defined as the
STIP Program Manager, ST1P Deputy Program Manager and STIP Help Desk COTR.

¢ 1f aresolution is found at any stage in the process, but not implemented to resolve the issue, the ticket
shat] remain open in an *“on hold” stalys.

» A ticket may onty be closed when the issue is resolved or if deeied oul of scope by STIP program
leadership.
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The contractor shall be responsible tracking the ticket to closure. As the owner of all STIP tickets, the
contractot shall responsible for collecting updates from various fix agents and update the tickets, and report the
ticket status. The contractor will seive as the single point of contact for all tickets.

5.3 Application Build Support

Pleasc reference [I1P Bridge PWS, Section 3. TSA anticipates approximately eight (8) medium-sized relcascs
and 52 incidents, inclusive of break/fix RFC implementations.

5.4 Testing andl Deployment Support

The contractor shall provide support for pilot testing of STIP devices, including testing connectivity, and
monitoring devices for conncetivity issues. The government will provide airport network information prior to
deployment in the form of a data capture sheet, The contractor shall add the airport network infornration to the
data capture database, This network information shall be provided to the contractor to facilitate the opening of
potts prior to deployment or pilot testing. The contractor will coordinate with the STIP PMO should aty RFCs
be needed in suppott of the port opening.

The contractor shali provide STIP depleyment connectivity support. The contractor shall be responsibte for
monitoring connectivity, monitoring device status, and providing cennectivity status reports during vach airport
deployment.

"The contractor shall have processes and procedures in place for keeping customers informed about the status of
the deployment, shall be in regular communications with the STIP PMO, OIT, and the STIP Development
contractor support to coordinate deployment communications. The contractor shall have help desk support
available from 8:00 AM to 5:00 PM (FEST), Monday through Friday.

* The contracior shall provide afterhours suppoit for software deployments.
The contractor shall provide test support for STIP activitics. The support tasks consist of;

54.1 Test support — Integration

o Participate in the test IFl's. Provide appropriate inputs and updates.
s  Work the test schedule with IPT stakcholders

e Assist in the remediation of test user IDs and password issues with the respective airport POC to
ensure they are in place prior to deployment

s Generate and defend the REC for integration test connection of the U'SIF TSE to the SCCB

54.2 Test support — Operational Assessment of TSE

o Participate in the test IP'l's. Provide appropriatc inputs and updates;
¢ Work the operational assessiment schecule with TPT stakehalders;

s Assist in the remediation of user 1Ds and password issues with the TP contractor to ensure they are
in place prior to the start of test,
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+ Generate and defend the REC for operational assessment connection to the SCCB;
¢ Coordinate TUM (raitdng with the OA aliport(s);

s  Using the dispatch support (ualess it is at the T'SLY), physically track the TSE conneclivity path and
note jack/port/switch information on the data capture sheet (typicaily 4 to 8 I'SE units), '

«  Using the dispatch support (unless it is at the TSIF), physically check of patching from the TSE to
the information outlet {juck) and remediate if necessary;

+  Usiug the dispaich support (unless it is at the TSIF), physically patch from the patch panel to the
switch.

o Other test support tasks similar to those above.

343 TSE Deployment Connectivity Support

"Fhe contractor shail provide conncction support for STIP deployment activities. The connection support tasks
consist of;

s Participate in the deployment I¥'Ts. Provide appropriate inputs and updates;

o Work the deployment schedule with IPT stakcholders;

s Assist in the remediation of user IDs and password issues with the TIP contractor to insure they are
in place prior to deployment; :

+ (enerate and defend the REC for conrection to the SCCB;
e Work TUM fraining with each airport;

o Using the dispatch support (unlcss it is at the TSIF), physically track the 'F'SE connectivity path and
note jack/port/switch information and any notes on the data capture sheet;

e  Using the dispatch support (unless if is at the TSIF), physicaily check of patching from the TSE to
the inforation outlet (jack) and remediate if necessaty;

+ Using the dispatch support (unless it is at the TSIF), physicaily patch from the patch panel to the
switch;

e Activate the connection and confirm by sending at least 2 successful commands to the TSE. (This
may be a 2-step process. First confivm the path from the jack to the STIP EM before the TSE
arrives/is upgraded, and then confirm connectivity after the STIP upgrade.)

» Provide patch cables as necessary to connect TSE to the information outlet (floor or wall jack) and
from the patch panel to switch as required. Pateh cables shatl match the horizontal infrastructure at
that airport, Category SE or Category 6, and shall be blue in color.

e Provide and coordinate the EMOC and help desk connection activities detailed in the S11¥ TSE
Connectivity SOP.

The contractor shall follow the approved processes outlined in the 11 TSE Connectivity SOP (drafl) lo
establish connectivity to STIP-enabled TSY. Lessons learned shall be incorporated into the document as
required.
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All connections to TSANet shall be covered by an approved RFC.  The STIP TSE Connectivity SOP outlines
an approved methodology REC for STIP-enabled TSE connections.

Connectivity shall be validated by the STIP Help Desk, and a completed data capture shieet (DCS), which
includes identifying TSE information and location details, shall be uploaded to the STIP iShare duting
connection activity, and upon completion ot TSE comections. This information will be maintained by the
coutractor as part of the STIP task order.

Deployment of STIP-enabled and conununicating T'SE is expected to scale up to approximately 3,600 in e
next 12-18 months. The CLIN structure supports incremental increases (250 communicating devices) in the
numbers of TSE supported. '

5.5 Infrastructure Gap Remediation (IGR)

A comntract for Infrastructure Gap Remediation (IGR) at airports is ongoing through September 2015, The IGR
contractor is remediating cabling and IT hardwate inttastructure gaps for all ‘{'SE at each airport location and
connect STIP-enabled TSE as they worlk af airports.

‘The contractor shall actively participate in the IGR IP1's and support the IGR confractor with back end services
(EMOC) for switch comnectivity. Coordination and reporting of status for the contractor’s scope shall be
required at the IPTs and on a weekly/monthly basis. The reports format will be defined at the IPT.

5.6 Operations and Maintenance Dispatch Support

The contractor shall provide dispateh/onsite (airport) Q&M services for connectivily related issues. The
contractor shall first attempt to diagnose device and/or connectivity issues remotely. If required, the contractor
shall dispatch suppott to tone-test cabling and reconncet STIP-cnabled TSE.

The contractor shatl dispatch/deploy in a manner most efficient and cost effective to the government. The
contactor, for example, will not need to deploy or excoute connectivity requitements for fewer than two
devices per CAT X or T site per visit at any time. CAT II, T and TV airports may have dispatches scheduled
for single I'SE connection issucs.

6 Task 2 — TSIF Suppoxt

The contractor shall provide ongoing lab support at the TSA Systems Integration Facility (TSIF) STIP Lab,
located at Ronald Reagan National Aitport, Alington, VA. The support activity includes:

s Requests for on-site support shall be supported within one business day after the request has been
received.

¢ The contractor shall be responsible for Environment setup and configuration activities, which is
defined as delivering new or repurposed virtual machines within the existing five Virlual Hosts in the
STIP servers.

» Palching shall be performed on the systems and coordination shall be made between the contractor and
the systems integrator to avoid a technical conflict with the STIP development efforts.

e OS patching shall be performed on a monthly basis. All patches will follow the TSA approved
configuration management\change management process ptior to deployment in the TSIF
environments. :

o This tasking ducs not require knowledge of STIP application fimctionality for any application
configuation or testing requirements; the STIP development provider will previde these services.
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o TSA will provide all equipment and soflware lHeenses required for this Task Order.

+  Unless otherwise indicated, all scrvices on Lhis Task Order shall be provided at TSIF during TSIF’s
regular hours of operation. :

«  Maintenauce that impacts the availability of the system during the TSIF’s regutar hours of uperation
shali be completed during non-business hours and on weekends.

s The TSIF STIP 1ab documentstion shall be kept up-to-date.

» The contractor shail be responsible for prepping all TSI Lab equipment for monthly powcr outages
and recover all TSIF Lab cquipment from power outages.

The contractor shall provide level Tier 1, 2 and Tier 3 infrastructure/networking support at the TSIF STIP
Lab in the following areas:
¢ Network connectivity support for TSIF STIP [Lab environment
o TS8E connectivity to I'SLE STIP Lab network
o TSE connectivity exlernal to TSIE STIP Lab
o Support external networking of TSIF STIP Lab
¢ Backup and recovery activitics
= Enviroament setup and configuration of new cavironments activilies
o Tab workstations maintenance and OS patching

The contractor shall be responsible for monitoring of TSIF STIP hardware sofiware and envirorument, as well
as the installation and setup of replacement or new equipmsnt {(desktops or servers),

The contractor shall provide ongoing lab support, including application of patches/securily fixes.

The contractor shall support recurring and ad hoc STIP server patch tmanagement activities in TSI STIF Lab
environmenis, Patch management activities inchude impact analysis, application of patches, coordination with
TSA through conference calls and meetings, testing of patehes, and developing a test analysis report.

The coniractor shall suppart the following activities and timelines for all applicable STIP servers upon
notification to the contractor:

¢ Quarterly Oracle/WebLogic CPU Testing within 90 calendar days of issuance of Information Security
Vulnerability Message.

«  Monthly Microsoft Patching within 14 calendar days of issuance of Information Security Vulnorability
Message,

s Microsoft Qut-of-Cycle patching within 14 calendar days of issuance of Information Security Vulnerability
Mecssage, .

¢  Other Information Security Vulnerability Messages pertaining to the §1TP applications and servers based
on the compliance timeline of the Information Security Vuinerability Message, The timeframe for
resolution wiil be dependent on severity and externally driven deadlines; the government and contractor
shall agree upon delivery dates based on impact analysis and « ROM for completion,

o Del 179 STIP TSIF Status Report
¢ Del 180 Test Analysis Repott (TAR)
¢ Del 181 Patch Iinpact Analysis
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7 Task 6 — Engineering Services
The government anticipates unforeseen work not defined elsewhere in this SOW. This support will be used for
suclt work as:

Disastet recovery;

Unique and extended maintenance issues;

Identifying and documenting recommmended engineering fixes or changes;
Iigh priority activity

Other unforeseen work.

00 ¢C

The contractor shall estimate this work and receive notice (o proceed from the COTR in all instances,

8 Task 7 — Program Managemend
The contractor shall appoint a single point of contact that will serve as the interface between the contractor and
the STIP Program Office.

8.1 Program Status Report (Dcl 187)

The contracior shail report theit progress in & monthly (5" of each month) Program Status Report (PSR) for all
tickets and SOW tasks:

Total open and closed trouble tickets per period and by application.
Total open and closed troubic tickets to date.

Average open titne for trouble tickets

Ticket aging report by Help Desk trouble ticket type

‘I'SE connectivity status for operational sites

Percentage of tickets resolved

Customer satisfaction summary for the following calegories: communiecation effectiveness,
responsiveness, timelinoss of yesolution, and overall satisfaction.

¢ ITE and PROD Server Metrics

CPU Utilization

o  Memory Ulilization

o  SWAP ltilization

o DB Utilization

a & % ° & = B

Q<

‘The contrastor shall track performance metrics to allow the government to track the performance of each task
identified in this SOW. These performance metrics shall be included in cach Program Status Report tor the
reporting period, and shall include the following: work performed, problems cncountered, pending issues and
work planned for the next peried.

Additionally, the government teserves the right to request ad hoc repoits as deemed necessary for program
management. At the time of request, the government and contractor shall agres upon a timeframe for delivery.

¢ Del 182 Program Status Reporl (PSR)
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8.2 Meetings and Reviews (Del 183)

The contractor shall attend regularly scheduled weekly integrated team status mectings to cnsure effective
program management, and efficient and effective resolution of problems throughout the life of the contract.
These mestings will include the government, and alf other government identified contractors,

The contractor shall hold working level meetings, as necessary, known as Technical Interchange Meetings
(TIMs). TIMs are specific agenda driven and the agenda for each TIM is mutually agreed upon between the
government and contractor. All'TTMs require government approval. The contractor shall provide mesting
minutes within three (3) business days from the date the meeting occurred,

« Del 183 TIM Meeting Minutes

8.3 Deliverable Schedule

The following table identities the deliverables that will be required for this SOW. While the content and
definition are defined throughout the SOW, this table vutlines the format of these deliverables and the
estimated due datc of the deliverable, All time periods with days are to be considered business days.

e Foz e T
 Tea
2 | Del179 STIP TSIF Status Report MS Word usiness day of each
. month
2 Dei 180 Test Analysis Report (TAR) MS Word As required
2 Del 181 Patch Impact Analysis MS Word As required
7 Del 182 Program Status Report (PSRY | MS Word Sth business day of each
_ _ ) month
Technical Interchange
7 Del 183 , ’ 5AL
E e Meeting(TIM) MS Word As necessary
Post Award Conference
D MS Wor i
7 el 184 Mecting Minutes Word 5 days after meeting
7 Del 185 Transition Plan (Phase-in} MS ‘I'wo weeks after award
‘ Word/Dxcel
I MS 120 business days-prior to
I'rans ase-
7 Del 186 ransition Plan (Phage-out} Word/Bxcel | ond of contract |

Figurc S: Deliverable Schedule

8.4 Post Award Conference

'The government will hold a post-award conference at a location designated by the contracting officer within
ten (10) business days aficr the STIP requirement is awarded. At the post-award conference, the contractor
shall present their understanding of the STIP requirement and identify any issues or questions about the
execution. The governinent will designate confurence attendees and identify any unique conference suppait
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requirements. The coniractor shall provide the minutes for the conference within five {5) business days after
the post award conference,

+ DEL 184 Post Award Conlerence Meeting Minutcs

9 Miscellaneous

STIP System Stafus Statements:

t. ‘The cutrent STIP and associated supporting systems have been designed and implemented according
ta all Federal, DHS and TSA security policies and guidetines.

2. The STIP program officc is responsible for any outstanding plan of action and milestones (POA&Ms)
ar findings associated with the cwrent STIP and supporting systems to include both backend server
intfrastrueture and the TSA scourily equipment (TSE) devices.

3. The contractor shall be responsible for SOC support and CSIRT incident response up to the switch
connecting to the TSA sceurity equipment (ISE) device. Any additional support needed will then be
handed off to the appropriate third-party vendor,

Security Requirements Not Covered under STIP SOW:

1. Configuration of the TSA security equipment (TSE) devices.

2. Operating system patches and updates (to include security patches and updates) [or the TSA scourity
equipment (TSE) devices.

3. Antivirus support for TSE. Vulnerability scanning of the TSA TSE.

4. Remediation of any security tinding or POA&MS for the TSA'I'SE.

Inteliectual Property; All conlractor developed processes and procedures and other forms of intellcetual
property first developed under this fask order shall be considered government properly.

INTELLECTUAL PROPERTY (DELIVERABLE) - Data required to be delivered under this task order, that
could be deemed technical data under the clause FAR 52.227-14, Rights iin Data — General, if it were delivered
in written formn, shall not lose its status as technical data because access by the goverament, or delivery by the
contractor, is by electronic means, All configuration work undertaken by the condractor and recorded or
uploaded intu or instatled upon any government system (including development, test, production, and failover
environments) under this or any related or predecessor confract, is deemed Lo have been delivered to the
government and shall be the property of the government. Alf rights of the parties in these techsical data
deliverables shall be as specified in the clause Rights in Data — General.

10 Trausition Activitices

The coniractor recogrizes that the work and services pravided under this requirement are vital to the TSA
mission and must be maintained without interruption, both at the commencement and expivation of this
coniract. It is thercfore understoed and further agreed in recogaition of the below:

(a) At the end of the period of performance, the contractor shall cooperate wills a successor contractor
or the governinent, After selection by the government of any successor confractor, the contractor
and such successor contractor shall jointly prepare mutual detailed plans for phuse-out and phase-
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in operations. Such plans shall specify a training and orientation program for the successor
contractor Lo cover each: phase of the scope of work covered by the contract, A proposed date by
which the suceessor contractor will assute responsibility for such work shall be established. The
contractor shall assume futl responsibility for such work until assumption thereof by the successor
coniractor. Execution of the proposed plan or any part thereof shalt be accomuplished in
accardance with the contracting officer’s divection and approval.

(b} The contractor shall provide a teansition plan for taking over the duties and responsibilities of this
contract that will cover the training and knowledge transfer from the outgoing to the incoming
contracior,

(¢} The conversion of the STIP Help Desk phone nember and email address shall romain separate and
shall be merged with the TSA SPOC number at a mutually agreed upon schedule by the TSA COR
and the contraclor,

»  Del 185 Transition Plan (Phase-in)
¢ Dcl 186 Transition Plan (Phase-out)

11 Place of Parformance

The work shall be performed at the contractor and TSA sites.

Lacal trave! within the DC metropolitan area is requited. The contractor shail atiend meetings at TSA
Headquarters in Arlington, VA, and may travel to the TSIF location for the sxecution of tasks.

12 'T'ravel and ODCs

Nou-dispatch travel, if required, shall be pre-approved by the government prior to expenditure. All travel
requests shall include the nature, purpose, and travel details including estimated dollat amount. Approved
travel subsistence reimbursements will be authorized under the rates and condilions under the Federal Travel
Regulations. '

Local travel, defined as within 50 miles of the home location, is not reimbursable,

Trave! and ODCs are based on a not-to-exceed (NTE) amount. All materials purchased by the contractor under
this item become property of the federal government. The contractor shall notify the contracting officer in
writing when the costs exceed 75 percent of the NTE value on the travel and ODC CLIN.

13 ITIP Bridge Task Order Performance Work Statcinent

The contractor shall perform the requirements as outlined in this Statement of Work. In addition, the leveraged
services will be performed in accordance with Section 3 of the Performance Work Statement (FWS) of the
Information Technology Infrastructure Program (ITIP) Continuation of Services Task Order, HSTS03-15-)-
CIO656, under the Enterprise-Wide Acquisition Gateway Leading Solutions I (EAGLE 1) indefinite delivery,
indefinite quantity (IDIQ) contract HSHQDC-13-D-E2090.
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