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Toll-Free Number: 1-855-257-6919
Fax: (703) 603-0821
Email: InsiderThreat@tsa.dhs.gov
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TSA's Insider Threat Program

TSA implemented an Insider Threat Program to deter,
detect, and mitigate an insider from causing harm to our
Nation's transportation domain.

Insider incidents can have repercussions extending beyond

TSA to include disruption of operations or services critical
to public safety and national security.

Just being aware of potential issues and exercising sound
judgment is the first step in detecting and mitigating
insider threats.

What is an Insider Threat?

TSA defines an Insider Threat as “One or more individuals
with access and/or insider knowledge that allows them
to exploit vulnerabilities of the Nation's transportation
systems with the intent to cause harm.”

Who can be an insider? Insiders present themselves to

be current or former transportation sector employees,
contractors, or partners who have or have had authorized
access to transportation sector facilities, operations,
systems, and information.
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Personal Factors

There are a variety of motives or personal situations that
may increase the likelihood of an insider threat:

. Greed or Financial Need

Anger/Revenge

«  Problems at Work

. Strong Ideology or identification to a cause
. Divided Loyalty

«  Looking for adventure or thrill

«  Vulnerability to blackmail

. Desire to feel important, or increase their ego and
self-image

. Desire to win approval

. Compulsive and Destructive Behavior

Organizational Factors

Organizational situations may increase the likelihood of an
insider threat:

. Providing access to classified or sensitive
information to those who do not need it

. Incorrectly labeling classified or
sensitive information

. Not securing or protecting classified or
sensitive materials

. Perceiving that security is lax and the
consequences for theft are minimal or non-existent

. Training is insufficient on how to properly
protect sensitive information

Behavioral Indicators

Some behaviors may offer clues that an employee is an
insider threat:

. Removes or unnecessarily copies classified or sensitive
material without a need or authorization

. Disregards computer policies

. Works odd hours without authorization

. Have unreported foreign contact and short trips to
foreign countries for unexplained reasons

. Attempts to enter areas without authorization

. Has questionable social media website posting

Directives and Policies that are in place to help
protect against the Insider Threat:

Executive Order 13587
TSA Management Directive 2800.17

If you

SEE SAY

something something”






