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ACTION PLAN PROGRAM
FREQUENTLY ASKED QUESTIONS

ACTION PLAN ELIGIBILITY

Who is eligible for an action plan?
Any entity who performs a TSA security requirement may be eligible foranaction plan.

When are Action Plans an effective method for addressing a violation?
Generally, an action plan is an effective method when:
e The corrective actions require significant Industry/TSA collaboration;
e The corrective actions will take some time (i.e. months) to effectively implement;
e The matter would have otherwise resultedina significant civil penalty; and
e The corrective actions will resultin better security, faster.

What does TSA consider when TSA is determining whether to offer an action plan?

Generally, TSA considers a number of factors to determine whetheran action plan isappropriate.
Those factors include the underlying facts of the noncompliance, the entity’s compliance and
violation history, whetherthe entity voluntarily disclosed the noncompliance to TSA, whetherthe
entity previously had an action plan for this type of violation, if the root cause is the same in any
previous action plan, if the location of the previous action plan isthe same, and whetherthe action
planisan effective method foraddressingthe violation given all of the factors. Using this holistic
approach, TSA makes a determination whetherthe noncompliance is bestaddressed through
administrative action, an action plan, or warrants a monetary civil penalty.

Can an entity ask for an action plan?

Yes, an entity can ask TSA for an action plan prior to TSA offeringone. An entity does not have to
wait for TSA’s offerand may proactively reach out to TSA to requestan action plan for voluntary
disclosures, TSA discovered noncompliance, and vulnerabilities.

Can an entity get a second action plan if they have successfully completed one in the past?
Successful completion of an action plan in the past does not preclude an entity from gettingan
action plan a secondtime. TSA usesa holisticapproach to determine whetherthe noncompliance
is bestaddressed through administrative action, an action plan, or warrants a monetary civil
penalty.
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6. What are some examples of when an action plan is appropriate?
Generally, an action plan is appropriate when TSA otherwise would have proposed a monetary civil
penaltyin a Notice of Proposed Civil Penaltyissued pursuantto 49 CFR part 1503. Examples of
when TSA determined an action plan was appropriate include:

e AnIndirectAir Carrier (IAC) violated the known shipper requirementfoundin 49 C.F.R. §
1548.17. This IAC had two prior findings on thisissue during the previous five years. TSA’s
Enforcement Sanction Guidance Policy assigns the moderate civil penalty range to known
shipperviolations. Inthe action plan, the entity updated theirsoftware so that there was an
automatic check of known shipperrequirements, which was appliedto all locations where
the IAC operated.

e Anairport operator voluntarily disclosed to TSA a potential issue regarding badge
accountability in advance of a badging audit. If the issue had beendiscoveredduringa
required inspection of badge audit, TSA would have beenrequiredto report the findingto
Congress. This airport had never beeninviolation of thisrequirement. Aspart of the
action plan, the airport dida comprehensive badge validation, updated itsinternal process,
and implemented a monetary incentive schedule forthe return of lost badges and
awareness campaign. If the voluntary disclosure had not been submitted by the airport and
accepted by TSA, TSA’s Enforcement Sanction Guidance Policy assigns the maximum civil
penalty range to access control violations.

e Aninspectionfoundthat recurrent training was not being performed. During the
investigation, it was discovered that the software being used to track training was not
working properly. A review of their compliance history found no other violations of this
nature. TSA’s Enforcement Sanction Guidance Policy assignsthe minimumto moderate civil
penalty ranges to training and training records violations. While correcting software issues,
the entity did a manual audit of trainingrecords and provided the required recurrent
training.

e Aninspectionfoundthat an entity failed to adequatelyimplementregulatory requirements
regarding theiremployee’s security threat assessments. A review of the entity’s compliance
history found no other violations of this nature. TSA’s Enforcement Sanction Guidance
Policy assigns the maximum civil penalty range to security threat assessmentviolations. In
the action plan, the entity developed updated trainingfor employeesand a corporate audit
process to ensure all regulatory requirements and training was completed correctly.

7. How does an entity determine who is their Designated TSA Official (DTO)?
Please see Section IV.d) of the Action Plan Program to determine whois the entity’s DTO. Entities
with questions on who is their DTO should contact their Principal Security Specialist (PSS) or
International Industry Representative (lIR).

8. Can an entity still participate in an action planif TSA has issued a Letter of Investigation?
Yes, an entity may still requestan action plan evenif they have received a Letter of Investigation.
An eligible party may requestan action planat any time prior to finalization of enforcement action.

9. Is an entity required to accept an action plan if TSA offers it?
No. Participationin an action planis voluntary and an entity may withdraw completely fromthe
process to develop an action plan at any time. If an entity decides not to participatein an action
plan, TSA will proceed withits enforcement action pursuant to 49 CFR part 1503. If an entity does
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not want to participate in developinganaction plan or makes a decision to withdraw from the
process, TSA will not considerit to be an aggravating factor inany related civil enforcement matter.

My entity has been offered an action plan but my entity does not want to participate — what are
the next steps?

The entity should notify the DTO that they do not wish to participate inan action plan at which
point TSA will proceed with its enforcementaction pursuant to 49 CFR part 1503.

The Designated TSA Official (DTO) has declined an action plan but my entity would still like one —
what are the next steps?

An entity who believestheir matteriseligible underthe Action Plan Program and an action plan
would be an effective method for addressing a violation may submit a letter or email to the
Assistant Administrator (AA) of Compliance for resolution of any dispute, includingwhetheran
instance of noncomplianceis eligible foran action plan. The entity should submit any
documentationthey would like the AA to consider as part of theirdispute resolution request.

VOLUNTARY DISCLOSURES

Is a voluntary disclosure of noncompliance required to be eligible for an action plan?

Voluntary disclosure of noncompliance is not required underthe Action Plan Program. Both TSA
discovered noncompliance and voluntary disclosures by an entity may be eligible foranaction plan.
However, if an entity voluntarily discloses the noncompliance, itis considered a mitigating factor
and is considered during the holisticapproach to determine whetherthe noncompliance is best
addressed through administrative action, an action plan, or warrants a monetary civil penalty.

How does an entity notify TSA of a voluntary disclosure?
The entity must email the Designated TSA Official (DTO) and copy TSAVDP@tsa.dhs.gov.

What is the benefit to voluntarily disclosing an instance of noncompliance?

If an entity voluntarily discloses an instance of noncompliance, TSA must considerthat voluntary
disclosure as a mitigating factor when determiningthe appropriate corrective actions to be in
includedinthe action plan.

ACTION PLAN REQUIREMENTS

What determines the length of an Action Plan?

Generally, the length of an action plan is determined by the complexity of the matter and/or
solutioninvolved. This noted, action plans exceeding 1-yearin duration may not be eligible. Action
plans lastinglongerthan one year will be considered on a case-by-case basis to determine whether
the noncompliance may be more appropriately resolved using a settlementagreement with TSA’s
Chief Counsel’s office.

What measures and milestones should be required as part of the Action Plan?
Generally, action plans should include specific milestones foreach proposed corrective measure
and an estimatedtimeline forcompletionforeach element, as well as the collective plan.
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Can an action plan be updated?

Shouldthe DTO or eligible party identify aneed to amend the corrective measures, timeline, orany
other element of the agreed upon plan, they may do so by formally amendingthe original
agreement.

What is an analysis of root cause?

An analysis of root cause is the who, what, when, where, and why the noncompliance occurred,
and the focus of what the action plan is lookingto address and correct so that the noncompliance
does not occur again. The Action Plan Program defines analysis of root cause as “[a] wide range of
approaches, tools, and techniques which determine how noncompliance occurred or is likely to
occur by examiningthe why, how, and when of the causal factors.”

Is an analysis of root cause necessary for an action plan?
While an analysis of root cause is very beneficial inidentifying why noncompliance occurs and how
to preventit from reoccurring, itis not a requirementunderthe Action Plan Program.

What does TSA look for in order to approve an action plan?

When determining whetheran action plan isappropriate, TSA considers the seriousness of the
noncompliance and whetherthe proposed action plansare commensurate with that seriousness.
TSA looks at the time, effort, and costs invested by the eligible partyin ensuringthe noncompliance
does not reoccur. TSA appreciatesthat sometimesthese costs can be challengingto quantify, and
appliesa holisticapproach indeterminingwhetherthe tangible and intangible corrective actionsin
the proposal is acceptable.

Who writes the action plan?
Either TSA or the eligible party may write the action plan, with the other party responding with
theiragreement.

What if an entity needs an extension on an Action Plan Program deadline?
Eligible partieswho need an extension should contact their Designated TSA Official (DTO) to discuss
the length of the extensionand why it is necessary.

Is it a requirement of the Action Plan Program that the cost of the corrective actions must equal
the potential civil penalty?

No, itisnot a requirementthat the eligible party spend the entire amount of the potential civil
penalty for its action plan corrective action costs. TSA recognizesthat some corrective actions may
not cost a significantamount of money but may impact transportation security greatly. TSA looks
at intangible benefitsto security in addition to actual costs invested by the eligible party, with the
goal of ensuringthe noncompliance does not reoccur. TSA appreciatesthat sometimesthese costs
can be challengingto quantify and appliesa holisticapproach in determiningwhetherthe tangible
and intangible corrective actions in the proposal are appropriate to address the underlying
violation of TSA’s security requirements and root causes.
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VULNERABILITY ACTION PLANS

What is a vulnerability action plan?
A vulnerability action planis one where the noncompliance has not yet occurred, but an eligible
party or TSA has identified aroot cause of a potential violation.

When is a vulnerability action plan appropriate?

A vulnerability action planis appropriate at any time before the noncompliance occurs. This
includes an advance notificationto TSA that an eligible party may not be able to meeta set
deadlineina newly established TSArequirement.

What is the benefit of a vulnerability action plan?

Eligible partieswho enterintoan action plan will not have an enforcementaction opened against
them if the predicted noncompliance occurs unlessthe eligible party withdraws from the action
plan or failsto implementan agreed upon corrective action.

How does TSA close out a vulnerability action plan?

TSA closes out vulnerability action plans with a letterindicating the eligible party’s success. Even if
the predicted noncompliance occurs duringthe action plan, the eligible party does not get any
compliance or violation history resulting from the predicted noncompliance.

Currently the Action Plan Program states, “A vulnerability may also include occasions when an
eligible party is required to implement a new security requirement and notifies TSA ahead of the
implementation deadline that it will be unable to meet the deadline due to circumstances beyond
its control.” Given that TSA security programs already instruct an entity to make such
notifications to their assigned TSA industry representative, this addition seemed redundant or
potentially in conflict with the AOSSP language. What is the purpose of this new language in the
Action Plan Program?

When a deadlineissetin a TSA security requirement, the entityis responsible forensuring that the
required security measures are in place by the date setin the requirement. Once that deadline
passes, if the security measures are not in place, it isan instance of noncompliance and could result
in civil enforcement action. While there may be circumstances where a notificationto the entity’s
industry representative may suffice, such as whenthe requestfor an extensionisshort in duration,
if there are requestsfor extensionsinvolvingsignificant periods of time, it may be appropriate to
enterinto a vulnerability action plan. In those instances, in addition to notifyingtheirindustry
representative of the issue, an entity may use the Action Plan Program to enterinto a vulnerability
action plan, which would pause any civil enforcementaction as longas the entity met the goals and
milestones agreed uponin the action plan. If the entity completesthe vulnerability action plan, the
matter would be closed withoutany compliance or violation history.



